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3. AR

3.1. BEZRRZBEI S

FI. EFa 7T h BT BIDICHERRBEZEEL TWEFT,

3.2. BREREICDODWT
CCTHRITZ2BERREDBRIGLITOEED T,

#* 3.1 EARE
V=R T— BiEd
ATDE(Atmark Techno Development Environment) BET . 7Yy NY—0F70/
Armadillo ') —XDBFERE S U T VirtualBox 1 X—3 &
UTEEHREINET,
CST(Code Signing Tool) /¢y o —3 BT : NXP

HAB OEZETS5Y—ILPREERT 2V —IL T, Linux
Ny Tr—IEUTEHRINTVWET,

mkswu /Sy r—Y BT 7y hY—0F70/

Armadillo Base OS D7 7 —L 7z 77 v 77—~ D{LEM
TH3 SWUpdate BO7 Y 77— K770 ILEERT 5V —

WEBHET,

build-rootfs-[VERSION].tar.gz BT 7y hN—0FT0/
Armadillo Base OS ®DIL— K7 7MLV AT LZERT 2V —
WZEaHET,

Alpine Linux ZR—X 7Y hN—=0TFT 7 /DIy —I %
ZTBRRICEDFT,

Armadillo-X2

TRAREREE - Y —JU [https://armadillo.atmark-techno.com/
resources/software/armadillo-x2/tools]

Armadillo-loT '— k2 =1 G4

TRAKIRE - Y —/JL [https://armadillo.atmark-techno.com/
resources/software/armadillo-iot-g4/tools]
imx-boot-[VERSION].tar.gz BT 7Yy NY—0F0
J—hO—45—0OY—XI—RKP, EF277—-b0EMEK
VCRAML—YBESILAD SWU A1 X—Y %D 3RV UM%
EHET,

Armadillo-X2

7 —kO—%— [https://armadillo.atmark-techno.com/
resources/software/armadillo-x2/boot-loader],
Armadillo-loT '— b2 1 G4

7 —kO—%— [https://armadillo.atmark-techno.com/
resources/software/armadillo-iot-g4/boot-loader],
baseos-[VERSION].tar.zst Bt 7y h~x—0T70 ./

Armadillo Base OS DIL—k 771 ILY AT LD E )L KiEH
NAF+JTT,

Armadillo-X2

Mgy 7 b = 7 [https://armadillo.atmark-techno.com/
resources/software/armadillo-x2/baseos]
Armadillo-loT *— ko =1 G4

@Y 7 k7 [https://armadillo.atmark-techno.com/
resources/software/armadillo-iot-g4/baseos],
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3.2.1. uboot-imx ®t* 217 7— M DEEMLR

X177 —bDEEE uboot-imx DA RICEML TWET, FUWEKRIEIUTESBLTLLESE
\; Ey lJTg_\/ Z\/U W I\:Fl)(/l\b\%bgi—a_o

imx-boot-[VERSION]/uboot-imx/doc/imx/habv4/introduction_habv4.txt

imx-boot-[VERSION]/uboot-imx/doc/imx/habv4/guides/mx8m_secure_boot.txt

3.2.2. ATDE Zz=#{g9 %
RN a7 ESEICEEEL TSIV,

- Armadillo-X2 : REB®RED v k7 v 7 [https://manual.atmark-techno.com/armadillo-x2/
armadillo-x2_product_manual_ja/ch03.html#sct.setup-environment],

- Armadillo-loT ¥ —h7P x4 G4 TREREODEY b7 v 7 [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja/chO3.html#sct.setup-
environment]

3.2.3. mkswu Z#fE9 3

mkswu [& SWUpdate [CHIG L7y 77— 7 7ML Z5EKRT %Y —ILTY, FARRIETHS ATDE
[CAVYARM=ILENTWVWET,

HE5HM U, mkswu ZFHWTER Uz initial_setup.swu & Armadillo i1 >V A ~—ILF 2EHLH
Diq—o n$b< ;%DDV :LTJIJ%(_;—%EE<7:_3\/\

- Armadillo-X2 : TArmadillo IC#E{tFZEZ 1 >~ A b —JLF % [https://manual.atmark-
techno.com/armadiIIo-x2/armadiIlo-x2_product_manuaIJa/chO3 html#sct.setup-
armadillo-with-vscodel] .

- Armadillo-loT = k72 x4 G4 : TArmadillo IC#E{LEREZ 1V XA M=) T % [https://
manual.atmark-techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja/
ch03.html#sct.setup-armadillo-with-vscode]

/ X277 —bhEMLICHRIET D mkswu (F 4.0-1 L EICREDET,

<:> SWU 4 X—I DSt
swu4x—/ir7wwh ST ClEEESbanEz A, BEKIEZTLS T
S5NTH. 77MITRESNTVWS & ETIEFEXHZDT SWU 1 X —
th%%%@%ﬁﬁﬁﬁiéﬂ%ﬁﬁﬁbiﬁgswu4x—§wﬁﬁ
TELERBOHDIEHREEESHDEZITIEIRIBESILTEIRNETT,

initial_setup.swu Z1ER T % & ElC SWU 1 X — /% E5 LT 2RE=
T2C2ENTEXRT, FUKRERIYZ 27 ZSRIIES W,
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- Armadillo-X2 : Tinitial_setup.swu #1E4& B OZERE [https://
manual.atmark-techno.com/armadillo-x2/armadillo-
x2_product_manual_ja/chO03.html#fig.first-time-mkswu-
setting],

- Armadillo-loT #'— k7 = G4 : Tinitial_setup.swu #EI4%ERK KD
KEHRE [https://manual.atmark-techno.com/armadillo-iot-g4/
armadillo-iotg-g4_product_manual_ja/chO3.html#fig.first-
time-mkswu-setting]u

N=I3 Y OERTEIUATDODEED T,

[ATDE 1% dpkg -l mkswu
ii  mkswu 7.6.2-1

3.1 mkswu DJ/X\— 3 VHER

324. X2 77—-bDBERVTCANL—YDEES{LICHERRA T ) 7 NDEL
=
LT URLAS TJ—hO—%— YV—X (u-bootZH), #EEBELTLLEZL,

- Armadillo-X2 : '7— k O—%"— [https://armadillo.atmark-techno.com/resources/software/
armadillo-x2/boot-loader],

- Armadillo-loT =k Vx4 G4 : "7 —hk0O—%— [https://armadillo.atmark-techno.com/
resources/software/armadillo-iot-g4/boot-loader]

BRELEZ7—HAATRICEF 27T FOBWEREEIVCRANL —IBELICBDERI I U T IDEF
nhTwEd,

/ AEERFRTHALENNY T —YRBUATDOEED T,
- imx-boot-2020.04-at26.tar.gz

J—hO—F—QY—RA—RO7— N1 T2REALET, U ZOF—H1TEh—LT« LY
NUICRRBLEBETHEALET,

[ATDE ~1$ tar xaf imx-boot-[VERSION]. tar.gz @
[ATDE ~1$ cd imx-boot-[VERSION] @

32 7—rA—4%—OY—XOA—RO7—HAT7=2BHET 3
(1) [VERSION] (F/\—¥ avick>TEIULET
®  imx-boot-[VERSION]IcBEI L £ T,
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325 tFa 77— DOEMERVOCA L —IBESLICERATZIRAIUT D
FR

imx-boot-[VERSION] ICTE1EY % secureboot.sh E WS XU R ZBEWTEF 277 —NOEM
ERVOANL—YDBES{EETVWETD,

DI D2 TERT % secureboot.sh DA 7 3 VRO EE D T,

57

% 3.2 LAY 3 secureboot.sh DA T gy

ATvay FE3

setup imx-boot-[VERSION] ERUTFTv LY MUREBIC. EF¥a2 77— bOBEWMERVRANL—YEBSLETS
HDEIETH S secureboot x2 T4 LV MU EERLET,

build X2 T7T—MOBEWERCIL—N T 7LV ATLDESIEEITS/HD SWU 4 X—I%ERULET,

make_installer BEI%HE Armadillo DEBEBEZER UfcA YA RN =IT A RAIA—IEERT S SWU A X—IEERLET,
ERUTcA Y AR =T R A A=Y %EER Armadillo [T VYA RM=ILT B ETUTOLSBEESR
HEETEXT,

B o A N E=L (4

W=7 7AWV RTLROT IV — g ViEERE DBESE

- %A Armadillo DEEDOESR

3.2.6. RITERIEDAER

TD&L ST, imx-boot-[VERSION] £ T secureboot.sh @ setup A7 3 vZEITLTLEE L,

[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh setup

imx-code-signing-tool package is needed to setup secureboot.

Install imx-code-signing-tool? [Y/n] (1)

... EBg

OK: Linking /home/atmark/secureboot x2/build-rootfs to /home/atmark/secureboot x2/build-rootfs-
[VERSION]

OK: Linking /home/atmark/secureboot x2/imx-boot to /home/atmark/imx-boot-[VERSION]

Setup /home/atmark/secureboot x2 successfully. Run ’./secureboot.sh build’ next. (2]

3.3 secureboot.sh setup DELT

(1) Enter 239 &, CST @ Linux /Xy —3Y %AV XAM—=)LULET,
(2) secureboot_x2 7« L7 NUDMERRESNE T,

imx-boot-[VERSION] =« L 7 kU &R UREEIC secureboot_ x2 7« L7 NUDNEREINE T,
T 74 )L KN TIE secureboot_x2 7«4 L7 MURIFLITOBRICKE > TWET,

secureboot x2

F—— build-rootfs -> /home/atmark/secureboot x2/build-rootfs—[VERSION] (1]
—— bui ld-rootfs-[VERSION] @

—cst ©

F—— imx-boot -> /home/atmark/imx-boot-[VERSION] (4]

— out ©

—— secureboot. conf @
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—— secureboot.sh -> /home/atmark/imx-boot-[VERSION]/secureboot. sh (7]
L s O
L—— tmp (9)

YyiRUy oYY mhMERT S build-rootfs 7« L7 MUICIED £,
build-rootfs-[VERSION] % imx-boot-[VERSION] &R UBEICZRITNIEY o>y O—RKRULET,
CSTIC& > TERSNBRENBRBESINE T,

VYR I UV ITAMERT S imx-boot T4 LI MUITIKRDET,

Linux I—RILE LT —hO—F—DA A—IDEEINFT,

secureboot.sh DERE T 71 )L TYT, imx-boot-[VERSION]/secureboot.conf.example m5 1
E—ah%xd,

yRYUw o) v ThMERT % secureboot.sh ITHRD £,
X2 T7T—FDOBWMEE LA L—VBSEETSOD SWU 1 X—IDEETNET,
secureboot.sh ZEITUCKFICERSINEZ—BFI7 7LD EEESNE T,

OO0 ©0606000O00O0CO

CST(Code Signing Tool)i& NXP i 5Y —XA— K%z o>vO—RKUTz
HDEFERTZIEHTFHETY .

https://www.nxp.com/search?keyword=IMX_CST_TOOL_NEW

BRic¥o>O—RUK CST 2R L TW3SIHAEIE. secureboot x2/
secureboot.conf ZUTD X SICTEIEL TLEE L,

BIFTlE, #7>O—RUTE7% CST (cst-[VERSION] ) ZHR—ALT«
LZRMNVICEEBLTWAZEZRBELTWVWET,

[ATDE ~1$ tar xaf IMX CST TOOL NEW.tgz @
[ATDE ~1$ s

cst-[VERSION] :(&B&)

[ATDE ~]$ cat ../secureboot x2/secureboot.conf

: (HE8)

#f CST directory where signing keys are kept. Keep preciously!
#CST="$SCRIPT DIR/cst”

CST="/home/atmark/cst-[VERSION]” @

: (HE8)

34 4o >0O—R U7 IMX_CST_TOOL_NEW %Z{#RH9 %

Q@ FYOYO—RUECSTO7Z—hA7ZEBRALET,

O ERULLCSTTa LI MY ZHI/NATCST ERICEEL TS
U\,
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D ETHREBRIITET T,
3.2.7. secureboot.conf OBREFHE

secureboot.conf FEF 27T —hA AXA—=I %X ) 7K secureboot.sh DRET 71 IL T,
UTEa>y7470—87TY,

CST_ECC

CST_KEYLEN,
CST_KEYTYPE

BED CAREZFIAITZINES I ZEREL T,
- y: EC Z#|FBE9 3%

- n: RSA ZFIFE9 %

BREZXRETD

K33 X217/ - FHOROESE

Algorithm CST_KEYLEN CST_KEYTYPE
RSA 1024 1024 1024 65537
RSA 2048 2048 2048 65537
RSA 3072 3072 3072_65537
RSA 4096 4096 4096_65537
EC NIST P-256 p256 prime256v1
EC NIST P-384 p384 secp384ri

EC NIST P-521 p521 secp521r1

CST_SOURCE_INDEX

CST_UNLOCK_SRK

IMXBOOT_LOCKDOW
N

SRK IIBK 4 RETHEDIENTEET, COERETIEED SRK =FIH
ITEONEKELXT, REEIXOIFLEDT, O FTT7AI T,
SRK DYR—VEICHIBLE T, T 74 MRETIIKEPLEHDOGLED
feHic, VR—2I N TCEBRWVWREICEH > TWET,
#CST_UNLOCK_SRK=y @ OX Y h&EHNT Z & TYR—U D ETRERIREE
[CiED XTI,

REMBHZETIFRWEE, UTD U-Boot DRENEMICED XTI,

K 3.4 BA%c 4% U-Boot DERTE

RIEME

A

CONFIG_ENV_WRITEABLE_LIST=y FEAEDRBERIIETRICERETCER<BDET,

CONFIG_BOOTDELAY=-2

J—hO—45—0OY T )LOEBZEEMCLET,

loadbootscript=false

boot.scr DsFEAHAHZEMICLET,

IMXBOOT_OPTARG  A—XILEEBIFDEMA T a v ZBELEXRT, T7 A4 KTIE UTORK

S ENEENEXT,
x 35 T7AIBMNDAH—FXICEREDBIMNA TS gV
REME e
quiet A—RIOEEAyt—Y (AY) ZRNRICIMZET,

usbcore.authorized_default=0

USB 7/ R IZBATRMICERRES N B X THEARWIREEICAD T
5

module.sig_enforce=1

ZDREICIE 5.10.240-r1 LEDA—RIHRETT,
ELINTOVWERVWEY2—)LIEO—R (BHAH) TEGRLRK
D£EI,
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LINUX_IMAGE,LINUX_DTB FIT A X=JICHARALTcHD Linux H—RILAA—=I &EFINA
2V =707 (DTB) O/IXRAZEEBELEF T,

LINUX_DTB_OVERLAYS_PRE DTB IcE#@RI 2 7/\A1AY Y —Ad—/\—L (DTBO) 77
APPLY TIWNEBELE T, BETEDHZERLET,

LINUX DTB_OVERLAYS PREAPPLY=(
armadillo_iotg g4-aw-xm458. dtbo
armadillo iotg g4-lte-ext-board.dtbo

LINUX_MODULES #ZETHNIEA >~ X b—)LF % Linux modules D/XRAZIEELXT,
LINUX_INITRD RETHNIEFA YA R—=ILT B initrd D/INRAZHEEL XY,

33. tFxa77—rDEMWMERTCIL— T 7FALIL AT A
(rootfs) D=L

BIFA Armadillo I UL TEF 2 77— OBEMEED rootfs ZES{LT 2N TOEE DT,
1. T33.1.€*xa2a77—hDBEWELE LV rootfs DEES{LEITS SWU 1 X—I DYER,

2. "332.SWU A X—=YDA YA K~—)L,

331. X277 —MOBAMELE LV rootfs DESILZETD SWU A X—ID
YEBX

secureboot.sh @ build #ETFULEJ,
COBRICERTESZA 7Y 3 V5IEIEIULTOED TY,
< 3.6 build O5|#

A7 3 V5% e

--image RT3 Linux I—RILAAX—IZH/ETEEXT, BF/CATEEL T E W, secureboot.conf AD
LINUX_IMAGE Z#CIEET 22 &HTEFT,

—initrd 22 LV rootfs OIESLEFICHERT 3 initrd ZIEETEE T, /A TIEFEL TLREE W,
secureboot.conf A®M LINUX_INITRD ZH TIEET B EHTEXT,

--dtb ERT 2 dtb 771 ILEBETEE T, HEX/CXTEEL T EE W, secureboot.conf AD LINUX_DTB
TR TIEETZIEHTEET,

—dtbo AT 2 dtbo 771 ILEIBETEE T, HEMH/CRXTIBEL T £E W, secureboot.conf AD
LINUX_DTB_OVERLAYS_PREAPPLY Z¥ TIEEI D &HTEET,

--modules 9% modules T4 LY N UZIEBETEET, #MM/CATEEL T EE W, secureboot.conf AD
LINUX_MODULES Z¥TIEEIT D EHTEET,

at-dtweb (Device Tree #h X7V A1 X935V —)L) ZFBLTER L dtbo 7 71L& ERT 3
BERUTOLSICIEELTLEE W,

Z ZTlE. B ULz dtbo 7 7 )L (armadillo_iotg_g4-at-dtweb.dtbo ) ZR—AF s Lo hYlc
IEELkEUXY,
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BAR

[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh build ¥
—--dtbo /home/atmark/armadillo iotg g4-at-dtweb. dtbo

35 ARINA X LT dtbo 7 71 IV 2 ERT 2HE

)

/ at-dtweb ICDWTDFHBRIREEY =2 7ILZ SRS,

- Armadillo-X2 : "Device Tree # h X 9 ¥4 X9 % [https://
manual.atmark-techno.com/armadillo-x2/armadillo-
x2_product_manual_ja/ch03.html#sct.customize-dts],

. Armadillo-loT "— k> 1 G4 : TDevice Tree #hHAIY A1 XT3
[https://manual.atmark-techno.com/armadillo-iot-g4/
armadillo-iotg-g4_product_manual_ja/
ch03.html#sct.customize-dts],

AT a3V BEBERTICEITULEBER. T7A4IMD dtb 774 EZFERLEXT, imx-

boot-[VERSION] 7« L7 N U FTUUT D& SI(C build ZR{TLTLIEE W,

[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh build
Logging build outputs to /home/atmark/secureboot x2/tmp/build. log

1 (EB8)
Welcome to NXP firmware-imx-8.11.bin

You need to read and accept the EULA before you can continue. (1,
(&)

Do you accept the EULA you just read? (y/N) y @

(&)

Created /home/atmark/secureboot x2/out/imx-boot armadillo x2.signed

Signing Linux image...
Created /home/atmark/secureboot x2/out/Image.signed

Building initrd for mmc (first time is slow)
Signing Llinux image (mmc)...
Created /home/atmark/secureboot x2/out/Image.signed-mmc

Building 1 write srk install kernel.swu...

Enter pass phrase for /home/atmark/mkswu/swupdate. key: ‘g
Building 2 secureboot close. swu..

Enter pass phrase for /home/atmark/mkswu/swupdate. key:
Building 3 disk encryption. swu..

Enter pass phrase for /home/atmark/mkswu/swupdate. key:
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Please install SWU images in the following order:

- /home/atmark/secureboot x2/swu/1 write srk_install kernel.swu (4]
- /home/atmark/secureboot x2/swu/2 secureboot close. swu

- /home/atmark/secureboot x2/swu/3 disk_encryption. swu

NXP @ EULA OFEEZROSNZDHZEIF. TREOF—ZHUFKITTILE WL,
TREF—DADSNHZBEITBELE. y ZADL TS,

SWU A X—=Y%3DMERTZDT, /AAT—RKRDAAZIERHSNET,
SWU A/ X—=IMI3DEHRINET,

(o o)

EILRRICLITD SWU A XA—=IDMESNTWS I &% CHERSTIES W,

[ATDE ~/imx-boot-[VERSION]]$ Ls ../secureboot x2/swu/
1 write srk_install kernel.swu 2 secureboot close.swu 3 disk encryption.swu

3.6 build AYv Y RIcLDER I SWU £ X—Y

IN5D SWU £ X—3I% Armadillo A YA M=) BETEXT2T7T7—hOBEMEE L
Armadillo Base OS MMREESNTWS rootfs /I\—FT 1 V3V DES{LEEIRTEE I,

THHDTY, BICKW EFa7BAML—YICOE-LTELLZ L

Q secureboot.sh build ZEfTUTER I NIz (cst/keys) E5E BT
EREBHLEXT,

BOFEHIFEHEMEZT > TITo LIRSV, e ZIEEEBOAFBT S
. ERRCHBEIIREFENDITD, £, BIGTHNICERNINLET
T, UTZESEICLTLIEE W,

BlueKrypt Cryptographic Key Length Recommendation
https://www.keylength.com/

SEXTICEED3DD SWU A X—IEMShdETORNELUEICRULET,
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read

conf download.atmark-
techno.com

output download

cit

SRK linux-at-x2-latest.apk run run

input extract iz

tmp
linux_apk
boot
lib
secureboot.sh get_srk_fuse modules ; Image dtb
output input inpu\ \ run
srk_hash.txt Csecureboot.sh Iinux) (securebou!.sh imxbool>
un
input cone signing tool
input output output
imx-boot out
scripts
1_write_srk . .
- — Image.signed imx-boot.signed

install_kernel.desc

u!/

inpul/

1_write_srk_
install_kernel.swu

& 3.7 1_write_srk_install_kernel.swu Z4£m9 %X DN
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parent directory

/ directory ; [site

imx-boot

scripts

(secureboot.sh build\ secureboot_close.desc ‘/secureboot_close,sh\
g A 4
read run\ input /input

Km kswu/?

e

output

2_secureboot_close.swu

3.8 2_secureboot_close.swu 24T 23X TCORN
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Legend

parent directory

// directory /

(secureboot.sh build)

read run

secureboot.sh Iinux)

secureboot.conf

run

build-yootfs

build_rootfs.sh
output

( baseos.tar. zst\
( tar.

)

input

build_initrd.sh
&&=y

run output

tmp
linux_apk

boot

lib

initrd-baseos.mmc.zst ‘ Image ‘ ’ dtb ‘ modules;

input input input

secureboot.sh linux

run
/ code signing lool> input
output
ofit imx-boot
’ Image.signed-mmc ’ 3_disc_encryption.desc ‘

mpm\ ‘/inpul

X 3.9 3_disk_encryption.swu Z4HK 9 % £ TOHRN
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332.SWUAX—=I DA VAKN=)L
secureboot.sh build IC &k > TERRE 1ifz SWU 4 X—=JELTFIcizb £9,
R37EHEINEE SWU 41 X—=Y

SWU A X—I#% il

1_write_srk_install_kernel.swu EZInfc7—bO—45 =LV Linux h—ILA X—=I DA
YAK—=Jl. SRKD/N\YY1DEEZAHETVET,

2 secureboot_close.swu X177 — D close WBEITVWET,

3_disk_encryption.swu =K T7 7AWV RT L (rootfs) ZBES{LLET, BEIC
SIS LTz Linux A—RIAA=IH1 VA M=ILULET,

A E Nt SWU 4 A=Y ZLTOIEIC Armadillo Ic4 > A ~—=)LLTLIZE LN,
- 1 _write_srk_install_kernel.swu

. 2_secureboot_close.swu

- 3_disk_encryption.swu
SWU A X =Y DAY RARN=)LHFEICOVWTIERHBYZ 2 7ILETSBILEI L,

- Armadillo-X2 : TSWU A4 X =3I DA >~ X b — )l [https://manual.atmark-techno.com/
armadillo-x2/armadillo-x2_product_manual_ja/ch03.html#sct.swupdate-install] |

- Armadillo-loT ¥— kD x4 G4 :TSWU 4 X—=I DA >~ X ~—)L [https://manual.atmark-

techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja/
ch03.html#sct.swupdate-install],

3.3.2.1. 1_write_srk_install_kernel.swu O > X k—JL
1_write_srk_install_kernel.swu Z Armadillo 4> XA k=)L T2 & TUTOREMNMTONET,
CEBRINT—MO—F—=ELV Linux h—FIAA=I DAY A=)
- eFuse "D SRK /\v ¥ 1 DEZAH

- 7—=hO—%—IC&EWT CFG_ENV_FLAGS_LIST_STATIC TIEE S NIREZHUNDEEDE
1F

- 7—hO—%—070Y 7 NOFEROEIE

1 write_srk_install kernel.swu 41 Y XM —J)LUTEFTIE. £REEF2T77—MNEIBHICHEDZF
T ho

1_write_srk_install_kernel.swu »% Armadillo ICEEEIC1 Y A M=l NfiGE D07 Z LTI
~UEY,

: (HB8)

Requesting system reboot 0
[ 3801.975472] imx2-wdt 30280000.watchdog: Device shutdown: Expect reboot!
[ 3801.982451] reboot: Restarting system

: (HB8)
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Secure boot disabled (3

HAB Configuration: 0xf0, HAB State: 0x66
No HAB Events Found! ©

#ttt Loading kernel from FIT Image at 40480000 ...

Using "armadillo’ configuration

Trying "kernel’ kernel subimage
Description: Llinux kernel
Created: 2025-02-13 10:13:01 UTC
Type: Kernel Image
Compression: zstd compressed
Data Start: 0x404800cc
Data Size: 10353399 Bytes = 9.9 MiB
Architecture: AArch64
0S: Linux
Load Address: 0x80080000
Entry Point: 0x80080000

Verifying Hash Integrity ... OK

: (&%)
Starting kernel ...

: (HE8)

3.10 1_write_srk_install_kernel.swu 1 Y X h—)LULi#EoiEEIO0

Armadillo ZHBeIL£J,
COBRTRELZEX 27T —MNIBEMTIEHED EEA,
'No HAB Events Found!; MEBRINTWEZ &% SHERLEE L,

00

SRK D/\Y Y aMEZAFNTWBZEAZUTOIOAVYY RTHERETEEY,

[armadillo “]# device-info -f secureboot
secureboot configured (not enforced) (1]

31T SRK Ny Y aREEZERAEXTNTVWS I L ZHERIT D

(1) SRK D\ Y1 FEZAEFNTVWETH, X277 —MNIXEEEWTEBRVWTEEZRLTWVWE
ERS

3.3.2.2. 2_secureboot_close.swu O-1 >V A ~—Jb

2_secureboot_close.swu & Armadillo 1A M—=)L9F 3B & T, close LB TN TEF1 7
T—rDEMCHEDET, SRK/N\Y T anEZRAFENTULEWL, HUIE /boot/Image hFEHET %5
FldcD SWU A A=V EFAVRAN=IVEICIZ—IcAbET,

BUF. 2_secureboot_close.swu H% Armadillo ICIEFEICA Y A M—ILENIBEOREO T Z UL TIC
~UEY,

28



tFaF7T—ACR

: (HE8)

HAB Configuration:

Trying " kernel’
Description:
Created:
Type:
Compression:
Data Start:
Data Size:
Architecture:
0S:

Load Address:
Entry Point:

: (HB8)

: (HB8)

Starting kernel ...

Secure boot enabled "

Oxcc, HAB State: 0x99

No HAB Events Found! @

#t# Loading kernel from FIT Image at 40480000 ...
Using "armadillo’ configuration

kernel subimage

linux kernel

2025-02-13 10:13:01 UTC
Kernel Image

zstd compressed
0x404800cc

10353399 Bytes = 9.9 MiB
AArch64

Linux

0x80080000

0x80080000

Verifying Hash Integrity ... 0K

3.12 2_secureboot_close.swu Z1 A =)L Ut OEE OV

(1) CFX2T7T—IDEHTHDI & HERIIESI L,
(2) 'No HAB Events Found!; MEREINTWD I &% SHERLEI L,

LTOOAXY Y RTHEEFa2a 77— MDD EMTHD I EEERTEET,

[armadillo “J# device-info -f secureboot
secureboot configured

K313 EFa 77— "DEWTHIILEERT S
3.3.2.3. 3_disk_encryption.swu Q-1 >~ XA k—JL

3_disk_encryption.swu %Z Armadillo IC1 >~ X k=)L % Z & T, Armadillo Base OS hMREEI

TW3 rootfs /I\—F 0 ¥ a UhBES{LEnEd,

% appfs) & SWU ICL > THES{IETEZERBADT, 265565 L

HDIX—FT 13y (log PAVFFPTF7IVIT— 3 hMRESIRTL
WEEIE T4 2ER) OFIBLIET Uickicr YA M=ILLTEMLL

TLIEE W,
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LU, 3_disk_encryption.swu A% Armadillo ICIEEIC1 > X =)L ENIHGE DR EZ LT IR
LEY,

 (BBg)
Starting kernel ...
 (BBg)

Welcome to Alpine Linux 3.20
Kernel 5.10.233-0-at on an aarch64 (/dev/ttymxcl)

armadillo login: root "
Password:
Welcome to Alpinel!

The Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.
See <http://wiki.alpinelinux.org/>.

Please note this system is READ-ONLY with a read-write overlayfs,
after updating password make sure to save new password with
it persist file /etc/shadow

You can change this message by editing /etc/motd.
Last update on Mon Feb 17 11:26:14 JST 2025, updated:
extra os.secureboot init: 2 -> 3
boot Llinux: 1 -> 3
armadillo:"# Lsblk @
NAME MAJ:MIN RM  SIZE RO TYPE MOUNTPOINTS
mmch Lk2 179:0 0 9.8G 0 disk
F—mmcblk2p1 179:1 0 300M 0 part
F—mmchlk2p2 179:2 0 300M 0 part

| L—rootfs 1 252:0 0 299M 0 crypt /live/rootfs (3]

: (HB8)

3.14 3_disk_encryption.swu Z-4 >~ X b =)L U fc & DRERHE

(1) root [CAOZ 1> L&Y,
(2] Isblk ¥ Y RZETULE T,
(3) /live/rootfs (T crypt FREENH D . rootfs NESILINTWS I EZERTEET,

34. X277 — bDBERICE > TVWEIDDHER

Linux A—XILHDEENIT 5 2 & ZHERL TLEE W, Linux H—XRILX TEEN LR WEE. uboot-imx
DANY RTHAB DIREZHERT B ENTEXT,

Linux A\EEENS 5 X TOIEFERRE DT DO

: (E8)

Booting from mmc ...

30



tFaF7T—ACIR

#t#t Checking Image at 40480000 ...
Unknown image format!
53522 bytes read in 22 ms (2.3 MiB/s)

Authenticate image from DDR location 0x40480000. ..

Secure boot enabled ‘,

HAB Configuration: Oxcc, HAB State: 0x99
No HAB Events Found! @

it Flattened Device Tree blob at 45000000
Booting using the fdt blob at 0x45000000
Using Device Tree in place at 0000000045000000, end 0000000045010111

Starting kernel ...

: (EH8)

Q@ X7 rIEULRERICKRRINET
O FEALBVESIFARY MARRINETA

T—hO—%—ICH@ENH Bi5E DRE DT DF)

1 (&8)

spl: ERROR: image authentication unsuccessful
ittt ERROR f#ittt Please RESET the board it

1 (H8%)

Linux 1—XRILA X —JICHEENH B3HEDRE O T DB

1 (&B8)

Authenticate image from DDR location 0x40480000. .
bad magic magic=0x14 length=0xal version=0x0

bad length magic=0x14 length=0xal version=0x0
bad version magic=0x14 length=0xal version=0x0
Error: Invalid IVT structure

Allowed IVT structure:

IVT HDR = (x4X2000D1

IVT ENTRY = QxXXXXXXXX

IVT RSV1 = 0x0

IVT DCD = 0x0

IVT BOOT DATA = QxXXXXXXXX

IVT SELF = QxXXXXXXXX

IVT CSF = QxXXXXXXXX

IVT RSV2 = 0x0

Authenticate Image Fail, Please check ‘)
1 (EBg)

(1) FEEICKRBML TWET

u-boot ¥ > KR® hab_status
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BAR

FEN R WSS

u-boot=> hab status
Secure boot enabled

HAB Configuration: Oxcc, HAB State: 0x99
No HAB Events Found!

Linux A—XIA X—Y DEZEZTHRENH D5E

u-boot=> hab status
Secure boot disabled
HAB Configuration: 0xf0, HAB State: 0x66

————————— HAB Event 1
event data:
0xdb 0x00 0x14 0x45 0x33 0x0c 0xad 0x00
0x00 0x00 0x00 0x00 0x40 0x1f Oxdd 0xc0
0x00 0x00 0x00 0x20

STS = HAB_FAILURE (0x33)

RSN = HAB_INV ASSERTION (0x0C)
CTX = HAB_CTX ASSERT (0xA0)
ENG = HAB_ENG ANY (0x00)
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4. SR

BIFE Armadillo Dtx 2 77— OB ZEERL &, EEA® Armadillo ICHLTHEEF2 7
T—KNE=BMCTI2RENHDEFT,

*t-. 2FH Armadillo Tl& rootfs Dflc O EZAHME., 77—L9x7H. 7IUY5r— 3>
BIX—FT 43 yvOBEsS{tbiTVWET,

2T EER Armadillo DtEFxF 27 7 - Z2BWELUL. AN L =Y ZBESILT 21 VA M=ILT 7
ATAA=I%ERT 2 HEZE 2 BORULET,

1. T4.1. %A Armadillo DBEZEH T 35K
ZDAETIE. BEFEA Armadillo DHERREZEER Armadillo [CEEUET,

BIZEA Armadillo (% 2 RERT— 5 ZHIRT BBEXdH 0 £ TH. FIEE (4.2 BEMAC VR
—ILT 4 RIA A% 1 BBEBHE IKRd HEL DHETT,

2. 42 BERA VAN —ITARIAAXA=V% 1 h5EBHE)

CDAETIR BEBNRNYT—IBLOYTIRNI7DHZHEL. TNSZEERI YA M—
WTARTAA=IIHEHPRAHTT,

FIEIE T4.1. FAFER Armadillo ODREZERHT 277K LDHLEMEICBRDIITH. HER

Armadillo DEBEZERE U< BWEES. 1—Y—J Y RAEEIE I SWU M X—Vic L 2EH
MR SIESICIE SO ENER T,

4.1. %A Armadillo DEBIEAESIT 2 HE

T, BF 277 —-FEMWELEADEFERE Armadillo (T initial_setup.swu i1 Y X k=)L h
TRD, 77V 5—yavbBEESINTVLWSEIEETY,

abos-ctrl make-installer A¥ Y RaFERAL T, ARREZEZEUVIA VAN =T A AV A=%
BT 2 55BN ULET,

CCTHNITHEERA VAN =T AVAX=I%EERA Armadillo 1 VA M=)L3 D&, KL
TOLSRBRTREBEZERTEE T,

X2 TT-IMDEMEESNTWS

- rootfs B, AV EZIAHFAH. 77—L Tz T7B. 77V 5=y avAN—Ta1aryhBEstkan
W3

- initial_setup.swu RO 7 U T—> 3 RFHA VA KN=ILENTWVWS
A1 A VAN =T A RTAX=IEFAD SWU 1 X—IZ4E/T S
secureboot.sh @ make_installer A 7> 3 v ZFERUET, UTIKRI AT a V5 |I8DHBD £,
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BER

5% 4.1 make _installer D 3|¥

A7 a5

A

-cn

AVAN=ITARATARX—=I DRI ABIED=HICHREBTHER L TWS openssl TERALET, 74/
~TlE TSecure boot installer [T V% A% 10 HiTOEHKF], HMERINET,

LToaONY Y RZETLTLIEE L,

% Total

[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh make_installer
Logging build outputs to /home/atmark/secureboot x2/tmp/make installer. log

Downloading https://armadillo.atmark-techno. com/files/downloads/armadillo-iot-g4/image/baseos-x2-
installer—latest. zip
% Received % Xferd Average Speed Time Time Time Current

100 167M 100 167M 0 0 5480k 0 0:00:31 0:00:31 ——:——:—— 14,7M

Building initrd for verity (first time is slow)
Signing Linux image (verity)...
Created /home/atmark/secureboot x2/out/Image.signed-verity

Building SWU..
Enter pass phrase for /home/atmark/mkswu/swupdate. key: (1]

Install following SWU image with an USB drive plugged in:
- /home/atmark/secureboot x2/swu/secureboot make installer.swu (2]

Dload Upload Total Spent Left Speed

4.1 secureboot.sh make installer ®E{T

(1) SWU A A—=IZERT DDA T—RZADLTLLRE W,
(2] AVAR=IT A RTARXA=IEBAD SWU A X—IDERENET,

secureboot_make_installer.swu EHET % 2 & & SHERLEE L,

[ATDE ~/imx-boot]$ Ls /home/atmark/secureboot x2/swu/secureboot make installer.swu
/home/atmark/secureboot x2/swu/secureboot make installer.swu

B 4.2 secureboot.sh make_installer D & > TERiEifc SWU 4 X—Y

22 £ TIT secureboot_make_installer.swu OEEED RN EZRUET,
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Legend

parent directory

w ]

/ secureboot.sh

makeinstaller /
- / A

secureboot.conf

output

output

build-rootfs

(T
( build_rootfs.sh

output

installer_verity_cert.pem

output

installer_verity_key.pem

initrd-baseos.verity.zst ‘

tmp

input input

Yy
build_initrd.sh

linux_apk

boot

‘ image ‘ ‘ o ‘

input

input

secureboot.sh linux

run
code signing tool

output

imx-boot

scripts

, secureboot_make_
secureboot_make_installer.sh

Image.signed-verity ‘ ‘ installer.desc

input

/ks
mkswu
&

output

secureboot_make_
installer.swu

X 4.3 secureboot_make installer.swu Z4E9 % £ TOHRN
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BER

4.1.2. Armadillo [ USB XE ' Z#&EA
Armadillo ICBRERAL. 1 YA M—ILT« RV %REFT 21D USB XEVZBAL TS,

! USB XEU X vfat HULLIF extd TEHXTT7 A —< v kU,
oY

10GB U EDHDZFERLTLES W,
MEAETY,

/=N
Armadillo AND USB XEU DV

AVARN=ILT 14 RTA4A—E installer.ing E VWS LRI TREL X

T, TTICAZD T 71 ILDFEET 515

413 A VA =IVTARTAKX—

IWg3

BlEEEEINET,

JER A SWU % Armadillo Ic1 VX h—

ABOS Web Z##ERL T. 4R L= secureboot make installer.swu Z4/ Y AR—=J)LLTLEE L,
E17FIE ABOS Web Eic

RENET,

'™ 4.4. secureboot_make_installer.swu 1 > X h—JLEEO O]

AT

SW 7y 7O0—KR5xET

[INFO ] : SWUPDATE running :
CINFO ] : SWUPDATE running :
[INFO ] : SWUPDATE started :
[CINFO ] : SWUPDATE running :
[INFO ] : SWUPDATE running :
CINFO ] : SWUPDATE running :
[INFO ] : SWUPDATE running :
[CINFO ] : SWUPDATE running :
[INFO ] : SWUPDATE running :
[CINFO ] : SWUPDATE running :
Armadillo is already set
CINFO ] : SWUPDATE running :
[INFO ] : SWUPDATE running :
CINFO ] : SWUPDATE running :
[INFO ] : SWUPDATE running :
[CINFO ] : SWUPDATE running :
[INFO ] : SWUPDATE running :
[CINFO ] : SWUPDATE running
was bigger than 338MB and was
[CINFO ] : SWUPDATE running :
progress can be used safely..
[INFO ] : SWUPDATE running :
[INFO ] : SWUPDATE running :
to fit verity partition
[INFO ] : SWUPDATE running :
CINFO ] : SWUPDATE running :
to max

secureboot make installer.swu Z#4 VA M—=ILLET,

SWUpdate v2024.12.0-git20250115-r0
Licensed under GPLv2. See source distribution for detailed copyright notices.

[print registered handlers] :

[main]

[read Llines notify]
[read Llines notify]

[read Lines notify]

[read Lines notify] :
[read lines notify] :
[read Lines notify] :
[read lines notify] :
[read Lines notify] :
[read lines notify] :

[read Llines notify]
not truncated.
[read Llines notify]

[read Llines notify]
[read Llines notify]

[read Lines notify] :

[read Llines notify] :

: Running on armadillo-900 Revision atl
Software Update started !
[install single image] :
: No base os update: copying current os over

: Waiting for btrfs to flush deleted subvolumes
[install single image] :
[install single image] :
[install single image] :
: Secure boot enabled setting for production

: /target/mnt/installer. img—in-progress (425MB)
: Checking if /target/mnt/installer. img-in-

: Using installer image on image file.
: Growing /target/mnt/installer. img-in-progress

no handler registered.

Installing pre script

Installing Copy installer to USB device
Installing Stop containers
Installing Make installer image

v
./installer verity cert.pem
./installer_verity key.pem
./sd_copy/

./sd_copy/boot/
./sd_copy/boot/Image

Growing installer main partition
Resize device id 1 (/dev/loop@p1) from 394. 00MiB
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[ERROR] : SWUPDATE failed [@] ERROR : WARNING: the new size @ (0.00B) is < 256MiB, this may be
rejected by kernel

[INFO ] : SWUPDATE running : [read Llines notify] : Setting console to console=ttyLPQ, 115200 in
installer

[INFO ] : SWUPDATE running : [read lines notify] : Environment OK, copy 1

[INFO ] : SWUPDATE running : [read lines notify] : Copying armadillo’s root password to installer
[INFO ] : SWUPDATE running : [read Llines notify] : Copying boot image

[INFO ] : SWUPDATE running : [read lines notify] : Installer will enable secure boot

[INFO ] : SWUPDATE running : [read Llines notify] : Copying rootfs

[INFO ] : SWUPDATE running : [read lines notify] : Copying /opt/firmware filesystem

[INFO ] : SWUPDATE running : [read Llines notify] : Copying appfs

[INFO ] : SWUPDATE running : [read lines notify] : At subvol app/snapshots/volumes

[INFO ] : SWUPDATE running : [read Lines notify] : At subvol app/snapshots/boot volumes

[INFO ] : SWUPDATE running : [read lines notify] : At subvol app/snapshots/boot containers_storage
[INFO ] : SWUPDATE running : [read lines notify] : Trying to shrink the installer partition...
[INFO ] : SWUPDATE running : [read lines notify] : Shrinking the installer partition..

[INFO ] : SWUPDATE running : [read lines notify] : Cleaning up and syncing changes to disk...
[INFO ] : SWUPDATE running : [read lines notify] : Computing verity hashes..

[INFO ] : SWUPDATE running : [read lines notify] : Installer updated successfully!

[INFO ] : SWUPDATE running [read lines notify] : -rw———-—- 1 root root 409. 1M Apr
2 16:49 /target/mnt/lnstaller img

[INFO ] : SWUPDATE running : [read lines notify] : Installer successfully created!

[INFO ] : SWUPDATE running : [install single image] : Installing post script

[INFO ] : SWUPDATE running : [read lines notify] : Removing unused containers

[INFO ] : SWUPDATE running : Installation in progress

[INFO ] : SWUPDATE successful ! SWUPDATE successful !

swupdate exited

4.4 secureboot_make installerswu 1 > XA k—JLEOOY

SET#. USB XEYZEIKWTLZETW, H L. TT7—IEHEEIE Armadillo DEREZBIRAL TP
DELTHTLEIL,

EEICERMNTT UIBE. USB XEY LEIT installer.img MMREFEINTWET, Z O installer.img
%Z microSD ILEZAD I ETA VAN I T A RV ZEHRT B2 ENTEXT,

4.1.3.1. ATDE NOEBERA VAN =ILTA RAI7AX=I DI~
USB XEVIC% 3 installerimg Z ATDE LIcOE—ULEY,

PC I USB XEUEEBAL TLEE W, VirtualBox DELEDRA VD [T/\A X] — [USB] 5.,
USB XEU%Z ATDE Ic¥O Y UET, CZTRIR—AF«4LZKNJICOAE—ULZET,

[ATDE ~1$ sudo cp /media/atmark/<USB XE U A<V hLE=T4L%F M)>/installer.img 7/

45 ATDE ICEERAA Y AN I T A RIAX—I%ZIE—F 3

EERAAYAN T A RATAA=ITHS installerimg %Z microSD [CEZALAERF 4.3 EE
BAYRAN=ILT 14 AT A4 X—=% microSD ICEZAD, 2BV,

A2 BERA VAN =T A RIAAXA=I% 1 hoEEAHE

A Armadillo DRRRBEZERETICEERAN VAN —ILT A RITAX—IZERT 2 5=
NULET,
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CCTHNITHEERA VAN =T AVAX—=I%EERA Armadillo A1 A=)l B &, U
TOESBRBREZERTEET,

s EFaTT-IMDEMEESNTWS

.- rootfs . OVEZAHFH. 77—LTxT7H. 77V5—=YavBAN—TcaryhBEstkan
W53

- initial_setup.swu RO 77U —> 3V SWU 1 X—Y (fl& LT release.swu ) DBAFoHA1 >
A=)l TW3

421. BERA VAN =T 1 R4 X—=I DIER
BUFTl& secureboot.sh setup & U secureboot.sh build ZE{TEATH DHIIRTI .

SEERA VAN =T 4 R4 A=Y DIERICIE build-rootfs ZFER LU F 9, build-rootfs [c&Fxh
27 714ILORBIZEEY =27 ILE SRSV,

- Armadillo-X2 : TAlpine Linux L— 7 71 ILY AT L%Z EJL RT3 [https://manual.atmark-
techno.com/armadillo-x2/armadillo-x2_product_manual_ja/ch06.html#sct.build-alpine-
rootfs],

- Armadillo-loT =k =4 G4 : TAlpine Linux L— 771 ILY AT L%ZEILRT D SWU 1>~
X~ =) [https://manual.atmark-techno.com/armadillo-iot-g4/armadillo-iotg-
g4_product_manual_ja/ch06.html#sct.build-alpine-rootfs],

Linux 77—=xJL® modules DANE X
IE U sIC, build-rootfs/ax2/packages ? linux-at-x2 Z QXY K~ 7T MULERT,

[ATDE ~/secureboot x2]$ code build-rootfs/ax2/packages
#f linux-at is not available on all arches

#f linux-at-x2@atmark "

# wifi firwmares
wireless-regdb
Linux=firmware-nxpwifi-9098

#f encryped boot
cryptsetup
caam-decrypt

(1] AXYET7ORULET,

BHTD Linux 1—XIL1 X—3I'& modules ZEUS 9 %7 Ic, ./secureboot.sh linux #317L TK
oWy,

[ATDE ~/secureboot x2]$ ./secureboot.sh linux --initrd-type none --linux-update

Logging build outputs to /home/atmark/secureboot x2/tmp/Llinux. log

Downloading https://download. atmark-techno. com/armadi Ll lo-iot-g4/baseos/linux-at-x2-latest. apk (1]
% Total % Received % Xferd Average Speed Time Time Time Current
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Dload Upload Total Spent Left Speed
100 16.1M 100 16. 1M 0 0 3971k 0 0:00:04 0:00:04 ——:——:— 3971k

Signing Llinux image...
Created /home/atmark/secureboot x2/out/Image.signed (2]

Q@ EHODIlinuxapk /Xy —IHF I rO—RENT tmp/linux_apk BMEEENE T,
(2) Image.signed DMER SN EITH. CESIFFERULEFADTERLTLZE L,

RIC. lib/modules % build-rootfs/ax2/resources [cAE—UZE 9,

[ATDE ~/secureboot x2]$ rm -rf build-rootfs/ax2/resources/lib (1,
[ATDE ~/secureboot x2]$ cp -r tmp/linux apk/Llib build-rootfs/ax2/resources/
[ATDE ~/secureboot x2]$ cp tmp/linux_apk/boot/armadillo_iotg g4.dtb ¥

bui ld-rootfs/ax2/resources/boot/ (2]

Q@ TUWN—YaVvOEIV21-INHZIEE. ENCHBRLETS,

(2] dtb 7 71 I)LiFEFICFIAET N TWER A, build-rootfs 3.22-at.1 FTICHEEF VI HH>
fefehD A —TF, 3.22-at.2 LUEDIN—Y 3 v HEADESIEIE—FRETT,

SWU A X—=J D1V R KM=

initial_setup.swu YHEFE L7 TV T —> 3 v ZET releaseswu R E. HER SWU 4 X—JF
build-rootfs/ax2/image_installer/installer_swus ICECE LU £,

SWUAAX=J@FET7AILEDTILT 7Ry NBEICA VYA RN=ILENFET, 1 VAM=ILZn3EE%
fREET %76, 1_initial_setup.swu. 2_release.swu Ic &S ICEZFTIZZEL XY,

Z Z T, initial_setup.swu & /home/atmark/mkswu (C. release.swu & /home/atmark/
my_project IC$H 5 & UET,

[ATDE ~/secureboot x2]1$ mkdir build-rootfs/ax2/image installer/installer swus
[ATDE ~/secureboot x2]$ cp /home/atmark/mkswu/initial_setup.swu ¥

bui ld-rootfs/ax2/image installer/installer swus/1 initial setup.swu
[ATDE ~/secureboot x2]$ cp /home/atmark/my project/release.swu ¥

bui ld-rootfs/ax2/image installer/installer swus/2 release. swu

rootfs DEJL R

BHD rootfs ZIERR T B/csblc, LLTOATY Y RZETLTLLIEE W,

[ATDE ~/secureboot x2]$ cd build-rootfs
[ATDE ~/secureboot x2/build-rootfs]$ . /build rootfs.sh -b ax2

: (AE8)
Successfully built /home/atmark/secureboot x2/build-rootfs/baseos—-x2-[VERSION]. [DATE]. tar. zst

AYVAN=NLT A R ARA—TRSABLEDIcHDF—RT DER
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ER T 211V ARN=IT 4 ATAA=IDHS ADBEIED =8 IT openssl TIER U fcF—RF7 Z4ERK
LET,

[ATDE ~/secureboot x2/build-rootfs]$ cd ..
[ATDE ~/secureboot x2]$ openssl req -x509 -nodes -days 3650 -newkey ec ¥
-pkeyopt ec_paramgen curve:prime256v1 ¥
-keyout verity key.pem ¥
-out verity cert.pem ¥
-subj /CN="secureboot installer”

Generating an EC private key
writing new private key to 'verity key.pem’

BLEH Linux H—IL1 X—IDER

E=1{tid SoC NDRZEFEALFET, EROR—RKRUATeMMC ROT—5ZEBS L THRAND &
NHEEBWKSICT Bcdic. BS{EESnfc eMMC BIANEEN T 2 Z EMNTE R Linux H—XR LA X —
VICE4Z LT Image.signed-mmc ZER L E T,

[ATDE ~/secureboot x2]$ ./secureboot.sh linux ——initrd-type mmc
Logging build outputs to /home/atmark/secureboot x2/tmp/linux. log
Building initrd for mmc (first time is slow)

Signing Llinux image (mmc)...
Created /home/atmark/secureboot x2/out/Image.signed-mmc

RIC, A VAR—ILTF A R AA—IDOREABHLADBLES Linux H—RILA A —ITHS
Image.signed-verity Z{ER L £,

[ATDE ~/secureboot x2]$ ./secureboot.sh Llinux ¥
-—initrd-type verity ¥
--verity /home/atmark/secureboot x2/verity cert.pem

Logging build outputs to /home/atmark/secureboot x2/tmp/Llinux. log
Building initrd for verity (first time is slow)

Signing Llinux image (verity)...
Created /home/atmark/secureboot x2/out/Image.signed-verity

W AZBHIET BT, microSD T Image.signed-verity ZEZAH, D Linux A—FRJL1 X —
YEAWTSD 7—hZ2ETLET,

Z®Df=slc. Image.signed-verity % build-rootfs/ax2/image_installer/boot/Image & LT —
LERT,

[ATDE ~/secureboot x2]$ mkdir build-rootfs/ax2/image installer/boot
[ATDE ~/secureboot x2]$ cp out/Image.signed-verity ¥
bui ld-rootfs/ax2/image_installer/boot/Image

BEEHT—O—5—DER
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EZEHT—MO—5—TH 3 imx-boot_armadillo_ax2.signed Z1ER L £,

[ATDE ~/secureboot x21$ ./secureboot.sh imxboot
Logging build outputs to /home/atmark/secureboot x2/tmp/imxboot. Log

Building imx-boot (boot loader)...
Created /home/atmark/secureboot x2/out/imx-boot armadillo x2.signed

AVARN=IVT 4 AT A4 X—I DR

AVAMN=ITARAIAAXA=I%ZERTZENCATDOIAY Y RZ2ETUL T, build_image.sh DELTIC
DEIRMKREFE/NYy =%V AM=]LUE T,

[ATDE ~/secureboot x2]$ sudo apt update && sudo apt upgrade
[ATDE ~/secureboot x2]$ sudo apt install cryptsetup—bin dosfstools gdisk xxhash btrfs-progs

eMMC ([CEEAT rootfs ZELA X —I %R T BHICUTDOITY RZERTLTLLIEE W,

[ATDE ~/secureboot x21$ cd build-rootfs
[ATDE ~/secureboot x2/build-rootfs]$ ./build image.sh -b ax2

use default(outdir=/home/atmark/secureboot x2/build-rootfs)

use default(output=baseos-x2-[VERSION]. [DATE]. img)

1 (EE])

Successfully built /home/atmark/secureboot x2/build-rootfs/baseos-x2-[VERSION]. [DATE]. img

RIC, AVAR=IT A RATAX=I 2R LET,

ERRT DAY RARN=ILT 4 R4 X —I% microSD I[CEZAH. ZD microSD T SD 77— K& =17
LET,

SD 7—hZETI 2L, BSAMIEADERFH Linux h—XILA X—IDEEIL. FLIFEERL
e AX—YEERFHDT—NO—5—, BELEHDESHICHILU 2 Linux A—FRIL1A X—J% eMMC
ICEESAHET,

LToOY Y RTlE. eMMC ICEZEAEXENZZENSDT7 7ML ESIETIEELT. 1Y AM=ILT«
2ATARX—=I %R ULET,

[ATDE ~/secureboot x2/build-rootfs]$ ./build image.sh -b ax2 ¥
—-srk $(cat /home/atmark/secureboot x2/tmp/srk_hash. txt) ¥
--encrypt all ¥
--boot /home/atmark/secureboot x2/out/imx-boot armadillo x2.signed ¥
—-boot-linux /home/atmark/secureboot x2/out/Image.signed-mmc ¥
—-verity /home/atmark/secureboot x2/verity cert.pem /home/atmark/secureboot x2/verity key.pem ¥
—-installer baseos—-x2-[VERSION]. [DATE]. img

use default(outdir=/home/atmark/secureboot x2/build-rootfs)

use default(output=baseos-[VERSION]. [DATE]-installer. img)

: (BBg)

Successfully built /home/atmark/secureboot x2/build-rootfs/baseos—x2-[VERSION]. [DATE]-
installer. img
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baseos-x2-[VERSION].[DATE]-installer.img A#* microSD ICEZ AL EERA VYA N—=ILT 1 R4
A= ERDET,

BETHNIE, EBERAYAN =T A RIAAXA—IZZEBULLPTVEBIICERL TSI W, &
ZTl&. installerimg EWS &R TR—ATs L7 NVICOE—-ULZET,

[ATDE ~/secureboot x2/build-rootfs]$ cp baseos-x2-[VERSION]. [DATE]-installer.img ~/installer. img

EERAYAN=IT 1 AU A4 A= TH3 installer.img Z microSD ICEZADAHEIF T4.3. BE
BAYAM=ILT 1 R4 X—=I% microSD [CcEZAEL, ZSBIEE L,

A3. BERAA VAN =ILT1 A4 AX—% microSD [CEZEA
R

T4.1. &R Armadillo DIREZBR T 255 Flcld 4.2 EERA VAN —ILTAR7A A=Y
1 hStEdAE TERUf A YA RN=ILT 1« U4 X— installer.img % microSD [cE A,
RFICFEA L Armadillo UADERKICA Y A R—=ILULE T,

A4 YA KM—=)LFED Armadillo ® eMMC ADTF—% ld tEESINTHEZS
feh, UTDFT4 LI NIICHBZRERT—FIXFH/INv I 7 v T%E->
THEWTLEEE W,

- /var/app
- /var/log

- container image

BLIFoaY Y RZEEfTL T, installer.img % microSD ICEZRAATLZE L\,

installer.img Z microSD I[CEZ AT FIREHEUELA Y AR —ILT ¢ AT DIERAEER LTI DT,
BN 17 )LOUTOEZSEICLTLEE W,

- Armadillo-X2 : T#18{t 1 > A b —=IL 7« XU DERK [https://manual.atmark-techno.com/
armadillo-x2/armadillo-x2_product_manual_ja/ch03.html#sct.make-install-disk-tutorial] s

- Armadillo-loT =k 7z G4 : "8tk > X b —=IL7 1 XU DIERK [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja/chO3.html#sct.make-
install-disk-tutorial]

FERETER UL Y A N=ILT v RV ZHWTEER Armadillo ICEERAX—Y%1 YA N=ILT
B2FIBFEBRNY =27 IO TOEHZSZEICLTLEE W,

- Armadillo-X2 : T4 Y A M= I)LT7 4« AV ZEB 3 % [https://manual.atmark-techno.com/
armadillo-x2/armadillo-x2_product_manual_ja/ch03.html#sct.use-install-disk-tutorial] s

- Armadillo-loT =+t T x4 G4 : A YA N—=)LT« AV Z{EHAT 3 [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja/chO3.html#sct.use-
install-disk-tutorial]
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KEROEBEREICEVWTE, BRHTAXA—YESAHZERRT DMIC. 7Y hNY—0T 7/ HRHHT
% TBTOH—EX; O TROM A X—YEAH) ZHAIBHEDLHDET, FMICOWTIE. T
R—ID BTO U—EAXZ a7 ILO—EBENSKEHRD BTO Y—EAYZ 27 Z2ZRL TS W,

- BTO " —EX~YZ 27l [https://armadillo.atmark-techno.com/bto/manual]

4.4. EFEFR Armadillo OEI/ERESE

SER Armadillo ZEE8I L F T, EEROOVIE 3.4 £F 27T —MDEMITE > TLWBHDRERR
BRES WV,

Armadillo A0 &, UTOIANY RZE{TIT S5 &, rootfs B, AVEZAHAR. 77—AL7Ux
TH. 77U —yavBANR—TsarvhBES{tEINTWS & &2ERTEEXT,

[armadillo ~1#f Llsblk

NAME MAJ:MIN RM  SIZE RO TYPE MOUNTPOINTS
mmcb Lk2 179:0 0 9.8G 0 disk

F—mmchlk2p1  179:1 0 300M O part

| L—rootfs 0 252:0 @ 299M 0 crypt /live/rootfs @
F—mmcblk2p2  179:2 0 300M O part
—mmcblk2p3  179:3 @  50M 0 part

| L—mmcblk2p3 252:1 0 49M 0 crypt /var/log (2

F—mmcblk2p4  179:4 0 200M 0 part

| L—mmcblk2p4 252:2 @ 199M O crypt /opt/firmware (3)

L—mmcblk2p5 179:5 0 9G 0 part

L—mmcb Lk2p5 252:3 0 9G 0 crypt /var/tmp (4]

/var/app/vo lumes
/var/app/rollback/volumes
/var/lib/containers/storage _readonly

(B8

46 ANL—IDBESLENTVD Z L ZHER

Type h' crypt IC72> TWB T8, rootfs B/IN—FT 4 3 VHAES{EINTWET,

Type MY crypt IC/E>TWB o, EZRAHOTH/N—FT 1 a VHESELINTVWET,
Type DY crypt IR >TWB e, 77—LTx7HN—T1 ¥ aryhBEEINTVWET,
Type ¥ crypt IC7R> TWBTfeh, 77V Tr—avBAN—T14 a3 VHABES{EINTVWET,

(o)
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5.

i

r_lm

AVTFROF7Z IV T—23 207y 77—NEEy b7y 7ERERGL & ITEBXIEGR U
TEEEEDDAETTZ Y TIT—IDAETY, BREYZa 7L ZEEIC LTS,

- Armadillo-X2 : TSWU « > X kb — )L [https://manual.atmark-techno.com/armadillo-x2/
armadillo-x2_product_manual_ja/ch06.html#sct.install-swu-with-abos-web] |

- Armadillo-loT =k x4 G4 : TSWU « >~ X k=)L [https://manual.atmark-techno.com/
armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja/chO6.html#sct.install-swu-with-
abos-web]

BLEHT—MO—F—P Linux h—XRIZEFHIT2HBEEUTOFIRICHKE > TS LE L,

5.1. BR2FHT—NO—F—DEHFHAE

BLTOURLICEWFS TJ—hO—%— YV —X (u-boot%H), "oBFOT—rO—49—%2EELT
<Tfea W,

- Armadillo-X2 : 77—k O—%"— [https://armadillo.atmark-techno.com/resources/software/
armadillo-x2/boot-loader]

- Armadillo-loT =k x4 G4 : "7 —hkO—%— [https://armadillo.atmark-techno.com/
resources/software/armadillo-iot-g4/boot-loader]

J—hO—5—0Y—RA—ROF—HA T2EBELET, U ZOF7—NA TRR—LT1 LS
NUICRRBLEEETHALET,

[ATDE ~]$ tar xaf imx-boot-[VERSION]. tar.gz (1)

H5.1 8Ho7—bO—4%—0DY—XI1—REERTS
(1) 7—h+a7EEBUET, [VERSION] Z/N—Y 3 vic&k>TZLET,

secureboot_x2/imx-boot D VRI W I UV I TTERFHDEDICDIINZET,

[ATDE ~J$ rm -rf secureboot x2/imx-boot (1)
[ATDE ~J$ Ln -s /home/atmark/imx—boot-[VERSION] /home/atmark/secureboot x2/imx-boot (2]

K52 YVRUYIUVITERHOT—NO—5—ICEET S
(1) YURUy UV EBIBLET,

(2) imx-boot-[VERSION] Z> >iRU w4 U v 5EE LT secureboot_x2/imx-boot D >Ry v
2V EERULET,

BHMOT7—hO—5F—ICBEZITVWET,
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https://armadillo.atmark-techno.com/resources/software/armadillo-iot-g4/boot-loader
https://armadillo.atmark-techno.com/resources/software/armadillo-iot-g4/boot-loader
https://armadillo.atmark-techno.com/resources/software/armadillo-iot-g4/boot-loader
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[ATDE ~J$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh imxboot
Logging build outputs to /home/atmark/secureboot x2/tmp/imxboot. Log

Building imx-boot (boot loader)...
Created /home/atmark/secureboot x2/out/imx-boot armadillo x2.signed (1)

K53 BFOT—hO—45—ICBLT S
@ EFO7-—rO—5—TULTBLLET77AILDMEREINET,
BEHOBLEHT—NOA—F—%A VA N—=)LTBTHD SWU 1 X—IEERLET,

[ATDE ~/imx-boot-[VERSION]I$ cd ~/mkswu @

[ATDE ~/mkswul$ cp /usr/share/mkswu/examples/boot. desc . (2)
[ATDE ~/mkswul$ cat boot.desc

swdesc_boot ”/home/atmark/secureboot x2/out/imx-boot_armadillo x2.signed” (3]
[ATDE ~/mkswul$ mkswu boot. desc

Enter pass phrase for /home/atmark/mkswu/swupdate.key: 0
boot.swu ZHERLE L%, ©

[ATDE ~/mkswul$ mkswu --show boot. swu (6
#f boot. swu

#f Built with mkswu [mkswu D/X— 3 >]
#f signed by "atmark”

swdesc_boot --version boot [VERSION] /home/atmark/secureboot x2/out/imx-boot armadillo x2.signed

5.4 B DBEGEHT—hO—5—% SWU A A—YJICHAAD

mkswu T« LI N UICBEILX T,

9 % desc 7 71 )L (bootdesc) Z mkswu L7 hUIlcaAE—UL% T,
swdesc_boot D3| ERHDODEBZEFHT— R O—F—DT7 7 ILIRRAICBEIRZ T LI,
SWU A A=V %EERT 2D/ RT—RODADEROSNET,

bootswu WAL Y ~TF o LY MJIIEREINET,

boot.swu DHFBZRRULET, [VERSION] WR#TTHB I & & HERCILEI L,

Q00000

ERL U fc boot.swu & Armadillo I/ YA M=)l B ETT—hNO—5—%T7 Y ITF—KNTEXY,

5.2. BRAFH Linux h—XRILDOEFAE

EBLZEH Linux H—XRIVEEHT B8 IC. secureboot.sh linux IV Y REFERLET,
—-linux-update 5| %ZIBET 22 & TRHD Linux h—RI A X—=I &S IVO—-RTEEY,

at-dtweb THRAZ YA XU dtbo 7 71 J)L% Linux A—XRILA X —=JITHIHIAIHTZWIFE(E.
secureboot.sh linux O Y RETRIC --dtbo TF®D dtbo 7 71 ILDI/XAZIBELTLIEE W\,

AR L=V DESLZET> TWSHEIE —initrd-type mmc ZI8EL TLZE LY,
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[ATDE ~1$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh Llinux ——linux-update ——initrd-type mmc
Logging build outputs to /home/atmark/secureboot x2/tmp/Llinux. log

Downloading https://download. atmark-techno. com/armadi Ll lo-iot-g4/baseos/linux-at-x2-latest. apk (1]

Building initrd for mmc (first time is slow)
Signing Llinux image (mmc)...

Created /home/atmark/secureboot x2/out/Image.signed-mmc (2]

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 16.1M 100 16. 1M 0 0 6582k 0 0:00:02 0:00:02 ——:—-:—- 6579k

(1)
(2]

5.5 |HFTD Linux A—XRIAAXA—JICEELT S

BHO Linux h—XJ)L®D apk @ apk /Sy —IE#EBLET,
ELBEHDESEHHED Linux A—FILA A—=IDMERSINET,

SWU A X—I%ERMTBDcHD desc 771 ILEERRLE T,

[ATDE ~/imx-boot-[VERSIONII$ cd ~/mkswu @
[ATDE ~/mkswul$ cp /usr/share/mkswu/examples/encrypted rootfs Llinux_update.desc . 9

[ATDE ~/mkswul$ cat encrypted rootfs Llinux update.desc (3]
#f This example is intended for users with ENCRYPTED ROOTFS.
#f Ignore it if not using encryped rootfs.

#f version must be updated everytime like normal updates
swdesc_option version=[LATEST VERSION] 0

#f Image.signed is an a linux image with initrd built using
#f imx-boot/secureboot.sh Llinux

swdesc boot Llinux ”/home/atmark/secureboot x2/out/Image.signed-mmc” (5]

@00 ©0

5.6 BFTDELBEH Linux I1—RILA AXA—I% SWU A X—JcHHAD desc 771 )L %=4E
B9 %
mkswu T« L7 MU ICBHULET,

ERR U TeBRFEH Linux A—FRILA XA —I% SWU A4 X—J([THHPADT=HD desc 771l
(encrypted_rootfs_linux_update.desc) Z mkswu '« L7 hUICOE—UL&XY,

encrypted_rootfs_linux_update.desc DHEEXRRL X,

[LATEST_VERSION] IFE# 9 2FEDORFFTD/N—I g VICEZTHMZ TSI,

ER UTcB&EH Linux H—FIL1 A= DJ/CA% swdesc_boot_linux D5IEICIEELTL £
=W,

SWU A A=V ZERRLE Y,

[ATDE ~/mkswul$ mkswu encrypted rootfs Llinux_update. desc
Enter pass phrase for /home/atmark/mkswu/swupdate. key: (1)
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encrypted rootfs linux update.swu Z{ERK L & L7, (2]

[ATDE ~/mkswul$ mkswu --show encrypted rootfs_ linux_update.swu 6
#f encrypted rootfs linux update. swu

#f Built with mkswu [mkswu D/N— 3 V]
#f signed by "atmark”

swdesc_boot Llinux --version boot Linux [LATEST VERSION] /home/atmark/secureboot x2/out/
Image. signed-mmc

(1]
(2]
©

5.7 RFTDELFEH Linux I—RILA X —IDHIHAENTc SWU A XA —IZERT S

SWU A X—I%ZERT BT DIKAT—RDANERDOENET,

encrypted_rootfs_linux_update.swu ALY cFo LI NUICERSNE T,

encrypted_rootfs_linux_update.swu OFE%ZR KL FXT, [LATEST_VERSION] N&# T
% &% CHERLSTIZE W,

YER% U Tz encrypted_rootfs_linux_update.swu %= Armadillo 1 > XA k—JL 9% Z & T Linux 71—
FIAA=I Ty TTF—KTEXY,

5.3. SRK OEF{LEIDEX

ASHDA YTy MYNIC K BRERH. e, BOTHEMZENDERSE. TORKKRTHAL
TWSRZENLL T, BIORICYIDEZIS I ENFAETT,

5.3.1. SRK D31t (revocation)
Z ZTld SRK1 (index 0) A5 SRK2 (index 1) ICZEE T 2513 L %9,

1.

secureboot.conf @ revocation DO ¥ 2R T 2B EXZF/ICLET

F7AILNTIX eFuse @ revoke LY R ZIEAOYV I ESNTWEDTEZIAHFTEF A, OV
7135 HAB ORETHRIRIT DI ENTEEXT, BICOV I ZRIRT 2 WBEICERINS A6
MERHZOTEEIXOY I INERNETT,

secureboot_x2/secureboot.conf ZF W\ T, CST_UNLOCK_SRK=y O OIX Y hZH LT
W\, secureboot.conf OFFMICDWTIE T73.2.7. secureboot.conf DEREAHE =SHBL
TLIEE W,

[ATDE ~]$ vi secureboot x2/secureboot.conf

5.8 secureboot.conf ® CST_UNLOCK_SRK %i&5E
EBLBEHAA—IEEZAD

REICEDLET, BRAFHN. BEEL+BRZBEHDAAXA—IZERLT., A1 X—I%ZEZAAT
a0,

BicE)
Unlock =329 %
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BEIHFO uboot-imx D 7OV I hEZUE EIFTLIYRAYEZERLET, ATOOATYY R%E
ETULTLEE W, bit] (SRK_ REVOKE _LOCK) »' 0 5 (E Unlock JREET T,

u-boot=> md 0x30350050 1
30350050: 00007dbc @

5.9 Unlock IREETH B Z & =R T D
@ 7dbc @ bit1 A0 LZDT unlock IREE
5. SRK =#¥ik9 %

EYyh74—=ILREEY MEIOEBULERD T BOFESIF 1 ZLED (1,234) ICBD T, bit0
Y SRK1. bitl #* SRK2. bit2 ¥ SRK3. bit3 »* SRK4 TI,

Q BFOIXRY REH L XTHIBDT, ZOXRXEITULRWT TS,

SRK1 ZE XML T BBEIIUT DAV RZERITUL TSV, RESIBNEICT 2RDORE
fETY,

u-boot=> fuse prog 9 3 1

5.10 SRK1 Z#&¥1Ld 3
5.3.2. SRK 0tIh &z
Z ZTlx SRK1 (index 0) 5 SRK2 (index 1) [CEE I 2B %HAL X,
1. SRK 0ZX&E
secureboot.conf @ CST_SOURCE_INDEX Z# 0 H»5 1 IKZEEL TSRS W,

secureboot.conf OFEMICDWTIE §3.2.7. secureboot.conf DERFEAE, ZSHBRUTLKLE
1AW

[ATDE ~J$ vi imx-boot-[VERSION]/secureboot. conf

X 5.11 secureboot.conf ® CST_SOURCE_INDEX % #R&
2. BE&ATD

RIEICEDLET, BAFHIDN. BEL+BEBEHDAAXA—IEZERLT, A1 XA—IZEZAAT
TfEEW,
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