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LZEIRLDTT7. FOMEEY 7 b7V Y a—yaviE. VIhoT
FEICTAEYANEEINTWET, BEAEZFICOVWTIEF. &V 7
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TArmadillo(ZJ)L~>0A); (. Arm 37 70ty Y#EE - Linux JICDEHRAHR T Ty N T+ —LD
72V RT9, Armadillo 75V RERICIELUTOR/FENH D £,

- Arm 7Oty UEE - A8 HKE

Arm A7 708y Y ZEBHELTWET, 1~8T v NEETEET 2EENHKETT. EAHDHL
T7 0B EULERA.

CINBY - FOUOSYAX

CPU iR— RIGEZRIY 1 AIRBEDF DO ST A ADERTYT, BRID 1/3FBEDNE%G CPUEY 21—
IVPEIR LAN EY 21— L&, BINBOEY 21—V 7Yy 7LUTVWET,

- EEQOSEULTLnuxE YAV AN=IL

FHEOS ICLinux ZALTED, BERY I NV VEECRBEOHILTERLZRHLET,
V—=RA—=RZA=T2YV—=RELTREALTWET,
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AVAR=ILENTWET, ATDEZES 2 & T, AEAPC ORARYPY—ILOA YA K—)LigE
EWSHARBREZEZ Z2FHZERI DI ENTEXT,
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NxPE .MX 8M Plus

Arm Cortex-A53 (1.6GHz) 47

Armadi"o-mT

3.1 Armadillo-loT — ko 1 G4 & X
Armadillo-loT — kD 24 G4 ICTIZATOEHENHD £,
-NPUBE - Tv Y AILBICHENGT Z2EHEIoTS—ho oA
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AR, 8 - BEEICRITIDAIVY 21—y ayvikad, BLRBRBSTHRBWETEYS,
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32 Ty Y AlLE, HWMFEDH
- LMX 8M Plus 8 - Bl % =R LIE
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- BMEREEFE-20~+70° COEZEN%:
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DHEZMTBAT DI ENTEEXT,

- Armadillo Base OS #&&;

TArmadillo Base OS; Z#& UL TWEd, 21— —BENT -~ U1 Dtz BHICEKET -
KUTEZTADIET, ZRBHBZEDZIENTEXT,

R TFIL XY NEE

NXP Semiconductors 8Dtz 2 7T L X~ TSEQ50, #Z#HEEHL TWET, ChEFERT
322&7T. \—R 7 Rootof Trustlic&BdEaWEF1UTF A EZFRTEZET,

3.1.3. Armadillo Base OS & &
Armadillo Base OS &, 7Y hN—2 77 /HRHITZ2ERTA A NI E 21— 3T, Linux5.10

ENR—RC, AVTHFEBERE. VI 77y 77— MR XY MNT—IXR—I v —REICH
I HREZRELAV/INI KR0S T, Z2MOFEWERZERRLET,
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- OSOavINT MME
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- BEEORE
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FEBHULET, EROJOLFMEEGIZEEFH L TWET,
- X2 UT DR LE

AVTHIZ IV ERERZRITTERBIZIENTEXRT, TNARERICFHIATESEF27T
LAY N ZHBEHT 5ED. EF27FE "OP-TEE) ZFIARREBRETRHL TVWERT,
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AGX4500-CO0DO
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HPHE

- AT avT—R(E&EH)

- USB(A # X-microB)o7—7J)L

- AC 7% 7% (12V/3.0A)

A AV EAA N
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Armadillo-loT — kU 4 G4 DELRMERRIIRDEE D T,

& 3.2 ftx

CPU

NXP Semiconductors i.MX 8M Plus

Arm Cortex-Ab3 x 4

- S /T—45F ¥ v ¥ a1 32KByte/32KByte

- L2 v w1 512KByte

AT 77Oy IV ITY IV (NEON)EH
- Thumb code(16bit 5t v K)HR—k
Arm Cortex-M7 x 1

- WS /T—45 ¥ v v a1 32KByte/32KByte
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CPU O7Z70vw 7 (Arm Cortex-A53): 1.6GHz
CPU O77 18y 7 (Arm Cortex-M7): 8O0MHz
DDR 70w 7: 2GHz
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NPU
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RAM

LPDDR4: 2GByte
JRIE: 32bit

ROM

eMMC: #7 7.8GByte(#y 7.3GiB) [
HS400(RKEm&EEE: 400MB/s)

LAN(Ethernet)

1000BASE-T x 2
AUTO-MDIX %
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SD microSD 2O v k x 1
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NAXZ MIPICSI-2 2 L—>) x 1 [P

WRA VI —T 11—
[b] [c]
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PWM x 4

HL >y —Fat

DTPILEA L0y o A

AAYF

A—Y -4y F x 1
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SD uSDHC2 == DCDC C-Jack CON14
CON1 . < > (e
(microSD) <= PMIC
Power Input
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ENET_QOS =
CON2 EtFReJIZ;tZ < »| Ethernet |« = »|Semiconductors| £ 24MHz
PHY 0sC i.MX 8M Plus [
| =
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18a ENET Cortex-A53 [
CON3 Et(hRiTSe)” P »| Ethernet |« »> 1.6GHz
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CON4 (Type A) > - | SDRAM
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< PCle/UART1/uSDHCT | _ uspHca@biy [ emmc
- "1 Memory
WLAN+BT GPIO GPIO 12c3
< > >
CON5 Module < Expander v
(M.2) 12¢c3 | Secure
- 7| Element
SB 2-1
< 2 » USB2.0 usB2
usB2:2 | Hub d
UART1 USB Consol
< > < >
’ < »| UART/USB |« (micro B) CON6
GPIO/ECSPI1,2/UART3,4/PDM MIC/
" CAN1,2/125/12C4,5,6/PWM1,2,3,4
CONT Ext.IF | g
+ (34+16pin ) e " e
CON12 ONOFF _ PMIC_RST_B (8pin) CON7
VIN |
— < 2c2 > RTC_BAT | oo Eelor
_ RTC_INT/ONOFF RTC ‘ (Battery Holder) CON13
CON8 LD < HomI ) BOOT MODE BootDevice
(micro Type D) |¢ » < = Jumper JP1
| (2pin)
LVDS(4lane) | cPIo User SW sw1
CONO LVDS M (Tact Switch)
@B1pin) GPlO/12C4 | |
GPIO N User LED
| "1 (#3 Green) LED3
MIPI-CSI1(2lane) | |
MIPI-CSI
CON10
(FFC) GPIO Level GPIO > Power LED
< > Shfter < > (SMD Green) LED4
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X 3.

6 70vIX

ITINARADIN—FT 1 2 3 VB

Armadillo-loT "= b x4 G4 O eMMC O/X\—F ¢ ¥ aViEpi%E "X 3.3.eMMC XTUY v 7/,
ICRUXY,

#*33eMMC XEUX VY

JX— H1 X X)L L]

TA

=%

1 300MiB rootfs_O A/BZ7y77F—rD AE/I—TFT 13> (Linux A—FRILA A=,
Device Tree Blob, Alpine Linux rootfs &%)
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N=T 12 a Vi ICRULET,

#£34eMMC 7—h/X—F 0 a3 VER

TFTARAITINM R e FiEA
/dev/mmcb Lk@boot0 31.5 MiB A/B7vy7F—rDAM@E
/dev/mmcb Lk@boot 1 31.5 MiB A/B 7y 77F—h~DBHE

Armadillo-loT =k 7 24 G4 ® eMMC D GPP(General Purpose Partition) D#at%= 3% 3.5.

eMMC GPP 851 ICRUE T,

% 3.5 eMMC GPP ##EX

TARITINA R PP e

/dev/mmcb Lk@gp0 8 MiB Z14 Y ABREORE
/dev/mmcb LkOgp1 8 MiB FHO%EE,

/dev/mmch LkOgp2 8 MiB TR,

/dev/mmchb LkOgp3 8 MiB I —H—%EE
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35Y780x7 F\giﬁf% 9, Windows Tl&, 7-Zip ¥ Lhaz R ENHIHL T
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1546649600 2020-12-10 1140 2020-12-11 1833

327680 2020-11-131550 2020-12-11 1633
8684 2020-11-1311:22 2020-12-1118:33
820 2020-12-1011:34 2020-12-1118:33

0 2020-10-19 1848 2020-12-1118:33
3267 2020-12-10 1140 2020-12-11 1833
373 2020-10-20 1415 2020-12-11 18:33
56953 2020-12-1011:33 2020-12-11 1833
252379 2020-12-10 1140 2020-12-11 1633

ram
& atdes-amd6avmdk
] atdes-amded.vmsd
[Flatded-amded.vmx
] atdes-amded.vmf
[ vmware-0.log

[F] vmmarelog

0/ 15 BDF TSI MEER

4.2.1.5. Linux CtarxzFERXD7 71 IV ZRHET %
tarxz E#E7 7 1 L O EH
tar O xf A7V g VEFERALUT tar.xz EE7 7ML EEBUES,

1.

[PC ~1$ tar xf atde9-amd64-[VERSION]. tar.xz

FRF D5 THERE

tarxz EfE 7 7 1 IVOEBRENRTI D&, ATDE 7—HA 7OERITET T,

[VERSION] =« L 7 h UIC ATDE DF—F A X—IDHAESNTVWET,

atde9-amd64-

vmdk
vmdk
vmdk
vmdk
vmdk
vmdk
vmdk

[PC ~1$ ls atde9-amd64-[VERSION]/
atde9-amd64-s001.
atde9-amd64-s002.
atde9-amd64-s003.
atde9-amd64-s004.
atde9-amd64-s005.
atde9-amd64-s006.
atde9-amd64-s007.

atde9-amd64-s008. vmdk
atde9-amd64-s009. vmdk
atde9-amd64. nvram
atde9-amd64. vmdk
atde9-amd64. vmsd
atde9-amd64. vmx
atde9-amd64. vmxf

4.2.1.6. ATDE D&

ATDE D7 —hA4 T7=2EBRLET« L7 NUICEET 2IREY Y Vg (. vnx) 7 7 1 JL%Z VMware £
TH< & ATDE 2#EENT B ENTEFT, ATDE9 IOV« viulgeh1—H—%, Tk 4.1. 1—H—
ZENRAT—R, [RULET @,

x®4.1 1—HF—ZENRRXT—R

1—H—% JIRRT—R 1ER
atmark atmark —pg 11— —
root root dEMED — 1 —

ATDE ZE#8 9 2 REICE > TiE. GUIOY A YEEIERTRSNT ICUT
DESRBRIT—EEIRRSNDHZENHD XTI,
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R —F—cGoUI 0T > %ETS
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atdeS-amd64 - VMware Workstation 15 Player
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MEARELT. YRFLOBRBATEE YA, V27 LEBECEBLTIESY
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ZDHFHIF.

mENEY,

VMware DF&ET 3D V274 vV AD7 €S L—2 3
>, ZONIC U7k, ATDE 2289 % L IEHEIC GUI O 1 VEEMER

REBFZUTIIRULET,

Player®) v | P - o,

Viware Workstation 15 Player

a

R

atde9-amd64

wHE: )02
0S: ZOMD Linux 5.x LBEOA—L (64 Eob)
S—F3: Workstation 12.x {77
RAM: 4GB

P EEIIVOEEQL)

37



Armadillo-loT =k x4 G4 BB =27 )L Armadillo DER%Z AN 3Rl

EEVYYEE b
N—FII7 Froay
FIA2 HE
[==FE2]) 4GB
LFootyy 4
EAN-F FaAHSCSD 3268
(%) CD/DVDIIDE} /home/atmark/Downloads/deb... @ EZRTHAFDRREEER(W)
E=ESTIr ) RGN OE-SHREEET(S):
UsB Jsh0—3 & -
N):
Dtk Bk Bt T
S 0 2
1527 LA gahtit ST HMEFERHEE(M):
——
2560 x 1600
HIT9A FEY
H370982 SRNERTEDFAN 3B ORATR(X):
256 MB ~
iBh0(A)... HIR(R)
Fautl AN

ATDE [CEID Y THAXEV R LV 7Oty =BT & T, ATDE %=
KDRBICFEHATDHIENTEXT, REVYYD/N—RI 7R EDE
B AEIC D W TIE. VMware %t Web R — ¥ (http://

= www.vmware.com/)m 5. AL TWS VMware DRF 1 XV NG E%E
SRU TSI,

4.22. MO A UHET /N1 ADERA

VMware (&, "X b OS (ATDE)IC & 2EXD AU FIRET /N1 A (USB 7/ X DVD 7% &) DERZ Y
R—rULTWET, T/NARICL> T /KRR K OS (VMware ZE81 L TW2 0S) &4 X k OS TR
ICERTZIENTEF A, ZDOLIBTNARZT XK OS TEAT BHiCiF. XK OS lcF N
A R T 2REDDEICRD XT,

IO N UABET/INA ADFERAEICDWVWTIE. VMware £ Web R—Y
(http://www.vmware.com/) 5. EHL TWS VMware D RF 1 XV
W NarEzsBULTLLEE W,

Armadillo-loT '— kU =+ G4 OEMERESRZ=1T S TcddIcid. TR 4.2. BERESRICERT 2ED A L E]
BETINA R, IERTTINARAZET AN OS ICERETIZNENH D XT,

R 4.2 BMERERRICER T 5D A LATRET /N1 R

FINA R TINM R4
USB YU ZILE#IC Silicon CP2102N USB to UART Bridge Controller
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4.2.3. AN Y RZ 4 2ixAk(GNOME i) DS Eh

ATDE <. CUI (Character-based User Interface) BiE# 12T 2OV Y RS A VigRkEREH L
9, ATDE THRITIZZBEIAVY RIFZOAVY RSA VIHERICAAD L, RITLET, AVY RT1 VigK
[CIEWL DO DOEENH D EFITH. CZTIEGNOME TR by TEREBICIEE# S VA M—)LEhhTWS
GNOME lmAkZE L X,

GNOME kX =& T BIciE. Bl 4.1. GNOME ik DEHER ) OLSICTRINY TELEDT V57«
EF«H5 Tterminaly EAAL TiHR) Z@IRLTLZE L,

10A48 16:10

Q, terminall

Emacs (Terminal) LS XTerm

VIR Terminal A terminal emulator for GNUstep
{1 154
[] XfceTerminal #—=#JLI=aL—5—

B Terminal Here you

= DeepinTerminal J

Fd Xfce 3—=FLz8%

B 4.1 GNOME iR DCE)
M 4.2. GNOME ROV« Y RU) DL Sy« Y RUDHEEET,
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10A4A8 16:11

atmark@atde9: ~

atmark@atde9:~$ [|

X 4.2 GNOME i RkDV 1> KW
424 ) F7)HEEY 7 b 7 (minicom)DEH
Y TFILEEY 7 MY 7 (minicom®D Y 7 ILBEREE. R 43. YVUTIBEDRE OLSICH
EFEUZET, £fc. minicom ZiEENT dimADEREZ 80 XFEU LICULTLZE W, HEEN 80 XFLD
INEWIGE. OV Y RAAFICRRDENZ ZEHD FT,

F®43 VU TZIIBERE

IHE RIE
kL — b~ 115,200bps
TR 8bit
AhyZEY ~ 1bit
INUT o ®U
7 01— il U

1. T 4.3. minicom OFREDIEN) ICRI ANV Y REEITL. minicom OFREBEZRLE L TL
EE0,

[ATDE ~]$ sudo LANG=C minicom --setup

4.3 minicom DERE DFED
2. " 4.4. minicom OFE; NERRSINFIT DT, Serial port setups Z3ERL T IZE LY,

- [configuration]-————- +
| Filenames and paths [




Armadillo-loT =~V x4 G4 8@/ =27l

File transfer protocols |
Serial port setup |
Modem and dialing |
Screen and keyboard |
Save setup as dfl |
Save setup as.. |
Exit |
Exit from Minicom |

3. "X 4.5 minicom DY) 7I)ILIR—MDKE] DNRRESNEFI DT, AF—%#L T Serial Device

4.4 minicom DE&TE

ZEIRLTLES L,

| A - Serial Device : /dev/ttyUSBO |
| B - Lockfile Location : /var/lock |
| C - Callin Program |
| D - Callout Program : |
| E - Bps/Par/Bits : 115200 8N1

| F - Hardware Flow Control : No |
| G - Software Flow Control : No |
| |
| Change which setting? |

45 minicom O Y ZI)ILiIR— N DRE

4. Serial Device I[CfERT 2 U7 ILIR—hEANDLTEnter F—%#MUL TL 2SN,

>V 7 ILEER USB 77— 7L (A-microB)fE ks D

TINA R T 71 VR E

Linux ¢ 7 JLBER USB 7 — 7 )L (A-microB) Z##: U 1215
A, AVV=ILIUToLS>B8A7ERRENhEzT, OTHRRS
hix<TH, dmesg AV REZETI R & T, OV ZHERTS

ZENTEFT,

Armadillo D&ER%E AN B HIC

usb 2-2.1: new full-speed USB device number 4 using uhci_hcd
usb 2-2.1: New USB device found, idVendor=10c4, idProduct=eab0,
bcdDevice= 1.00

usb 2-2.1: New USB device strings: Mfr=1, Product=2,
SerialNumber=3

usb 2-2.1: Product: CP2102N USB to UART Bridge Controller
usb 2-2.1: Manufacturer: Silicon Labs

usb 2-2.1: SerialNumber: 6a9681f80272eb11abb4496e014bf449
usbcore: registered new interface driver ushserial generic
usbserial: USB Serial support registered for generic
usbhcore: registered new interface driver cp210x
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10.
11.
12.

usbserial: USB Serial support registered for cp210x
usb 2-2.1: cp210x converter now attached to ttyUSBO

Armadillo D&ER%E AN H1IC

& 4.6 #l. >V 7I)LEER USB o — 7 JL(A-microB) ##t ks 0 O &

oo Isn"s YU 7 ILEER USB 7 — 7 )L (A-microB) At
ttyUSBO ICEID HToNc I ENFMD ET,

F +—%# U T Hardware Flow Control & No ICEREL TL &L\,

G *+—%#H L T Software Flow Control Z No ICERFE UL TL 72 L,

;F_

MR—RDEF—%FLTLLIEE W, X 4.7. minicom DY 7 ILIR— K D/VT A —45 DE

NRRENKT,

o [Comm Parameters]---—------- +

Current: 115200 8N1
Speed Parity
<next> L: None
{prevy Even

9600 Odd
38400 Mark
115200 Space

moow >

o ==
<<c d4wmwog
codOoO o1

Stopbits
W: 1
X: 2

0 o
ki

Choice, or <Enter> to exit?

X 4.7. minicom DY ZI)LIR— R DI A =5 DEKRE) Tl XL —h, =K. XA bV
TEY . KUFT A DREZITVWETD,
IRTEDE
7 ILiR—

4.7 minicom @2 U 7 IJLIR— Kk DIRF A —%5 DFERFE

ﬂ_ti Current) ICERRESNTWVWET, TNZNDEOARIE "E 4.8. minicom ¥

DREME) 2ZRU TS,
Current: 115200

XL XF‘yjt‘\yF
T— 9E AUL ¢

4.8 minicom ¥ Y 7 J)Lik— k DREE

E¥x—Z#UL T, ImXL—h%Z 115200 [CREL TLEE W,

QF—ZHWL T,

Enter ¥—% 2@ L T. "E 4.4. minicom OFBE) ICR>TLEE W,
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13. T 4.4. minicom ME&E; H5. Save setup as dfl; ZFEIRL. BEEREL TLREE L,
14. TExit from Minicom, %Z#R L. minicom DEREZRT LTSV,
minicom ZEEIS T 3ICiE. "X 4.9. minicom {281 HE] OLSICLTLIEE U,

[ATDE ~1$ sudo LANG=C minicom --wrap —--device /dev/ttyUSB0

4.9 minicom &&=

TINA AT 7AIEAIE. BEICK > T /dev/ttyS0 v /dev/ttyUSB1 &
REOERTHEZERRZHBENHD £,

minicom A —7>9 2 /dev/ttyS0 %> /dev/ttyUSBO & W > T /N1 X
7714 I)UIE. root XfclE dialout ZIL—FICELTWSA—F—ULHT
JEATEXEA,

d—H—% dialout ZI)L—TIC AN B2 &ET. MUE. sudo ZFEH T (T
minicom T /dev/ttyUSB0 ZA—T7F> B3 EMTEXY,

[ATDE ~]$ sudo usermod -aG dialout atmark
[ATDE ~1$ LANG=C minicom —--wrap —--device /dev/ttyUSB0

minicom Z T8 3IclE. £9 Ctrl-a [cHWT g F—ZANLET, ZOB, UTOLSICRER
INnfcs es) lCh—YVILEELETEnter ¥F—%Z2 AT % & minicom D& T UET,

Leave without reset? |
Yes No |

+ —_——+

1
+

X 4.10 minicom #& T &2

Ctrl-a [CHEWT z F—Z AN T B E. minicom DAY Y RAJILTHERR
/ ShET,

43. A —Tx—ALALAFI b

Armadillo-loT =~ 24 G4 DA VI —T 1 —RALATIRTT, BA VY —T T —ADEBRER
EHEERLTLLIEE 0,
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LED

JP

Cco

CON2 CON3

M411AVIT—Tx—ALA4T7 TN (5F—XARER)

| 1 | |
e
| | | T J

CON2 CON3

H4.12A49—Tx—ALA 7T N (F—XIEM)

CONG6 @)
CONS8 CON4g s CON14

CONTO SP1

CON4 CON6 LED3 CON14 SW1

CON1

K44 44259 —T7 1 —ARR

. .
Swi1

ON12

ON11

ON15

HRES AVI—Tx—R% AR =

CON1 SDA>Y5—Tx1—R microSD XA k -

CON2 LANA > 5 —Tx—22 RJ-45 1%%5 % -

CONS3 LAN A >9—7z—2 1 RJ-45 3% % -

CON4 USBAv4%—71—2R USB 3.0 Type-A OAx7U % -

CON5 M2A>v5—T71—2R M.2 3% % (E-Key) -

CON6 USBavY—IAv9—T1—2R USB micro B Ix4 % -

CON7 JTAGA 9 —Tx—2 EyAvs 8 Fy(2.54mm Ey F) -

CON8 HDMI 1 > % —7 £ —2Z HDMI Type-D %% % -

CON9 LVDS A v¥—7x—2X LVDS Ox¥ % 31 BV &k 50 ol

CONT10 MIPI-CSI A > % —7 2 —2X FFC 3% % 15 > (Imm Ev F) fEkEm: 30 [@

CONT11 WEAVY—T—2 1 EYAwv4 34 EY(2.54mm £y F) -

CONT2 WA VY —TT—R2 EYAv4 16 Y (2.54mm Ey F) -

CON13 RTCNY I Py IAVT—T—2R BithRy o R B CR2032 &

CONT4 BREANA VY —T2—R 1 DCYvvy /TS WE2.7Tmm
NH 5.5mm

CON15 BRAAA VT —T—R2 EyAyS 2 EY@mm EyF) -

JP1 BET/INA ARES v VX EyAvS 2 EY(2.54mm By F) -

SW1 A—H—AvF TORNRAYF -

LED3 1—4— LED LED(#&E. ¢3mm) -

LED4 IR LED LED(#&ts. HEEZ) -

SP1 M2BZ% v R AR—Y—(M2, L=2.45mm) -
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HRES

A9 —Tx—R%

i

SW1

I—Y-AvF

FIRNAAYF

=

kA FRAEFTHICEFDZERTHD. REROFBRAIELEHZRILTZHDTEH D EA,

4.4. BRIk

Armadillo-loT #— R~ 4 G4 EEIEBDEFHAZRICRUE T,

© © 0 0O

4.13 Armadillo-loT #— kD =4 G4 OiEFHHI
Armadillo-loT — ko 1 G4

AC 75 7% (12V/3.0A)

1E%H PC

>V 7 ILiEER USB 47— 7 )L (A-microB)
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LAN HUB

Ethernet 7—7 )L
microSD 1— K

USB XEU

T4« A7 LA (HDMI X4Ji3)

HDMI o —Z )L

o & © © & © O

v VINEVDERTEICDWT

Vv VINDOEREZEEI S ET. Armadillo-loT —h T 41 G4 ODEMEFZEEIT DI ENTEXT,

\I
Ka

4.14 JP1 OIE

BI v VINBREICIGU TYIDBEZDETRDHDET, I TR JP1 ZA—TVICRELTREEXT,

IvIRDA—=T>, a—hEEF

ﬂlf#—7y1twyvyREywyvymv7vh%§ﬁbTmﬁ
WIRRET Y,

iif&a—hjtmyvyNEymyvymv7wh%§ﬁbTmé
IREET T,

46



Armadillo-loT =k 7 x4 G4 #H/~Y =27 )L Armadillo DER%Z AN 3Rl

4.6.viTT« Y DERAE

ViTTF 4 ZiE. Armadillo ITBETA Y AR —ILENTWETFIANIFTF4YTT, AETIE.
Armadillo DERE 7 7ML DREREICVIZT 4 Y= FERBLE T,

ViZT s %ZlE, ATDEICA YA R—=)LEaNT3 gedit P emacs BEDTFRANIT 4 ¥ EIFERD,
EF—REEH S TWBZENKERBHETT, VIOE—RICIEZ, OVYRE—REAADE—RDHBDZFT,
OV Y RE—ROBICAAUVEXFRF>IANRTIAYYRELTHEDNET, ADE—RTEXFEDOAAD
TEZE9d,

AETRIAVY RPIIEATDE TRITI B L SEH L TVWERI A Armadillo TER U K SICEITT
H5ZENTEEXT,

4.6.1. vi DEE)
viEEEITSICiE. UTOOAY Y REAHDLET,

[ATDE ~1# vi [file]

4.15 vi DEEE)

file IC77AIBDINAZIBET D E. 771 ILDMRE (+file+ NFEE U R WSS IXFHRIER) 1TV E
o VilFOAYY RE—RDIRRETHEENL £ J 0

4.6.2. XFDAN

NEHZANTBICIEAVY RE—RNSANETE—RABITIZRNENHDEFT, IV RE—RHMS
ANE—RICBITITDICIE. TR 45 A HE—RICBTIZIAYVR, IKRITIAYVYREZAHDLET,
ANE—RABTRIE. F—ZANTNEZOEFEXENANINET,

K45 AANE—RIEBITISHIVUR

avv R BfE
i W=V I DHBBAHSXFANZRR
a A=VIDEBENEXFANZRR

ABDE—RDBAVYRE-RICEDIEWEEIE. ESCEF—ZANTEHIETRDIENTEXT,
BEDE— RSB BofIZRIE. ESCHF—ZANL, —BEAVYRE-—RANRB I EICELDIE
AzpITERI,

If HAZEEEEEZ OFF (C
VviDAVY Y RZE ANT BEd ATDE OHARFEAS Y X T L(Mozc)Z= OFF

ICLTLREV, BABANYRT LD ON/OFF &, /A% — T
ST EMTEET,

fiie Tay FNBNOIAXYY REANLBEOXFANORKMUEZ X 4.16. ADT-RICBITT
2OX Y ROFHRHA IKRUET,
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h—vIiL
AmﬁiHo

lija<wor _T lajavuk
ANRAtatE ANRRtatE

K416 AHE—RICBTTSIVY ROFHH

Vi TOXFHIER

v Y —ILDOEBEIC K > Tl BS(Backspace) ¥ — TXEMHIBRTE T,
= "H) XENAHNSNBIBEANBD LT, ZDBEIE. 464 XFDY|
bRy TEEATAIVYRZEFERAL. XFZHIBRL T EE W,

4.6.3. 1—VILOBE

ARF—ThH—VILOBENTEEXITH., ANV RE—RT 'R46. h—VILOBEITV R IR
AV VY REANTBCETEN—VILEBET DI ENTEET,

K46 h—VIOBEITV R

VR EnfE

h i1 XFBE
J TIiC 1 XF¥E
k Llc 1 XF8BE
| alc 1 XFBE

4.6.4. XFDHIER

XEEZYIBRT Z5E8IFE. AVYRE—RT 'R 47 XFOYBIVY R ICRIIAVVYREAHLE
9,

x 4.7 XFOHIBRIOYV R

avwy R EhE
X H—VIL EDOXFE%HIER
dd RETEHIR
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U-Boot SPL 2020.04-at1 (Dec 02 2021 - 01:42:08 +0000)
DDRINFO: start DRAM init

DDRINFO: DRAM rate 4000MTS

DDRINFO:ddrphy calibration done

DDRINFO: ddrmix config done

Normal Boot

Trying to boot from BOOTROM

image offset 0x0, pagesize 0x200, ivt offset 0x0

NOTICE: BL31: v2.4(release):f-5.10.y-1.0.0-0-gba76d337e
NOTICE: BL31: Built : 08:25:30, Jun 9 2021

U-Boot 2020.04-at1 (Dec 02 2021 - 01:42:08 +0000)

CPU: i.MX8MP[8] revl1.1 1600 MHz (running at 1200 MHz)
CPU: Industrial temperature grade (-40C to 105C) at 26C
Model: Atmark-Techno Armadillo X2 Series

DRAM: Hold key pressed for tests: t (fast) / T (slow)
2 GiB

WDT: Started with servicing (10s timeout)

MMC:  FSL SDHC: 1, FSL SDHC: 2

Loading Environment from MMC... OK

In: serial

Out: serial

Err: serial

Bui ldInfo:
- ATF ba76d33
- U-Boot 2020.04-at1

first boot since power on

switch to partitions #0, OK

mmc2(part @) is current device

flash target is MMC:2

Net: eth@: ethernet@30be0000 [PRIME], ethl: ethernet@30bf0000
Fastboot: Normal

Saving Environment to MMC... Writing to redundant MMC(2)... OK
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Normal Boot

Hit any key to stop autoboot: 0

switch to partitions #0, OK

mmc2(part @) is current device

31051784 bytes read in 675 ms (43.9 MiB/s)
Booting from mmc ...

#t#t Checking Image at 40480000 ...
Unknown image format!
60012 bytes read in 5 ms (11.4 MiB/s)
it Flattened Device Tree blob at 45000000
Booting using the fdt blob at 0x45000000
Using Device Tree in place at 0000000045000000, end 0000000045011a6b

Starting kernel ...

.000000] Booting Linux on physical CPU 0x0000000000 [0x410fd034]
.000000] Linux version 5.10.52-1-at (builder@98b643f88a21) (gcc (Alpinel
.000000] Machine model: Atmark-Techno Armadillo-IoT Gateway G4 Board
.000000] Reserved memory: created CMA memory pool at 0x0000000062000000B
.000000] OF: reserved mem: initialized node linux,cma, compatible id shl
.000000] Reserved memory: created DMA memory pool at 0x0000000094300000B
.000000] OF: reserved mem: initialized node vdev@buffer@94300000, compal
.000000] Zone ranges:

.000000] DMA [mem 0x0000000040000000-0x00000000bfffffff]

.000000] DMA32 empty

.000000] Normal empty

.000000] Movable zone start for each node

.000000] Early memory node ranges

.000000] node 0: [mem 0x0000000040000000-0x0000000055fFffff]
.000000] node 0: [mem 0x0000000058000000-0x00000000923fffff]
.000000] node 0: [mem 0x0000000092400000-0x00000000a43fffff]
.000000] node 0: [mem 0x00000000a4400000-0x00000000bfffffff]
.000000] Initmem setup node 0 [mem 0x0000000040000000-0x00000000bffffff]
.000000] psci: probing for conduit method from DT.

.000000] psci: PSCIv1.1 detected in firmware.

.000000] psci: Using standard PSCI v@.2 function IDs

.000000] psci: Trusted 0S migration not required

.000000] psci: SMC Calling Convention v1.2

.000000] percpu: Embedded 22 pages/cpu s51728 r8192 d30192 u90112
.000000] Detected VIPT I-cache on CPUQ

.000000] CPU features: detected: ARM erratum 845719

.000000] CPU features: detected: GIC system register CPU interface
.000000] Built 1 zonelists, mobility grouping on. Total pages: 507904
.000000] Kernel command Line: console=ttymxc1, 115200 root=/dev/mmchlk2po
.000000] Dentry cache hash table entries: 262144 (order: 9, 2097152 byt)
.000000] Inode-cache hash table entries: 131072 (order: 8, 1048576 byte)
.000000] mem auto-init: stack:off, heap alloc:off, heap free:off
.000000] Memory: 912664K/2064384K available (19326K kernel code, 1588K )
.000000] random: get random u64 called from _ kmem cache create+0x28/0x0
.000000] SLUB: HWalign=64, Order=0-3, MinObjects=0, CPUs=4, Nodes=1
.000000] rcu: Preemptible hierarchical RCU implementation.

.000000] rcu: RCU event tracing is enabled.

.000000] rcu: RCU restricting CPUs from NR CPUS=256 to nr cpu_ids=4,
.000000] Trampoline variant of Tasks RCU enabled.

.000000] rcu: RCU calculated value of scheduler-enlistment delay is 25
.000000] rcu: Adjusting geometry for rcu fanout leaf=16, nr _cpu_ ids=4
.000000] NR_IRQS: 64, nr_irgs: 64, preallocated irgs: 0

[ I e O s Y e Y e Y e Y s Y e Y e Y e Y e Y e e Y e e Y e e Y e Y s e Y e Y e e Y e Y e Y e s Y e Y e Y e e Y e Y e Y e e Y e Y s Y e Y e e Y s B e |
(SRS IS IS IS IS IGS IS IS IS BGS BGS BGS BGS BGS BGS IGS IS IS BUS IS BES IS BSOS BN S A I IS IS IS IS IS IS S S ESESESES)
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.000000] GICv3: GIC: Using split EOI/Deactivate mode

.000000] GICv3: 160 SPIs implemented

.000000] GICv3: @ Extended SPIs implemented

.000000] GICv3: Distributor has no Range Selector support

.000000] GICv3: 16 PPIs implemented

.000000] GICv3: CPUQ: found redistributor O region 0:0x0000000038880000
.000000] ITS: No ITS available, not enabling LPIs

.000000] arch _timer: cpl5 timer(s) running at 8.00MHz (phys)

.000000] clocksource: arch sys counter: mask: Oxffffffffffffff max cycls
.000003] sched clock: 56 bits at 8MHz, resolution 125ns, wraps every 21s
.000351] Console: colour dummy device 80x25

.000382] Calibrating delay loop (skipped), value calculated using timer)
.000397] pid max: default: 32768 minimum: 301

.000506] LSM: Security Framework initializing

.000571] Mount-cache hash table entries: 4096 (order: 3, 32768 bytes, L)
.000583] Mountpoint-cache hash table entries: 4096 (order: 3, 32768 byt)
.001724] rcu: Hierarchical SRCU implementation,

.002984] smp: Bringing up secondary CPUs ...

.003331] Detected VIPT I-cache on CPU1

.003356] GICv3: CPU1: found redistributor 1 region 0:0x00000000388a0000
.003389] CPU1: Booted secondary processor 0x0000000001 [0x410fd034]
.003778] Detected VIPT I-cache on CPU2

.003797] GICv3: CPU2: found redistributor 2 region 0:0x00000000388c0000
.003817] CPU2: Booted secondary processor 0x0000000002 [0x410fd034]
.004235] Detected VIPT I-cache on CPU3

.004253] GICv3: CPU3: found redistributor 3 region 0:0x00000000388e0000
.004272] CPU3: Booted secondary processor 0x0000000003 [0x410fd034]
.004328] smp: Brought up 1 node, 4 CPUs

.004342] SMP: Total of 4 processors activated.

.004349] CPU features: detected: 32-bit ELO Support

.004356] CPU features: detected: CRC32 instructions

.004601] CPU: ALl CPU(s) started at EL2

.004620] alternatives: patching kernel code

.005296] devtmpfs: initialized

.013072] KASLR disabled due to lack of seed

.013221] clocksource: jiffies: mask: Oxffffffff max cycles: Oxffffffff,s
.013234] futex hash table entries: 1024 (order: 4, 65536 bytes, Llinear)
.031459] pinctrl core: initialized pinctrl subsystem

.032122] NET: Registered protocol family 16

.038565] DMA: preallocated 256 KiB GFP_KERNEL pool for atomic allocatios
.039388] DMA: preallocated 256 KiB GFP_KERNEL|GFP DMA pool for atomic as
.040199] DMA: preallocated 256 KiB GFP KERNEL|GFP DMA32 pool for atomics
.040256] audit: initializing netlink subsys (disabled)

.040448] audit: type=2000 audit(0.040:1): state=initialized audit_enabll
.040844] thermal sys: Registered thermal governor 'step wise

.041137] cpuidle: using governor ladder

.041157] cpuidle: using governor menu

.041399] hw-breakpoint: found 6 breakpoint and 4 watchpoint registers.
.041471] ASID allocator initialised with 65536 entries

.042530] Serial: AMBA PLO11 UART driver

.042588] imx mu driver is registered.

.042611] imx rpmsg driver is registered.

.077103] imx8mp-pinctrl 30330000.pinctrl: initialized IMX pinctrl driver
.094048] HugeTLB registered 1.00 GiB page size, pre-allocated @ pages
.094063] HugeTLB registered 32.0 MiB page size, pre-allocated 0 pages
.094069] HugeTLB registered 2.00 MiB page size, pre-allocated @ pages
.094077] HugeTLB registered 64.0 KiB page size, pre-allocated 0 pages
.095599] cryptd: max_cpu_glen set to 1000
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. 164236]
.232284]
.300362]
.368398]
.436455]
.504512]
.572561]
.640615]
.708677]
.776717]
. 844764]
.912817]
.980863]
.048914]
.116954]
.185017]
.185024]
.185031]
.185038]
.187393]
.187536]
.187760]
.188012]
.188047]
.188073]
.189560]
.189586]
.189653]
.189660]
.189674]
.189706]
.190705]
.191058]
.191079]
.191086]
.191096]
.191105]
.191113]
.191319]
.191363]
.192109]
.192260]
.192309]
.198319]
.198427]
.199407]
.199436]
.199546]
.199762]
.199836]
.199879]
.200027]
.200330]
.200336]
.200343]
.200350]
.201003]
.201724]

raid6: neonx8 gen() 2150 MB/s

raid6: neonx8 xor() 1604 MB/s

raid6: neonx4 gen() 2200 MB/s

raid6: neonx4 xor() 1567 MB/s

raid6: neonx2 gen() 2098 MB/s

raid6: neonx2 xor() 1443 MB/s

raid6: neonx1l gen() 1798 MB/s

raid6: neonx!  xor() 1222 MB/s

raid6: int64x8 gen() 1438 MB/s

raid6: int64x8 xor() 771 MB/s

raid6: int64x4 gen() 1601 MB/s

raid6: int64x4 xor() 822 MB/s

raid6: int64x2 gen() 1399 MB/s

raid6: int64x2 xor() 748 MB/s

raid6: int64x1 gen() 1033 MB/s

raid6: int64x1 xor() 517 MB/s

raid6: using algorithm neonx4 gen() 2200 MB/s

raid6: .... xor() 1567 MB/s, rmw enabled

raid6: using neon recovery algorithm

iommu: Default domain type: Translated

vgaarb: loaded

SCSI subsystem initialized

usbcore: registered new interface driver usbfs

usbcore: registered new interface driver hub

usbcore: registered new device driver usb

mc: Linux media interface: v0.10

videodev: Linux video capture interface: v2.00

pps_core: LinuxPPS API ver. 1 registered

pps core: Software ver. 5.3.6 - Copyright 2005-2007 Rodolfo Gi>
PTP clock support registered

EDAC MC: Ver: 3.0.0

Advanced Linux Sound Architecture Driver Initialized.
Bluetooth: Core ver 2.22

NET: Registered protocol family 31

Bluetooth: HCI device and connection manager initialized
Bluetooth: HCI socket layer initialized

Bluetooth: L2CAP socket layer initialized

Bluetooth: SCO socket Llayer initialized

nfc: nfc_init: NFC Core ver 0.1

NET: Registered protocol family 39

clocksource: Switched to clocksource arch sys counter

VFS: Disk quotas dquot 6.6.0

VFS: Dquot-cache hash table entries: 512 (order 0, 4096 bytes)
NET: Registered protocol family 2

IP idents hash table entries: 32768 (order: 6, 262144 bytes, L)
tcp_listen portaddr_hash hash table entries: 1024 (order: 2, 1)
TCP established hash table entries: 16384 (order: 5, 131072 by)
TCP bind hash table entries: 16384 (order: 6, 262144 bytes, Lli)
TCP: Hash tables configured (established 16384 bind 16384)

UDP hash table entries: 1024 (order: 3, 32768 bytes, Llinear)
UDP-Lite hash table entries: 1024 (order: 3, 32768 bytes, Lline)
NET: Registered protocol family 1

RPC: Registered named UNIX socket transport module.

RPC: Registered udp transport module.

RPC: Registered tcp transport module.

RPC: Registered tcp NFSv4.1 backchannel transport module.

PCI: CLS 0 bytes, default 64

hw perfevents: enabled with armv8 pmuv3 PMU driver, 7 counterse
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.206710] Initialise system trusted keyrings

.206795] workingset: timestamp bits=46 max_order=19 bucket order=0
.211625] DLM installed

.212333] squashfs: version 4.0 (2009/01/31) Phillip Lougher

.212845] NFS: Registering the id resolver key type

.212865] Key type id resolver registered

.212872] Key type id legacy registered

.212944] nfs4filelayout init: NFSv4 File Layout Driver Registering...
.212955] nfs4flexfilelayout init: NFSv4 Flexfile Layout Driver Register.
.212978] ntfs: driver 2.1.32 [Flags: R/W].

.213113] jffs2: version 2.2, (NAND) (SUMMARY) o 2001-2006 Red Hat, In,
.213448] fuse: init (API version 7.32)

.213771] SGI XFS with ACLs, security attributes, realtime, quota, no ded
.252232] xor: measuring software checksum speed

.256418] 8regs : 2365 MB/sec
.259935] 32regs : 2802 MB/sec
.264084] armé64 neon : 2380 MB/sec

.264090] xor: using function: 32regs (2802 MB/sec)

.264111] Key type asymmetric registered

.264117] Asymmetric key parser ’x509" registered

.264150] Block layer SCSI generic (bsg) driver version 0.4 loaded (majo)
.264159] io scheduler mg-deadline registered

.266122] samsung-hdmi-phy 32fdff00. hdmiphy: failed to get phy apb clk: 7
.266262] imx8-pcie-phy 32f00000.pcie-phy: failed to get imx pcie phy clk
L272711] i.MX clk 324: register failed with -2

.272720] i.MX clk 325: register failed with -2
.272727] i.MX clk 326: register failed with -2
.272734] i.MX clk 328: register failed with -2
.272742] i.MX clk 329: register failed with -2

.272749] i.MX clk 330: register failed with -2

.278254] imx-sdma 30bd0000. dma-controller: firmware found.

.278409] imx-sdma 30bd0000. dma-controller: loaded firmware 4.5

.280171] Bus freq driver module loaded

.284867] Serial: 8250/16550 driver, 4 ports, IRQ sharing enabled
.287139] 30860000, serial: ttymxcO at MMIO 0x30860000 (irq = 30, base baX
.287798] 30890000. serial: ttymxcl at MMIO 0x30890000 (irg = 31, base baX
.385364] printk: console [ttymxc1] enabled

.392506] imx-lcdifv3 32e90000. Lcd-controller: No pix clock get: -517
.399421] imx-Llcdifv3 32fc6000. Lcd-controller: No irq get, ret=-517
.409510] imx-hdmi-pavi 32fc4000.hdmi-pai-pvi: No pvi clock get

.424356] loop: module loaded

.427787] zram: Added device: zram@

.431933] usbcore: registered new interface driver pn533 ush

.438015] nfcsim 0.2 initialized

.441452] usbcore: registered new interface driver port100

.447934] imx ahci driver is registered.

.454193] Llibphy: Fixed MDIO Bus: probed

.458794] tun: Universal TUN/TAP device driver, 1.6

.463983] CAN device driver interface

.470522] imx-dwmac 30bf0000.ethernet: IRQ eth Lpi not found

.476456] imx-dwmac 30bf0000.ethernet: no reset control found

.482520] imx-dwmac 30bf0000.ethernet: User ID: 0x10, Synopsys ID: 0x51
.489322] imx-dwmac 30bf0000.ethernet: DWMAC4/5

.494143] imx-dwmac 30bf0000.ethernet: DMA HW capability register suppord
.501292] imx-dwmac 30bf0000.ethernet: RX Checksum Offload Engine suppord
.508439] imx-dwmac 30bf0000.ethernet: TX Checksum insertion supported
.515147] imx-dwmac 30bf0000.ethernet: Wake-Up On Lan supported

.521298] imx-dwmac 30bf0000.ethernet: Enable RX Mitigation via HW Watchr
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.528965] imx-dwmac 30bf0000.ethernet: Enabled Flow TC (entries=8)
.535329] imx-dwmac 30bf0000.ethernet: Enabling HW TC (entries=256, max )
.542907] imx-dwmac 30bf0000.ethernet: Using 34 bits DMA width

.549637] imx-dwmac 30bf0000.ethernet: Cannot register the MDIO bus
.556098] imx—dwmac 30bf0000.ethernet: stmmac dvr probe: MDIO bus (id: 1d
.565202] pegasus: v0.9.3 (2013/04/25), Pegasus/Pegasus II USB Ethernet r
.572658] usbcore: registered new interface driver pegasus

.578352] usbcore: registered new interface driver rtl8150

.584044] usbcore: registered new interface driver r8152

.589573] usbcore: registered new interface driver lan78xx

.595275] usbcore: registered new interface driver asix

.600712] usbcore: registered new interface driver ax88179 178a

.606840] usbcore: registered new interface driver cdc_ether

.612702] usbcore: registered new interface driver dm9601

.618309] usbcore: registered new interface driver CoreChips

.624182] usbcore: registered new interface driver smsc75xx

.629966] usbcore: registered new interface driver smsc95xx

.635752] usbcore: registered new interface driver net1080

.641444] usbcore: registered new interface driver plusb

.646965] usbcore: registered new interface driver cdc_subset

.652917] usbcore: registered new interface driver zaurus

.658521] usbcore: registered new interface driver MOSCHIP usb-ethernet r
.665953] usbcore: registered new interface driver cdc _ncm

.671826] VFIO - User Level meta-driver version: 0.3

.682647] ehci _hcd: USB 2.0 'Enhanced’ Host Controller (EHCI) Driver
.689194] ehci-pci: EHCI PCI platform driver

.693685] ehci-platform: EHCI generic platform driver

.699118] ohci_hcd: USB 1.1 ’Open’ Host Controller (OHCI) Driver

.705309] ohci-pci: OHCI PCI platform driver

.709785] ohci-platform: OHCI generic platform driver

.715698] usbcore: registered new interface driver cdc_acm

.721366] cdc acm: USB Abstract Control Model driver for USB modems and s
.729527] usbcore: registered new interface driver uas

.734891] usbcore: registered new interface driver usb-storage

.740961] usbcore: registered new interface driver usbserial generic
.747513] usbserial: USB Serial support registered for generic

.753554] usbcore: registered new interface driver ftdi sio

.759325] usbserial: USB Serial support registered for FTDI USB Serial De
.766666] usbcore: registered new interface driver usb serial simple
.773216] usbserial: USB Serial support registered for carelink

.779328] usbserial: USB Serial support registered for zio

.785007] usbserial: USB Serial support registered for funsoft

.791031] usbserial: USB Serial support registered for flashloader
.797403] usbserial: USB Serial support registered for google

.803343] usbserial: USB Serial support registered for libtransistor
.809890] usbserial: USB Serial support registered for vivopay

.815919] usbserial: USB Serial support registered for moto modem
.822206] usbserial: USB Serial support registered for motorola tetra
.828840] usbserial: USB Serial support registered for novatel gps
.835214] usbserial: USB Serial support registered for hpdx

.840980] usbserial: USB Serial support registered for suunto

.846917] usbserial: USB Serial support registered for siemens mpi
.853305] usbcore: registered new interface driver usb ehset test
.861517] udc-core: couldn’t find an available UDC - added [g multi] to s
.871861] snvs_rtc 30370000. snvs:snvs-rtc-lp: registered as rtcl

.878267] i2c /dev entries driver

.882133] IR NEC protocol handler initialized

.886676] IR RC5(x/sz) protocol handler initialized
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.891733] IR RC6 protocol handler initialized

.896268] IR JVC protocol handler initialized

.900804] IR Sony protocol handler initialized

.905429] IR SANYO protocol handler initialized

.910138] IR Sharp protocol handler initialized

.914846] IR MCE Keyboard/mouse protocol handler initialized

.920684] IR XMP protocol handler initialized

.925218] ir_imon_decoder: IR iMON protocol handler initialized

.931316] IR RCMM protocol handler initialized

.936718] usbcore: registered new interface driver uvcvideo

.942472] USB Video Class driver (1.1.1)

.949120] device-mapper: ioctl: 4.43.0-ioctl (2020-10-01) initialised: dm
.957646] Bluetooth: HCI UART driver ver 2.3

.962104] Bluetooth: HCI UART protocol H4 registered

.967250] Bluetooth: HCI UART protocol BCSP registered

.972588] Bluetooth: HCI UART protocol LL registered

.977733] Bluetooth: HCI UART protocol ATH3K registered

.983151] Bluetooth: HCI UART protocol Three-wire (H5) registered
.989499] Bluetooth: HCI UART protocol Intel registered

.994984] Bluetooth: HCI UART protocol Broadcom registered

.000665] Bluetooth: HCI UART protocol QCA registered

.005906] Bluetooth: HCI UART protocol AG6XX registered

.011326] Bluetooth: HCI UART protocol Marvell registered

.016946] usbcore: registered new interface driver bcm203x

.022649] usbcore: registered new interface driver bpalOx

.028264] usbcore: registered new interface driver bfusb

.033786] usbcore: registered new interface driver btusb

.039319] usbcore: registered new interface driver ath3k

.045073] EDAC MC: ECC not enabled

.049735] sdhci: Secure Digital Host Controller Interface driver

.055926] sdhci: Copyright(c) Pierre Ossman

.060418] Synopsys Designware Multimedia Card Interface Driver

.067077] sdhci-pltfm: SDHCI platform and OF driver helper

.074834] ledtrig-cpu: registered to indicate activity on CPUs

.081336] SMCCC: SOC ID: ARCH SOC ID not implemented, skipping ....
.088544] caam-snvs 30370000. caam-snvs: violation handlers armed - init e
.096958] usbcore: registered new interface driver usbhid

.102542] usbhid: USB HID core driver

.106306] mmc2: SDHCI controller on 30b60000.mmc [30b60000. mmc] using ADA
.106838] mxc-mipi-csi2-sam 32e40000.csi: supply mipi-phy not found, usir
. 122897] mxc-md 32c00000. bus:camera: deferring cap device registration
.133168] optee: probing for conduit method.

.137644] optee: revision 3.13 (2c¢1092df)

.138454] optee: dynamic shared memory is enabled

.147834] optee: initialized driver

. 154457] Galcore version 6.4.3.p2. 336687

. 2324427 mmc2: new HS400 MMC card at address 0001

.238935] mmcblk2: mmc2:0001 SOJ56X 7.30 GiB

.243670] mmcblk2boot0: mmc2:0001 SOJ56X partition 1 31.5 MiB

. 249753] mmcblk2boot1: mmc2:0001 SOJ56X partition 2 31.5 MiB

. 2558231 mmcblk2gp0: mmc2:0001 SOJ56X partition 4 8.00 MiB

.261721] mmcblk2gp1: mmc2:0001 SQJ56X partition 5 8.00 MiB

.267631] mmcblk2gp2: mmc2:0001 SOJ56X partition 6 8.00 MiB

.269745] [drm] Initialized vivante 1.0.0 20170808 for 40000000.mix gpu 0
. 2735597 mmcblk2gp3: mmc2:0001 SOJ56X partition 7 8.00 MiB

.282741] hantrodec @ : module inserted. Major = 237

.287841] mmcblk2rpmb: mmc2:0001 S0J56X partition 3 4.00 MiB, chardev (2)
.292956] hantrodec 1 : module inserted. Major = 237
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.306236] hantroenc: HW at base < 0000000038320000 > with ID <0x80006200>
.313214] hx280enc: module inserted. Major < 236 >

.320369] usbcore: registered new interface driver snd-usb-audio
.327391] mmcblk2: p1 p2 p3 p4 pb

.330540] fsl-aud2htx 30cb0000. aud2htx: failed to get mem clock
.338973] imx-cdnhdmi sound-hdmi: snd soc register card failed (-517)
.345703] Mirror/redirect action on

.349490] u32 classifier

. 352256 Performance counters on

.356111] input device check on

. 3597801 Actions configured

.363230] mmcblk2gp1:

.365602] xt time: kernel timezone is -0000

.370462] Initializing XFRM netlink socket

.375232] NET: Registered protocol family 10

.381554] Segment Routing with IPv6

.385303] mip6: Mobile IPv6

.388440] NET: Registered protocol family 17

.392945] Bridge firewalling registered

.396981] can: controller area network core

.401387] NET: Registered protocol family 29

.405838] can: raw protocol

.408815] can: broadcast manager protocol

.413011] can: netlink gateway - max_hops=1

.417537] Bluetooth: RFCOMM TTY layer initialized

.422433] Bluetooth: RFCOMM socket layer initialized

.427614] Bluetooth: RFCOMM ver 1.11

.431372] Bluetooth: BNEP (Ethernet Emulation) ver 1.3
.436690] Bluetooth: BNEP filters: protocol multicast
.441939] Bluetooth: BNEP socket layer initialized

.446912] Bluetooth: HIDP (Human Interface Emulation) ver 1.2
.452847] Bluetooth: HIDP socket layer initialized

.459682] NET: Registered protocol family 33

.464146] Key type rxrpc registered

.467808] Key type rxrpc_s registered

.471672] 8021q: 802.1Q VLAN Support v1.8

.480632] DCCP: Activated CCID 2 (TCP-like)

.485026] DCCP: Activated CCID 3 (TCP-Friendly Rate Control)
.491248] sctp: Hash tables configured (bind 256/256)
.497420] NET: Registered protocol family 21

.501991] Registered RDS/tcp transport

.505938] Lib80211: common routines for IEEE802.11 drivers
.511698] 9pnet: Installing 9P2000 support

.516004] tsn generic netlink module v1 init...

.520906] NET: Registered protocol family 36

.525386] Key type dns_resolver registered

.529669] Key type ceph registered

.534057] Llibceph: loaded (mon/osd proto 15/24)

.538794] mpls gso: MPLS GSO support

.542860] registered taskstats version 1

.546967] Loading compiled-in X.509 certificates

.557254] Loaded X.509 cert ’Build time autogenerated kernel key: f706f5
.567223] Key type . fscrypt registered

.571241] Key type .fscrypt registered

.575172] Key type fscrypt-provisioning registered

.581092] Btrfs loaded, crc32c=crc32c-generic

.5942547 M2 _3P3V: supplied by VEXT 3P3V

.608568] nxp-pca9450 0-0025: pca9450bc probed.
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.613440]
.621476]
.628635]
.637310]
.643687]
.649321]
.655012]
.662507]
. 675466
.710279]
.716125]
.731942]
. 740570]
.746184]
. 752265]
. 760759]
.769162]
.780992]
.791994]
.792181]
.798166]
.801518]
.818776]
. 826599]
.846798]
. 852965]
.860235]
. 869588]
.877795]
. 886057]
.109250]
.118961]
. 125458]
.132187]
.138100]
. 144415]
.151216]
.156015]
.163158]
. 170296]
.177002]
. 183098]
. 190759]
.197135]
.204713]
. 392439]
.399725]
. 405256
.413275]
.422703]
.429295]
.433064]
.437166]
.442663]
.450332]
.456895]
.465909]
.469685]

i2c i2c-0: IMX I2C adapter registered

rtc-rv8803 1-0032: Voltage low, temperature compensation stopp.
rtc-rv8803 1-0032: Voltage low, data loss detected.

rtc-rv8803 1-0032: Voltage low, data is invalid.

rtc-rv8803 1-0032: registered as rtcO

rtc-rv8803 1-0032: Voltage low, data is invalid.

rtc-rv8803 1-0032: hctosys: unable to read the hardware clock
usb251xb 1-002c: supply vdd not found, using dummy regulator
random: fast init done

usb251xb 1-002c: Hub configuration was successful.

usb251xb 1-002c: Hub probed successfully

i2c i2c-1: IMX I2C adapter registered

i2c i2c-2: IMX I2C adapter registered

i2c i2c-3: IMX I2C adapter registered

imx8mg-usb-phy 38110040. usb-phy: supply vbus not found, using r
imx8mg-usb-phy 382f0040. usb-phy: supply vbus not found, using r
samsung-hdmi-phy 32fdff00. hdmiphy: failed to get phy apb clk: 7
imx6g-pcie 33800000.pcie: supply epdev_on not found, using dumr
imx6g-pcie 33800000.pcie: PLL REF CLK is used!.

SoC: i.MX8MP revision 1.1

imx6g-pcie 33800000.pcie: PCIe PHY PLL clock is locked.
imx-cpufreq-dt imx-cpufreg-dt: cpu speed grade 7 mkt segment 24
imx-lcdifv3 32fc6000. Lcd-controller: No irq get, ret=-517
imx-sdma 30e10000. dma-controller: firmware found.

imx6g-pcie 33800000.pcie: PCIe PLL locked after 0 us.
imx6g-pcie 33800000.pcie: host bridge /soc@0/pcie@33800000 ran:
imx6g-pcie 33800000.pcie: No bus range found for /soc@0d/pcie]
imx6g-pcie 33800000. pcie: I0 0x001ff80000..0x001ff8ffff 0
imx6g-pcie 33800000. pcie: MEM 0x0018000000. .0x001fefffff 0
imx6g-pcie 33800000.pcie: invalid resource

pps ppsO: new PPS source ptp0d

Libphy: fec enet mii _bus: probed

fec 30be0000. ethernet eth@: registered PHC device 0

imx-dwmac 30bf0000.ethernet: IRQ eth Llpi not found

imx-dwmac 30bf0000.ethernet: no reset control found

imx-dwmac 30bf0000.ethernet: User ID: 0x10, Synopsys ID: 0xbl
imx-dwmac 30bf0000. ethernet: DWMAC4/5

imx-dwmac 30bf0000.ethernet: DMA HW capability register suppord
imx-dwmac 30bf0000. ethernet: RX Checksum Offload Engine suppord
imx-dwmac 30bf0000.ethernet: TX Checksum insertion supported
imx-dwmac 30bf0000. ethernet: Wake-Up On Lan supported

imx-dwmac 30bf0000.ethernet: Enable RX Mitigation via HW Watchr
imx-dwmac 30bf0000. ethernet: Enabled Flow TC (entries=8)
imx-dwmac 30bf0000. ethernet: Enabling HW TC (entries=256, max )
imx-dwmac 30bf0000.ethernet: Using 34 bits DMA width

Libphy: stmmac: probed

xhci-hcd xhci-hcd. 1.auto: xHCI Host Controller

xhci-hcd xhci-hcd. 1. auto: new USB bus registered, assigned busl
xhci-hcd xhci-hcd. 1.auto: hcc params 0x0220febc hci version 0x0
xhci-hcd xhci-hcd. 1. auto: irq 69, io mem 0x38100000

hub 1-0:1.0: USB hub found

hub 1-0:1.0: 1 port detected

xhci-hcd xhci-hcd. 1.auto: xHCI Host Controller

xhci-hcd xhci-hcd. 1.auto: new USB bus registered, assigned bus2
xhci-hcd xhci-hcd. 1. auto: Host supports USB 3.0 SuperSpeed

usb usb2: We don’ t know the algorithms for LPM for this host, .
hub 2-0:1.0: USB hub found

hub 2-0:1.0: 1 port detected
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.474619] xhci-hcd xhci-hcd. 2. auto: xHCI Host Controller

.480127] xhci-hcd xhci-hcd.2.auto: new USB bus registered, assigned bus3
.488119] xhci-hcd xhci-hed. 2. auto: hcc params 0x0220fe6c hci version 0x0
.497550] xhci-hcd xhci-hcd.2.auto: irq 70, io mem 0x38200000

.504474] hub 3-0:1.0: USB hub found

.508245] hub 3-0:1.0: 1 port detected

.512351] xhci-hcd xhci-hcd. 2. auto: xHCI Host Controller

.517853] xhci-hcd xhci-hcd.2.auto: new USB bus registered, assigned bus4
.525520] xhci-hcd xhci-hed. 2, auto: Host supports USB 3.0 SuperSpeed
.532089] usb usb4: We don’ t know the algorithms for LPM for this host, .
.541033] hub 4-0:1.0: USB hub found

.544821] hub 4-0:1.0: 1 port detected

.551355] sdhci-esdhc-imx 30b50000. mmc: Got CD GPIO

.551484] caam 30900000. crypto: device ID = 0x0a16040100000100 (Era 9)
.563168] caam 30900000.crypto: job rings =2, qi =0

.587229] caam algorithms registered in /proc/crypto

.588548] mmc1: SDHCI controller on 30b50000.mmc [30b50000.mmc] using ADA
.593246] caam 30900000.crypto: caam pkc algorithms registered in /proc/o
.606926] caam 30900000.crypto: registering rng-caam

.613314] Device caam-keygen registered

.618810] mxc-mipi-csi2-sam 32e40000.csi: supply mipi-phy not found, usir
.627543] mxc-mipi-csi2-sam 32e40000.csi: lanes: 2, hs settle: 13, clk_s@
.638726] isi-capture 32e00000. isi:cap device: deferring 32e00000. isi:can
.648753] mxc-isi 32e00000.isi: mxc_isi.0 registered successfully
.655368] random: crng init done

.655708] mxc-md 32c00000. bus:camera: deferring cap device registration
.666802] imx—cdnhdmi sound-hdmi: snd soc register card failed (-517)
.675665] imx-drm display-subsystem: bound imx-lcdifv3-crtc.@ (ops Oxfff)
.683811] imx-drm display-subsystem: bound imx-lcdifv3-crtc.1 (ops Oxfff)
.692062] imx-drm display-subsystem: bound 32c00000. bus: Ldb@32ec005¢c (op)
.701030] dwhdmi-imx 32fd8000. hdmi: Detected HDMI TX controller v2.13a w)
.711333] dwhdmi-imx 32fd8000. hdmi: registered DesignWare HDMI I2C bus dr
.720196] imx-drm display-subsystem: bound 32fd8000. hdmi (ops Oxffff8000)
.728772] [drm] Initialized imx-drm 1.0.0 20120507 for display-subsysteml
.780434] usb 3-1: new high-speed USB device number 2 using xhci-hcd
.781256] Console: switching to colour frame buffer device 128x48
.792591] mmc1: host does not support reading read-only switch, assuminge
.814004] imx-drm display-subsystem: [drm] fb@: imx-drmdrmfb frame buffee
.823157] mx8-img-md: Registered mxc isi.0.capture as /dev/video?2
.829509] mx8-img-md: Registered sensor subdevice: imx219 1-0010 (1)
.836081] mx8-img-md: created link [mxc_isi.0] => [mxc_isi.0.capture]
.842700] mx8-img-md: created Llink [mxc-mipi-csi2.0] => [mxc_isi.0]
.849146] mx8-img-md: created Link [imx219 1-0010] => [mxc-mipi-csi2, 0]
.855937] mxc-md 32c00000. bus:camera: mxc md create links

.865370] input: audio-hdmi HDMI Jack as /devices/platform/sound-hdmi/so@
.875042] input: gpio-keys as /devices/platform/gpio-keys/input/inputl
.878953] imx6g-pcie 33800000.pcie: Phy link never came up

.882773] isi-m2m 32e00000. isi:m2m device: Register m2m success for ISI.0
.890186] imx6g-pcie 33800000.pcie: failed to initialize host

.894476] cfg80211: Loading compiled-in X.509 certificates for regulatore
.900315] imx6g-pcie 33800000.pcie: unable to add pcie port.

.910491] cfg80211: Loaded X.509 cert 'sforshee: 00b28ddf47aef9cea?’
.921546] ALSA device list:

.924579]  #0: audio-hdmi

.934273] EXT4-fs (mmcblk2p2): mounted filesystem with ordered data mode)
.942461] VFS: Mounted root (ext4 filesystem) readonly on device 179:2.
.950212] devtmpfs: mounted

.953782] Freeing unused kernel memory: 2432K

59



Armadillo-loT =~V x4 G4 8@/ =27

E T

4.972764] Run /sbin/init as init process

4.980292] hub 3-1:1.0: USB hub found

4.984090] mmc1: new ultra high speed SDR104 SDHC card at address 0007
4.984115] hub 3-1:1.0: 2 ports detected

4.995176] mmcblk1: mmc1:0007 SD16G 14.9 GiB

OpenRC 0.43.3.bfb57debcde is [ 5.008424] mmcblkl: p1 p2 p3 p4 pb
starting up Linux 5.10.52-1-at (aarch64)

% Mounting /proc ... [ ok ]

% Mounting /run ... * /run/openrc: creating directory

% /run/lock: creating directory

/run/lock: correcting owner

Caching service dependencies ... [ ok ]

Clock skew detected with ~(null)’

Adjusting mtime of ~/run/openrc/deptree’ to Thu Nov 25 19:26:50 2021

*

* K ¥

WARNING: clock skew detected!
Mounting /sys ... * Remounting devtmpfs on /dev ... [ ok ]
ok ]
Mounting security filesystem ... [ ok ]
Mounting config filesystem ... [ ok ]
Mounting fuse control filesystem ... * Mounting /dev/mqueue ... [ ok ]
ok ]
Mounting /dev/pts ... [ ok ]
Mounting /dev/shm ... [ ok ]
* Mounting cgroup filesystem ... [ ok ]
udev | * Starting udev ...overlayfs | * Preparing overlay ¢
[ ok ]
overlayfs | * Preparing overlay for /var
over layfs | * Preparing overlay for /root
[ 5.707199] udevd[706]: starting version 3.2.10
over layfs | * Preparing overlay for /home
fsck _atlog | fsck. fat 4.2 (2021-01-31)
fsck_atlog | /dev/mmcblk2gp1: 2 files, 1/4081 clusters
fsck | * Checking local filesystems ... [ ok ]
[ 5.765935] udevd[706]: starting eudev-3.2.10
root | * Remounting filesystems ... [ ok ]
Localmount | * Mounting local filesystems ...[ 5.923330] EXT4-fs (mme
5.928821] EXT4-fs (mmcblk2p3): mounted filesystem with ordered data mode)
.937874] BTRFS: device label app devid 1 transid 4752 /dev/mmcblk2p5 sc)
.947458] BTRFS info (device mmcblk2p5): use zstd compression, level 3
.954305] BTRFS info (device mmcblk2p5): turning on async discard
.960585] BTRFS info (device mmcblk2p5): using free space tree
.966595] BTRFS info (device mmcblk2p5): has skinny extents
.981704] BTRFS info (device mmcblk2p5): enabling ssd optimizations
[ ok ]
rngd | * Starting rngd ... [ ok ]
* WARNING: clock skew detected!
hostname | * Setting hostname ...udev-trigger | * Generating a ru]
[ ok ]
udev-trigger | * Populating /dev with existing devices through uevents ..]
[ ok ]
bootmisc |
bootmisc |
bootmisc |
|
|

K MK X KX ¥

[ I e O Y s O e B s Y |
1 C1 o1 O1 O1 O1

Migrating /var/lock to /run/lock ... [ ok ]

/ is not writable; unable to clean up underlying /run
Creating user login records ... [ ok ]

Wiping /var/tmp directory ... [ ok ]

Starting busybox syslog ... [ ok ]

bootmisc
syslog

KO K X ¥
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dbus | * Starting System Message Bus ... [ ok ]
[ 7.098505] BTRFS: device label app devid 1 transid 62 /dev/mmcblk1p5 scan)
networkmanager | * Starting networkmanager ... [ ok ]

* WARNING: clock skew detected!
reset _bootcount |Environment OK, copy 1
podman-atmark | * Starting Start podman containers ...chronyd | %]

[ 7.7584827] Microchip KSZ9131 Gigabit PHY 30be0000. ethernet-1:03: attached)
[ 7.824606] imx-dwmac 30bf0000.ethernet ethl: PHY [stmmac-1:03] driver [Mi)
[ 7.852130] imx-dwmac 30bf0000.ethernet ethl: No Safety Features support fd
C 7.859381] imx-dwmac 30bf0000.ethernet ethl: IEEE 1588-2008 Advanced Timed
[ 7.872271] imx-dwmac 30bf0000. ethernet ethl: registered PTP clock

[ 7.878773] imx-dwmac 30bf0000.ethernet ethl: configuring for phy/rgmii-ide
[ 7.8949887] 8021qg: adding VLAN 0 to HW filter on device eth

[ ok ]

Welcome to Alpine Linux 3.14
Kernel 5.10.52-1-at on an aarch64 (/dev/ttymxcl)

armadillo login:

U-Boot 7OV 7~

USB vV —J)L—1 % —7 x—2X [C"Hit any key to stop autoboot:" AT TWLWBRICEH U
5DF—AHN%T5>E U-Boot DT7AY T EHARREINET, TOMICF—AADNRITNISIEERICE
BLEI,

: (EB8)
Bui ldInfo:
- ATF ba76d33
- U-Boot 2020. 04-at1

first boot since power on

switch to partitions #0, OK

mmc2(part @) is current device

flash target is MMC:2

Net: ethQ: ethernet@30be0000 [PRIME], ethl: ethernet@30bf0000
Fastboot: Normal

Saving Environment to MMC... Writing to redundant MMC(2)... OK
Normal Boot

Hit any key to stop autoboot: 0

u-boot=>

2. A1 Y

EBENETIDEO071M YOV T RBIRREINET, 'R5.1.2U7)LaAyy—)LAQ7(4 vEDI1—
YZEIXRT—R,) IR I—FTcOT1>VITBENTEZXT,

F512U7)Layy—ia74 vROI—HFRE/IRAT—R

a1—44 JIRRAT—R 1ER
root root root 1—1°
atmark atmark —{1—

ANHTATA Y UIEEER. NKRAT—RDEBEZREINE T, BARICHULWIRT—RZHEELTL
EE0,
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RETBD/NRAT=RICBRXFZDOTZILT 7Ry b INXFDTILT 7Ry~ 0 N5 9 TTOEF.
ZOM(EES - ORRBE)EEDEENTEXRT,

1. rootTOZ+1 >
EAIXR D —R%Z=ZELE I,

armadillo login: root
You are required to change your password immediately (administrator enforced)
New password: ‘]

Retype new password: (9
Welcome to Alpine!

Q@ FHLWSXT—RZAADULET
O FLWIRT—REBAALET

2. atmark TOZ'1 >
EAIRR D —R%ZZELEX I, root TAVA YV ERKRICIKAT—RZAADLET,

armadillo login: atmark

You are required to change your password immediately (administrator enforced).
New password:

Retype new password:

Welcome to Alpine!

BH., ZOFFTREIYATLN OFF 95 EARBIFEATCULEWVET, #
D1z persist_file XYY RAFEBREINTWET, OOV Y RZFAT
BCETIT7AINBNTEREZRMRIDIENTEXRT, NRT—RZH
FEURICIELUTOOAYY RZETLTLEE W,

Armadillo BaseOS Tld/L— k7 71 )L AT Al overlayfs ZHEUL T

[armadillo ~1# persist file /etc/shadow

5.3. RTHIE

BRI TIEZHEIFE. ROLSICOAYY RZZETU. Treboot: Power downy &ERRESNcD%
HERUTHSEREVIMLET,

[armadillo ~]# poweroff
* WARNING: clock skew detected!

urandom | * Saving random seed ...chronyd | * Stopping chronyd ...syslog

| * Stopping busybox syslog ... [ ok ]

over layfs | * Unmounting /etc ... rngd | * Stopping rngd ...podman-atmark | =
Stopping Start podman containers ... [ ok ] [ ok ]

* start-stop-daemon: no matching processes found
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podman-atmark | [ ok ]
[ ok ]
udev | * Stopping udev ...hwclock | * Setting hardware clock using the system

clock [UTC] ... [ ok ]
* in use but fuser finds nothing

over layfs | [ 1]
over layfs | * Unmounting /dev/shm/overlay etc lower ... [ ok ]
networkmanager | * Stopping networkmanager ...overlayfs | * Unmounting /var ...nm-

dispatcher: req:1 'connectivity-change’ : find-scripts: Cannot execute ’/etc/Netw.

[ ok ]

dbus | * Stopping System Message Bus ...nm-dispatcher: System bus stopped. Exiting
% in use but fuser finds nothing
over layfs | [ 1]

[ ok ]
over layfs | * Unmounting /dev/shm/overlay var lower ... [ ok ]
over layfs | * Unmounting /root ... [ ok ]
over layfs | * Unmounting /dev/shm/overlay root lower ... [ ok ]

localmount | * Unmounting loop devices
over layfs | * Unmounting /home ... localmount | * Unmounting filesystems
localmount | * Unmounting /var/tmp [ ok ]

localmount | *  Unmounting /var/app/volumes ... [ ok ]

localmount | * Unmounting /var/app/rolLback/volumes ... [ok]

localmount | * Unmounting /var/lib/containers/storage readonly ... [ ok ]
localmount | * Unmounting /var/log . [ ok ]

localmount | * Unmounting /tmp ... [ ok ]

localmount | * Unmounting /home ...

* in use but fuser flnds nothing

localmount | L 1

localmount | Unmountlng /var ... [ ok ]

localmount | * Unmount|ng /etc ... * in use but fuser finds nothing
localmount | L N

[ ok ]

over layfs | * Unmounting /dev/shm/overlay home lower ... [ ok ]

killprocs | * Terminating remaining processes ...mount-ro | * Remounting remaining
filesystems read-only ... * Remounting /etc read only ... [ ok ]
mount-ro | * Remounting / read only ... [ ok ]
mount-ro | [ ok ]

The system is going down NOW!

Sent SIGTERM to all processes

Sent SIGKILL to all processes

Requesting system poweroff

[ 62.855146] imx2-wdt 30280000.watchdog: Device shutdown: Expect reboot!
[ 62.862470] reboot: Power down

halt Y Y R TR T S BB, Treboot: System halted; &&RRIN
THHEHK 128 M. Armadillo (SBEINICEREL X T, ERICKT S
B 37HICH poweroff AX Y REFIBL TSI,
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7YY= T7 /EHEREHAROI—Y IR LT, BAERITOREART—F DRHP AT
BASETZREITITEY—EARE, I—YV-—BRIDZERABT—ERZRIFZIENTEXT,
Y—EXZRF2HiciF. "7y hN—0720/ Armadillo U b I 2—F—FFZ T 2HENHD
ESERS

A—H-Z{FI2ERDESBY—EREZZIFEZENTEET,
- BEARPEHESEOETEBRNOME - fBE
- BAZEBITOREART—YDF o >vO0—R
CBRWBIEON—I 3 YTy SIS EBEREOSMSEERE
- BRUARICETAIREEIF—PAIRY NEORAMSEE(E

HULIE. TPy hY—2F72 ./ Armadillo 1 by 2ELIEE 0,

7y h~¥—9772 ./ Armadillo Y ~

https://armadillo.atmark-techno.com/

6.1. BARME IR

1I-Y-BRETHIC. BARRERTZIET. BAZATOREAMT—4, 25 YO0—RT
BTENTEDLSILRDET,

BARGDEHROFUWFIRIZUTO URL 2SR S0,

Armadillo-loT G4 BAS mE %

https://armadillo.atmark-techno.com/armadillo-iot-g4/register
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Armadillo-loT #— kY x4 G4 HREIY =27 EMERERR A

7. ENERESE TR

ARETE. N\—R7 7 OEEHERICERTZ2IVY RPZOETFIRICOWTHALET,
N=R7 7 OEFEBUADENDOITY Y RPFIRICOWTIE 9. Howtoy Z2ZRUL T LS,
71. Yy NT7—7

ZITIERE RYMNT—VDRETEICOVWTHBLET,
7.1.1. EZRAgERRY KT —7

Armadillo-loT &"— k2 41 G4 |, 2 DD Ethernet IR— MHEHINTWET, Linux Sk,
N2 ethd . ethl CRZZFY,

RTIVRXYRNT—DEXYRNT—=IFTINA R

Xy hT—7 XY RNT—IFTINA R HERORE
Ethernet eth0 DHCP
Ethernet ethi DHCP

eth1(LAN « ¥4 — 7 = —Z 2)I& 10Mbps(10BASE-T) IC JEX IS T T,
10Mbps TEEETSBAE. LANA V¥ —T 1 —ZX OLAN 1 v 45 —
71— N)EHALLEI W,

7.1.2. 2y NT =V DREAE

Armadillo-loT =k 7 x4 G4 TiE. BED Linux VAT LERK. RYNT—0A4V5—T 11—
ADFKRTE L NetworkManager ##EA L £9, NetworkManager [ RXTDOXRY NT—U %R EE IR
23>V EULTEEBUEXT, AR77aVicE TEDLSICRY NT—=IOANERIT DH1. TEDLKSIC
XY NT—=U%ZERT DD ZFLiBR L. /etc/NetworkManager/system-connections/ ICIRFL X T, &
oo 1D2DOFNARCHUTEROOARI Y a Vv EREFEITDIEEAETIN. 1 D2OFT/N\ARICH LT
BWlIcTEZOARI Y aVIF 1 DEIFTY,

NetworkManager (&, ¢ ®D /etc/network/interfaces Z{E > e REAEHHR— M L TWETH,
ARETIE nncli ZAWEHEZHMTBNULET,

7.1.2.1. nmcli IEDWT

nmcli (& NetworkManager Zi&{E9 27DV R4 Y —)LTT, K 7.1.nmcli @YV R
2%, [ nmcli DERXZERULET, cDZEMNS, nmeli (& THATI 27~ (OBJECT) EWSHDHTE
LU, Fh2Z2NOATY I/ ML TIYY R (COMMAND) 28179 %, EWSERXTIOYY R%E
ANTZBZENDMIDET, oo ATV M ZENZNIC help PAEEINTWRZEE I INSHEH
BnEd,
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nmcli [ OPTIONS ] OBJECT { COMMAND | help }

7.1 nmcli @YY RERK

7.1.3. nmcli OEERRRFEWLS

ZZTHE nmeli @O, ERNREWVAZRALET,
7.13.1. A7 vavo—§

EFINTVWBRIARI VI VO—BERERTDICIF. ROLSICIVY RERTUET, [

[armadillo “]# nmcli connection

NAME uuID TYPE DEVICE
Ifupdown (eth@) 681b428f-beaf-8932-dce4-687edbbae28e ethernet eth®
Ifupdown (ethl) 7b635ed6-2640-7ad8-675d-744db12dd9fa ethernet --

K72 ax7v3>v0—§
KnRENTc NAME [€2WTid, MU [ID] EUTHIAY 32 &N TEXT,
7.1.32. AR 3> OFERE - FHE
AR avzeEIMET BICE. ROLSICAVY RZRTLET,

[armadillo “]# nmcli connection up [ID]

M73 %73 >oEML
Ax7 v avEEMELTBICE. ROLSICAVYREEITLED,

[armadillo “J# nmcli connection down [ID]

K74 A% a>0EME
7.1.3.3. ARV >3 > DER
AR aVEERTBICIE. ROLSICOATY REERTULED,

[armadillo “J# nmcli connection add con-name [ID] type [type] ifname [interface name]

X 75 27> a>vDER

(D] ICixIXI7>¥ayDEE(EER). [type] ICl& ethernet. wifi & W fcERY 1 7.
linterfacename] ICIE1 V7 —T7 1 —RE(TNARA)ZAHULET, chlT kD /etc/NetworkManager/

1 nmcli connection show [ID] IE&>T. KD EHMLRBERERRIZIEHTEET,
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system-connections/ (C[ID]D&ZFITAXRIZ I a VI 7AILDMERENE T, COT7 71 IL% vi RET
REL., XY VEEBIEITZIEEAHEETY,

Armadillo-loT — kD x4 G4 ZBEH UL ESICARTIVa VI 7AILDEAITLEDRVELD
IC. persist _file ANV RTKEILT Z2RENHDFT,

[armadillo ~]# persist file /etc/NetworkManager/system-connections/{AR I a3V 7 74ILE>

X76 %73y 7741IL0OxiE{L
7.1.3.4. A7 ¥ a3y OHIER
ARV aVZHIBRT 2ICIE. ROKSICAVY REETULED,

[armadillo “J# nmcli connection delete [ID]

X 7.7 %7 ¥ 3> 0HIBR

Zhic & D /etc/NetworkManager/system—connections/ D X7 3> 7 71 )L RARICHIBRES N E
Jo AR a>DIERERARRIC persist file NV Y RTKEILT BDRHENHD FET,

[armadillo “1# persist file -d /etc/NetworkManager/system-connections/<A RV a v 774 ILE&>

X 7.8 %7 3> 7 74 ILEIERRO XL
7135 FEIP7ZRLAICERET S
'R 7.2.BEIP7RLAZEF ORBICHET200%. 7.9 BEEIP7RLIAEZE IKRLET,
#72EE IP 7 RL AHKEH

EH RE
IP7RLZX 192.0.2.10
NAITR 24
FTIAINT =D A 192.0.2.1

[armadillo “]# nmcli connection modify [ID] ¥
ipv4. method manual ipv4.addresses 192.0.2.10/24 ipv4.gateway 192.0.2.1

K79 EEIP 7RKLAKRE
7.1.3.6.DNS H—N\—%EET 3
DNS H—/\—%IEE T 20%. "X 7.10. DNS H—/\—0DIE) ICRLET,

[armadillo “1# nmcli connection modify [ID] ipv4.dns 192.0.2.1

7.10 DNS 4 —/\—0DIEE
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7.1.3.7. DHCP CXET %
DHCP ICREY 261%. "R 7.11. DNS H—/\—DIgE) ITRLET,

[armadillo “J# nmcli connection modify [ID] ipv4.method auto

K 7.11 DNS #—/\—0D1EE

EURTONT 1 ZHIRT DI ENTEXT, RUIC "+ Z2f[H1F5H2ET

/ -ipv4.addresses DL DIC. TO/INT A ZDFKREIC "-" =T 5 T &TH
JONXT A EEBMTZIENTEET,

7.1.38. %7 a v DEEZRKRYT S

BN TWE ORI Y3 Vv EBIELGE. hESITBELEIXRIYa vy EBERSREL TL
J k=S AN

[armadillo “J# nmcli connection down [ID]
[armadillo “J# nmcli connection up [ID]

712 A7 3y DEEDKBR

7.1.39. FINA AD—&

TINAZAD—E(T/INA R, A7, RE BHBRAXRI 2 aV)ZERI ICiE. ROLSICAVY
REERITULEXT,

[armadillo “J# nmcli device

DEVICE TYPE STATE CONNECTION

eth0 ethernet connected Ifupdown (eth)
ethl ethernet unavailable --

lo Lloopback unmanaged -

K713 FIARAD—E&

7.1.3.10. 7/81 2 D
FINA RZERT BICIF. RDOELSICIVY RERTLUET,

Larmadillo ~1# nmcli device connect [ifname]

X 7.14 /N1 X DG

TINA ZZEHR T BICE. BRLELSELTWBT/NA RDOBHBZRIRY
23 VHRETY, "Error: neither a valid connection nor devicegiven"
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BERERTE

EWS Ay E—IPRKREINIBEICIE. nmcli connection 7 &E TEX

BRART7 a3 ohH B ZEHERLTLIEE L,

7.1.3.11. /4 2 DY
FTINA ZEYMT ZICiE. ROLSICATY VY REETULE T,

[armadillo “]# nmcli device disconnect [ifname]

X 7.15 F/\1 2D
7.1.4. 18 LAN OiEfm%EHERT 3

BiR LAN TEBICBENTENMERLE T, REZEELBE. RIEBLIcA VY —Tx—R%

BEAWELLTLLEE W,

BURY bT—7AICHBEEKERE PING BEZITVWET . UTOFITIE &EEHEN 1192.0.2.20,

EWSIP7RLRAZEF > TWRERBELTWET,

[armadillo “1# ping -c 3 192.0.2.20

PING 192.0.2.20 (192.0.2.20): 56 data bytes

64 bytes from 192.0.2.20: seq=0 ttl=64 time=3.056 ms
64 bytes from 192.0.2.20: seq=1 ttl=64 time=1.643 ms
64 bytes from 192.0.2.20: seq=2 ttl=64 time=1.633 ms

-—-192.0.2.20 ping statistics ———
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 1.633/2.110/3.056 ms

X 7.16 H#R LAN O PING R

TORERE LD, Xy hT—=UBEICER LAN MERSNRWEE

/ Hi§ LAN BUADA ¥ 5 — 7z —ZBEMLSNTWBHE, b—F 1

DBHDET, BREZLIHERL TRIW, BERICHR LAN OEEGHER
z3 2%E1F. B LAN DDA Y5 —7 1 —XZ2\EHEL TS,

72. ANL—Y

Armadillo-loT =k DUz G4 TAKL—Y & UTERIELRT/NNA X ZRICRLET,

RISARL—=IFT/INAR

TINA A TARITINA R SEEIN—T 13> AVI—T1—2R
FiR— K eMMC /dev/mmcb Lk2 /dev/mmcb Lk2p1 FAVR—R

* > R— K eMMC (GPP) /dev/mmcb Lk2gp3 7L FyR—R
microSD/microSDHC/ /dev/mmcb Lk1 /dev/mmcb Lk1p1 SDA>v5—71x—2R
microSDXC #1—R (CONT)
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TINA AR FTARITIN R FEN—Tsay A= x—R
USB XEY /dev/sdx [a] /dev/sdx1 USBRAMA VT —T 12—
X (CON4)

BIUSB N T ZFIFAL THEE® USB X EY 2K L BEE. BFSNILIBEIC sda sdb . sdc - &BDET,

GPP(General Purpose Partition)ic DWT

GPP (&, eMMC OEEDEEEEZZZEL T eMMC RERICES /=3

= EEETY. eMMC OBEOEEEREE T RL AEENARBS 2
8. /dev/mmcblk2 & &K T /dev/mmeblk2p* I U TED KD BREZAHE
> TH /dev/mmchlk2gpx DTF—FIMNEZBEDLZZ EEHD EE A,

Armadillo-loT — ko =1 G4 Tld. 8 MiB @ GPP Z 4 DERL TW
9, {KEBOAERZ " 7.4. eMMC @ GPP 0% IERULE Y,

& 7.4 eMMC @ GPP D A&

FTARITINA R P&

/dev/mmcb Lk2gp0 T4ty AEREDRE
/dev/mmch Lk2gp1 FHIEIE

/dev/mmcb Lk2gp2 TR

/dev/mmcb Lk@gp3 I1—H—EE

721. ANL—=YDERAE

Z ZTlE. microSDHC h—RZ#EHE U EHBEZFICA N L —Y OFERAEZHIBLET, LUEDHR
BATIE. BOBIENFIRERIZAIC. microSD/microSDHC/microSDXC 71— K% microSD h—R &
XL LEI,

Linux Tld. 727 EBAFERZR T 7AILCTa L7 MNJIE, —DOARBEICEEHSNTWET, HD
ARNL=IFNARADT 7AWV AT L%, CORBEICENTSZEE, NUOVYRTBEWWET,
NOYhZETS53OYY RiE. mount TY,

mount ANV ROBEERNLRT A —< v MME. ROBD TY,

mount [-t fstype] device dir

7.17 mount OY Y RER

-t A7 avIcE< fstype ([TIE. 77AINVATLAIATZIEBEELVLE T, 771NV ATLIAT
DIEEITEEATEETY, B LIHS. mount ANV RIE T 7AIIVRATLIA T HALET, CDHE
BEATUHBUREDEFRBDETADT, BFIC T FAILIV AT LATA THDHh > TWBIHE(ILHH
TIICIEELTLIEE W, FAT32 7 7MLV AT LADIFEIE vfat . EXT3 7 7MLV AT LDBEI
ext3 ZIEELET,

BE. BAULLEDD D microSDHC h— RiE FAT32 F/zlE exFAT
p7 T77AINIVATLATTIA—NYREINTWVWEXT,
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device ICld. ARNL—=IFNAADTFTINA AT 7AILZEBELET, microSD H—RD/X\—F «
> 1 OFEE /dev/mmcblklpl . /X—FT > a> 2 DFEEIE /dev/mmcblk1p2 &% D £,

dir lcld,. ANL=IFNARDT7AINIRTLAENYNTIVENTZTo LN ZBFELET,
SDA>%—7x—2X (CONT1) I microSD Ii—RZ#EA L. UTICRT AT REETISE, /media

T L7 KJIZ microSD I—RDT7 74NV AT LN TV RNTBZENTEEXT, microSD H1—KR
ADTZ7AIVIE /mt T LI MNIMTICRZADELSICIEDXT,

[armadillo “J# mount -t vfat /dev/mmcblkipl /mnt
[armadillo “J# ls /mnt

718 ANL—YDIY IV~

ARNL—YZZRICHRDATICIE. PRIV RNEWSEENIRETY, ZPYNYIYNETSIATY
RiZ. umount T9, A7 a>eULT. ZUNTIYVRULIEWTFNRAABY TV RSINTWBTFTs LI~
JZEIBELE T,

[armadillo ~J# umount /mnt

719 ANL—YDFYIIV N
722. ARL—=—YDNN—FT I gqVEBEETA—T VY L

BE. BALRIEDND D microSD 11— R¥» USB XEUIE, —DD/NX—FT 1 a>aFE, FAT32
T77MIN VAT LATTIA—N Y EINTWVWET,

IN—TF 4 aVvEREZTBELLEWES., fdisk ANV REFEAULET, fdisk AYY ROFEAFIE L
T. —2DI—FT 43V TEREINTWVWS microSD H—RD/IX\—F 13> %, 2 DICRET 56%
X 7.20. fdisk AY Y RICEBNKN—FT 1V aVEE, [cRULET, —E. BED/\—F 3> %HIER
LT, Fifcic 724X IUNR—FT 032" 2FFBLTWVWET, £BO/IXN—FT Y3 vicik
100MByte. Z2HDN—T 43 VICEDDBREZEIDHTTWVWEXT, LEHDO/N—F 1> 3>(F /dev/
mmcblk1pl . ZD&Id /dev/mmcblk1p2 &4 D F T,

[armadillo “J# fdisk /dev/mmcblk1

Welcome to fdisk (util-linux 2.37.2).
Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Command (m for help): d
Selected partition 1
Partition 1 has been deleted.

Command (m for help): n
Partition type

p primary (0 primary, 0 extended, 4 free)

e extended (container for logical partitions)
Select (default p): p
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Partition number (1-4, default 1): 1
First sector (2048-15138815, default 2048):
Last sector, +/-sectors or +/-size{K,M,G, T,P} (2048-15138815, default 15138815): +100M

Created a new partition 1 of type 'Linux’ and of size 100 MiB.

Command (m for help): n
Partition type
p primary (1 primary, 0 extended, 3 free)
e extended (container for logical partitions)
Select (default p): p
Partition number (2-4, default 2): 2
First sector (206848-15138815, default 206848):
Last sector, +/-sectors or +/-size{K,M, G, T,P} (206848-15138815, default 15138815):

Created a new partition 2 of type 'Linux’ and of size 7.1 GiB.

Command (m for help): w

The partition table has been altered.
Calling ioctl() to re-read partition table.
[ 305.798606] mmcblkl: p1 p2

Syncing disks.

7.20 fdisk AVY RIC&KB/N—FT 0 Va3 VEE

FAT32 77 MIVYRATLATARMNL—=ITFTNARET A=Y N BICIE. mkfs.vfat Y K%&E{ERH
LET, Ffc. EXT2 ¥E XT3, EXT4 774 IV RATALATT7A—X v hFT BITIE. mkfs.ext2 ¥
mkfs.ext3 . mkfs.extd AV REFEALET, microSD H—RD/I—F 423> 1 2 EXT4 7741
VRATLATI7A—N v T2V REIZRICRULET

[armadillo ~1# mkfs.ext4 /dev/mmcblklipl

721 EXT4 77 AW AT LDHESE

7.3. LED

Armadillo-loT #*— k% £« G4 @ LED I GPIO TIEHENTWB e, V7 Yt P THIET 22
ENTEET,

FMAEALTWBTNAARZA/NIFLED 75 REUVLTEESNTWSTc®, LED VAT L7 KV
UTDO7 70L& >TLED O#lfH1ZITSEMTEEXY, LED VS RXFT LI K~ & LED OXIn%
RICRULE T,

RKRTS5LED 75AFT« LI KU & LED OX

LEDVZRX7F«s Lo NV AY5—T1—R T7AINNUH
/sys/class/leds/led1/ 11—t — LED ## none

7.3.1. LED ZR4T/BKTS 3

LED 75 AT« L7 NULUT®D brightness 7 7 M ILIANEZEES AL T &I K> T LED OEKT/BLT
HETIS5TENTEZEXT, brightness CEZADEMREIF 0~255 T,

brightness (C O LIADEZEZATE LED NI ULET,
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[armadillo ~1# echo 1 > /sys/class/leds/led1/brightness

722 LED ZmI=E%

Armadillo-loT o — k7 =4 G4 @ LED (CIFEEFHHDEEEEN S W oo,
/ OCHAT). 1~255(RND 2 DDREDHEET D ENTEXT,

brightness (CO ZZEZIAL & LED AEATUE T,

[armadillo “J#f echo 0 > /sys/class/leds/led1/brightness

B 7.23 LED ZHIT S5
brightness Z5HH I & LED OREHNEIE TE XY,

[armadillo ~]# cat /sys/class/leds/led1/brightness

B 7.24 LED OREZRRT %

7.32. NUHZFERTS

Linux Tid. LED ZH2BEDT A IV I THLSEBRIENTEEXY, Ihz ThUH EHUTET,
LED 7 Z2AF 4 LI MULIT®D trigger 77 A )LNEZESAE T &lc k> T LED DRAT/BATIC A Y
HEBREIT DI ENTELRT, trigger THR—KRINTVWIELRERIUATOED TT,

& 7.6 LED MU OERE

BE Bt

none NUAZERELEEA

mmc 1 microSD X0y hDF I LA Z Y FITLET

mmc?2 eMMC Q7 7 EAZ >V 7IcUET

heartbeat DD L S ICRIT BT ZITVWET

default-on FIT Linux B—RILHOSERALET, LED BARITULET

trigger 77 (I EHZABEITEHR—RNULTWB MU AHE, BEBMOKN ) ABRRRENWES, [1H
W TWBEDONIRED NY H T,

[armadillo “J# cat /sys/class/leds/led1/trigger

[none] rc-feedback bluetooth-power rfkill-any rfkill-none kbd-scrolllock kbd-num
lock kbd-capslock kbd-kanalock kbd-shiftlock kbd-altgrlock kbd-ctrllock kbd-altl
ock kbd-shiftllock kbd-shiftrlock kbd-ctrlllock kbd-ctrlrlock rfkill® rfkilll di
sk-activity disk-read disk-write ide-disk heartbeat cpu cpu@ cpul cpu2 cpu3 mmc2
default-on panic mmcl

7.25 }Ii5LTW3 LED kY fiZskR
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WFDIAVYY RZXR{TIdE DADELSICKRIT/BAIZITVET,

[armadillo ~]# echo heartbeat > /sys/class/leds/led1/trigger

K 7.26 LED @ kYU HIC heartbeat Z3ET %

74 21— —XAvF

Armadillo-loT =k x4 G4 OA—HF—AA VY FDTFT/NAARZTANGE, 41 VTyvhFTNNARE
UCTEEEINTWET, I VTYRTFNAADTNNART7AILDSRI Y Ty 2 /U )—XA RV K
BT BIENTEEXT,

A—H—-XAYvFOAVTYRTINART7AILE. BRAYVFICHIGUTeARY NO—RZXRICK
LY,

RITAVTIYRNTINARATFAIEARY NO—R

A—H -1y F ATy RNFTIRARAT 7L ARYFI—R
SW1 /dev/input/event1 148 (KEY_PROGT)

USB ZFN\A R EZ2HEHRLTA YTy hT/INA X ZEIMUL TWBIEEIF.

If A7y bTFNA RRBBRESNIIBEICA Ty I ANEDIRENE T,
TIART7ANDA YTV I ADNRIZBAREEDH D XTI,

741 ARV NZHERI D

A—H—-XAYFORIVY T2 /YUY —=—RARY NEHERIT BcHIC. T TIE evtest AV VR
HEAVARN=)LUTHERUET, evtest =1L F BclE. Ctrl-c ZANLTLEE W,

[armadillo ~1# persist file -a add evtest

7.27 evtest ANV ROA VA=)

[armadillo ~1# evtest /dev/input/event]l
Input driver version is 1.0.1
Input device ID: bus 0x19 vendor 0x1 product 0x1 version 0x100
Input device name: “gpio-keys”
Supported events:

Event type @ (EV SYN)

Event type 1 (EV_KEY)

Event code 148 (KEY PROGT)

Properties:

Testing ... (interrupt to exit)

Event: time 1638343703.831011, type 1 (EV_KEY), code 148 (KEY _PROG1), value 1 (1
Event: time 1638343703.831011, ——————————— SYN_REPORT —-————————---
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Event: time 1638343703.991022, type 1 (EV _KEY), code 148 (KEY PROG1), value 0 (2]
Event: time 1638343703.991022, -----—-—-—-——- SYN REPORT ----—-——————-

728 A—HY—XA v F: ARV N DWER
(1) SW1 Oy Yy Fya ARy NEREUIcEZEDRR
(2] SWT1 ORF> YUY—X ARy hNZERHUEZEDERT
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8. A DERNZ RN

81. 77V —>a>YHEHRBEDORN
8.1.1. Armadillo N D=

8.1.1.1.>Vriary—i
Armadillo-loT =k x4 G4 TIE CON6 (USB AV Y =LAV F—Tx—RA) 22U 7)Y —

IWEULTERTZEEXT, YU TZIIBEREZFICOVTIE. 424 YU 7IL@EEY 7 b7 7 (minicom)
DER) Z2RL TSV,

A4 YAEICDOWTIE, 5.2. 010> #28RBLTLLIEE W,
8.1.1.2. ssh

Armadillo-loT =k D 1 G4 ICIF openssh B 1 Y A h—=)LENTWEITH, T7#J)L ~Tld SSH
H—/N\—HERE L TWEE A,

SSHH—N\—%B8ICKRENT DL ST DieHicid. UTOATYREZETLTLREZ L,

[armadillo:™1# rc-update add sshd

* service sshd added to runlevel default

[armadillo ~1# persist file /etc/runlevels/default/sshd

[ 2819.277066] EXT4-fs (mmcblk2p1): re-mounted. Opts: (null)

[ 2819.282492] ext4 filesystem being remounted at /dev/shm/overlay etc lower supports timestamps
until 2038 (@x7fffffff)

[ 2819.328940] EXT4-fs (mmcblk2p1): re-mounted. Opts: (null)

[ 2819.334383] ext4 filesystem being remounted at /dev/shm/overlay etc_ lower supports timestamps
until 2038 (Ox7fffffff)

[armadillo ~J# reboot

FERDFITIE. BREBORENRBEIND LS IC, persist_file ¥ RT eMMC ICREZREFL
T\I\ia_o

8.1.2. Podman O 7—% % eMMC IZ{RF YT %

T 7 ALK TIE. Podman @7 —% & tmpfs ICRFEESNEX T, ZDIcsH, BEBIDEHEATLERL
9, eMMC ICT—9ZHRFET BICIE. UTOANYY RZEETLTLLESI L,

[armadillo ~]# podman switch storage —-disk

Creating configuration for persistent container storage

Create subvolume ’/mnt/containers_storage’

[ 2145.288677] EXT4-fs (mmcblk2p1): re-mounted. Opts: (null)

[ 2145.294132] ext4 filesystem being remounted at /dev/shm/overlay etc lower supports timestamps
until 2038 (Ox7fffffff)

[ 2145.335848] EXT4-fs (mmcblk2p1): re-mounted. Opts: (null)

[ 2145.341398] ext4 filesystem being remounted at /dev/shm/overlay etc lower supports timestamps
until 2038 (Ox7fffffff)

[ 2145.386884] EXT4-fs (mmcblk2p1): re-mounted. Opts: (null)
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[ 2145.392350] ext4 filesystem being remounted at /dev/shm/overlay etc lower supports timestamps
until 2038 (Ox7fffffff)

[armadillo ~1# podman switch storage --status

Currently in disk mode, run with --tmpfs to switch

8.13. R—RAtRxpAVTFTZHEI S

N—RER3D 0SS ZRIBELE T, alpine ¥ debian &, EFRDOIRETFI 7V T—> 3V ZElT 52 &
MTEFXT,

R—2E72% OS A A=Y DR - HEY—E X T#H S Docker Hub [https://hub.docker.com/
search?type=image&image_filter=official]l NSEGET D ENTEET, HRICEDLE TEIRL TL
EE W,

NILFAT 4 PO EZT TS5 7 7V 05— a3 VA ERT 258G 7y N~N—2077 7 /HERL
TW3 debian A>T+ BNEITITHTI,

814 FINAADF7 VA EZE5Z 3
BRAOT7 TV —ya v PN REABYT2BER. IV THICTNA REETBENBD ET,

podman run AY Y R|C ——device A 7Y a3V TTFNA A7 714 EEBELES,

——privileged A 7Y gV EIEEITZEINRTOEXF AT — X A=

DNEMICRDE. ETDTNAADFBETEDLSICHDES, COAT

VavEANBITZIER. tXa )T —LtEENG DA, TNy TRER
= TOHZFAHELIZEI W,

8.1.5. 7—9YZREFEI S

FIVr—3 3o TF—9%FRETD5EEIE. eMMC ICIRETZRENHDEFT, IVTFEHED
F—=FEEAWIC RAM ICRESN TVWSEIHEZIAHNRNETH S, BEEITZEHEHIATULEVWET,

REITET—IDOHREICL> T, REXZERLTILE L,

1. /var/app/volumes/: 7v 77—k ULiciGRIFAE—ShFzFtA, ATPT—IR—IXRE, 7
TVT—=aVhMERURIT 2 &S5 T—Y DREICEVWTVWED,

2. /var/app/rollblack/volumes/: 7 v 77—k UlciBRIEFAE— N X T, SWUpdate 2 E T,
PIVTr—a3vE—RIrPy TI7T—RhIBLIBT—YDREFICAVTWVET,

REENFRELAREDERATIVFFERON—YavIicR@A—/L/\y
27)UTci5&. /var/app/rollblack/volumes/D7—% DEID/\—/ 3 V(T
BRDET, TDH, 77UT—avDN\—IaVIiciKkETDLSBT—

= & &, /var/app/rollblack/volumes/ICIREL TH LK EBEEBNBZICKD
ES

o
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816. 77V r—>ayvzkld 3

1. 77V5—23>v23Y7FTRITI S 25FCLT AVIFILOTFTVT—y 3 vzRE
LEJ,

81.7. AV T FZRET D

AT MR LIS, podman commit ¥V RZEZETLTPodman NOA KL —VICREREFELEXT,
FUWFIEF 9.1.26. AV TFDEEZRET 21 Z25FIC LTSI,

82. 7 7V r—>3>AVTF+DEHR

M9.2. AV T+ DER) Z2SEICLTLEE W,

8.2.1. 7 7V — a v OEEIEE

podman_start B @ & E 7 7 1 JL (/etc/atmark/containers/*conf) # ERR L £ 9, Z D,

podman start -a IV Y R&EE{TTSH. armadillo ZBEEH LTIV T FHFHBEEEET S & EHETIL
TLIEE W,

822. 77V Tr—>avnixlE

X9, AVFFEAVTFFLIZARNYICESD., podnan save AN Y REEFTULTTF—HA TE2ER
U&E9, RIC swupdate-mkimage ICHARAD EEEFETEDLDICED FT,

[armadillo ~]$ git clone https://github. com/atmark-techno/swupdate-mkimage

[armadillo ~1$ cd swupdate-mkimage

[armadillo ~]$ cat examples/pull container nginx.desc

swdesc_pull container "docker.io/nginx:alpine” --version container nginx 1

swdesc_tar nginx start.tar --version extra os.nginx 1

[armadillo “]$ ./mkimage.sh -o pull container _nginx.swu examples/pull_container_nginx. desc

HEUWFIEIE 9.7. Armadillo DY 7 D2 727 v 75F—h95; #SEICLTLIEE W,
8.2.3. IRHESR

BIREZRELT. Z2Y—VA YA =ILETVWET, 9.6. Armadillo DY 7 ko = 7 DAL =S
B L. Armadillo Base OS ##]#i{tk LTS 77U Tr— 3027y I7TF—RUTLEE L,

824. 77V r—3>Dr7y7TF—h
7Y 7TF—RNETSAHEFUTOI®ED TY .
1. podmanrun AYY RT, ZEO7Y7T7—rZ1T5

ZZTRPIELT, PTVT—2 3> DAY TF% myimage:1. 7v 77— k&% myimage:2
EULFRT,

[armadillo “]# podman run --name update myimage:1 sh -c “apk update && apk upgrade && apk
cache ——purge”

[armadillo ~J# podman commit update myimage:2

[armadillo ~]# podman rm update
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[armadillo “]# ./swupdate-mkimage/podman partial image.sh -b myimage:1 -o
myimage2 update. tar myimage:2

H3E EH 5 7 myimage2_updatetar (FEBO AV T FHERULSICHKS T ENTEET,
myimage:1 NEEUVRBRWNGEIEIS—ERD £,

BORUVEDTYIT—RETBDE AA—IYAIDPRELLBoOTLEVWET, ANL—IYR
ENTEIZHEIR. RICRTFIETIAVTFHZHULIEBELTLIZE W,

2. AT Z#FHULLBET S
N=REBBAVTFETYIT—RUT, ZOAVTHICBROT 7V —yavazANEd,
ER7YI7T—RNERGODHABHAINEVWA, VT FEAZTEDIRENHD £,

BEMICA A—YZE2AEIF 19.1.27. AV T HOBEERYT Y 77—k Z2EICLTLREW,

8.3. VPU ¥ NPU Zf£ERT %

VPU ¥ NPU g EEES 7 )T — 3> % ATDE ETHHEI 315HBEY. Armadillo Base OS O
AVTFFATEESIEDIEE. 2174 77U% ATDE L TEILRTBZRENHDFET, I TIEFZFDFIE
[CDWTERBBULE Y,

83.1.ATDE 7 AR AVNAIBZA1 TSV 21 VYA M—ILT 3

ZATZUDENNRY - ERTIBEMFBELT, git DI—FREX—ILT RLADREZTV. &
BRY IRz T7EAVAR—=ILUET,

[ATDE ~]$ git config --global user.name "Your name”

[ATDE ~]$ git config ——global user.email your@mail. tld

[ATDE ~J$ sudo apt install libdrm2:arm64 Llibwayland-client@:arm64 Llibwayland-server@:arm64 ¥
Libwayland-cursor@:arm64 Llibwayland-egll1:arm64 Libxdamagel:arm64 ¥

libxext6:arm64 Llibxfixes3:arm64 Llibx11-6:arm64 Llinux—imx-headers ¥

libdrm-dev:arm64 Llibstdc++6:arm64 cmake

8.1 EIL R —LEATHID %R

Ric, ATDE ETHEET B EILRY—I)LTHS. Armadillo-loT “—hco x4 G4 BERREBY—I
[https://armadillo.atmark-techno.com/resources/software/armadillo-iot-g4/tools] 5 TVPU/
NPU 1473 YEIRY—IL1 774 )l (at-imxlibpackage-[VERSION].tar.gz) #% 7 >O—RKRLTK
=1

ZD%. EWRY—)ILZEBEAULTEITLEY,

RITPICTAEYANDEAREZROSNET, RAZERDO L. BRI 25HEIF Yy 2ANL TLEZ
EHTLIEE W,

[ATDE ~1$ tar xzf at-imxlibpackag-[VERSION]. tar.gz
[ATDE ~1$ cd at-imxlibpackage-[VERSION]
[ATDE ~/at-imxlibpackage-[VERSION]]$ . /make-imxLibpkg

8.2 EILRY—IILDOET
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EIMNTETIDE, ATDE IC7AXAVIRAIVBDOZA4 TN Y A R=LEanFE T,
8.3.2. Armadillo NEZAD DDA T VA A—IZERT S
UTICRITHBTIE. HERETIA TV X—=IH Armadillo ICEZAFEFNTWVWET,
K81 SATSVAR—IEBZAHBHDEER

& %
Armadillo-loT =k 7 4 G4 LAN EFI/ILFEEE Y ~ AGX4500-CO0DO
Armadillo-loT — k7 = G4 LAN EFILEER AGX4500-C00Z
Armadillo-loT — k7 = G4 LAN EFILEER—R AGX4500-U00Z

ATV ETYITFT— NI EFIEEZHALET,
Armadillo Base OS FO YT F+RISFHIATESZ A/ XA —IZERULET,

[ATDE ~J$ cd at-imxLlibpackage-[VERSION]
[ATDE ~/at-imxlibpackage-[VERSION]]$ . /make-imxlibimage

83 FAT I UAA—IEERY —ILDEST
VPU ZERALAWEEE, —-without-vpu & 7> 3 v ZERIFTIIEE L,

[ATDE ~J$ cd at-imxLlibpackage-[VERSION]
[ATDE ~/at-imxlibpackage-[VERSION]]1$ . /make-imxlibimage —-without-vpu

K84 Z14 75 UAX—=IERY—ILDETT (VPU BREDIHR)
RITMETITDE imx_libimg EWS T 71 ILDMER IR E T,
8.3.3. Armadillo ICZ A 7 VA A—IEEZAD

Armadillo Base OS £, 78.3.2. Armadillo NEZRADZHDTA T T VA XA—IZERT S, T
ERL U 7z imx_lib.img Z eMMC @ /dev/mmcblk2p4 /\—F 4 > 3 VICEZIAHE T,

ROAY Y RiE. imx_libimg ' /tmp I35 % H5EDRTHITI,

[armadillo ~1$ umount /opt/firmware

[armadillo “]$ dd if=/tmp/imx_Lib. img of=/dev/mmcblk2p4 bs=1M conv=fsync
23+1 records in

23+1 records out

24965120 bytes (25 MB, 24 MiB) copied, 0.357741 s, 69.8 MB/s

K85 AT VA ARA—IBEZAD
EEAHIDTET Ueté. Jopt/firmware [cXT Y b ULE T,

[armadillo 71$ mount /opt/firmware

K86 SA75UN—FT1¥a>vDOYIVE
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834. AVFTFTANS ST IV EERAT 2 cHDEMRE

AVTFANSTAT IV EFERT B HICE. AVTFHERRICTA T 7Y DGEMZHAERYT 20E
nHHERT,

—volume A 73V T7 7—LT Tz 7HEZAFEFNTWSE T« L7 kY (Jopt/firmware)%Z. --env
A72aVIETATITVDIRRAZEELE T, ROFITIE. AV T+ X—JIC Debian(bullseye) % F|
BUTWET,

[armadillo ~]$ podman run -it --name=container name ¥
—-volume=/opt/firmware:/opt/firmware ¥ "

——env=LD LIBRARY PATH=/opt/firmware/usr/lib/aarch64-linux-gnu ¥ (2,
docker. io/debian:bullseye /bin/bash

8.7 Av T FH{EHKsIC /opt/firmware % &34l

©@ --volume iC /opt/firmware 2 EEL X T,

(2] —env (C LD_LIBRARY_PATH Z$EE L. AYTFROFZ TV Tr—3vhs3473 VY
JTEBLIICLET,

XRic, AvFFHicAs 4 > U, Jopt/firmware/usr/lib/aarch64-linux-gnu/imx-mm AND ¥ ViR v
D)

2V > % [usr/lib/aarch64-linux-gnu/ [IC{ER L £ 9,

[armadillo ~]$ podman exec -it container name /bin/bash
[conteiner “1#f Ln -s /opt/firmware/usr/lib/aarch64-Linux-gnu/imx-mm /usr/lib/aarch64-linux-gnu

8.8 imx-mm NDYVRU w7 UV I ZERT S
UET, AT IS IA4TIVEERTESRLDICBEDET,
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9. Howto

O01. 7 Vo —>3 AT+ TEITITS
9.1.1. Podman - A>FHkE{tY 7 ko7
9.1.1.1. Podman - A5 H KRBV 7oz 7 &IF

AT+ EFRAN OS LIcERSI NS RENGAI—TEBRDETY, VT FHFEFERITZET
BEO Armadillo-loT —r U x4 G4 THE—DERENITCICBIRTEZEF I, AN OS 2 EEL
BWREB{LTH DD, 77V o5— 3>y DREEINFREVEWVWSEELG D FI,

Podman XD LSBT FHFEEBIBHDY I NI 7 THO., ERAXETIVYTFEEREY
ThDx7D 1 DTH3 Docker EE#MENH D T,

912 . AVTF=#BEIT 3

COETIEH., AVTFHEREEY IRT 7D 1 DTHSD Podman OERMBRFEWVNFICDWTERAL
9, Armadillo-loT — kT x4 G4 TEITSELWITUT—Y g EZF0ETEEREAFREZ 1 DO
Podman 4 X—Y & LTRSS 2 & T BHO Armadillo-loT — U1 G4 B BIHBEETH. 2TD
R—RETCR—DREZBEIEDZENAREELRDFT,

CDELFEBELT. A AXA=IDOREH - #EHY—E X TH S Docker Hub [https://hub.docker.com]
MSEE U, Alpine Linux O+ X—Y%{F > THBELET,

0.1.21. A X=Ih AT+ EERT S
ARXR=IDBS AT FEERT BfzHICIE. podmanrun AV REETULET, 1 X—lk Docker

Hub [https://hub.docker.com] S BEIMICEISESNE T, I Tk, BELGHIE LT "Is/ AT Y
REEFTIZIAVTFHEERLET,

[armadillo ~J# podman run -it --name=my_container docker.io/alpine ls /
Trying to pull docker.io/library/alpine:latest...
Getting image source signatures

Writing manifest to image destination

Storing signatures

[ 3023.533900] IPv6: ADDRCONF(NETDEV CHANGE): veth57dddal4: link becomes ready

[ 3023.541031] IPv6: ADDRCONF(NETDEV CHANGE): eth@: Llink becomes ready

[ 3023.547637] cni-podman@: port 1(veth57dddal4) entered blocking state

[ 3023.554026] cni-podman@: port 1(veth57dddal4) entered disabled state

[ 3023.560542] device vethb57dddal4 entered promiscuous mode

[ 3023.565958] cni-podman@: port 1(veth57dddal4) entered blocking state

[ 3023.572318] cni-podman@: port 1(veth57dddal4) entered forwarding state

[ 3023.788098] cgroup: podman (1758) created nested cgroup for controller "memory” which has
incomplete hierarchy suppo.

[ 3023.803249] cgroup: "memory” requires setting use hierarchy to 1 on the root

[ 3023.812611] cgroup: cgroup: disabling cgroup2 socket matching due to net prio or net cls
activation

[ 3023.837443] kmem. Limit_in bytes is deprecated and will be removed. Please report your usecase
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to Linux-mm@kvack.org .

bin etc Lib mnt proc  run srv tmp var

dev home media opt root sbin sys usr

armadillo:"#f [ 3024.155747] cni-podman@: port 1(veth57dddal4) entered disabled state
[ 3024.162725] device vethb57dddal4 left promiscuous mode

[ 3024.167819] cni-podman@: port 1(veth57dddal4) entered disabled state

9.1 Y77 =fEEY X176

"Is /" mEITT BT D "my_container" EWSABID AV T FAMERESNE Ulco IV TFAMERS
N3 ERBEIC"s /" DEITSI N, ZORENRREINTVWET, TITERRSINTWBDIFK, AT+

RED "/ T« LI NI DT AT D—ETI,

podman run OX > RDFEMIE —help A 7> 3V THERTEXI,

[armadillo ~]# podman run --help

9.2 podman run --help D174l
9122 A XA—I—EBZKRRT D

AVTFTZERT BT DA A—JE, A XA—I—E%ZFKRT S podman images IV R THERT

NN

[armadillo ~]# podman images
REPOSITORY TAG IMAGE ID CREATED SIZE
docker.io/library/alpine latest 9c74a18b2325 2 weeks ago 4.09 MB

9.3 M X—I—BDRRETH
podman images AN Y ROFMlIE —-help A 7> 3 v THRTEET,

[armadillo “]# podman images ——help

9.4 podman images —help D74
9.1.23. V5 F+—EZXRTRT S
ERBA AV TH—BERRT BcHIcld podman ps AY Y REEITLET,

[armadillo ~]# podman ps -a

CONTAINER ID IMAGE COMMAND CREATED STATUS

PORTS NAMES

d6deb881b5fb docker. io/library/alpine:latest s / 12 minutes ago Exited (@) 11 minutes
ago my container

9.5 AY T F—EDORRETH
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—EBRRICELD, AYTFFRARPAVT T ID ZHERIBZIENTEXT, -a ATV arvadiFhEanig
BlE. BEFOI YT FOHFRRINET, podman ps AY Y RDFEMIE —-help A 7> 3 > THERT

EET,

[armadillo ~1# podman ps —-help

9.1.24.

X 9.6 podman ps --help DE{THI

AT ziend s

ERGEAD DY TFERET Bz ICiE podman start IV REETLE T,

podman
[ 3119.
[ 3119.
[ 3119.
[ 3119.
[ 3119.
[ 3119.
[ 3119.

start my container

[armadillo ~]# podman start my container

081068] IPv6: ADDRCONF(NETDEV CHANGE): vethe172e161: Llink becomes ready
088214] IPv6: ADDRCONF(NETDEV CHANGE): eth@: Llink becomes ready

094812] cni-podman@: port
101231] cni-podman@: port

1(vethe172e161) entered blocking state
1(vethe172e161) entered disabled state

107745] device vethel172e161 entered promiscuous mode

113185] cni-podman@: port
119546] cni-podman@: port

my container
[ 3119.620731] cni-podman@: port 1(vethel172e161) entered disabled state
[ 3119.627696] device vethe172e161 left promiscuous mode

[ 3119.632762] cni-podman@: port 1(vethel172e161) entered disabled state

1(vethe172e161) entered blocking state
1(vethe172e161) entered forwarding state

9.7 AT =icEd 2ETH
_aATYVavESEZRZE, AVFTFRTETENLT IV —Ya Yy OHNEERTEET,

[armadillo ~J# podman start -a my container
303962] IPv6: ADDRCONF(NETDEV CHANGE): vetha9ef8f8e: link becomes ready
311106] IPv6: ADDRCONF(NETDEV CHANGE): eth@: Llink becomes ready

[ 3150.
[ 3150.
[ 3150.
[ 3150.
[ 3150.
[ 3150.
[ 3150.
bin

dev

[ 3150.
[ 3150.
[ 3150.

317703] cni-podman@: port
324139] cni-podman@: port

1(vetha9ef8f8e) entered blocking state
1(vetha9ef8f8e) entered disabled state

330687] device vetha%ef8f8e entered promiscuous mode

336085] cni-podman@: port
342443] cni-podman@: port
etc Lib mnt proc
home media opt root
804164] cni-podman@: port

1(vetha9ef8f8e) entered blocking state
1(vetha9ef8f8e) entered forwarding state
run srv tmp var
sbin sys usr
1(vetha9ef8f8e) entered disabled state

811249] device vetha%ef8f8e left promiscuous mode

816349] cni-podman@: port

1(vetha9ef8f8e) entered disabled state

K98 Avrr%iEHI 2ETHl(a A7V arvHE)

ZZTEH L TLWS my_container (&, EEFIC "Is /" ZRITITBDLIICR>TVWBDT, ZDRER
NHEADENET, podman start Y > ROFFEMIE —help A 7> 3V THERTEEXI,
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[armadillo ~]# podman start ——help

9.9 podman start --help 1741

9.1.25. AV T+ ZEILTS
EMERD IOV T F%EFELET ScHICiE podman stop AVY REETULET,

[armadillo ~]# podman stop my container
my container

9.10 AV T FZELLT BXTH

podman stop O~ > KDFEMIE —-help A 7> 3 Y THERTEX,

[armadillo ~J# podman stop --help

9.11 podman stop --help 1741

9.126. AVTFDEEZRFT S

AVTFFHICHUTEENTONIIRET, ZOFFIVTFEEFELELTUES ETENRKGDRTUL
FWXY,

TEHEREFET BICIE podman comnmit ANXY REEFTLTLES L,

[armadillo ~]# podman commit my container image name: latest
Getting image source signatures

Copying blob f4ff586c6680 skipped: already exists

Copying blob 3ae0874b0177 skipped: already exists

Copying blob eab9ffe27343 done

Copying config 9ca3ch5246 done

Writing manifest to image destination

Storing signatures
9ca3chh246eaac267a71731badbbfedbd124afcdd2b80c4t730c46aae17a88+3

9.12 my_container Z2%&E9 %4

podman commit TRET ZEIC. EENMTRONICEDINMREINE T, BVRULEDEZREFT S
E. AA=IPAIDNKRELB>TULEVNET, ANL—IYRENRRT 2HEIE. R—A 723 0S
DAA=IDBEDELTLIEE W,

9.1.2.7. AT FOEBERYF7 Y 77—

podman run, podman commit TAV T FZERTEXI M. BHNICT v 77— 23 HERICIFO
VT FOERY Ty I7TF— N EBEETES LEFITT,

IN%ERIET 37T, Dockerfile & podman build Z2EWE 9, ZDFIEIL ATDE & Armadillo
DEESTHETARETT,
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[atde podman-build]#f cat Dockerfile
FROM docker. io/arm64v8/alpine: latest

#f update & install dependencies (example: usbutils)
RUN apk update && apk upgrade && apk add usbutils && rm -f /var/cache/apk/*

#f copy our application and set it to run on start

COPY my application /my application

ENTRYPOINT /my application

[atde podman-build]# podman build -t my image: latest

STEP 1: FROM docker. io/arm64v8/alpine: latest

STEP 2: RUN apk update &% apk upgrade &% apk add usbutils && rm -f /var/cache/apk/*
--> 234bf79175e

STEP 3: COPY my application /my application

--> 05ab31bb278

STEP 4: ENTRYPOINT /my application

STEP 5: COMMIT my image: latest

--> 590e3babd55
590e3babd55f3e29bdef158d7283e9c417515567b2d3F978cfab2510dc02376b

9.13 podman build D74

[atde podman-build-update]#f cat Dockerfile
FROM localhost/my_ image: latest

#f update 0S packages
RUN apk update && apk upgrade && rm -f /var/cache/apk/*

#f update application

COPY my application /my application

$ podman build -t testme:latest

STEP 1: FROM localhost/my image: latest

STEP 2: RUN apk update &% apk upgrade &% rm -f /var/cache/apk/*
--> ¢f1dc0d7296

STEP 3: COPY my application /my application

STEP 4: COMMIT my image: latest

--> 9e9d9366072
9e9d9366072751007b2e70544d76¢c46b95a7a5a02df658ef0fa3f7dcccf8850a

9.14 podman build TO 7 v 77— k DE1TH
9.1.28. AT+ %HIkrT %
EREH AV T+ ZHIRT 2158 1E podman rm Y Y REETULE D,

[armadillo ~1# podman rm my container
d6deb5881b5th973227b84d1d74abf269ac3183aad7e18b7a9d85208632641d94

[armadillo ~]# podman ps -a

CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES

9.15 V7 F ZHIbR3 X176
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podman ps XY ROHAERED., VT FHEIBRESNTWVWBE I EDER TEX T, podman rm
AN FOFMIE ~help A 7Y a V THERBTEEXT,

[armadillo ~]# podman rm —-help

9.16 $ podman rm —help =176l
9.1.29. 1 X—Y%HIBRT %
podman O+ X—I%ZHIBRY BIcid podman rmi A¥ Y REERTUE T, 1 XA—IZHIRT B720HIC

E. ZDAA=IDSERLEZOAYTFELICHRL THEKBENH D FI, podman rmi AX > R
A A= ID ZIBEET DHENH B /8. podman images AX Y RTHERULET,

[armadillo ~1# podman rm my container

[armadillo ~]# podman images

REPOSITORY TAG IMAGE ID CREATED SIZE
docker. io/library/alpine latest 02480aeb44d7 2 weeks ago 5.62 MB
[armadillo ~“1# podman rmi 02480aeb44d7

Untagged: docker.io/library/alpine:latest

Deleted: 02480aeb44d78f1a44b8791af7edf7d6e1b18707397aldfb3ff4f21chbcedaddf
[armadillo ~]# podman images

REPOSITORY TAG IMAGE ID CREATED SIZE

9.17 A X—J%ZHIBR Y B R176]

podman images A¥ Y ROHEAFERED. VT FHHIERINTWS Z EDERTEET, podman
rmi XY ROFEMIE —-help A 7> 3 Y THERTEE,

[armadillo ~]# podman rmi --help

9.18 podman rmi —-help E17Hl
9.1.2.10. EfTHD AV TFHIcERT S

ETHFOOAYTFHIcERL. OYTFFATIEELLEIYY RZETT SICIE podman exec AV Y R
ZETULET, podman exec IV RTAVFFREFDOY o)L Z2ELE T 2&. AV T FREZRIET
EBLOICRBDET, CITE cat AVY RZXRITULTANZ/FERIBLITOIVTF 2L, %
DIV TFIEXF LT podman exec AX Y R TV o)L= T 2FE2RLET,

[armadillo ~1# podman run -itd --name=cat container docker.io/alpine cat
[ 3293.447517] IPv6: ADDRCONF(NETDEV CHANGE): veth2a539346: link becomes ready
[ 3293.454645] IPv6: ADDRCONF(NETDEV CHANGE): eth@: Llink becomes ready

[ 3293.461201] cni-podman@: port 1(veth2ab39346) entered blocking state

[ 3293.467619] cni-podman@: port 1(veth2a539346) entered disabled state

[ 3293.474139] device veth2a539346 entered promiscuous mode

[ 3293.479554] cni-podman@: port 1(veth2a539346) entered blocking state

[ 3293.485913] cni-podman@: port 1(veth2ab39346) entered forwarding state
62e7a666d7156d261905¢8406c72fc271534fa29e69771¢c76f4f6660a2dad1a
[armadillo ~]# podman exec —it cat container /bin/sh

[container ~1# ps

PID  USER TIME COMMAND
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1 root 0:00 cat
2 root 0:00 /bin/sh
3 root 0:00 ps

9.19 AV FF+AMDY =)Lz &8I % XTI

podman run AN¥Y RTIAYTFZERL. ZORER LIV TFAT /bin/sh ZE{TLTWEK
9, /bin/sh ZFETI2&, AVFFROTAOV I MPRRSNAV T TARIFZRIETETZLSICKD
£, FETIEAVYTFAT, ps AVY REETLTWET, IV THEBEICEITU T cat & podman
exec TEITUE/bin/sh B T7AOCRAEUVTHEELTWB I EQERTEZEI,

AVTFFARDY T IILHSIkITBEIE exit IV RZEETULE T,

[container “1f exit
[armadillo ~]#

9.20 VT FRFED Y L5k B RITH
podman exec AN ROFFMIE —-help A 7> 3 > THERTEXI,

[armadillo ~J# podman exec --help

9.21 podman exec --help 176l
9.1.211. AvFFHETEE.RT D
BHOOAVTFE2EFTULTWRBET, #5550V T HFREITEREEZTOAEFEZRULET, Thick
O, FIZIESQL H—N\ZETLTWE OV T HITHUAHDAY T HHS#ERITDE WS TFEVLWANTE
£,

AT HICRERULIERRTA—NILIP ZRLADEDHTENZDT, 2D IP P RLATEEZ
T22ENTEEY,

EfFE LT, 2 20T FHFEERULET,

[armadillo ~]# podman run —itd --name=my container 1 docker.io/alpine /bin/sh
[ 3336.121730] IPv6: ADDRCONF(NETDEV CHANGE): veth487e45d1: link becomes ready
[ 3336.128875] IPv6: ADDRCONF(NETDEV CHANGE): eth@: Llink becomes ready

[ 3336.135485] cni-podman@: port 2(veth487e45d1) entered blocking state

[ 3336.141877] cni-podman@: port 2(veth487e45d1) entered disabled state

[ 3336.148395] device veth487e45d1 entered promiscuous mode

[ 3336.153792] cni-podman@: port 2(veth487e45d1) entered blocking state

[ 3336.160151] cni-podman@: port 2(veth487e45d1) entered forwarding state
cbe0802f4e2d2fec88f4e300dabeba3b48865359dc02chd99375b1b38c2c28eb

[armadillo ~1# podman run -itd -—name=my container_ 2 docker.io/alpine /bin/sh
podman run -itd -—name=my container 2 docker.io/alpine /bin/sh

[ 3351.593435] IPv6: ADDRCONF(NETDEV CHANGE): vethad55f5c8: link becomes ready
[ 3351.600594] IPv6: ADDRCONF(NETDEV CHANGE): eth@: Llink becomes ready

[ 3351.607579] cni-podman@: port 3(vethad55f5c8) entered blocking state

[ 3351.613988] cni-podman@: port 3(vethad55f5c8) entered disabled state

[ 3351.620528] device vethad55f5c8 entered promiscuous mode

[ 3351.625896] cni-podman@: port 3(vethad55f5c8) entered blocking state
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[ 3351.632257] cni-podman@: port 3(vethad55f5c8) entered forwarding state
5e645f5e40fc096ad0bea323a00bebebbdadbd825a5e8d12103f752d8868692¢

9.22 AV T+ =ERMT BE1TH
AVTFHICEDYTENZ IP 7 RLAEERT BICid podman inspect AV Y RERTULET,

[armadillo ~1# podman inspect ——format=" {{.NetworkSettings. IPAddress}}’ my container 1
10.88.0.108
[armadillo ~1# podman inspect —-format=" {{.NetworkSettings. IPAddress}}’ my container 2
10.88.0.109

923 AvFFDIP 7 RLAEWESRT DETH

INSDIP7RLRZEFE->T, —AQAVTHFHEHSI—ADIAVTFHFAXU ping AV RTEE
BERETOIEMNTEEXT,

[armadillo ~]# podman exec —it my container_1 /bin/sh
[container ~1# ping -¢ 3 10.88.0.109

PING 10.88.0.109 (10.88.0.109): 56 data bytes

64 bytes from 10.88.0.109: seq=0 ttl=42 time=0.140 ms
64 bytes from 10.88.0.109: seq=1 ttl=42 time=0.138 ms
64 bytes from 10.88.0.109: seq=2 ttl=42 time=0.128 ms

-—— 10.88.0.109 ping statistics ——-
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.128/0.135/0.140 ms

K 9.24 ping AY > Ric &% AV T FEOBEERZERTH

DK S, my_container_1(10.88.0.108) »5 my_container_2(10.88.0.109) NDEEHHER
TEEY,

9.1.2.12. &K IcE A% --privileged A 7> 3>

AVTFHIC, DIERELDTDTNAZAND T I A%EHRTEZA T3 —privileged B’H D F9,
CDATYavEFRTSE, AVTHICEZDIRER/NOEREFEVEITHENEWH, FAFRKEFIC
BHETY,

SERDE. COATYaveEATsIERBtFa VT «—LEEDH R, FREICOHFA
IEEW, AVTFHICHERBRERDERZSZ 5 EZREITITHLET,

0.13. 7Y KNN—0FT 0 /D EHRITBZIAMN A= %FES

Ty NY—=0F9 /% EMEHESREREE U TERTE S Debian R—XADA X —IZREHLTWET,
Z Tl Docker 77454 X=I%E)LRTBHEE. TTICEIRBHDA X—I&FESHE
D2 DICDOVWTEHBBLE T,
9.1.3.1. Docker 77 IS4 X—IEEIJILRT S

Armadillo-loT ¥ — k72 x4 G4 1Y 77 [https://armadillo.atmark-techno.com/resources/
software/armadillo-iot-g4/container] »5 TDebian [VERSION] >~ 7))L Dockerfile; 771l
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(at-debian-image-dockerfile-[VERSION].tar.gz) Z#% 7> O—RKUEJ, D% podman build I~
YRZEEITULEYD,

[armadillo ~1# tar xzf at-debian-image-dockerfile-[VERSION]. tar.gz
[armadillo “]#f cd at-debian-image-dockerfile-[VERSION]

[armadillo ~J# podman switch storage —-disk

[armadillo ~1# podman build -t at-debian-image:v1.0.0 .

: (BBR)

[armadillo ~]# podman images

REPOSITORY TAG IMAGE ID CREATED SIZE
localhost/at-debian-image v1.0.0 d6154983006¢c About a minute ago 233 MB
docker. io/library/debian bullseye 723b4al@1cd2a 18 hours ago 123 MB

9.25 Docker 77 A IIC & B4 A=Y DE)L RDETH

podman images O~ Rlc & D at-debian-image NEIL REhicZ ENERTEE T, library/
debian A X =Y [FR—=X &7 > TW3% Debian 1 X—3Y T,

9.1.32. EILRFEHDA X —IZFEAT S

Armadillo-loT ' — k7o x4 G4 1> 77+ [https://armadillo.atmark-techno.com/resources/
software/armadillo-iot-g4/container] 5 Debian [VERSION] > 7LV TFFAX—=, T 7
- )L (at-debian-image-[VERSION].tar) 2% 2> O—RKRULZEd, £D# podman load IV K %57
LEd,

[armadillo ~1# podman load -i at-debian-image-v1.0.0. tar

: (HB8)

[armadillo ~]# podman images

REPOSITORY TAG IMAGE ID CREATED SIZE
localhost/at-debian-image v1.0.0 d30a8edb5e27¢ 17 hours ago 233 MB

X 9.26 EJL REMA X—I% load I 5ETH
podman images O~ > RIC KD at-debian-image N"EIL RSN EDERTEET,

9.1.4. ABATNA R %ZHS

CDETIE. AT FAHNTEEITZ 7TV T—23 05 GPIO ¥ 12C BREDABATINA A %KD
HELCDODWTRULET, EAWIC, AVFTFTFROTZ TV — 3 5RA N OS fHIOF/I\NA ANT Y
TRATBERETEEFRA, DD, AVTFTFRDODT TV T =23 D5 TFTNA A %FZS2HITIE.
AV T FHEBEICEWWTNA R ZEETD2RENHDFT, Z I TRIAER. FWWF/IN1 R
KT EZTNARAYY =T 7LD BEYICERESNTVWBZEZRBELTWET, TNNARAYU—T 7
AILEREL TWERWEEE. BYICEREL TS EE L,

9.1.4.1. GPIO &>
AVTFATEMET B 77U T—230h5 GPIO 2/ STeHhicid. Podman DA X—IHh5 VT

FTZERT BBRICRA N OS DT /N1 X7 74 )L /dev/gpiochipN ZEITRHRENH D £9, LITIE./
dev/gpiochip2 ZE L T alpine 1 X—I M5 AV TFFZ{ERT 2H T,
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[armadillo ~]# podman run -itd --name=gpio_example —--device=/dev/gpiochip2 docker.io/alpine /bin/sh

IYFFRICA>TIAYY RT GPIO Z&FT 26812 U TFICRLET,

] 9.27 GPIO Z#K 5 fcbD > 7 F{ERHI

[armadillo
[container
[container

[container

(X2

[container

“1# podman exec —it gpio _example /bin/sh
~1# apk update &% apk upgrade

~1# apk add Llibgpiod

~1# gpioget gpiochip2 21 @

“1# gpioset gpiochip2 21=1 ©

9.28 AVFFAMNSIITY Y RT GPIO 23 341
(1) GPIO &5 21 DEZEUIS U X,

@ DELEZRRULEY,

(3] GPIO &5 21 I 1(High) =

LET,

C EB/O0Y LN SRIET 3BA1E. GPIO BIES 175U TH3 libgpiod £EMAT 3 & TE

£,

9.1.4.2.12C =ik>

AVTFATEMET 27 7V —3rhs 12C ZikS2oHicidE. Podman O X—I M5V T F
EEMT BERICRAN OS AIOT/INA A7 74 )L /dev/i2c-N ZEITHENH D EFT, LUTIX. /dev/

i2c-1 ZE U T alpine 41 X—=IY 5 AV T+ Z21ERT 26T,

[armadillo ~1# podman run —-itd ——name=i2c_example ——device=/dev/i2¢c-1 docker.io/alpine /bin/sh

] 9.29 12C &/ S 6D 3> T FH1ERH

YT FRHICAD, i2c-tools ICEFND i2cdetect ANV REFESTAL—T 7 RLAEERT S

ENTEEXY,
[armadillo ~]# podman exec —-it i2c example /bin/sh
[container ~1# apk update &% apk upgrade
[container ~1# apk add i2c-tools
[container ~1# i2cdetect -y 1

01 2 3 45 6 7 8 9 aboc de

00: -— - _—— = -
10: —= = == = = —m m - - ———-
207 == = == = o o= om o = - -
30: - - = —— = —— = —— — — -— W - -
40; = == == = o= mm m —m o - W - —- -
50: WU == == == == == —= —= - — — - -
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9.30 i2cdetect OAY YV Ric & 2 ESEH
9.1.4.3. SPI #1&>
AVTFRTEMET D7 U —y 3 uhs SPI #Z/SeoHicld, Podman QA X—I SV FF

ZER T BBRICRA K OS BIDT/INA X7 71 )L /dev/spidevN.N ZEITRHEMNGBD XTI, UTIE. /
dev/spidev1.0 ZEL T alpine 1 X—IH S5V T+ %ZERT 26T,

[armadillo ~1# podman run —itd ——name=spi example ——device=/dev/spidevl.@ docker.io/alpine /bin/sh

9.31 SPI Z#% S5 fc DAY T FHERLBI

AYFFRICAD, spi-tools [C&FEN S spi-config AV RZEfE> TREDREZHER T B &N
TEEXT,

[armadillo ~]# podman exec -it spi_example /bin/sh

[container ~1# apk update && apk upgrade

[container ~1#f apk add spi-tools

[container ~1# spi-config —-device=/dev/spidevl.0 -q
/dev/spidevl.0: mode=0, lsb=0, bits=8, speed=500000, spiready=0

K 9.32 spi-config AV Ric &K 2R
9.1.4.4. CAN =5

AVFFRNTEMET D 77U —y 35 CAN BEZTS HICIE. Podman D1 X—Ih5 0
VT T EERTBRIC, AT EERITIBZRYNT—27& LT host &=, #ERE LT NET_ADMIN %=
BETDIHENHDEFT, UTIF. Ry hT—2E0LT host %=, #E& LT NET_ADMIN %#E L
T alpine A X=IH 5 AV TFZERT 21T,

[armadillo ~1# podman run -itd —--name=can_example —-net=host --cap-add=NET_ADMIN docker. io/alpine /
bin/sh

[ 9.33 CAN Z#& 5 e b D> T F1ER Bl
AYTFRIZAD, ip ANV RT CAN ZEMICT B ENTEET, UTIC. REFAZRLEY,

[armadillo ~]# podman exec —it can example /bin/sh
[container ~1#f apk update &% apk upgrade

[container ~1# apk add iproute2 (1)
[container “1# ip link set can@ type can bitrate 125000 (2
[container “J# ip Link set can@ up ‘3

[container “1# ip -s link show can@ (4]
4: can@: <NOARP, UP, LOWER UP,ECHO> mtu 16 qdisc pfifo fast state UP mode DEFAULT
group default glen 10

Link/can
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RX: bytes packets errors dropped missed mcast

0 0 0 0 0 0
TX: bytes packets errors dropped carrier collsns
0 0 0 0 0 0

X 9.34 CAN DEESH
Q@ CANODEREDOHICHER iproute2 A VYA M—=)LULET, ITICLA VYA M=)LEHDHEIE
RTETY,
(2) CAN DBE&EEZ 125000 kbps I[CEREL X,
® can0rvy9—7x—X%=EEBLET,
O can0 A V¥ —7x—RADBREDFERARIERRLET,

9.1.4.5. PWM Zi&k>

AVTFFHNTEMET D7 7V —y 3 oh 5 PWM #2577, Podman 4 X—Ihs5 VT
FTEERTBRICKRA N OS D /sys T4 LI NUEEITHRENHDET, UTIE. /sys ZELT
alpine 1 A=Y S AT FEEKT 26 TI, I TEIN /sys T« LI MJIFAYTFHD /
sys lcN¥T Y REINEXT,

[armadillo ~1# podman run —itd ——name=pwm_example ——volume=/sys:/sys docker.io/alpine /bin/sh

9.35 PWM %Rk S5 fchD > T F1EHHI

YT F+WICAD., /sys/class/pwm/pwmchipN 7« L2 N UKR® export 7 71 JLIc 0 ZEZ3A
HBET/RADESICEDET, LUTIC, /sys/class/pwm/pwmchip2 %1k S I5E DEERERIZ R U
£9,

[armadillo ~]# podman exec —it pwm_example /bin/sh

[container “]# echo 0 > /sys/class/pwm/pwmchip2/export (1]

[container ~1# echo 1000000000 > /sys/class/pwm/pwmchip2/pwmd/period 9
[container ~J#f echo 500000000 > /sys/class/pwm/pwmchip2/pwm@/duty cycle (3)
[container “1#f echo 1 > /sys/class/pwm/pwmchip2/pwmd/enable 0

9.36 PWM DO ENERTESH]

(1) pwmchip2 %z export UX 9,

® FEfz 1 McLEd, BEF /BT,
(3) PWM @ ON FBff] = 0.5 MicLZE T,
(4] PWM HAZBMICLET,

9.

146. 2U7INAYT—T 2 —A%ZERS

AVTFFARTEET D7 YT — 305 RS-232C ¥ RS-485 DU 7 IILBEZEITOHIC
&, Podman O X =I5V T+ ZERT BBRICRA K OS BIDT /N1 X7 7 )L /dev/ttymxcN
EEITRENHD £, LTI, /dev/ttymxcO ZEL T alpine 1 X—IHNS AV T+ Z/ERKT 26T
ERS
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[armadillo ~]# podman run -itd --name=serial example --device=/dev/ttymxc@ docker.io/alpine /bin/sh

037 VUFPIAVI—T7 2 —R&RKS=HDO AV T FHERHH
AVTFFARICAD., setserial AVY R&EFE> TIREDKREZHERIT D ENTEET,

[armadillo ~1# podman exec -it serial example /bin/sh

[container ~1#f setserial -a /dev/ttymxc@

/dev/ttymxc@, Line @0, UART: undefined, Port: 0x0000, IRQ: 29
Baud base: 5000000, close delay: 50, divisor: 0
closing wait: 3000
Flags: spd normal

9.38 setserial AV YV RIckBIVTIVA VI —T 214 AREDHESHI

9.1.4.7. USB Z#&>
AVTFTATHEITZ 7TV T —2 325 USB ERDOT/INA RAZ RS TeHDITEIR DOV TRLE T,

- USB YU ZILTINA R2HKS

USB YU ZILTNNA &2 AV T FANSIKSHEICIE. Podman QA4 X—IMNs AV T+ ZERT %
BRICRZA & OS D /dev/ttyUSBN ZEITRHENH D I, UTIE. /dev/ttyUSBO ZiE L T alpine
AA=IMNSAVTFHZERT 2B TT,

[armadillo ~1# podman run -itd --name=usb _example --device=/dev/ttyUSBO docker. io/alpine /bin/sh

9.39 USB YU ZILFINNA R Z2H/kSHD > T FHERH
AVTFFARICAD, setserial AVY R&EFE> TIREDKREZHERIT D ENTEET,

[armadillo ~J# podman exec -it usb _example /bin/sh

[container “]#f setserial -a /dev/ttyUSBO

/dev/ttyUSBO, Line 0, UART: unknown, Port: 0x0000, IRQ: 0
Baud base: 24000000, close delay: 0, divisor: 0
closing wait: infinite
Flags: spd normal

9.40 setserial AY Y Ric &3 USB ¥ U ZILFINA ARTE DFEHI

- USB I XZ&kK>

USB AXZZ AV TFAMNSIKSHERICIE. Podman O A—=IH5 AV THZERT BERICRAR
b OS D /dev/videoN ZEITRHENH D XTI, UTIE. /dev/videol ZEL T alpine 4 X—IH
5T FZERT %61TY,

[armadillo ~1# podman run -itd -—name=usbhcam example --device=/dev/videol docker. io/alpine /bin/sh
[armadillo ~]# podman exec —it usbhcam example /bin/sh
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[container “]# Ls /dev/videol
/dev/videol

X 9.41 USB WX S &K S D> TFHERH

GStreamer BREDVILF AT 47 7L —LT—0 EHEDLETEDET. USB AXTH 5 DEERD
v 7FHAEBEERD XS,

- USB XEUZEES
ZZTIE USB XEVZIK/SAEICDODVWT 2 DDHIZRLET,
- RAMOSEITCY Y MULIEUSB XEUEZIDYTFHHS5IKS

HEDMUHRAK OSAITY IV R ULTH S USB XEUZI VT FHH5IKSBEICIE. Podman @
AAXA=IDSAVTFZERT BRICRKA S OSAITUSB XEVZNYI YR LTETALIMNUZE
TREDHDXT,

[armadillo “J# mount -t vfat /dev/sdal /mnt
Larmadillo ~1# echo test >> /mnt/sample. txt
[armadillo “]# Ls /mnt

samp le. txt

942 USB XEUZ/RA K OS fllcvy v > T 56l

EEDFEITIE. USB XEYZE /mnt ICYT Y MULFE U, BUTIE. /mnt ZE L T alpine 1 X—
N AYTFZERT BB TI,

[armadillo ~]# podman run -itd --name=usbmem example --volume=/mnt:/mnt docker. io/alpine /bin/sh

943 /RA K OS AITNY VY MAEAD USB X T &R S b D IV T RS

RAK OSAID /mnt T« LI MU ZIYTFRD /mnt NIV ALTWET, Ihickb, TV
THTANSD /mnt To LI MU ZBLTUSB XEYZRS ZENTEFT,

[armadillo ~]# podman exec —it usbmem example /bin/sh
[container ~1# Lls /mnt

sample. txt

[container ~1# cat /mnt/sample. txt

test

9.44 USB XEV ILREFSNTVWET—F DREFRH
- USBAXAEVZIAVTFANSIYIV KT S

USB XEYUZIOAVTFANSNY TV M UTERSHBEICIE. Podman O X—INS AV T+ =/ERT
ZERICRA N OS D /dev T« LV MY EET EERIC, BYIRIEREEINRENGDEFI, LTI, /
dev ZE U T alpine 1 X—=IYD5 A>T+ %ERT %6 TI, #EEE LT SYS_ADMIN & SYS_RAWIO
HELTWET,

95



Armadillo-loT =k x4 G4 BB =27 )L Howto

[armadillo ~1# podman run -itd -—name=usbmem example --cap-add=SYS RAWIO --cap-add=SYS ADMIN --
device=/dev/sda ——device=/dev/sdal docker.io/alpine /bin/sh

945 USB XEVYEYDY NTBHDa>TFHEEH

AYTFRICAD, mount ANV RTUSB XEYU%ZE /mnt ICXTUY MU, RESNTVWSET—5%
wu\_g’—%)(_(\:_b\_tgi_g’—o

[armadillo ~1# podman exec -it usbmem example /bin/sh
[container ~1# mount /dev/sdal /mnt

[container “J# Lls /mnt

sample. txt

[container ~1# cat /mnt/sample. txt

test

9.46 AvTFHWHS5 USB XEVEYV Y hI 36
9.1.4.8. RTC Zi&>

AVTFFHFAMS RTC #iKSoicid. Podman QA X—I S AV FFEERMT ZRICRA K OS
BIDOFINA AT 741)L /dev/rtcN ZET ERFIC. RTC NDEZDEREZITOCHDIEREEITMHNE

NHbhET, LUTIE. /dev/rtcO ZEL T alpine 1 X—=IYDhS AV T FEERT B TS, HEEEL
TSYS_TIME 6 ELTWEY,

[armadillo ~]# podman run -—itd --name=rtc example --cap-add=SYS TIME --device=/dev/rtc@ docker. io/
alpine /bin/sh

9.47 RTC Z#k>71=6p® 1> 7 F+{EEHI
dAYFTFARICAD, hweclock Y Y RT RTC OBZIRREZENTEET,

[armadillo ~J# podman exec -it rtc_example /bin/sh

[container ~1#f hwclock (1)
Thu Feb 18 05:14:37 2021 0.000000 seconds

[container ~1# date --set ”2021-04-01 09:00:00” @
Thu Apr 1 09:00:00 UTC 2021

[container ~J#f hwclock --systohc (3,

[container ~J# hwclock (4
Thu Apr 1 09:00:28 2021 0.000000 seconds

& 9.48 hwclock OV Y Ric & % RTC OBAIFRR EERES

RTC IERESNTWBIRERZZRTLE T,

VATLERZ 2021 F4 BT HOROD OMICKRELE T,
VAT LR % RTC ICRIRESEET,

RTC IERESNTVWBRADNEESNTWVWS I EZBERLEI,

(o)
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9.1.49. BERHNZ1TS

AmwwbbT7 RoTH G4 [TEHRULELRAE—D—REDBEFEREATINA ANV TFTFRANSE
EaHBAd5HlciE. Podman QA4 AXA—=I DS AV T F%2ERT ZBRICKRA N OS BT I/INA AT 7
<)L /dev/snd %5&?%\%75“35'0 9., UTIE. /dev/snd ZEL T debian 1 X—IYhsIvTF+%
ERL S 26T,

[armadillo ~1# podman run -itd -—name=snd_example --device=/dev/snd docker. io/debian /bin/bash

X949 BEEHAZITS D> T FH1ERH
AYTFFARICAD, alsa-utils REDY 7 NIz 7 TEEENZTAE I,

[armadillo “]# podman exec —it snd _example /bin/bash
[container “]#f apt update && apt upgrade

[container ~1# apt install alsa-utils (1)
[container ~1# /etc/init.d/alsa-utils start @
[container “1# aplay -D hw:N,M [Z7 7 1 JLE] (3)

¥ 9.50 alsa-utils Ic & 2EBEHAZTSHI

(1) alsa-utils #4/ YA —=J)LUZE T,
(2) alsa-utils =& L XTI,
(3] BEULI77MIIVRADERE 7 7 IL2B4EULET,

aplay O3|#icH 2. M FEFEZHAH LW CARD &S, N IFFN\1RES5ZXKLTWEY, CARD
BEETNARESE, aplay AV RIC - AT a0 25X5 ETHRRETEERD,

9.14.10. 21— —RA Yy FOARY N ZBET S

Armadillo-loT =k 7 x4 G4 ICIFA—H—RA VY FHRREINTVWET, INSDRAYFDTY
Va /) —RARY NERET B, Podman DA X—I SV TFH=EMT DEEICRR M
OS Ald /dev/input T« LV MU ZEITRHENBD XTI, UTIE. /dev/input ZE L T alpine 1 X—
IhSAVTHZERT 2HTT, I TEIN /dev/input 7« L7 MJIEO>Y7FROD /dev/input
YOV REhET,

[armadillo ~1# podman run -itd -—name=sw_example --device=/dev/input docker.io/alpine /bin/sh

951 A—HY—-XAYFDARY NEBE T 2HD I TFH1ERH
AVTFFARICAD, evtest AV RTARY NEHERTEEXI,

[armadillo ~]# podman exec -it sw_example /bin/sh

[container ~1# apk update && apk upgrade

[container ~]#f apk add evtest

[container “1#f evtest /dev/input/eventl

Input driver version is 1.0.1

Input device ID: bus 0x19 vendor 0x1 product Ox1 version 0x100
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Input device name: “gpio-keys”
Supported events:
Event type @ (EV_SYN)
Event type 1 (EV_KEY)
Event code 28 (KEY ENTER)

Properties:

Testing ... (interrupt to exit)

Event: time 1612849227.554456, type 1 (EV KEY), code 28 (KEY ENTER), value 1 @
Event: time 1612849227.554456, -—-——-————————- SYN REPORT -——————————-

Event: time 1612849229.894444, type 1 (EV_KEY), code 28 (KEY ENTER), value 0 (2]
Event: time 1612849229, 894444, --—-——————————- SYN REPORT -——————————-

9.52 evtest AV Y Ric &k 2HESH

(1) SW1 ORY Y Fyya ARV MZEREUcEZEDRR
(2] SWI1 OMRZY V=R ARy NEERHUEZEDRR

9.1.4.11. LED Z#&>

Armadillo-loT “— k7 x4 G4 [CI& LED DEEINTWET, NS0 LED =ik S,
Podman QDA X—I M5V T+ ZEHT BRICRA N OS D /sys T« LI MU ZETRELH D
£F9, UTIE. /sys ZEL T alpine 1 X=IH S5V T+ EERT 261 TI, T TEINK /sys
FALYRNURAYTFFAD /sys KXY R ERET,

[armadillo “]# podman run —itd ——name=led example —-volume=/sys:/sys docker. io/alpine /bin/sh

9.53 LED Z# > fe&d > 7 FH1ERHI

A7 FMWIZAD, brightness 7 7 1 JLICfBZEZ AL I & T LED ORUT/ETZT5I &M TER
T 0 ZFEALEHELT. O LIANDIE (1~255) ZFERALERITLET,

[armadillo ~]# podman exec -it led example /bin/sh
[container “]# echo @ > /sys/class/leds/led1/brightness
[container “1#f echo 1 > /sys/class/leds/led1/brightness

9.54 LED O g2 kT/5EXT DEITHI
9.1.5. JAFEBHEE Z1TS
COETE. VT FTALSEERBET/NA RZIRSAEICODVWTRULET,
9.1.5.1. Bluetooth /N1 X %S
YT F7AH S Bluetooth /N1 X &{/S e ITIE. Podman A4 XA =I5 AV TF%ERT B8
ICRZA N OSBIDFTI/INA X7 74 )L /dev/ttymxcN ZET ERRFICEKY hT—2 & LT host =, 1R
& LT NET_ADMIN ZEITRHREMNH D £9, /dev/ttymxcN (& Bluetooth ;BE THERT 5 & S ICKRE

UIleY U ZILTINA RZIBEL TLIEE W, TIE /dev/ttymxcO ZE L T alpine 41 X—I M5V
TFEERT BHEITT,
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[armadillo ~J# podman run -itd -—name=bt example --net=host --device=/dev/ttymxc@ --cap-
add=NET_ADMIN docker. io/alpine /bin/sh

9.55 Bluetooth /N1 Xz kS5 f=6bD > 7 FH{ERH

AVTFTARATRERY 787z 7%4 VA M—=)LUT. Bluetooth Z&£&# U %9, btattach ¥V K
DO5IEUCIF DAY T FHERRITE U Tz ttymxe ZREL TSI U,

[armadillo ~]# podman exec -it bt _example /bin/sh
[container ~1# apk update && apk upgrade

[container ~1#f apk add bluez dbus

[container ~1# /usr/bin/dbus—-daemon —-system
[container ~1# /usr/lib/bluetooth/bluetoothd &
[container ~]# btattach -B /dev/ttymxc@ -S 115200 &

¥ 9.56 Bluetooth % icEd % £176

ZhiT & D, bluetoothctl T Bluetooth #4285 D X F v Y PORF Y VTR ENTZIEZELSICEDET,
BUFIC. bluetoothctl Yy R TRM#ER Z XX v L TRTZY VT2 7562 RUET,

[container ~]# bluetoothctl
Agent registerd
[..CHG..] Controller XX:XX:XX:XX:XX:XX Pairable: yes

[bluetooth]#f power on (1)
Changing power on succeeded
[..CHG..] Controller XX:XX:XX:XX:XX:XX Powered: yes

[bluetooth]i#f scan on (2]

Discovery started

.CHG..] Controller XX:XX:XX:XX:XX:XX Discovering: yes
.NEW..] Device AA:AA:AA:AA:AA:AA AA-AA-AA-AA-AA-AA
.NEW..] Device BB:BB:BB:BB:BB:BB BB-BB-BB-BB-BB-BB
.NEW..] Device CC:CC:CC:CC:CC:CC CC-CC-CC-CC-CC-CC
.NEW..] Device DD:DD:DD:DD:DD:DD DD-DD-DD-DD-DD-DD
..NEW..] Device EE:EE:EE:EE:EE:EE EE-EE-EE-EE-EE-EE

[bluetoothlf pair AA:AA:AA:AA:AA:AA ©

[bluetooth]# exit (4]
[container ~1f

] 9.57 bluetoothctl AV RICK B XX v ERTD VT DA

(1) dAyvhO—2%EFULET,

(2] B SEE XXy LET,

(3) RV TUTWERERD MAC PRLAZIBELTRZYU VT ULET,
(4] exit T bluetoothctl O 7O 7 hE#KRTLET,

9

.1.5.2. Wi-SUN /X1 X %Z k>

Z I Tl WIi-SUN 7/81 ZH' UART TERSNTWBIBEROFERLET, CDHE. AVTFR
TEEIT BT TV T—a v 5 Wi-SUN F/\1 A TRBIEZT S fcslcidE. Podman @A X —Ih 53
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VT EERT BRICIRA N OS BIDT/N1 X7 74 )L /dev/ttymxcN @55, Wi-SUN &XIGT 25
DEETDENHDET, LTI /dev/ttymxcO ZE U T alpine 4 X—IHh5 IV T FZERT 25
TY,

[armadillo ~]# podman run -itd ——name=wisun_example —--device=/dev/ttymxc@ docker. io/alpine /bin/sh
[armadillo ~J# podman exec -it wisun example /bin/sh

[container “1#f ls /dev/ttymxc®

/dev/ttymxc0

9.58 Wi-SUN 7*/81 A&/ S =D > T FHERHI
AYTF+AMS, /dev/ttymxcO ZfE> T Wi-SUN F—F DEZENTED L SICED T,
9.1.5.3. EnOcean 7/\1 A%k >

Z ZTlE EnOcean T/\A ZH' UART TER SN TWSHEEDHZRLET, CDFE. IVTF
NTEMET B 77U — 3 h 5 EnOcean T/\1 A TEBEZEITO cdHIClE. Podman DA X—IHh
S5AVTFEERT BEICRA N OS AIDT/N1 X7 74 )L /dev/ttymxcN D> 5, EnOcean &N
TE2HDEEITHENH D ET, LUTIL /dev/ttymxcO %#E L T alpine 1 X—Ih S5V T+ %R
IB3HTI,

[armadillo ~]# podman run -itd -—name=enocean example —-device=/dev/ttymxc@ docker.io/alpine /bin/
sh

[armadillo ~]# podman exec —it enocean example /bin/sh

[container ~1# Lls /dev/ttymxc0

/dev/ttymxc@

X 9.59 EnOcean T/ R &K 5 fcH® A T F1EEHI
AV TFF+HEMNS. /dev/ttymxcO Z{E> T EnOcean F— % DEZENTED L SICHED XTI,
9.1.6. xRy NT—U ZK>
COETEE, AVTFTADRY hT—=0ZRSTERICODVWTRULET,
9.1.6.1. AYFTFDIP 7 RLAZHERIT

BEAMICOYTFD IP 7 RLXIE Podman 41 X—INS AV T+ EER LI E EICEEMICEID IR
S5NET, AVTFHICEDIRSNTWS IP 7 RL XIFRA K OS N5 IE podman inspect A¥ Y R
ZRAWT, UTOLDICHERIT DI ENTEXRT,

[armadillo ~1# podman run —itd ——name=net example docker.io/alpine /bin/sh
[armadillo ~1# podman inspect ——format ’ {{ .NetworkSettings.IPAddress }}’ net example
10.88.0.17

K9.60 J>FTF+ D IP 7 KL RAHEFEHI
AVTFAD ip ANV RERBVWTHERT S EHTEET,

[armadillo ~J# podman run -itd --name=net example docker.io/alpine /bin/sh
[armadillo ~]# podman exec —it net example /sbin/ip addr show eth@
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3: eth0@if8: <BROADCAST, MULTICAST, UP, LOWER UP, M-DOWN> mtu 1500 qdisc noqueue state UP
Link/ether xx:xx:xx:xx:xx:xx brd ff:ff:ff:ff:ff:ff
inet 10.88.0.17/16 brd 10, 88.255. 255 scope global eth®
valid Lft forever preferred Lft forever
inet6 fe80::40e5:98ff:feec:4b17/64 scope link
valid Lft forever preferred Lft forever

9.61ip AVYYRZAWLIYTFD IP 7 RL RFEDRH
9.162. AVTFHICEAE IP 7PRLAZEET S

If podman (77 #JL kT 10.88.0.0/16 ZFEWNE T,
MICERALUTWSIPPZRLREESICHZBEFF VT HICHIDOIP 7 RL
AZHBELTLEE W,

AVFTFHICEREIP 7PRLRAZRET 2HICIE. BUIICI—FEEDORY NT—0%ZERT Z2HEN
HOFEIT, UTIC 192.168.1.0/24 l[cA—HEEDXRY NT—U % ERRT B2HERULET,

[armadillo “]# podman network create —-subnet=192.168.1.0/24 my network

9.62 I —HEEDXY b T—J 1R

AT F%2ERT BRIC. ERTERULERYRNT—JERELIEWIP PRLRAEES CET. OV
TFTDIP7RLRAZEETDZENTEEXT, LUTDFEITIE. IP7ZRLRX% 192.168.1.10 ICEE UL
£,

[armadillo ~1# podman run -itd -—name=network example --net=my network ——ip=192.168.1.10 docker. io/
alpine /bin/sh

9.63IP 7 RLABEFE®D® A>T FHERHI
AYFFDIP ZRLZA, 192.168.1.10 ICHEEINTWB I ENERTEET,

[armadillo ~1# podman inspect ——format ’{{ .NetworkSettings.Networks.my network.IPAddress }}’
network example
192.168.1.10

K9.64 O>7TF+ D IP 7 RL REEZHI

Armadillo-loT —h D x4 G4 ZBEHULICESICRXY NT—TJDERET 71 ILHEZTLE LR
W& SIc, persist file Y Y RTKE{LTDINENHD X,

[armadillo ~]# persist _file /etc/cni/net.d/my network.conflist
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9.1.7. Y—N\ZEEI 3

COETIE., AVTFTHRTHRRABY—NZBEITDZHECOVWTRUET, COETED EIFTWVWS
H—/\I& alpine @ apk ANV RTA VY AN=I)LT B ENFBETT,

9.1.7.1. HTTP —N\%Z#EBEI 3
Z ZTlE. HTTP #—/V& LT Apache & lighttpd @ 2 %= ERT 2158 ICDOWTEHBEL £,
- Apache Z{#EHY %

alpine 1 A=Y A>T+ =KL, 2OV FTFAIC Apache 24 Y A~—=)LLFT, AVTF
ERDBRIC, KRR~ OS @ 8080 FR—hZAVTFAD 80 FR—MCEET BIEEZT o> TVWET,

[armadillo ~J# podman run -itd -—name=apache example --publish=8080:80 docker.io/alpine /bin/sh
[armadillo ~]# podman exec -it apache example /bin/sh

[container ~1#f apk update &% apk upgrade &% apk add apache?

[container ~1# httpd

AHO0558: httpd: Could not reliably determine the server’s fully qualified domain name, using
10.88.0.2. Set the ’ServerName’ directive globally to suppress this message

9.65 O> 7 7Ic Apache 21 >V A h—)L9 36l

D PC 2 ED Web 757N, RANOS D IP Z7RLA®D 8080 HR— K~ ICEHKTDE. &Y
ERESRRANR—IDRRENET, 77 AL M TIE. /var/www/localhost/htdocs T« L2 kU7 74
ILEEBL ZET Web 750N SHEEBTELY, Apache DEFMIARREIE. /etc/apache2 T« L 7
NIICHBDRET7IILERET DI ETEEARETY,

- lighttpd ZEB9 %

alpine A X=I M5V TFZERL. 2OV TFTFAIC lighttpd Z14 VA M—=JLUET, OVT T
ERDBRIC, KRR~ OS @ 8080 HFR—hZIAVTFAD 80 FR—MCEET BIEEZT > TVWET,

[armadillo ~J# podman run -itd ——name=Llighttpd example ——-publish=8080:80 docker.io/alpine /bin/sh
[armadillo ~1# podman exec -it lighttpd example /bin/sh

[container ~]#f apk update &% apk upgrade &% apk add lighttpd

[container ~J# echo "<html><body>It works!</body></html>” > /var/www/localhost/htdocs/index. html
[container “J#f Lighttpd -f /etc/lighttpd/lighttpd. conf

X 9.66 J>77FIc lighttpd 41 >~ X k=L 34

lighttpd &7 7 # )L N TR EEEREAN—IDNHEEINTWLWARW S, LEDOFIETIEHELGR—Y
% /var/www/localhost/htdocs 7«4 L7 MU DTICEEEL TWET, 1D PC 72ED Web 754
M5, MAKMOS DIP 7RLAD 8080 FHMNR—NICERHET DERRINET, lighttpd DFFMRERE
(. /etc/lighttpd T4 L7 NVICHZIRET7 7ML ZiRET 2 & TEEARETT,

9.1.72. FTP Y —N\%ZHERI %

ZZTlE. FTP H—/\& LT vsftp ZFERAIT2ESICOWVWTEHBLE T, alpine 1 X—Ih5aVF
FEERL. OV TFAIC vsftpd 24 VA M=)ILULE T, VT HEBRDERIC. FTP &S TEH
ITE5R—KTDWTHRRAKN OS NS AV TFARDR—NIEXTDIEEE. AVTTFAROREZHE
LT PASV_ADDRESS IC/RA K OSID IP 7 RL RDIEEZT>TWVWET,

102



Armadillo-loT =k x4 G4 BHEY =27 )L Howto

[armadillo ~1# podman run -itd —-—name=ftp example —--publish=21:21 --
publish=21100-21110:21100-21110 --env=PASV_ADDRESS=<;R R kD IP 77 KL R> docker. io/alpine /bin/sh
[armadillo ~1# podman exec -it ftp example /bin/sh

[container ~J#f apk update && apk upgrade &% apk add vsftpd

B 9.67 Av7FIic vsftpd 14V A h—IL T 341
AVFFRICI—YTFTHI Y N E2ERL. COI—HYTfp DAV TEBLSICLET,

[container ~]# adduser atmark

Changing password for atmark

New password: (/SR —RK#%EAH)

Retype password: (/SX7—K#&AH)
passwd: password for atmark changed by root

9.68 1—'&EMNT BHl
ERLTca—HTftp A1 TE2 &SI, vsftpd DRET 71 ILERELE T,

[container ~1# sed —i -e ’s/anonymous_enable=YES/#anonymous_enable=YES/g’ /etc/vsftpd/vsftpd.conf
[container ~1# sed -i -e ’s/fflocal _enable=YES/local enable=YES/g’ /etc/vsftpd/vsftpd.conf
[container ~1# sed -i -e ’s/ftwrite _enable=YES/write enable=YES/g’ /etc/vsftpd/vsftpd.conf
[container ~1# echo "pasv_enable=YES” >> /etc/vsftpd/vsftpd.conf

[container ~1# echo ”pasv_min port=21100" >> /etc/vsftpd/vsftpd. conf

[container ~1# echo ”pasv_max_port=21110" >> /etc/vsftpd/vsftpd. conf

[container ~]# echo "pasv_address=$PASV_ADDRESS” >> /etc/vsftpd/vsftpd.conf

9.69 RE 7 7 1 L DimES|

REUVRLEREZ 7 ILEIBEL T vitpd ZR2EIT D Elck D, ftp FERAIgEE RN F£I, ftp AT+
VO ATV MNIFIROFIETIER UL DZEFERLX I,

[container ~1# vsftpd /etc/vsftpd/vsftpd.conf

9.70 vsftpd DFEEIF
9.1.7.3. Samba Y —/\ZHEFEI %
Z ZTlE. Samba —/NOEBEAEICDODWVWTHBLET, alpine 1 XA—=IH5IVFTFZERL.

ZFDAVTFANIC samba 1 VAN —I)LUET, AT FHEBDERIC. samba TERT ZR—KICD
WTHRA KN OS IS AV TFFHFHRDR—MIEXT DIEEZT> TWET,

[armadillo ~1# podman run —itd ——name=smb_example ——publish=139:139 --publish=445:445 docker. io/
alpine /bin/sh

[armadillo ~]# podman exec -it smb_example /bin/sh

[container ~1#f apk update &% apk upgrade &% apk add samba

9.71 A FFIc samba Z1 VA K—)LF 34l
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AVFFRICA—YTFH oY b EERL. 2OI—HT samba [COJ1 Y TEZLSICLET,

[container ~]# adduser atmark

Changing password for atmark

New password: (/RZAT—RK#A&AH)

Retype password: (/SR — RK%&ZAAH)
passwd: password for atmark changed by root
[container “1#f pdbedit -a atmark

new password: (/X7 —R%&AAN)

retype new password: (/RZAT—R#%&AAH)

X 9.72 2 —Y%EMNT %6

samba ZE#T 5 &, FRDFIETER LI -7 HTY hTHO PCRENSATA VT B E
MTEET,

[container ~1# smbd

9.73 samba DFZENF

HEIZT LI N DIEERE DFMEREF /etc/samba/smb.conf 77 (L ZiRET B ETE
EARET T,

9.1.74. SQL y—N\ZzEEI %

ZZTlE. RDMS & UL T sqlite ZEAT 2H5RICDOWTHBLET, alpine 1 X—Iyhs5av7F+
ZERL. ZOYTFAIC sqlite ZEA VY ARM—=ILULET,

[armadillo “]# podman run —itd ——name=sqlite example docker.io/alpine /bin/sh
[armadillo ~]# podman exec -it sqlite_example /bin/sh
[container “]# apk update &% apk upgrade && apk add sqlite

9.74 AT FIC sqlite ZA VA =LY %4l

AVTFAICAD, sqlite3 AV REETT B & sqlite DTOAY T RHRRINT—F R— X DIZIE
MTEBDLIICBEDEXT,

[container ~1#f sqlite3 mydb.sqlite

SQLite version 3.34.1 2021-01-20 14:10:07
Enter ”.help” for usage hints.

sqlite>

9.75 sqlite ME1THI
9.18. tFfaVUr~«

CDETIEH. AVTFRICRITDEXT 2T« DEROAEICDODVWTRULET,
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9.1.8.1. iptables A~Y¥ > R&HFERT 3

AV TFAMS, iptables AV RZEFERUL TN Y N7 Y VT %TSSICFE. V7%
EER T BBRIc. #EE & LT NET_ADMIN & NET_RAW % ETRENH DT, LTI, EREELT
alpine A1 X—=IHN5 AT FZEHT 26 TI,

[armadillo “]# podman run -itd ——name=iptables example --cap-add=NET ADMIN --cap-add=NET RAW
docker. io/alpine /bin/sh

[armadillo ~1# podman exec -it iptables example /bin/sh

[container ~1#f apk update &% apk upgrade &% apk add iptables

9.76 iptables Z{EHY 57D 1> T FH1ERHI
BUFIC, iptables ZEALHlZRULE T,

[container ~1ff iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

[container “1# iptables -I INPUT -p tcp -m tcp ——dport 8080 -j ACCEPT
[container ~1ff iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT tcp -— anywhere anywhere tcp dpt:http-alt

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

9.77 iptables DENERESEAI

9.1.9. BERRZITS

COETIE. AT FHRTEMET D7 7Y —3h 5 Armadillo-loT — kD 1 G4 [CEfHiS
NETFT4 A7LAICEAZTSIAELCDODVWTRULET,

9.1.9.1. Wayland %% 5

AVTFHENS, Wayland DAVRI Y TH S weston ZEB UBEERRZT5H%ERLET,
TRTZYNY—0T07 /DHRHTZAAXA=IDSAVTFEERUET, COAMX—JICEALTIE 9.1.3.
PYRNI—=UTV /DB ITZ2AX—I%FES, Z2ZRLTLILEIWN, Ffz, 18.3. VPU ¥ NPU Z &
9%, ZXEEATHDELET,

[armadillo ~J# podman run -itd --name=wayland example ¥
—-env=XDG_RUNTIME DIR=/tmp ¥ ‘]

105



Armadillo-loT =k 7 x4 G4 BH/~Y =27 )L Howto

—-env=LD LIBRARY PATH=/opt/firmware/usr/lib/aarch64-linux-gnu ¥ (2
——device=/dev/dri ¥ ©

--device=/dev/galcore ¥ (4]

--device=/dev/input ¥ (5

—device=/dev/ttyl ¥ @

--volume=/sys:/sys ¥ (7]

--volume=/run/udev:/run/udev ¥ (8]
—--volume=/opt/firmware:/opt/firmware ¥ (;

——cap-add=SYS_TTY CONFIG ¥ @

localhost/at-debian-image:[VERSION] /bin/bash ®

9.78 Wayland Z#&k > f=6b® 1> 7 F1ERHI

weston OERITICHERIREEHZRELX I,
MERZATZV%E0—RIZODDINRAZERELET,
BEE#EEICHDERT/INA ZEZRELE T,

EEFEEICHDERT/NA ZZZRELE T,

F—IR—ROYIVRBEZFERAREICT BHDT/NA XZZRELFT,
weston [CHER tty ZREL X,

IRZA N OS D sysfs Z AT FANSNY TV R TBESICHKELF T,

MA K OS BID /run/udev ZAVTFTANSNY IV RNTBEIICEELET,
A~ OS D Jopt/firmware Z A>T FRNSENY TV RNTBLSICEKRELE T,
tty ZRIET DD DERERELF I,

[VERSION] (& at-debian-image ®/\—y 3 v & —HI BT LI,

66000 O0OO0OOO

Ric, LTD&SIc weston ZLENLE T, ATV a3V TH D —-tty ICKRET ZEIE. DV T H1ERE
ITE U tty OBFICULET,

[armadillo ~]# podman attach wayland example
[container ~1#f weston ——tty=1
Date: 2021-11-21 UTC
[23:46:52,.823] weston 9.0.0
https://wayland. freedesktop. org
Bug reports to: https://gitlab. freedesktop.org/wayland/weston/issues/
Build: Lf-5.10.35-2.0.0-rc2-0-g230e9%bc+
[23:46:52.825] Command line: weston —-tty=1
[23:46:52,825] 0S: Linux, 5.10.52-1-at, #2-Alpine SMP PREEMPT Thu Nov 18 09:10:13 UTC 2021, aarch64
[23:46:52.826] Using config file ’/etc/xdg/weston/weston. ini’
[23:46:52,829] Output repaint window is 16 ms maximum.
[23:46:52.831] Loading module ’/usr/lib/aarch64-linux-gnu/libweston-9/drm-backend. so’
[23:46:52,897] initializing drm backend
[23:46:52.897] logind: not running in a systemd session
[23:46:52.897] logind: cannot setup systemd-logind helper (-2), using legacy fallback
[23:46:52.902] using /dev/dri/cardl
[23:46:52,902] DRM: supports atomic modesetting
[23:46:52.902] DRM: does not support GBM modifiers
[23:46:52.902] DRM: supports picture aspect ratio
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[23:46:52.903] Loading module ’/usr/lib/aarch64-linux-gnu/libweston-9/g2d-renderer. so’
[23:46:52,982] eventl - gpio-keys: is tagged by udev as: Keyboard
[23:46:52,983] eventl - gpio-keys: device is a keyboard
[23:46:52.986] event® - audio-hdmi HDMI Jack: is tagged by udev as: Switch
[23:46:53.027] event® - not using input device '/dev/input/event0’
[23:46:53.066] Llibinput: configuring device "gpio-keys”.
[23:46:53.067] DRM: head ’'LVDS-1" found, connector 39 is connected, EDID make ’unknown’, model
“unknown’, serial ’unknown’
[23:46:53.067] DRM: head ’'HDMI-A-1" found, connector 4@ is disconnected.
[23:46:53.067] Registered plugin API ’weston drm output api v1’ of size 24
[23:46:53.067] Compositor capabilities:

arbitrary surface rotation: yes

screen capture uses y-flip: yes

presentation clock: CLOCK MONOTONIC, id 1

presentation clock resolution: 0.000000001 s
[23:46:53.070] Loading module ’/usr/lib/aarch64-Linux-gnu/weston/desktop-shell. so
[23:46:53.073] launching ' /usr/libexec/weston-keyboard’
[23:46:53.079] Loading module ’ /usr/lib/aarch64-Llinux-gnu/libweston-9/xwayland. so
[23:46:53.210] Registered plugin API ’weston xwayland v1’ of size 32
[23:46:53.210] Registered plugin API ’weston xwayland surface v1’ of size 16
[23:46:53.210] xserver listening on display :0
[23:46:53.211] launching ’/usr/libexec/weston-desktop-shell’

K 9.79 O~ 75 7FHNT weston ZicEd 5174
Armadillo-loT '— kU x4 G4 [TEHRLTWBT1 AL LElc. TR by JTEHENRRSNEYD,

Ty NI—=0T0 /DMRHT D14 A= Tld. weston DRE 7 7 1 )LIE /etc/xdg/weston/weston.ini
ICEBLTHOHET,

[container “1#f ls /etc/xdg/weston/weston. ini
/etc/xdg/weston/weston. ini

9.80 weston.ini
9.1.9.2. X Window System %Zik>

YT FALS. X Window System ZiEE VBEHEFZRRZITOFlZRLET, I TEFZY hY—2
T/ RBITZAAXA—INSAVTFEERULE T, 2O A—=JICEALTIE M9.1.3. 7y h¥—7
TUO/PRETZAA—I%ES, ZSBLTLESI W, £z, 83.VPU ¥ NPU 2EHE9 %, =%
BEATHDELET,

[armadillo ~]# podman run —itd -—name=x_example ¥

——env=LD LIBRARY PATH=/opt/firmware/usr/lib/aarch64-linux-gnu ¥ (1]
——device=/dev/tty7 ¥ @

—-device=/dev/fb0 ¥ (3]

--device=/dev/input ¥ (4)

—-volume=/sys:/sys ¥ (5

--volume=/run/udev:/run/udev ¥ @
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--cap-add=SYS ADMIN ¥ @
localhost/at-debian-image:[VERSION] /bin/bash @

X 9.81 X Window System % &S @ 1> 7 k&I

WEBRZATZ)EO—RTZHDINRZHRELET,

X Window System [CHER tty ZBRELEX T, EThS5HFELNTVWEW tty EULET,
BEEEELERDTIL—LNYy 77 Z2RELET,
F—IR—RPVYIRGEZFERAREICT 2HDT/NA AEERELET,

IRA KN OS D sysfs ZAV T FANSN IV RNTBDEDICHELXT .

RA KN OS D /run/udev Z AV T FHRNSY TV R T BESICEKRELET,

X Window System DOEIMEICHEBRIERZFRELET,

[VERSION] (& at-debian-image ®/\—Y 3> &—HI BT EE L,

0060000

Ric, ATDELSIC X Window System ZEENILE T, AT 3> THD vt ICRRET 2EIK. TV
THERRITE LU tty DEFICLE T,

[armadillo ~]# podman attach x_example
[container ~1# apt install xorg
[container “1#f X vt7 -retro

X.0rg X Server 1.20.11
X Protocol Version 11, Revision 0
Bui ld Operating System: Llinux Debian
Current Operating System: Linux 25297ceb226¢ 5.10.52-1-at ff2-Alpine SMP PREEMPT Thu Nov 18 09:10:13
UTC 2021 aarch64
Kernel command line: console=ttymxc1, 115200 root=/dev/mmcblk2p1 rootwait ro
Build Date: 13 April 2021 04:07:31PM
xorg-server 2:1.20.11-1 (https://www. debian. org/support)
Current version of pixman: 0.40.0
Before reporting problems, check http://wiki.x.org
to make sure that you have the latest version.
Markers: (--) probed, (xx) from config file, (==) default setting,
(++) from command line, (!!) notice, (II) informational,
(WW) warning, (EE) error, (NI) not implemented, (??) unknown.
(==) Log file: ”/var/log/Xorg.0. log”, Time: Sun Nov 21 23:51:18 2021
(==) Using system config directory ”/usr/share/X11/xorg.conf.d”

9.82 OYF+AT X Window System % {289 % 174l
Armadillo-loT =k D 4 G4 [cEERL TWBT 1 A 7L LiZ. TR by TEAEIPRRESNETD,
9.1.93. 7L—LNRy 7 7 ICE#EET %
AVTFFRTEMES 27 7V r—ayhsT7L—L/N\y 7 7ICEBEHBT 5 Hicid. Podman ©

ARXR=IDS VT FZERT DRICRA N OS AIOFT/INA X7 74 )L /dev/foN ZEITHENH D X
9o UTFIE. /dev/fb0 ZEL T alpine 1 X—Ih S5V TF%ERT %HTI,
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[armadillo ~1# podman run -itd ——name=fb_example --device=/dev/fb0 docker. io/alpine /bin/sh

K9.83 7L—LNy 7 7ICEE#HET 266D T HERH

AVTFARIAS>T FYILT—9%2T7L—LN\y 7 7ICHETZHZUTICRLET, nick
D, BERLTWBET A ATLA LORRBPEHRLET,

[armadillo ~]# podman exec —it fb_example /bin/sh
[container ~1# cat /dev/urandom > /dev/fb0
cat: write error: No space left on device

K9.84 7L —L/N\y 7 7ICEEBETY 5ETH

9.194. v FIXRILZHKS

Y FINRILDEARAENTWBT A AT LA ZERKEUTWBIRIET, VT FRANS T Y FANRY
NZEE T B 7ciciE. Podman QA X =I5 AV TFEEMT BERICRA N OS fAID /dev/input
EEIRENBHDET,

[armadillo ~]# podman run —-itd -—name=touch_example --device=/dev/input docker. io/alpine /bin/sh

X 9.85 ¥ v F /IR ZHKS 6D A>T FERHI

Wayland 2D GUI RIEEHAGDOETESZET. Yy FNXRILZFRBLE GUI 77T —2 3
DRI ERD KT,

9.1.9.5. VPU &>

Armadillo-loT '— k7 x4 G4 TEALTWS iMX 8M Plus IClE. BEOITY I1—K/F2— KL
B UIEEI =y hT#H 3 VPU (Video Processing Unit) hME&EichTWET, VPU ZEHT
BIETIVRTLEEDIN T A—NYVRAEZET I ERL, BBEOIYI—R/FI-RLEETS &
MTEXT, AVTFTATHETZ 7 IV —rarhs VPU 2K SehiciE. DT HEREICTI/N
4 X& LT, /dev/mxc_hantro & /dev/mxc_hantro vce8000e & & U /dev/ion ZEITMHEMNH D £
T CCTRTZYRNNY—UT I /D RBHEITZAA—IDSAVTFEIERUE T, DA X—VICELTIE
PI13.7YNI—0TFTV /DB TZ2AA—I%FES;, 2SBLTLEEW, £, 78.3. VPU ¥ NPU
ZEHT S, ZEREHTHDEULET,

[armadillo ~1# podman run -itd -—name=vpu_example ¥
—--device=/dev/mxc_hantro ¥

—-device=/dev/mxc_hantro vc8000e ¥

--device=/dev/ion ¥

localhost/at-debian-image:[VERSION] /bin/bash (1]

[armadillo ~]# podman exec -it vpu_example /bin/bash

[container “J# Lls /dev/mxc_hantro /dev/mxc_hantro vc8000e /dev/ion
/dev/ion /dev/mxc_hantro /dev/mxc_hantro vc8000e

9.86 VPU % ik>Sfcd 1> 7T FH1ERHBI
(1) [VERSION] (& at-debian-image ®/\— 3 v &—HI BT LI,
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weston & GStreamer N1 Y A KN —=ILBEHFDA A=Y EHHEDLETES & T, VPU 2FRALT
FEOIYI—R/FIA—REZIT52ENTEZET,

[armadillo ~]# podman run -itd -—name=gst example ¥
—-env=XDG_RUNTIME DIR=/tmp ¥

—-env=LD LIBRARY PATH=/opt/firmware/usr/lib/aarch64-Llinux-gnu ¥
——device=/dev/dri ¥

--device=/dev/galcore ¥

—--device=/dev/mxc_hantro ¥
—--device=/dev/mxc_hantro vc8000e ¥
—-device=/dev/ion ¥

--device=/dev/input ¥

——device=/dev/ttyl ¥

--volume=/sys:/sys ¥

—-volume=/run/udev:/run/udev ¥
—--volume=/opt/firmware:/opt/firmware ¥
-—cap-add=SYS TTY CONFIG ¥

localhost/at-debian-image:[VERSION] /bin/bash @

9.87 weston & GStreamer =% > 6D > T FHERH
(1) [VERSION] (& at-debian-image ®/\—Y 3> &—HI BT ZE W,

COESICUTERLIEOYyTFHicay (>3 %&. GStreamer T VPU ZERLUEBHOITY 11—
R/ZFA—=RMITRAET,

[armadillo ~]# podman attach gst example

[container ~1# weston —-tty=1 &

[container ~]# gst-launch-1.0 filesrc location=X7 7 1 JLE&> | qtdemux | h264parse | vpudec ! queue !
way landsink

9.88 GStreamer I & %57 1— RETHI

USB AXSHHAEDLEDE. AXTISOREETIY I-RULTT7AILICREFEIT DI EHARET
ER

[container ~1#f gst-launch-1.0 -e v4l2src device=/dev/videol ! video/x—
raw, width=640, height=480, framerate=30/1 ! queue ! vpuenc h264 | h264parse ! queue ! gtmux !
filesink location=,/output.mp4

9.89 GStreamer Ic & % T > d— RETH
FEAEERITIZIET, USB AXSHSOMKN H264 [TV A—RINTI 7AIICRESNET,
9.1.10. KT =X RXI XY NMEREZEES
COETIF. AVTFANSNT—IRIAY MEBEZFES AEICDVWTRULET,
9.1.10.1. U AR RREEICT B

INT =Y RIAXY MNERER(F > THARY RIRREICT B (TIE. Podman O X—=I DSV TF%4E
B9 BBRICRA N OSAID /sys T« LY NUZEITHENBDFT, UTIE /sys ZE LU T alpine
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A=I DS AVTFZERTBHITI, CZTESINC /sys T L7 MNIVIEOYTFRD [sys lCX D
YREINFET,

[armadillo ~]# podman run —itd ——name=pm example ——volume=/sys:/sys docker.io/alpine /bin/sh

K9.90 NT—NYRIAY NEREZFES cHD OV T FHERSI

AVTFAIS, /sys/power/state [CROXFHNZEZAD I EICED, ARV RRREICT B &
MNTEET,

R 9.1 WISTB/INT—IRI XY NREE

RT—RXIAY MRRE XF51 5
Suspend-to-RAI e BOEABNZHRBIENTED
Suspend-to-Idle freeze BOERECERT 5N TES

[armadillo ~]# podman run -itd ——name=pm_example —-volume=/sys:/sys docker.io/alpine /bin/sh
[armadillo ~]# podman exec -it pm_example /bin/sh
[container ~1#f echo mem > /sys/power/state

B 9.91 ARy RIREEICT BE1THI
9.1.10.2. ERERZBIMLT 3
YIARY NRENSEKRERE LT, FIRAELRT/NA AZUTICRULET,

UART2 (console) BERE T—9%E
&

Bk

[container ~]# echo enabled > /sys/bus/platform/drivers/imx-
uart/30890000. serial/tty/ttymxcl1/power/wakeup

uSB ERE USB 7/\1 X DR
=

Bk

[container ~J#f echo enabled > /sys/bus/platform/devices/
32110108. ush/power/wakeup

RTC(i. MX8MP) ERE 77—LEIDIAH
S|
ESwytll

[armadillo ~1# podman run -v /sys:/sys ——device /dev/rtc@ -
ti docker.io/alpine sh

[container ~1#f apk add util-Llinux

[container “1# rtcwake -m mem -s 5

[ 572.720300] printk: Suspending console(s) (use
no_console suspend to debug)
(ZZT5®E/FD
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[ 573.010663] Disabling non-boot CPUs ...

0.92 ARy RIREEICT BETHI. rtc TR T

1-F—21vF  BEE 1P yFET
A

Bk

[container ~]it echo enabled > /sys/bus/platform/drivers/gpio-
keys/gpio-keys/power/wakeup

9.1.11. > F77Fh 5D poweroff H reboot
Armadillo Base OS & busybox init T shutdown & reboot ZXJItU £,

busybox init T PID 1 [T signal Z3iX% Z & T shutdown ¥ reboot &7 D £9, A>T+ H 5 signal
ZiX35 L SIC, pid namespace ZHE T Z2LENH DT IMN. HESINS Kl TETTEFT,

[armadillo ~1# podman run —--pid=host -ti docker.io/alpine sh
[container ~1# kill -USR2 1 (poweroff)
[container “J#f kill -TERM 1 (reboot)

9.93 O 77+ H5 shutdown Z1T75

90.1.12. RERA

COETE. AVYTFRATEELTWES P U=y a VICASHhDEEDNREUVEFELELTLE S
BRIC. VIR 7 OAYFRYIIAN—ZE>T. YRATLZBEHTBHEICOVWTRULET,

9.1.121. V7RO 7 0AYFRYITHIAIT—%ZHKS

AVTFFHRTEMET D7 7T =3 SV IRNIT T IAVFRYITIAT—%I/RSTHICTIE.
Podman DA X—IY N5 AV T+ ZERT BRICRA N OS B0 F /N1 X7 74 )L /dev/watchdogN
EEIHENBHDEFI, UTIX. /dev/watchdog0 %#E LT alpine 1 X =I5 AV THEERT S
BT,

[armadillo ~J# podman run -itd -—name=watchdog example —--device=/dev/watchdogd docker. io/alpine /
bin/sh

K994 VYIRITIFPUAYFRYTIAN—EScHDIAY T FHERS

YVIND TP OAYFRYIZAXY—IE. AT LANSTINA AT 74 )L /dev/watchdogO %
open LR TEHLET, AVTFTRICA>TYIRNI TP IAYFRY I T4 —% echo IV
R CREIT 20 ZLLTICRUE T,

[armadillo ~1# podman exec -it watchdog example /bin/sh
[container ~]#f echo > /dev/watchdog0

995 AVFFANSY I NIIFPIAYFRYTIAI—%ZEET 5RTH
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VINDIT7OAYFRYIITAN—Z&EB U, /dev/watchdogl ICERDXFZEZTRAL I &
TYTIRDIT7OAYFRYTIAT—2VEYNTZIENTEZXT, 60 WHEERDOXFOEEIAH
DNREWEEIE. Y RATLADNBREEHU X,

[armadillo ~1# podman exec -it watchdog example /bin/sh
[container “J#f echo a > /dev/watchdog0

K996 VIR FIAYFRYITIAR—% )t Y T BRITH
YIRNITTIAvFRYIIAN—%EBEBIELIcWEAIE, /dev/watchdogO IC V Z#EZ2EAHET,

[armadillo ~1# podman exec -it watchdog example /bin/sh
[container ~1# echo V > /dev/watchdog0

997 VI RI =TIy FRYTYAX—%ELT BRITH
9.1.13. NPU =ik >

Armadillo-loT Z'— kU1 G4 TIEBEULU TW3 i.MX 8M Plus I3, EWEZICH{L U EE0IE
1=vw k%3 NPU (Neural Processor Unit) D& TWET, NPU ZFHT S & T ERH
YRR E OHRUIEBEZ SRICITSCENTEEXT, AVTTAHATIHET D7 TV IT—30h56
NPU Z#Sfeshicid. YT HERBICT /N1 X & LT, /dev/galcore #EITHENH D FT, LT
l&. /dev/galcore ZEULT Py NN—0 TV /DN REEETZ2AA=—IPS5AVTHEERT BHTI,
DA AXA=IICALTIE TMOI3. 7YRY—0TV/DRHIDZAA—IEEDS, ZSHBL TSI,

[armadillo ~]# podman run -itd -—name=npu_example ¥

—-env=LD LIBRARY PATH=/opt/firmware/usr/lib/aarch64-linux-gnu ¥
—--volume=/opt/firmware:/opt/firmware ¥

—-device=/dev/galcore ¥

localhost/at-debian-image:[VERSION] /bin/sh @

[armadillo ~1# podman exec -it npu example /bin/sh

[container “1#f ls /dev/galcore

/dev/galcore

9.98 NPU %S f=6b® > 7 F1EBH
(1) [VERSION] (& at-debian-image ®/\—Y 3> &—HI BT EE L,
BEARNBEEEE 7 Uy —y 3 Y OBREAKRICDWVWTIE. NXP Semiconductors OARKY 1 ~

[https://www.nxp.com/design/software/development-software/eig-ml-development-
environmentEIQ]ZZR U T Z& LY,

9.2. AT+ DEH
0.2.1. AV T+ O EEEE

Armadillo Base OS Tl&. /etc/atmark/containers/*.conf 7 71 JLICIEES N TWE YT F+H
T—FRBICEHICEE U E I, nginx.conf ODEE&EFIZUTICRULET,
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[armadillo ~“1# cat /etc/atmark/containers/nginx.conf

image=docker. io/library/nginx:alpine

readonly=no

ports="80:80"

armadillo:™# podman ps

CONTAINER ID IMAGE COMMAND CREATED STATUS

PORTS NAMES

d5e67bcdd743 docker. io/library/nginx:alpine nginx -g daemon o... About a minute ago Up About a
minute ago 0.0.0.0:80->80/tcp nginx

9.99 OV T+ EENEENT B/ DEREHI
1. image: AV TF+A A=Y DE&HI,
*F* . image=docker. io/debian: latest, image=localhost/myimage

2. ports: TCPZ{TSR—ho AR—A TR TEBERET DI ENTEEXET, UATOHITIE. R—
N 80. 443(web)IC7 UV ERT B ENTE, AV TFDR—bK 22(ssh)iCiEFR—k 2222 15
PIEATBIENTEXY,

*F* : ports="80:80 443:443 2222:22”

3. devices: podman run @ --device A 7> 3> T, BBEBTNART7AINDF7 U AFADEE
devices D/IXTA—=FIC ) FEZAXEBADTTERLILES L,
*l* - devices=/dev/video3

4. volumes: podman run @ --volume A 7> 3> T, 771 ILDRENTEDHAERETEET,
RETEZEDHEARUTOEESMZIEL T IZE W,
a. /var/app/rollback/volumes/<folder> H* <folder>:

7y 7TF—KMDRBRICH UL OIE— (snapshot) LicBEa. IE—KDODHEELEIT DT,
Y ITF— NRATHEIDT—IZFESENTEFT, ERTERNEELHEETH, 20D
T ICREFHBDERE Ao

SWUpdate T7 v 77— 9257 —FICAWVNWTWET,
b. /var/app/volumes/<folder>: app /\—FT 1 ¥ aVICEZXT,

Py I7ITF—=KDORBRICOE—SNFRBADT, 7y 77— NPOFRBREBFIEFHFI NIV
FTFROF77UTr—y 3V TRnEd,

DO\\bj—_\\_Q,\\_ZLCrﬂL\T \/\ia_o

*Bl*  “volumes="/var/app/volumes/database:/database assets:/assets"” : O—JL/\v ¥
IR WTF—% % /database TRETE, 7 YU T—>3vDF—% % /assets TEZFT,

5. readonly: podman run @ --read-only A 7> 3>, AVFTFDAA—IZEETERVNLIICY
DVRIEFET,

TI7AILNTEMER> TH D, false ([T B & tmpfs D overlay BMERR I E T,

“F* : readonly=false
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6. pul A X=IMah>lcH, ¥V VO—RTBFHFADEKE, podman run O ——pull A7 3>
T9Y,

FT7A)LNT never ICR>TWET,
“F* - pull=missing H pull=always

7. set command: AV TFFEREBIZEETDIAVY R, BESNEGI-TIBE. AVTFFAX—Y
DTFT7AINEFEVNET,

*F* : set _command /bin/sh -¢ "echo bad example”
8. append_args: ft6® podman run DA 7> 3V EETTEET,

*F* : append args —-privileged —-restart=always

9.22. AT DiH

AVTFOERIE M9.1. 77U Tr—y 3y AV TFTETT D) 25E
lcLTLEE W,

=

AVTFTDAARA=VZWRHITE2HEEIKRELANTTZOHNDET -
1. 49—y NEDYUKRI KN (dockerhub %) TEHFEULTCFIHSEHT S
2. SWUpdate D7y 7F—h A X—=Y%5BHT 3

Podman O+ X—V% A YA R—LF 2HIC. —BF—9 &2 KBICRET
ZRENHDET,

swu 1 X—IY N THAATKIE 3 &, pull P USB R4 T TRIFTT Y
AN=ITBEERETDT—IED2EDEEREN app /\—T 1> 3
\/LCLZ\%T?O

Y ITF—RNBICTZy = IOV T FHMEDLR TWBDTTEFEEL
EE W,

9.22.1. YE—NURINIICAVTFEXEFET 57TE
1. AX=—YZUE-—NURINUICEET S

[armadillo ~]$ podman image push <localimage)> docker://<registry>/<remoteimage):<tag)>

2. pull=always Z&EULBRWHNED, SWUpdate T¥ o7 >vO—RDHEEESBWVWET Y 77—k
ZITWE R A,
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(swupdate-mkimage ICDW Tl 79.7. Armadillo DY 7 kD 7% 7y 77— h9 %) BEE
lcLTLEEW)

[armadillo "]$ cd swupdate-mkimage

[armadillo ~/swupdate-mkimage]$ cat examples/pull _container nginx.desc

swdesc_pull container "docker.io/nginx:alpine” —--version container_nginx 1
[armadillo ~/swupdate-mkimage]$ ./mkimage.sh -o pull container nginx.swu examples/
pull container nginx.desc

24 blocks

9222 AX—IZT7 71 IV TRET BHE
1. AA=YET7AIICRETS

[armadillo ~]$ podman image save -o <myimage).tar <localimage)>

2. 774 )% SWUpdate D1 X—I(IC AN 5,
ZODPOALRBHDET :
a. swu A A—IRNICHHAAD

[armadillo ~J$ cd swupdate-mkimage

[armadillo ~/swupdate-mkimage]$ cat examples/embed container nginx.desc
swdesc_embed container "nginx alpine.tar” --version container nginx 1

[armadillo ~/swupdate-mkimage]$ ./mkimage.sh -o embed container nginx.swu examples/
embed container nginx.desc

15465 blocks

b. USB RZA4JICRET S

[armadillo “1$ cd swupdate-mkimage

[armadillo ~/swupdate-mkimage]$ cat examples/usb_container nginx.desc
swdesc_usb_container "nginx_alpine.tar” --version container_nginx 1

[armadillo ~/swupdate-mkimage]$ ./mkimage.sh —o usb _container nginx.swu examples/
usb _container nginx. desc

Copy usb_container nginx/nginx_alpine.tar and nginx_alpine. tar.sig to USB drive along
with usb _container nginx. swu

24 blocks
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O3. NIFAXF«4FPT—T %2,/

9.3.1. GStreamer - NIV FATF4 P77 L —LT—20

9.3.1.1. GStreamer - VILFAXT 477 L—LT—7 &I
GStreamer ([, A—T 2V —XDYIFATAFIL—LT =0T, NSRIAT AT ZVICKRR

BT TS 0A VY ELTEBMTESLSICB>TED, ZEBEADT—FZ/RS I ENTEEXT,
GStreamer TIRS ZEMTEBT—F 74— v hDO—Flz TRHRICRLET,

- AT FT7A—~X v k: mp4, avi, mpeg-ps/ts, mkv/webm, ogg

- BEI—7v 7 H264/AVC, VP8, VP9

- HEO—7v 7: AAC, MP3, Theora, wav

- BT #—~ v k: JPEG, PNG, BMP

- ANY—=Z>7: http, rtp

GStreamer TlE. YILFAXAFT 4 7 TF—592 AN ) —LEULTIRWET, AN—LEZRI/INA T4
YORIC, TLAYNEFENDNBEMNZRHL. ThozB8ESgbtEscsT. FO—RyPyd—
RiZEDWIBEITWET,

9.3.2. GStreamer E{THO YT+ %Z1EKT 3

ZDEICHIFD GStreamer OETHIET Y "N —0 T / HBHET S debian ¥ X—I D SER L
AT FAHRTETITBEZBELTVWET, 8.3. VPU ¥ NPU 2T %, ZEHFADEET.
UToLSIcaysr>=#ERULET,

[container ~1#f podman run -itd -—name=gst-example ¥
—-env=XDG_RUNTIME DIR=/tmp ¥

—-env=LD LIBRARY PATH=/opt/firmware/usr/lib/aarch64-linux-gnu ¥
—-volume=/sys:/sys ¥

—-volume=/dev:/dev ¥

—-vo lume=/run/udev:/run/udev ¥
—--volume=/opt/firmware:/opt/firmware ¥

--privileged ¥

localhost/atmark-debian-image: latest /bin/bash

9.100 GStreamer =179 3DV T FHERHI

R, AVTHICOTA4 Y VBERRETSLODTAI Ny JEBEZEEULET, < I TiE weston
ERELET,

[container ~]#f podman exec -it gst-example /bin/bash
[container /1#f weston —-tty=1 &

9.101 weston D#ZE)
~tty=1 OA T 3 VIFBEEZRRICERT S tty DEZREL TS,
Ric, BEZENT 2DICER pulseaudio ZEBI L X,
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[container /it pulseaudio —-start —-exit-idle-time=-1

9.102 pulseaudio DFCEN
BEICED, GSreamer Z# AT FAHRTEITTEDLSICHEDFET,
9.3.3. GStreamer /N1 7541 > DE{THI

NAT AV DERITFZUTIRLET,

[container ~J#f gst-launch-1.0 filesrc location=7 7 4 JL/XR> ¥
I gtdemux name=demux® demux@.video 0 ! h264parse | queue ! vpudec ! queue ¥
I waylandsink window-width=1920 window-height=1080 demux®.audio 0 ! queue ! beepdec ! autoaudiosink

9.103 GStreamer OE1T4l

GStreamer M/IXA 754 d. YTIVAI ) T MDA TEXOBEEICEITWET, GStreamer @
BILAVIMEYIINRZYZMNAROONY Y RZWLETZENTEEFT, BXHEEWE L T,
GStreamer M/XA 754V T BZESTEILAVNZEEFZFIN, Y)LATYTNE Ty =F
WZ£d9,

EERAIE. GStreamer OF /Ny /7ANIAEVTRADIANY RS54 Y —)LT#HS gst-launch-1.0
E> THALE LH. GStreamer 51775 U & LTRMHFESNh TWS 728, GStreamer Z{E >/
NIVFAXT 1« PHEEZEEDO7 7V r—2a >y 7O I LACHPAL Z EMTERS, API 77U —
a3 YvREYZ 17 I)iE. gstreamer.freedesktop.org @® Documentation ~X— < (http://
gstreamer.freedesktop.org/documentation/) M5 SRIT B2 EMNTE XY,

Armadillo-loT ¥ — kT x4 G4 NEEAL TW3 SoC TH 2 iMX 8M Plus (&, BIEIDTFI—RK/T
Y A—R%ET5 6D Video Processing Unit(VPU) &N 2EATO Y EEBH L TWET,
Armadillo-loT = kU x4 G4 IclE. 2D VPU ZEAT 572D GStreamer TL XY MDA VR
R=LEnTHEH, ATOBEI—TY I TREAAY CPU DINTA—NY VY RA%ZEET I ERLEBEDT
O—R/ZYA—RBMTRIFET,

- FOA—KRAEgERI—Tv7
- H.264/AVC
- VP8
- VP9
- TVI—RAERZRI—-T VY
- H.264/AVC
MEDETIF, ch5DI1—F v J7Icxd % GStreamer DETFIZBNLET,

FETEFCI—FyvILNOEDTH>TCHTFIA—R/Ty - RIFFEETIT N, ZDIFEEIF CPU
BESTEYTINTT7UIBERSTUES D, YRATLARED/INTA—IVRIFETLET,
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9034. BEZHBET S

GStreamer ZfEA L CEBEZB4E I 5cHDERTHZ. EFEZEATVWIEEEEA TWEWEE
D2@DICOVWTRULET, VPU T/\—KRD 77— K%Z1T> GStreamer TL X~ k& LT vpudec
ZHESIENTEXT,

9.3.4.1. H264/AVC &E1ZB49 %

[container ~1# gst-launch-1.0 filesrc location=7 7 4 JL/NR> ¥
I gtdemux name=demux@ demux@.video @ ! h264parse ! queue ! vpudec | queue ¥
I waylandsink window-width=1920 window-height=1080 demux@.audio 0 ! queue ! beepdec ! autoaudiosink

9.104 H.264/AVC BIEIOBA(ZFH D)

[container ~1#f gst-launch-1.0 filesrc location=X7 7 4 JL/XR> ¥
| gtdemux | h264parse ! vpudec ! queue | waylandsink window-width=1920 window-height=1080

1 9.105 H.264/AVC BIEDE4A(EFRKR L)
9.3.4.2. VP8 BlEIZHB4AY %

[container ~1#f gst-launch-1.0 filesrc location=7 7 1 JL/XR> ¥
I matroskademux name=demux® demux@.video @ ! queue ! vpudec | queue ¥
I waylandsink window-width=1920 window-height=1080 demux0.audio @ ! queue ! beepdec ! autoaudiosink

9.106 VP8 BhEIDBE(EFH D)

[container ~1#f gst-launch-1.0 filesrc location={7 7 1 JL/XR> ¥
I matroskademux ! vpudec ! queue ! waylandsink window-width=1920 window-height=1080

9.107 VP8 BIEDBLE(EFLL)
9.34.3. VPO BlE%=HB4EY %

[container ~1# gst-launch-1.0 filesrc location=7 7 4 JL/SRX> ¥
I matroskademux name=demux® demux@.video @ | queue ! vpudec ! queue ¥
I waylandsink window-width=1920 window-height=1080 demux@.audio 0 ! queue ! beepdec | autoaudiosink

9.108 VPO BhEIDBE(EFH D)

[container “1#f gst-launch-1.0 filesrc location={7 7 1 JL/XR> ¥
I matroskademux ! vpudec ! queue ! waylandsink window-width=1920 window-height=1080

9.109 VP9 BIEIDB4LE(BFERL)
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935 ANY—ZIVIF—HYZEETD

GStreamer ZFERAUL XY NT—7 LICH28E T 71 )L HTTP RO RTSP TANU—XVJH
925 THZRLET, VPU T/N\N—KRDx7FI1—R%Z1T5 GStreamer TL X> k& U T vpudec
EESIENTEET,

935 1. HTTP AKNY—=2VT

[container ~1#f gst-launch-1.0 souphttpsrc location=<Eh&E 7 7 1 JLD URI> ¥
I gtdemux name=demux demux. ! queue ! vpudec | queue ¥
I waylandsink demux. ! queue ! beepdec | autoaudiosink

QTIOHTTP ANY =SV T DELE(EEHD)

[container ~1# gst-launch-1.0 souphttpsrc location=<&fiE 7 7 1 JLD URI> ¥
I gtdemux ! queue ! vpudec ! queue ! waylandsink

QTMTHTTP ANY =SV T DBLE(EFRL)
9352 RTSP ANU—32V7

[container ~1#f gst-launch-1.0 rtspsrc location=<&jE 7 7 1 JLD URI> name=source ¥
I queue ! rtph264depay ! vpudec | queue ! waylandsink source. ! queue ¥
I rtpmpdgdepay | aacparse | beepdec | autoaudiosink

9.112RTSP A NU—Z VI DB4E(BEHD)

[container “J#f gst-launch-1.0 rtspsrc location=<EfE 7 7 1 )LD URI> ¥
I queue ! rtph264depay ! vpudec ! queue ! waylandsink

9.113RTSP A NU—Z VT DBLE(BERL)
9.3.6. USB I XSHh DR ERERTT D

GStreamer @ v412src TL AV M &ES 2 & T V4L2(Video for Linux 2) T/\1 X &L TRES
NTWBAXTTINA ZANSHRZEISTEEXT, EOT/N\A ANSHERZEIS T DL, v4l2src T
LX> MO device 7ONRT A ICTNA AT 7AIEEIRBET DI ETEETEET, UVC Wit USB
DA TR EBRERIC v4l2src TIRS ZENTEDD T, ZITIE USB AXTHhSDMERZRRT 5
N2

MZAT, AXZOMICYA 7 BERLTWT, ARICYAIINSDODBEFLENTZHBEDHEHERLT
WEd, ETHIFDT/IN1 X7 74l /dev/videol DERDP. HittEH 1 XT3 width ¥ height DfE
IRTITIREBICL > TERDAREENHDEFI DT, BEZEELTLZEW, £, /dev/vdl/by-id
FALIZRMNUDTIC, EHRELTWEAXTEZDR W /dev/videoN NDYVRUw I UV I RHDET
DT, TINAREUVTENZIEEIT DI EHHETT,

[container ~1# gst-launch-1.0 v4l2src device=/dev/videol ¥
I video/x-raw, width=640, height=480, framerate=30/1 ¥
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I waylandsink window-width=640 window-height=480 pulsesrc ¥
I audio/x-raw, rate=44100, channels=2 | autoaudiosink

K 9.114 USB AXSHSDBERR(EFEEFH D)

[container ~J#f gst-launch-1.0 v4l2src device=/dev/videol ¥
I video/x-raw, width=640, height=480, framerate=30/1 ¥
I waylandsink window-width=640 window-height=480

9.115 USB A X 5h5 DBMRERR(ERH L)
9.3.7. USB WA SH 5 DRRZ FKIET %

GStreamer @ v412src TL XY h&{ES 2 & T, V4L2(Video for Linux 2) /N4 A& L TERES
NTWBEAASTNAZIADSHMEZIRETEET, EDOT/NA ADSEREZEIS T 2h (. v4l2src T
LX> KO device ZANRT A ICTNA AT 7A I BZIBET DI ETEETEET, UVC ity USB
DAZREBERRIC v4I2src TIRS T EMTEDDT, I TIE USB AXASHSDHERE T 71 LA
REITZ2ETHE. MEBEERRUVGHSEBICT 71 INREIT ZETHZERLET,

mzx<. ﬁXv@@L747%#ﬁbTmT MEDREFELRBFICIYAIINSDERFH MP3 ALY
OA—RUTREITZHEDHNERLTWET, ETHIFDT/INA X7 71l /dev/videoT DIBH©. it
4+ X T8 % width ¥ height DfE i%ﬁ??%%% ICE> TEBZHBRUENDDEFI DT, BEEE
LTLEE W, &y /dev/val/by-id T« LI MU DTIC, #HELTWSBAXZZDFWE /dev/videoN
ANDYYRIYIY DV INRBEDEIDT, TINAREVLTENZIBEIT DI EDHARETY,

INA T 54 EIERIC EOS A1 XY N Z2RITT DK DIT. gst-launch-1.0 AV RiZ-e ATV arvxz
HFTVWET, TVI—REKTIBIcIE. Ctrl-C T gst-launch-1.0 Y Y REEFEIELTLEE LY,

9.3.7.1. H.264/AVC T#HEI %

VPU TN\—RDz7IT>I—R%Z{75 GStreamer TL X k& LT vpuenc_h264 %> Z EMNT
SR

[container ~1# gst-launch-1.0 -e v4l2src device=/dev/videol ¥
I video/x-raw, width=640, height=480, framerate=30/1 ¥

I queue ! vpuenc_h264 | h264parse | queue | mux. pulsesrc ¥

| audio/x-raw, rate=44100, channels=2 | lamemp3enc | queue ¥

I mux. gtmux name=mux ! filesink location=./output.mp4

9.116 USB X S H 5 DBYR%Z H.264 THRE(FFH D)

[container ~1#f gst-launch-1.0 -e v4l2src device=/dev/videol ¥
I video/x-raw, width=640, height=480, framerate=30/1 ¥

I queue ! vpuenc _h264 | h264parse | queue ¥

I filesink location=./output.mp4

K 9.117 USB AX 5H5 DBRR%ZE H.264 THE(FER L)
- RREFEZRFFICITS
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[container “1#f gst-launch-1.0 -e v4l2src device=/dev/videol ¥

I video/x-raw, width=640, height=480, framerate=30/1 ¥

I tee name=t1 | queue | vpuenc h264 | h264parse | queue ! mux. pulsesrc ¥

I tee name=t2 | audio/x-raw, rate=44100, channels=2 | lamemp3enc ! queue ¥

I mux. qtmux name=mux ! filesink location=./output.mp4 t1. ! queue ¥

I waylandsink window-width=640 window-height=480 t2. | queue ! autoaudiosink

9.118 USB WX D5 DREZRIRLLBMS H264 THRE(FFHD)

[container ~1#f gst-launch-1.0 -e v4l2src device=/dev/videol ¥
I video/x-raw, width=640, height=480, framerate=30/1 ¥

I tee name=t1 | queue ! vpuenc_h264 | h264parse | queue ¥

I gtmux ! filesink location=./output.mp4 t1. | queue ¥

I waylandsink window-width=640 window-height=480

9.119 USB WA ZH'5 DMERZERTR LGNS H.264 TRE(FFAL)
9.3.8. Video Processing Unit(VPU)
9.3.8.1. Video Processing Unit & (&

Video Processing Unit(IXT. VPU) & (& iMX 8M Plus [CE&E N TW3, SO>I —K/7F
JI—RABERO7OtY YT, BIEOIYI—R/FOA—RUBIE, YXATLICEBREENTZIEN
%<, X142 CPU TUEBZITSEVRTLAEERD/INT A —XVAIMBETULET, VPU 2FIBI 52 &
;;f?AﬁMJ/\vj—?yx%%a?: < BEOIYA—R/FA—RWBZTS &N TE

VPU B L TWB 74— v MMILLTD@ED TY,

C FTA=F=DBHHLTVE T A=Y k
. H.264/AVC
. VP8
- VP9

S IYVIA=IPREBLTNE T A=Y
- H.264/AVC

9.3.8.2. VPU Dt#x
- H.264/AVC F3—%'—

# 9.2 H264/AVC 71—%5 —1tt#k

Profile High. Main. Baseline
Min resolution 48x48
Max resolution 1920x1080
Frame rate 60 fps
Bitrate 60 Mbps
- VP8 7O—%—
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#9.3 VP8 FO— ¥ —tHi%
Profile -
Min resolution 48x48
Max resolution 1920x1080
Frame rate 60 fps
Bitrate 60 Mbps
- VP9 FO—%—
% 9.4 VP9 F1—4%—t#
Profile Profile O, 2
Min resolution 72x72
Max resolution 1920x1080
Frame rate 60 fps
Bitrate 100 Mbps

- H264/AVC T>1—%—

% 9.5 H264/AVC T> 1—%—1{*#k

Profiles

Baseline. Main. High. High 10

Maximum Luma pixel sample rate

1920x1080 @ 60 fps

Slices

I, P and B slices

Frame Types

Progressive

Entropy encoding

CABAC. CAVLC

Error resilience

Slices

Maximum MV range

Horizontal (P slice) in pixels: +/-139
Horizontal (B slice) in pixels: +/-75
Vertical (P or B slice) in pixels:

- Config1: +/-13 (planned)
- Config2: +/-21

- Config3: +/-29 (planned)
- Config4: +/-45 (planned)
- Configh: +/-61 (planned)

(= Search Window Size -3 pixels)

MV accuracy

1/4 pixel

Supported block sizes

Macroblock and sub-macroblock partitions:
- Intra PU: 16x16 / 8x8 / 4x4
- Inter PU: 16x16 / 8x16 / 16x8
- TU: 4x4 and 8x8 transforms

Intra-prediction modes

16x16: 4 modes

8x8: 9 modes

4x4: 9 modes
Maximum number of reference frames 2
Encoding picture type Only progressive frame
IPCM encoding Supported

Temporal scalable video coding

Up to 5 layers including the base layer

IPCM

IPCM rectangle mode

ROI / ROI_map

Absolute QP and gpoffset mode (-32 ~ 31)
User controllable CU coded as IPCM CU or skip CU
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94. Armadilo DY 7 kU 7ZEILRT S

Z Z7TlE Armadillo-loT =k Dz G4 TERAI BV IRV 7DEILRAEZHBLET,
94.1. ELRREZBEEIT S

1. 7—hA—9—DEIRECRER/NNYT—I DA VA=)

ROANYRZETLED,

[PC ~]% sudo apt install build-essential git wget gcc-aarch64-Llinux-gnu Llibgcc—%-dev-arm64-
cross bison flex zliblg-dev bash python3-pycryptodome python3-pyelftools device-tree-
compi ler

2. Linux A—RILDOEIL RICREZRINY T—I DAV XA ~=)L

ROARY REETULET,

[PC ~1$ sudo apt install crossbuild-essential-arm64 bison flex python3-pycryptodome python3-
pyelftools zliblg-dev libssl-dev bc firmware-misc-nonfree firmware-libertas firmware-
atheros wireless—regdb

3. W= bT77A4IIYATLDEI RITHER Docker D1 YA =)L

ROANY REETLED,

[PC 1% sudo apt install docker. io

942 7—hO—%—%ZEILRTS

ZZ T Armadillo-loT =k VA GAMIFOT—hA—F—A X—=IZEILRTZHEZHRAL
ESEI
1. V—XO—-ROEF

Armadillo-loT &= k7 4 G4 7— bk A—%— [https://armadillo.atmark-techno.com/
resources/software/armadillo-iot-g4/boot-loader] 5 7J—kO—%— V—X, 774
JU (imx-boot-[VERSION].tar.gz) #4%7>O—KRUL T, ROOAYY RZETLET,

[PC “1$ tar xf imx-boot-[VERSION]. tar.gz
[PC "1$ cd imx-boot-[VERSION]

2. EILR

ROIANY RZETLEI,

[PC ~/imx-boot-[VERSION]]$ make imx-boot armadillo x2

. (BBR)
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Second Loader IMAGE:

sld header off 0x58000
sld csf off 0x59020
sld hab block: 0x401fcdcd 0x58000 0x1020

make[1]: =4 L Z MY ' /home/atmark/imx-boot-[VERSION]/imx-mkimage’ m™SHF T
cp imx-mkimage/iMX8M/flash.bin imx-boot armadillo x2

FHTOEI FDIFE, iMX 8M Plus [CRERT 7 —LT 7D EULANDEREZRHSNE
¥, RBZEZEOL AELTIHALLZ W,

Welcome to NXP firmware-imx-8.11.bin

You need to read and accept the EULA before you can continue.
LA OPT NXP Software License v19 February 2021

. (88)

Do you accept the EULA you just read? (y/N)

3. EILREROHER

ROANY REETLED,

[PC ~/imx-boot-[VERSION]]$ Lls imx-boot armadillo x2
imx-boot armadillo x2

9.4.3. Linux 1—XJIL%ZEIJLRT 3B

Z ZTlE. Armadillo-loT — kD 24 G4 EIFD Linux A—XRILA A—IZEIL KT ZHEZHA
LEJ,

Armadillo-loT Z— k7 4 G4 Tld. EXMICIE Linux A—FRILA X—

VEEIRTZREEFHDFEA, 19.4.4. Alpine Linux L— k771 )L

VAT LEEIVRT S OFIEEERET S & T, BED Linux H—XIL
= AAX=IWII—KT7AIIATALICHMAENE T,

ZHED Linux I—RILA X—=VE, 7Yy NY—0F707 /HRH#ET 3 linux-
at &> Alpine Linux AD/\y I —JICEENTWVWET,

HARAZIA XUt Linux h—XRILA A=Y %FBT 3ICiE. T9.4.4. Alpine
Linux W=7 7A14ILYRATLEEILRT ) OFIEOF T, ax2/
packages N5 linux-at ZHIBR L. ax2/resources/boot/ [cA X—3I%
FCEIT2ENBD XTI,

1. V—XO—RORE

MZAR—ZF—TR—I %KD&, BRER—VICARTINESIHDAANTOAY T EBRRINET,
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Armadillo-loT o — k7 = G4 Linux 71— X/l [https://armadillo.atmark-techno.com/
resources/software/armadillo-iot-g4/linux-kernel] ™5 TLinux 1—=xJL1 7 71 )L (linux-
at-[VERSION].tar) 2% 7> O—RKRUT, ROAYY RZEFTLET,

[PC "1$ tar xf Llinux-at-[VERSION]. tar
[PC 71% tar xf Llinux-at-[VERSION]/linux-[VERSION]. tar.gz
[PC 1% cd Linux-[VERSION]

F7AINIAY T4 F2L—Y3VDEA

ROARY RERTULE T,

[PC ~/linux-[VERSION]]$ make ARCH=arm64 CROSS COMPILE=aarch64-Llinux-gnu- x2_defconfig

EIL R

ROARY RERTLE S,

[PC ~/linux—-[VERSION]]$ make ARCH=arm64 CROSS COMPILE=aarch64-Llinux-gnu- -jb

EL MR ORERR

ROARY RERTLE T,

[PC ~/Llinux-[VERSION]I$ Ls arch/arm64/boot/Image

arch/arm64/boot/Image

[PC ~/Llinux-[VERSION]I$ Lls arch/arm64/boot/dts/freescale/armadillo *.dtb
arch/arm64/boot/dts/freescale/armadillo iotg g4-nousb. dtb
arch/arm64/boot/dts/freescale/armadillo iotg g4.dtb

9.4.4. Alpine Linux L— M7 7ML AT LZEILRT S

Z ZTlE. alpine/build-rootfs > T, Alpine Linux JL— Kk 7 7 1LY AT L% EBET D2 HEZ
BBLET,

alpine/build-rootfs (& PC T&EL TL\% Linux £ T Armadillo-loT '— kU =« G4 FH® aarch64
P—FT I FvICHIG U Alpine LInux L= 7 7MLV AT LAZBEITZIENTESZY—ILTT,

9.44.1. 77 #)Lb® Alpine Linux L— K7 7L IV AT L% EBET S

1.

alpine/build-rootfs ® AF

Armadillo-loT “— btV x4 G4 FAERBY —JL [https://armadillo.atmark-techno.com/
resources/software/armadillo-iot-g4/tools] 5 TAlpine Linux L— 7 71 ILY AT LE
JLRY =)Ly 7 74 )l (build-rootfs-[VERSION].tar.gz) #4%7>O—RKUL T, XROOAVYY K%
EITULET,

[PC ~/1$ mkdir alpine
[PC ~/1$ cd alpine
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[PC “/alpinel$ tar xf build-rootfs-[VERSION]. tar.gz
[PC ~/alpinel$ cd build-rootfs-[VERSION]

2. EIR
ROIANYVRZETLEI,

N T—I%A VT —%y N EDSHIGT B HOIRREICKEL XIH. EILRICEFHEDHD
DEI,

[PC ~/alpine/build-rootfs-[VERSION]]$ sudo ./build rootfs.sh
use default(board=ax2)

use default(arch=aarch64)

use default(outdir=/home/xxxx/at-optee-build/build-rootfs)
use default(output=baseos-x2-ATVERSION. tar. zst)
"repositories’ -> ' /etc/apk/repositories’

: (B®)
> Creating rootfs archive

-rW-r—-—r-- 1 root root 231700480 Nov 26 07:18 rootfs. tar
ERROR: No such package: .make-alpine-make-rootfs

footprint[byte] tarball[byte] packages
229904000 74942331 alpine-base coreutils chrony ... (&B)

done.

alpine-make-rootfs"METWEITH, EERFTOHAINEZI A Y

/ EJL RO OZIC T2 —"ERROR: No such package: .make-
t—IDfe. HMERBDEE A

D —EFIC/N—=Y 3 VICHFZE O RWE ZE -release =
/ BIMITBMUL TS W,

/ ERDNRA, 771 ATHRRZHNTZIEHTEXT,

[PC ~/alpine/build-rootfs-[VERSION]I$ ./build rootfs.sh ~/
alpine. tar.gz

. (B8)

[PC ~/alpine/build-rootfs-[VERSION]I$ s ~/alpine. tar.gz
“/alpine. tar. gz
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3. EILREROHER

ROIAN YV RZETLEI,

[PC ~/alpine/build-rootfs-[VERSION]I$ Ls *tar.zst
baseos-x2-[VERSION]. tar. zst

9.4.4.2. Alpine Linux L= 7 7ALIVY AT LDHARINA XIS

alpine/build-rootfs 4 L7 NJUETICH B ax2 T« L7 NIUBTDT7 71 ILZZEE L., build.sh &
KITITDZET, W= T 7MWV AT LENRAINAXTZIENTEET,

- install

- resources/ T4 LV NUVRDT7 7)., IW—KTF7FAIIRTLICA VY AN=ILT Z/6DD
A7) 7k

- resources/
=R TFPANVRATLICAVYAN=ILTZT 7 I ZBAET« LT K
- packages
=K TFAINIRATLICAVAN=ILT B/ T—I D) X K
- fixup
NNy T=IDA VA=) ER install R U 7K DRICETESNDEZX T U T H
- T7AI/T« LY NI ZEMT B

ax2/resources/ U TFICEBU 7 7AILPT« LI NVIF, ZOFFIL—NT77AILVATLDE
TicaAE—2n£xzd, T7A4JIMTIE UD & GID (E#iE root, /\—Xwv 3> 0744(F« Lo ~
D DigElE 0755) &b £d,

ax2/install Z{IEFT 52 &T, 770D UID, GID, K\—=Xvw g VvazZTEITBZIENTEFT,
UID. GID ZZ&E 9 %i55(E chown, X=X v ¥ 3>y Z2Z 8T 35EIE chmod ZFAAL T ZE L,

- Ny T—V%ZEET D

ax2/packages ZEEIT B ET, =" T F7FAINIRTALICA VAN =T BN T—I & HRY
NARXFTBIENTEET,

YT —IZIE 1171 DEL ZENTEET, /v T —IZlE Armadillo ET"apk add"d 3| #ic
5252 EDTEBEVVWABITREL TLLZE W, BRolc\y T —IRZIEELERIF. L—KT 7
AW ATLADEILRICKBULET,

/ FIRARRER/INy T — I EUTOR—ITREIT DI ENTEEXY,

Alpine Linux Packageshttps://pkgs.alpinelinux.org/packages
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Alpine Linux L— k7 71 LY A7 LER Uz Armadillo THRET 3% Z
EHTEEY,

[armadillo “J#f apk Llist *rubyx

ruby-rmagick-4.1.2-r1 armhf {ruby-rmagick} (MIT)
ruby-concurrent-ruby-ext-1.1.6-r1 armhf {ruby-concurrent-ruby} (MIT)
ruby-net-telnet-2.7.2-r3 armhf {ruby} (Ruby AND BSD-2-Clause AND MIT)

. (BR)

ruby-mustache-1.1.1-r3 armhf {ruby-mustache} (MIT)
ruby-nokogiri-1.10.10-r@ armhf {ruby-nokogiri} (MIT)

9.5.SD 7—hk DJEH

ARETIE. microSD H—RHSEEEE(MUE 'SD T—bh,) &REULEXI)I2FIEZRLEI., SD
T—hZERAT2E MicroSD A—RZRDBZZIETIRATLAANAR—IZEBEITZIENTER
Yo ABICRIFIRZEITI 2cHIcid. BED 8CGbyte L ED microSD h—RZBHEELFT,

SD 7— &> 788, 7—hO—¥—OREF microSD #i— K (4R
FENET,

=

9.5.1. 7— T4 XU DIER
1. J—hFARIAA—IDOELRLET

r9.4.4. Alpine Linux L—cZ7 71 ILY AT LZEILRT S THHEINTWEY—IAVYVY —
alpine/build-rootfs [c% 2% X2 U 7k build image & 7942 J—hO—4%—%EILRT B,
TEJLR U7 imx-boot armadillo x2 ZF|HUL XY,

VPU ¥ NPU AT 2%HEIE.  78.3. VPU ¥ NPU ZERAT %, THEULK imx_lib.img
HHEAAD T,

[PC “/alpine/build-rootfs-[VERSION]]$ sudo ./build image.sh ¥
--boot ~/imx-boot-[VERSION]/imx-boot armadillo x2 ¥
——firmware “/at-imxlibpackage/imx_Lib. img

D (&g

[PC “/alpine/build-rootfs-v3.14-at.1]$ ls baseos-x2%img

baseos-x2-3. 14. 3-at. 2. 20211202. img

2. ATDE IC microSD h—RZ#EHEULE T, FU<IE 1422 BOAURRET /NS ADER) =25
ZlcLTLrEEwn,

3. microSD H— RDFN\A REG%=EILET

[ATDE ~1$ s /dev/sd?
/dev/sda /dev/sdb
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[ATDE ~1$ sudo fdisk -l /dev/sdb

Disk /dev/sdb: 7.22 GiB, 7751073792 bytes, 15138816 sectors
Disk model: SD/MMC

1 (HBR)

4. microSD A—RMRV¥ IV R TWBiGE., 7UNIVMULET,

[ATDE ~]$ mount

(&%)

/dev/sdb1 on /media/52E6-5897 type ext2

(rw, nosuid, nodev, relatime, uid=1000, gid=1000, fmask=0022, dmask=0077, codepage=cp437, iocharset
=utf8, shortname=mixed, showexec, utf8, f lush, errors=remount-ro, uhe lper=udisks)

[ATDE ~]$ sudo umount /dev/sdbl

X 9.120 B&#IVU Y k&l microSD hi—RDF7>Io v b

5, 7=hFARIVARX—IDEZAH

[PC ~J% sudo dd if="/alpine/build-rootfs-[VERSION]/baseos-x2-[VERSION]. img ¥
of=/dev/sdb bs=1M oflag=direct status=progress

microSD I— RDEEEICE LD X TH. ESIAAKICIEE PEEHLMND T,

microSD H— RD/X\—F ¢« ¥ a VIBRRIFRD LS ICTHR>TWET,

% 9.6 microSD 1— R D/X\—F 1« ¥ 3 VK

= AN A7€y bk B4 X B
7__
“q
b2
3
>
- 0 10MiB J—hO—%—
1 10MiB 300MiB AB7YyT7TF—hDAEN—FT1¥aY
2 310MiB 300MiB A/B7Yy7TF—hOBE/N—T1>3Y
3 610MiB 50MiB O7AN—FT4>3>
4 660MiB 200MiB 77—LUx7
5 860MiB %D FZVr—=avRAN—=T1¥ay

gdisk THERI D ERDLIICED TT,

[PC ~]$ sudo gdisk -l /dev/mmcblk0
GPT fdisk (gdisk) version 1.0.8

Partition table scan:
MBR: protective
BSD: not present
APM: not present
GPT: present
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Found valid GPT with protective MBR; using GPT.
Disk /dev/mmcblk@: 15319040 sectors, 7.3 GiB
Sector size (logical/physical): 512/512 bytes

Partition table holds up to 128 entries

Total free space is 20446 sectors (10.0 MiB)

Number Start (sector) End (sector) Size
1 20480 634879  300.0 MiB
2 634880 1249279  300.0 MiB
3 1249280 1351679 50.0 MiB
4 1351680 1761279  200.0 MiB
5 1761280 15319006 6.5 GiB

Code
8300
8300
8300
8300
8300

Disk identifier (GUID): 309AD967-470D-4FB2-835E-7963578102A4

Main partition table begins at sector 2 and ends at sector 33
First usable sector is 34, last usable sector is 15319006
Partitions will be aligned on 2048-sector boundaries

Name
rootfs 0
rootfs 1
logs
firm
app

9.5.2.SD 7— kD17
"9.5.1. 7— R T« RV DR THERUIT— b T4 R0 SRET 3HEEHALET,

1.

CRE)UET,

Armadillo-loT 7=k U 1 G4 [CERZ®RAY BHIIC. T—hT 1 X2% CONI(SD 1 >5—
T1—R)IHEALVET, Ffeo JP1 Iy v /=&Y 3—K(SD 7—hKI

BRZRALET,

U-Boot SPL 2020.04-at1 (Dec 09 2021 - 11:17:22 +0900)
rv8803 rtc woken by interrupt

DDRINFO: start DRAM init

DDRINFO: DRAM rate 4000MTS

DDRINFO:ddrphy calibration done

DDRINFO: ddrmix config done

Normal Boot

Trying to boot from BOOTROM

image offset 0x8000, pagesize 0x200, ivt offset 0x0
NOTICE: BL31: v2.4(release):

NOTICE: BL31: Built : 11:24:17, Dec 9 2021

U-Boot 2020.04-at1 (Dec 09 2021 - 11:17:22 +0900)

CPU: i.MXSMP[8] rev1.1 1600 MHz (running at 1200 MHz)
CPU: Industrial temperature grade (-40C to 105C) at 40C
Model: Atmark-Techno Armadillo X2 Series

DRAM: Hold key pressed for tests: t (fast) / T (slow)
2 GiB

WDT: Started with servicing (10s timeout)

MMC:  FSL _SDHC: 1, FSL SDHC: 2

Loading Environment from MMC... OK

In: serial

Qut: serial

Err: serial

Bui ldInfo:
- ATF
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- U-Boot 2020.04-at1

first boot since power on

switch to partitions #0, 0K

mmcl is current device

flash target is MMC:1

Net: ethQ: ethernet@30be0000 [PRIME], ethl: ethernet@30bf0000
Fastboot: Normal

Saving Environment to MMC... Writing to MMC(1)... OK
Normal Boot

Warning: Bootlimit (3) exceeded. Using altbootcmd.
Hit any key to stop autoboot: 0

u-boot=>

T—hF4 R ED Linux h—XILERZEILE T,

u-boot=> boot

9.6. Armadillo ®Y 7 kD = 7 DFIEA{L

microSD 11— RZ{#EAL. Armadillo Base OS OfH{tZ{TZ £,

HME L ZET>TH. 77—LTx7I/I—FT 4« ¥ 3> (mmcblk2p4) izZEE

ShEth,. HENEDLNZIGERE., 77—LT7x 7HHHEMELIEWEG

&, PHEitLTHhS 18.3.VPU ¥ NPU ZERET D, =SEICLTHS
= —EEZAHLTLLIREE N,

9.6.1. 1Y AM=ILT 1 XJ DIERK

1.
2.

512 MB L E®D microSD h— RZHEEL TLZE L\,

Armadillo-loT “— kx4 G4 41 VA M—=I)LT 1« AU A4 X—3 [https://armadillo.atmark-
techno.com/resources/software/armadillo-iot-g4/disc-image] »5 TArmadillo Base OS;
EYTOVO—RLTLIZE W,

ATDE IC microSD I—RZ#EHELUET, FUIE 422 BIOAULEIEET /N1 A DER =5
ZlcLTLfEE L,

microSD H— ROFNA AZ%=ZHERLET

[ATDE ~J$ ls /dev/sd?

/dev/sda /dev/sdb

[ATDE ~]$ sudo fdisk -l /dev/sdb

Disk /dev/sdb: 7.22 GiB, 7751073792 bytes, 15138816 sectors
Disk model: SD/MMC

: (HB8)

microSD I1— KBV TV hEhTWBiHEE, 7YV IVNULET,
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[ATDE ~]$ mount

(&%)

/dev/sdb1 on /media/52E6-5897 type ext2

(rw, nosuid, nodev, relatime, uid=1000, gid=1000, fmask=0022, dmask=0077, codepage=cp437, iocharset
=utf8, shortname=mixed, showexec, utf8, f lush, errors=remount-ro, uhe lper=udisks)

[ATDE ~]$ sudo umount /dev/sdbl

6. ¥yo>vO—RUEZ77a10ILEERRU. img 7 74 )L% microSD A— RICEZAA TS,
Linux PC ®3B&. UTD &L SIC microSD h— RICEZAD ZENTEET,

[ATDE ~1$ unzip baseos-x2-installer-[VERSION]. zip
[ATDE ~]$ sudo dd if=baseos-x2-installer-[VERSION]. img ¥
of=/dev/sdb bs=1M oflag=direct status=progress

Ffc. Windows DiFE. TIV/RXT7O—F—FTZip 7705 img 771 ILZRD EH L.
'Win32 Disk Imagery 2 E%ZHEAL T microSD h— RICEZERAD I ENTEEX T,

96.2. I VAM—=IT 1 AV ZER LY
1. JP1 Yy /=% 3—K(SD 7—K~ITEE) L. microSD 1—R%Z CONT ICEBALE Y,
2. BRzZHEATZE. 1 PEEETeMMC OV 7 I 7 OEAENTE T LET,
3. BT ITBEERMINZE T (LEDA HSELT. O —JLIC reboot: Power down H3FR7R),.
4. BREERODAL. HWTIP1 I+ /=& microSD A—RZEHL T ZE W,
5. 10MULF->THSBUERZAND &, YEEESKERUKREICED XY,

9.7. Armadilo DY 7 bz 77V TT— KT B

Armadillo-loT 7=k D 4 G4 Tid, % - ®iE - ERZNZNICELICEBBOY 70277 v
T—hAEZABLTVWE T, KETIR. TNZNOY I NI 277 v 7T— R AEICDWTEHEHLEY,

VIND 77y 77— Z2ERITBDY T MU 7OEDLHK. BEBICOWTE "13. Y780 ”
{j:&_l %%%L}T<7‘aé\/\o

9.71. SWUAX—=I&F?

Armadillo Base OS TIXY 7 h T 77 v 77— hDi=®HIc OS AV T FHEERINT S7zsHIc SWU
EVWSAX=—IERZFEWNET,

SWU 1 X — ¥ (& swupdate (https://sbabic.github.io/swupdate/swupdate.html) Ic &k > T
Armadillo Base OS ETHREEE 1 Y A M —ILETEINE T, SWU 1 X—I% Armadillo ICERET %
feHDAEIFE. BEPRZICEDETRALBAEZERELTWET, FIZIE. USB XEYNSHEAES,
JxJH—NN—m5F T O0—-—RKR9d 5, hawkBit EWS Web 77U —2 3 VA ESKRETT,
9.7.2. SWU 1 X—I DERL

SWU 1 X —Y DIERICIE. swupdate-mkimage & WS Y —)LEFEWE T,
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swupdate-mkimage ICE&&E 2 mkimage.sh ZEITI D&, 7y T T—hWRPN—I 3 VEDER
ZiLEH U .desc 77 AMILICEFENZMBEIEREITLTAA—IZED LIFXT,

UL <X 9.7.5. swupdate-mkimage @ desc 7 7 1)) ZSEICLTLIEE L,

1. swupdate-mkimage DES

[PC ~1% git clone https://github. com/atmark-techno/swupdate-mkimage
[PC ~1$ cd swupdate-mkimage

2. BRBEOERK
genkey.sh ZETUTHRZERUE T, CORIE swu /Xy T —IZEBERLT BHICHERULET,

[PC ~/swupdate-mkimagel$ ./genkey.sh --cn COMMON NAME @

Creating signing key swupdate.key and its public counterpart swupdate.pem
Generating an EC private key

writing new private key to 'swupdate.key’

Enter PEM pass phrase: (/827 — K% AH) O
Verifying - Enter PEM pass phrase: (/27— K& AN) (3]

swupdate. pem must be copied over to /etc/swupdate.pem on boards.

The suggested way is using swupdate:
./mkimage. sh examples/initial_setup.desc

Please set user passwords in initial setup.desc and generate the image.

If you would like to encrypt your updates, generate your aes key now with:
./genkey. sh ——aes

[PC ~/swupdate-mkimage]$ ls swupdate.*

swupdate. key swupdate.pem ()

COMMON_NAME [CIZEEBESED Tcommon name; & U TEHPEENOND L S BF
BDEIMMEANLIEE 0,

SRR ERET D/ RTL—XEANDLET,
BRDIHES—ERBU/IRATL—XZAALET,
swupdate.key swupdate.pem DRI NE T,

o0 ©

Armadillo [CEEBR#EZ 1M VY AR —ILLTH<C & BEASINTWLWEREWSWU M X =Y DAV A =)L
EHSCCENTEETD,

BOA VAN —ILAEIIEIRD 2 DDENDZEAL TS

- LT OFIET initial_setup DehD 7y 77— MEHD swu 1 X—IZEH L, 1V A=)
ERS)

. EEF D Armadillo T/etc/swupdate.pem IC#E%IBC L. persist_file A¥ Y RTRES %
3. (A7 aV)EBSILREOIER

CDRATYTRBATLarTT, swu A X—YBRZESLT 2551 BSLICHRAYT 2#EE
ERLE T,
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$ ./genkey.sh —-aes

Creating encryption keyfile swupdate.aes-key

You must also enable aes encryption with initial setup.desc or equivalent
$ vi mkimage.conf

o (HR8)

#f AES encryption key if set

ENCRYPT KEYFILE="swupdate.aes-key” (1)

Q GlDEBDITEOHZHIRL T, BEERI7AILONBEZEMICLET

4.
#

.
o
E
W

HEREZ(TO DA XA —IERL
UKTERUTciBZERE T B/ swu M X—JlcWhnZE T,
DA A—=JFFEA VA N—I)LAOEZE=F-> T, ERULEEELI—HF—D/IXT—R%EHK

LET, CCTRRT—RERELEVWEE, 1Y R—ILTEBL swu A X— BB
FREL TR W,

initial_setup.desc #REL TA X =Y EERL £,

[PC ~/swupdate-mkimage]$ vi examples/initial setup.desc

1 (&)

#f Set your own passwords for root and atmark users.

#f /1¥ The install will fail if this is either are left unset

#f You can generate your own hash with the following command:

f python3 -c ’import crypt, getpass;

it print(crypt.crypt(getpass. getpass(), crypt.METHOD SHA512))’ @
# and update the part within the inner quotes e.g.

it "usermod -p "’ $6$hfq6eDj4DpwIbn. /$E. . (&BK). .. wBRIekdENJ1/3.””" root”
#f You can also lock the account, e.g.

i “usermod -L atmark”

swdesc _command —-version extra os.initial setup 1 ¥

"usermod -p '’ $6%salt$hash’”’ atmark” ¥ (2)
"usermod -p '’ $6$salt$hash’”’ root”

#f uncomment if you would like to poweroff the system after the update is complete
#POST POWEROFF=1 ©
$ ./mkimage. sh examples/initial setup.desc (4)

Enter pass phrase for swupdate.key: (3
: (HB8)
31 blocks

00 ©0

python3 M2 FiE. Armadillo AD "mkpasswdi HFEZFT,

CNERDITICELWIIRT—REZANET, COFELE login TERLKBRDEIDTS
FELEEIW,

Py I7T=RRICELELEINIEIXY hZHLTIIZE N,
AX=IZERULET,
genkey.sh THREU/IXRATL—XZABDULET,
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CDAX=VICMDEEHANNE T, 1D examples/T« L U

NU—IcdhB.desc 7 7L T9.7.5. swupdate-mkimage ®

desc 771y Z5FICLT. ULTOBHIDKSICAL swu i<
= DhD.desc ZHEHADHET,

Bl Z X, openssh =BEMIC LT,

[PC ~/swupdate-mkimage]$ cat examples/enable sshd. desc
#f add your public key in examples/enable sshd/root/.ssh/
authorized keys
swdesc_files —--version extra os.sshd 1 ¥

enable sshd
swdesc_command --version extra os.sshd 1 ¥

”ssh-keygen -A” ¥

”rc-update add sshd”
[PC ~/swupdate-mkimagel]$ cp ~/.ssh/id rsa.pub ¥

examp les/enable_sshd/root/. ssh/
authorized keys
[PC ~/swupdate-mkimage]$ ./mkimage.sh examples/
initial setup.desc ¥
examp les/enable_sshd. desc

D (&)

usermod ... (initial setup.desc IC& 240)
examples_enable_sshd... (enable_sshd.desc IZ & 54))
32 blocks

5, €1 X—=YDAYVAKN=)L
M73. AX=IDAVAM=Il) Z#SEIC, ERULIAX—=YZAA 2V AM=)LLTLIZE W,
6. RELUEDT7 Y ITF—hK

REUED 7 v 77— MR U TR = £ LU T Armadillo-loT '— ko 1 G4 @ SWU
AA—TV R LT,

.desc 7 71 JLOREIS examples/ DT« L7 kU 19.7.5. swupdate-mkimage @ desc 7 7
1)Ly ZSEICL TS,

0.73. A X=JDAVAK—=I
A A=V BEAVAN—ILT BFEE VT TRICTT & SBHENB D EF,
- USBXEUNSDEBT YA M—IL

Armadillo-loT Z— k7 x4 G4 I[CUSB XEY 2RI 2 EEBFNICT Y TT7— D BEDFT,
7w 7T — K& T#EIC Armadillo-loT — b x4 G4 (BB THEEULE Y,

USBXEVEviatb LK iZext4d ERTT7 A=Y MU, ERRLTcSWU D771 ILE T4 LY b
DZEESTICEEL T IEE L,
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ATDE k7T USB XEY /microSD 11— RK®D/{— =AVERL -
TA—NXY l\g_%jj_/f

= https://armadillo.atmark-techno.com/howto/atde-partition-
howto

[PC ~/swupdate-mkimage]$ df -h

Filesystem Size Used Avail Use% Mounted on
: (BE)
/dev/sdal 156 5.6G 9.1G 39% /media/USBDRIVE (1,

[PC ~/swupdate-mkimage]$ cp examples/initial setup.swu /media/USBDRIVE/ (2]
[PC ~/swupdate-mkimage]$ umount /media/USBDRIVE ©

USBAXEUDVYTY RENTWEIBFZEERLET,
774 )EIE—-ULZET,

/media/USBDRIVE 27 YTV b UET, AVY RETRICUSB XEYZROALTLLE
SYAN

00

DZA. /var/log/message ICFRFINE T, FIZ(FE. AV — )L THERADEE > fcA X —
9‘0)17 ZRRNULET

[armadillo “]# tail /var/log/messages

Nov 19 10:48:42 user.notice swupdate-auto-update: Mounting sda@ on /mnt

Nov 19 10:48:42 user.notice swupdate-auto-update: Trying update /mnt/initial_setup.swu
Nov 19 10:48:42 user. info swupdate: START Software Update started !

Nov 19 10:48:42 user.err swupdate: FAILURE ERROR : Signature verification failed ‘)
Nov 19 10:48:42 user.err swupdate: FAILURE ERROR : Compatible SW not found
Nov 19 10:48:42 user.err swupdate: FATAL FAILURE Image invalid or corrupted. Not installing ...

Q SIBEHIREESLAVE—I,
- AIEEREBINSAA—I DA VA N=)L (F&))
USB XEY (L—RXA) ¥ microSD 1— REZEOAEELIEEBIC swu 1 X—IERELT. A

X—=I DAV AN=)LEITVWET, LTI %“B;.Eh’”ﬂégb‘/dev/mmcblmp](mlcroSD73 R) &
UTERHEINCBAIC, AIX—IDAVARN=ILETSHTT,

[armadillo ~1# mount /dev/mmcblkipl /mnt

[armadillo ~]# swupdate —-i /mnt/initial setup.swu

[INFO ] : SWUPDATE started : Software Update started !

[INFO ] : SWUPDATE running : Installation in progress

: (A

[ERROR] : SWUPDATE failed [@] ERROR : swupdate triggering reboot! "
[INFO ] : SWUPDATE successful | SWUPDATE successful !

DTN SAA=I DAV X N—)L (FEh)
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SWUA A=V BT TH—N—c7v7O—RULT, 1 X=IDAVAM=)LZEITVWET,
I&. http://server/initial_setup.swu DA X —=I %A1 VA M—=)LT BHITT,

BIF

[armadillo ~1# swupdate -d '-u http://server/initial setup.swu’
[INFO ] : SWUPDATE started : Software Update started !

[INFO ] : SWUPDATE running : Installation in progress

: (BER)

[ERROR] : SWUPDATE failed [0] ERROR : swupdate triggering reboot! (1]
[INFO ] : SWUPDATE successful ! SWUPDATE successful !

BIS—ELTRTRRSNETH, BPI<T RO TIT—TEHD F Ao

- Oz Y —N—H5SOEHNLBEE M VA N—)L

swupdate-url ZE#CcLic 5, EENICF v I ULTAYAR=ILLET, UTIEY—EZXDHE

MEETA IV TDREDEITY,

[armadillo “]# rc-update add swupdate-url (1)

[armadillo ~J# persist file /etc/runlevels/default/swupdate-url (2)
[armadillo ~1#
echo https://download. atmark-techno. com/armadil lLo-iot-g4/image/baseos-x2-latest. swu ¥
> /etc/swupdate.watch (3]
[armadillo “1# echo 'schedule="0 tomorrow”’ > /etc/conf.d/swupdate-url
[armadillo “J# echo ’rdelay="21600"" >> /etc/conf.d/swupdate-url (4)
[armadillo ~J# persist file /etc/swupdate.watch /etc/conf.d/swupdate-url (5)

swupdate-url Tt —EXEZBHLE T,
T—EX0BEMMEZERELET,

AAX—JDURLZRET B ENTERT,
FIVIVPAVAN—IDRT I 12— I)LERELEXT,
EEUIRE7 7AILEREFLE T,

0 000

USB XEUNSDT Y 77—k ERBEKIC. O71E/var/log/messages [CIRFESNE T,

initial_setup @ 4 X — ¥ & fF K ® B IC examples/
enable_swupdate_url.desc ZAND EBMICT DI ENTEFT,

=

- hawkBit 2R UB&# 1 A =)L

AAXA=YDURLZZEHFLEXT, —TTEICAA—IDURLZRET B ENTE, EHITIC

hawkBit © Armadillo-loT 7 — kU 24 G4 ZEHEEEL TP Y TITFT—RhTBIENTEET,

BT @D 19.7.4. hawkBit Y —/\—H 588D Armadillo ICEET %1 ZSEICLTLILE W,
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9.7.4. hawkBit Y —/\—Hh 5B ¥ D Armadillo ICACE T %

hawkBit U —/\—ZfBJ 25 2 & TEHD Armadilo DY 7 Dz 7Z2XEHTTP Y IT—hT B
EMTEXRT,

FlEERDERSD T,
1. hawkBit B —/\— D%

Docker Zf|FHd % & B IcH —/N\—ZEFTEZ£J, Docker DEfEHICDWTIE https://
docs.docker.com/get-docker/ ZZHR L TL 2 &L\,

Docker DEEMNTESRD IV REETULET,

[PC ~]$ git clone https://github.com/eclipse/hawkbit.git -b 0.3.0M6
[PC 1% cd hawkbit/hawkbit-runtime/docker
[PC ~/hawkbit/hawkbit-runtime/docker]$ docker-compose up -d

1. hawkBitAoO7 -1 >
http://<U—/\—D IP 7 RL X>8080 I[c 7V RT3 &, OJ4 VEERNKRRINET,
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3 ~ - D b
] Yakushima S RME PoC1 FE. X ‘& hawkBit Ul - Logn x (@ swupdste - Software Update fo. X | +
& C A FEINTVELGEE | 172.16.2.121:8080/Ul/login/#/ b+ » :ﬁo BELs
hawkBit
[
Username
Password
(7]
Eclipse Foundation : About Us | Contact Us | Donate | Governance Legal - Privacy Policy | Terms of Use | Copyright Agent | Eclipse Public License | Legal Resources Copyright ©

Eclipse Foundation, Inc. All Rights Reserved

TIAIKNTEROTZHO Y RTATA Y TEXT,

1—y—

admin

JKRAT—R

admin

2. Armadillo % Target [c&#% 9 %

ERIDAZ2—m5 Deployment 2 Y w2 LT, Deployment DEIEICED £,
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Deployment Management

Deployment Filters ®x | Targets a+L,.”  Dfirib
Simple Filter Mame Do AE
¥ | res d @ 3 | akjsdk
R TAG simulatad? g © £
simulatads 0o o Z
simulatedid g o £
simulare o o B
simulatedis g @ [
cimulalecdl 7 1] o T}
simulatedd g = B
0 =}
Targel @ simulateds FE Distril
e Deails Descriplion  ATrG: » Detail
el ) s Contraller 1d @ sirmilareda -
= 08 e
ved Der 2 17 0ES7 ST 3020
Last poll ad Dec 2 17:08:37 KST 202 —
. F Iter b:II. :;:lllerd JE mhs ] P o1 ¥ - ] 18 =
Security token :09- 7874784 00 iy
Custoan Filter -

"+'"&# 2 ) w2 LT Target ZERR L £,

R LIz =Ty hEIU YOI T BE, TORA VIT "Security token<XFF>" ERREND
DT, <XFI>DERZEAXELXT,

XEUL<XFF)>% Armadillo @ /etc/swupdate.cfg ICERET % & Hawkbit NDEFEEFREEDY
B5ESICREDET,

3. Target Filter #/ER 9 %
ERIOAZ a1 —m5"Target Filters"z= 2 Y v 2 LT, Target Filters OE®EICED £9,
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Target Filter Management
Custom Filter d
Name Created By Created Date Modified By Modified Date Auto assignment Delete
GONTEST demo, demo Tue Dec 1 05:41:19 KST 2020 demo, demo Tue Dec 1 05:41:19 KST 2020 none 5}
"+" &)y LTHRIC Target Filter ZEBLLE 9,
Target Filter Management
Custom Filters > Create Filter
Create Filter Filter name *
Targets A
© name==target[0-1] @ Q

Name Created By Created Date

Filter name & BRXZ AN UL TRELE T,
4. Software module /9 %

Description

ERIOAZa2—m5"Upload"z% ') v 7 LT, Upload Management DEIEICED £,
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Upload Management

Filter by type £3 % Software Module Q+J
® Application Name Version Delete
®
Software Module : E4=
Details Description Logs Metadata
Vendor :
Type:
Assignment type :
"+"%Z %2 ') w7 LT Software module Z{ER L £, type (Zid OS/Application. version (&
EEDOXFINZEELXT,
5. swu/\yo—3Y%7v7O— KL T Software module (CBEER T 2
FIR21ERL U fc Software module %3#IRU T, /\1 T4 kTN /IREET. "Upload File"/R% >/
HULKIE 7700V Z RSy T 7Y RRAY TLET,
Upload Management I
Filter by type #¥ % Software Module Q+. Artifact Details of os_update:1.10 P
@ Application Name Version Delete File name Size(B) Last modified date Action
@®os 123 qwe o | linux.swu 57,569 Wed Dec 2 17:33.... o |
os_update 1.10 W
2 Upload sdf sdf @
Software Module : os_update:1.10 [Eg=|

Details  Description  Logs  Metadata

Vendor :
Type: 05 Drop Files to upload

Upload File

Assignment type : Firmwa

6. Distribution ZER U T Software module % B8E T 17 %
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ERID X Z 2 —Hh 5"Distribution"z= % ') v ¥ L T, Distribution Management QEE IC# D %
ED

Distributions Management

Filter by type £% % Distributions a+|
@ App(s) only Name Version Delete

® Os only

® 05 with app(s) akjsdk kjhskd T

full update

"+"Z 42w LT Distribution Z4E L £ 9, type ICI& OS/OSwithApp/Apps. version T
FEBEDOXFINEIEELE T,
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Create new Distribution x
Select Type | OS with app(s) v
Name * full update
Version * 1.0.0
Description |

Required Migration Step

Save % Cancel

"Software module" MR+ VS5 FF2ERL U Tz Software # RS wv 2 LT, 1R U7z Distribution

DElckOyZULEY,
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[T Vkushima FRBESE PoC1 FEY. X &8 hawkBit Update Serve X @ swupdste - Software Updste fo. X | 4+
w

< C A RESNTLZLEE | 172.16.2.121:8080/U)/#distributions

Confirm Assignment

7. Rollout Z¥E LTy 77— NZF%RT 3
EROXZa1—h5"Rollout"z %Y v 2 LT, Rollout Management OEEICED £,

1IQVVINLII

Rollout Management

Rollouts
Status | Detalil status Groups | Targets | Actions

Name Distribution set tatt

Rollout3

"+"%# 1) w4 LT Rollout Z{EB L £,
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Create new Rollout

Name * Bugfix Total Targets : 20
| z0in Group 1
Distribution set * full update:1.0.0
Custom Target Filter * | 15 rgets A
Description
Action type *
® & Forced M Soft D Time Forced & Download Only
Start type *
) Manual (e Auto @ Scheduled
lumber of Groups Advanced Group definitio
Generate the groups automatically with the specified thresholds.
Number of groups * | 4
Trigger threshold * 50 %
Error threshold * 50 o) % Count
Save x Cancel o

BEH B

Name EEOXFIERELEY,

Distribution Set SeR2MERL U 1z Distribution #2iR U F 9,

Custom Target Filter HR2ERL U = Target Filter Z:8IRUL £ T,

Action Type Ty ITT—RMLEBZEEDLS TSI ZRELET,

Forced/Soft: @& D7 v 77—k - Time Forced: 87
UreBRIETIC 7y 77—k 9% - Download only: %'
YO—ROHTS

Start Type Rollout DE{TZED L S ICHHZIHEHRELET,
Manual: 2 TCFETHIRT 2 - Auto: Target HhH5D/\—
NE— kTR T S - Scheduled: 3R ¥ - 12BN S BAEA
E

8. Py I7T—hDREZHERT 5,

Rollout Management D EE® Detail Status T. & Rollout D7 v 77—~ DIREZHER TS
£9,

Py TITF—hREEE, PYTIT-IDERICTETI D ERBEICBDETT,
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9.7.5. swupdate-mkimage @ desc 7 71 /L
Jdesc 77 MILERELT. WKOHhDIATYY RAEZET,
Bl

[PC ~/swupdate-mkimage]$ cat examples/usb container nginx. desc
swdesc_usb_container "nginx_alpine. tar” ¥ (1

--version container nginx 1
swdesc_files —--version extra os.nginx 1 ¥ (9

nginx start

(1) nginx_alpinetar (c$ 23> 7+ %44 A M=ILULE T,
(2) nginx_start Ic$ 2 7 71 L ZEE L £ T,

AV RIEEMEIBEETAI VY AN=ILUET, 1V AN=ILTEZHNESHDHIIE/IN—2 3V TIT
WXd:

swdesc_xxx —-version <component> <version)> [xxx options]

- <component>lFL FO ENMCLTLEEW

1. base_os: rootfs (Armadillo Base OS)Z RN EZATKICHEWET, IREOT771ILY
AT LFREFESNTULRL,

ZDiFH. /etc/swupdate_preserve_files [CE> T2 7 71 ILDH%Z IE—U TH UL base
OSzZzERALEXI,

Z M component N7RWEIRED rootfs DI RTHAIE—NFET,

2. extra 0s<XF7F>: rootfs DEBEZITORICEWVNE T, <XFF> ICIHEEDOXFIEIEEL
£,

rootfs ZZEZ T ORFICEWVE T,
3. <XFF> (AVTFDEERBEDEBDXFS) :rootfs DEEHBRNE EICEVKT,
Z® component Z{E S & rootfs DEENTEXFADTTEFELIZE W,
- L L component &<version>sh ENBEICA VYA M—=ILULET,
UTDOARY o> TIREW

. swdesc_tar & swdesc files T7 7ML &EXEULE T,

swdesc_tar —-version <component)> <version)> [--dest <dest>] <tar file>
swdesc_files ——version <component> <version> [-—-dest <{dest>] ¥
[--basedir <basedird>] <file> [Kmore files>]

swdesc_tar DIFE. FOHRAEINTHDtar 7T—HA T2 DFEFXFT/NA A TERUE T,
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--dest <dest> TREILZEND I ENTEXT, T7AINE/ (UN—=23 > D component (&
base_os > extra_os MIFE) B /var/app/rollback/volumes/ (ZFNLUHND component)

swdesc_files D¥HE. mkimage.sh N7 —H+1 TZE> T<NEITHREUCEHEATT,
--basedir <basedir> TFZ—H1 THD/INA%ZEZTYZhERHET,

. Bl Z £, swdesc files --version extra os.test 1 —-basedir /dir /dir/subdir/file TlEF/\
A R /subdir/file Z/ERL X T,

- T A NE<Siles>HhSREESNET, TALIZ M) THNIEZFDEFE basedir & UTEWET,
FnATHENIEET LI MY EFEWET,

- swdesc_command ¥ swdesc_script TANY > RZET9 S

swdesc_command —-version <component> <version> <command> [<{more commands)>]
swdesc_script —-version <component)> <version)> <script>

Py TITF—RhEDRBETIAN Y RPRIUT NI 7AILEZESEXT,

J\—3)3 > ® component (& base_os & extra_os UANDIZE. /var/app/volumes & /var/app/
rollback/volumes IAMASHZEE TER VDT IEFREL LS,

ARV RO LEBWET Yy =MD UE T,
- swdesc_exec TZ7AINZH>TIANY RTZEDT7 71 IL&ES

swdesc _exec —-version <component)> <version)> <file> <command>

swdesc_command EREIUK AVY REESTBEFIH. <file>EXICEELTIAVY RNT'$1"E
LTEZEY,

- swdesc_embed_container, swdesc_usb_container, swdesc_pull_container T¥&H/ER L 7=
VT T EEEVET,

swdesc_embed _container ——version <component> <version> <container_archive)
swdesc_usb _container ——version <component)> <version> <container_archive)
swdesc_pull container —--version <component> <version> <container url>

Bl 19.2.2. AT+ D) ZSEICLTLEE L,

- swdesc_uboot <uboot_image>T uboot ZEHF L E Y,

swdesc_uboot <uboot image>

COOAXRY REFICIN=Y 3 VIFEBWICERESNE S,
OAX Y RfCE, BREZHEHDEXT
- DESCRIPTION: BERE&GA X—Y DA, OVICED T,
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- PRIVKEY, PUBKEY: Z&# & iEFAE
- PRIVKEY_PASS: #D/XX7— K (BER)

openssl| M Pass Phrase #Z DX £FEWLE I DT, pass:password. env:var ¥ file:pathname
DENIZEFEZET, pass P env DFEMOTAOLRICRSNZBNDHDEITDTfile 2HT
IHLFET,

. ENCRYPT _KEYFILE: =1t D#&
. POST_ACTION=container: A>T+ DHFDT7 v 77— NEICHBEEZ{TOWET A,

AT FoRBREFZET7 v 77— M9 %55, Armadillo-loT ¥— kU x4 G4 =Big)tEd(c O
VTl EBESIEET,

- POST_ACTION=poweroff: 7 v 77— R RICI v+ v NT DV ETVWET,

- POST_ACTION=wait: 77 v 77— MR ICEBINICHEEE I TONT . REEERICT Y 77— KD
BRASNEY,

9.7.5.1. #l: sshd #B%MIcT 3
examples/enable_sshd.desc #&Z(ICUE T,
desc 771N ZRET Z2DENH D FHEANEB DD RAREZIEESNIZHBAICEEL T EE LY,

[PC ~/swupdate-mkimage]$ cat examples/enable sshd. desc
#f add your public key in examples/enable sshd/root/.ssh/authorized keys
if [ -z "$SWDESC TEST” 7J; then
grep -qE ’ “ssh-’ enable_sshd/root/.ssh/authorized keys ¥
|| error "Add your keys in examples/enable sshd/root/.ssh/authorized keys”
fi
swdesc_files --version extra os.sshd 1 ¥
enable sshd 0
swdesc_command --version extra os.sshd 1 ¥

”ssh-keygen -A” ¥ (2]
”rc-update add sshd” (3)
[PC ~/swupdate-mkimagel]$ cp ~/.ssh/id_rsa.pub ¥
examples/enable sshd/root/. ssh/authorized keys (4]
[PC ~/swupdate-mkimage]$ ./mkimage.sh examples/initial setup.desc ¥

examp les/enable sshd. desc 9
Enter pass phrase for swupdate.key:
D (H8R)
examples enable sshd... (enable sshd.desc IC& %))
32 blocks

BAODORHEZXHELET, T7AI MDA T 32D T examples/enable_sshd 7« L 7 k
DoFB%E2cDFF/ICEEXINET,

BRI IEILCHLVWT—N—DENEDSHBVLSIC, 7y 77— NORIC—EER L F T,
Y—EXZBHMICLET,

BOOARBZIEESNIBICEBLE T,

ARX=IZERLET, /XX T—R(E genkey.sh DEED/IKRXT—RK T,

000 ©
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9.7.5.2. 5l: Armadillo Base OS 7v 77—k

ZZTIE "9.4. Armadilo DY 7 D 7% EILRT D) TRAYIY AT LRAIFOEI RTER U
771 EFERLEXT,

examples/OS_update.desc Z&EICLE T,

[PC ~/swupdate-mkimage]$ mkdir -p mydescs

[PC ~/swupdate-mkimage]$ cp example/0S update.desc mydescs/update-20211012. desc
[PC ~/swupdate-mkimage]$ vi mydescs/update-20211012. desc

#f uboot image can be generated with atmark imx-boot script

swdesc_uboot imx-boot armadillo x2 "

#f base 0S is a tar that will be extracted on a blank filesystem,

#f after copying just a few key config files.

i

#f 0S updates are only installed if version is greater than previous update

#f so if you install your own updates atmark-techno provided Armadillo Base 0S
#f updates might not get installed

swdesc tar "baseos-x2-[VERSION]. tar, zst” ¥ (2,

—--version base os [VERSION] (3]
[PC ~/swupdate-mkimagel]$ ./mkimage.sh -o update-[VERSION]. swu ¥

mydescs/update-[VERSION]. desc (4
Enter pass phrase for swupdate.key:
sw-description
sw-description.sig
scripts. tar. zst
imx-boot armadillo x2.zst
baseos-x2-[VERSION]. tar. zst
swupdate post. sh. zst
126898 blocks

(1) imx-boot TEILRUfcA A=Y ZFENET,

(2) build-rootfs TEJLRUTcA X =Y &FEVWET,

©@ N—VavEINBEZLULNAYAM—ILENEBADT. BEED/etc/sw-versions ERT
MBEDICHELTLRLEL,

O (A—VEERULET, /XA T—RIE genkey.sh DEED/XAT—RTY,

9.7.5.3. #l: swupdate_preserve_files T Linux 1—%JLUAD Armadillo-loT ¥ —k 7 x
1 G4AETFDAA—IZEZA VA N=ILT DHE

Armadillo-loT =k 7 x4 G4 EITDT Y 7TF—h A X—=VIC Linux I—XRILDEENTWET,

‘swupdate_preserve_files'Z#E> T, UTOIAYY RTA YA —=)LRICBEDOH—RI/ILEIE—
ULTEHSIERVWKSICLET,

[armadillo ~J# echo 'POST /boot’ >> /etc/swupdate preserve files
[armadillo ~1# echo *POST /lib/modules’ >> /etc/swupdate preserve files (1
[armadillo “]# persist _file /etc/swupdate preserve files (2)

(1) swupdate preserve files [T /boot & /lib/modules Z{REFTDLDITEMULET,
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@ ZEEUREI7ANLERFELEY

examp les/update kernelx. desc Z{EWX T &, ZD/XA%=BHERIC /etc/
swupdate preserve files [CBIENET,

=

9.8. Device Tree Z h AV A XI5

at-dtweb ZFIH U T Device Tree Z hAY YA XI5 A5%HALE I, at-dtweb Tld. Web 7
SOV EDYIRBETDIS KLU DTB ZAEMI 2 ENTEXT, NRAY YA XOMRIFHRRA >
—7x—XA(CONT1, CON12)T9,

9.8.1. at-dtweb D1 > XA =)L

ATDEQ (C at-dtweb /X T —3I %AV A M=)LULE T,

[ATDE ~J$ sudo apt-get update
[ATDE ~J$ sudo apt-get install at-dtweb

9.8.2. at-dtweb DIcED
1. at-dtweb OEFFIE

at-dtweb OEBZEFB T BICIE. TAINYTELEDT VT4 ET 4 DS Tat-dtweby &EAHD
L. at-dtweb 07 >0V v o LTIV,

11/A248 17:43

X 9.121 at-dtweb DiEEEIFLE

ANYRZAY ENSTH, at-dtiweb AV RTEHTEX I,
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[ATDE ~1$ at-dtweb

1. M"—RDEER
R—RZZEIRLUZX I, Armadillo-loT G4 ##EIRL T, TOK, 22Uy o LET,

r hl
Board selection X

Selecta board

Armadillo-640

Armadillo-610

Armadillo-loT_A6
O Armadillo-loT_G4

Cancel OK

9.122 Rh— R:BIREE
2. Linux A—xILF7«c L7 ~NY D%EIR

Linux 3—XILTF« LI NUERBIRUET, AV T4 F2L—Y 3 ViFHD Linux I—XILT«
LYKNUEZRIRLT, TOKy #2 Uy o ULET,

Cancel Root directory of kernel source Q “
O BEBULETI7Z AL | 4 Qatmark | linx-510 &
Q@ F—L
¥ Foro—g
D RFaxvk [ Documentation 16:16
- T B
& EE [ LICENSES 16:16
o = . i
+ fEom

3 arch 16:16
3 block 17:03
[ certs 17:00
F crypto 17:02
B3 drivers 16:16
BIfs 17:05

9.123 Linux 1—X%IF« L 27 MU ;EREH
3. at-dtweb OILEIFET
at-dtweb BEEIL. RO KX SICEENIRRINE T,
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@cgDISVMfxT:- | Device Tree editor

Device Tree Editor

By default, most of the external pins

This to

ag a feature you i red feature on any pin but only in the white-highlighted
ones. Repeat for all the desired features ove a feature, right-click ts pin.

X 9.124 at-dtweb FCEEH

Linux 1—XJLIE. BRICOY 7o Fa2L—Y 3>y NTVWDIRENHD
F9, AV T74F¥a2L—YaYDFIBEICDWTIE M9.4. Armadillo DY 7
= Noxz7%ZEILRT S, 2SRBULTLEEEI LV,

9.8.3. Device Tree ZhH XYY 1 X

9.8.3.1. HEEDE

BREDFERIZ. Ry I7&ROY 7TITVWEY, BIEALE®D TAvailable features; M5BT LW
aexE RSy oL, BEARIO TArmadillo-loT Gateway G4, OHREICE/MLEVICRAOY ZUE
9, FlELTCONTT 8/10 E>% UART3(RXD/TXD) ICFREULE T,

AHEEEMNMBRENTVWRWE VICIE GPIO OEREMNEIDETENET,
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Available features

Armadillo-loT Gateway G4

CAN
ECSPI
12C
PWM

UART
I UART3{RXD/TXD) Ld I

UART3{RTS/CTS)
UART4{RXD/TXD)

UART4{RTS/CTS)

Properties

9.125 UART3(RXD/TXD) ® RS v &

Available features Armadillo-loT Gateway G4

CAN
ECSPI
12C
PWM

UART

Properties

K 9.126 CON11 8/10 Ev~ApRkAv
9.8.3.2. 7H/T 1 DXRFE
W DO DBEEIC T ONRT 4 ZRET DI ENTEET, BEAEID "Armadillo-loT Gateway G4,
IOBIRU e KV ) v o33, BEET®D MProperties; S 7ONT 1 % 8RT B ENTE
£9,

Bl LTCONTT 19/27 E> @ 12C5(SCL/SDA) O clock_frequency 7R/XT 4 ZFREUL X,
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Armadillo-IoT Gateway G4

Available features

CAN

ECSPI

12C

PWM

UART

clock-frequency = 100000

Apply

X 9.127 70/X7 1« DRFE
REUTONT A ZHEESEBICIE "TApplys 27U v I ULET,
Armadillo-loT Gateway G4

CAN

ECSPI

clock-frequency = 100000

9.128 Z7O/XT 1 DIRFF

9.8.3.3. HEEEDHIER

2T OHEEEEHIBRYT 21551, BIEmAL®D "Reset configurationy #27 Y w7 ULET, #EES & ICHI
B9 2BEE. BEARID TArmadillo-loT Gateway G4, OE>YZHI Y v LT "Remove; &7
Uy ULET,
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Device Tree Editor Save {:‘, Reset configuration

By default. most of the external pins on your Armadillo-loT Gateway G4 board are configured to be used as GPIOs.
This tool allows you to edit this configuration, enabling additional peripherals, like serial ports, I2C buses and more.

Drag a feature you would like to export on the pinout and drop in on an available pin. You can't drop the desired feature on any pin but only in the white-highlighted
ones. Repeat for all the desired features and click "Apply configuration” when done. To remove a feature, right-click its pin.

Available features

CAN

Armadillo-loT Gateway G4

ECSPI
12C

PWM

X 9.129 £ T DHEEEDHIBR

Device Tree Editor sae 1% Reset configuration

By default, most of the external pins on your Armadillo-loT Gateway G4 board are configured to be used as GPIOs.
This tool allows you to edit this configuration, enabling additional peripherals, like serial ports, 12C buses and more

Drag a feature you would like to export on the pinout and drop in on an available pin. You can't drop the desired feature on any pin but only in the white-highlighted
ones. Repeat for all the desired features and click "Apply configuration” when done. To remove a feature, right-click its pin.

Available features

CAN

Armadillo-loT Gateway G4

ECSPI

12C

oo

PWM

UART

clock-frequency = 100000

Apply

K 9.130 12C5(SCL/SDA) DHlEx
9.8.3.4. DTS/DTB D4HK
DTS & V' DTB 24M I 3IClE. BEELED Save; 27 v I UK,
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Device Tree Editor v GHesetct-mlgmam-n

By default. most of the external pins on your Armadillo-loT Gateway G4 board are configured o be used as GPICs.
This tool allows you to edit this configuration, enabling additional peripherals, like serial ports, 12C buses and maore

Drag a feature you would like to export on the pinout and drop in on an available pin. You can't drop the desired feature on any pin but only in the white-highlighted
ones. Repeat for all the desired feafures and click "Apply configuration” when done. To remove a feature, right-click its pin.

Available features Armadillo-loT Gateway G4

CAN

ECSPI

PWM

UART

9.131 DTS/DTB D4R

Device tree builtl; &EFXREINd &, DTS KU DTB OERIETE T TY,

Device Tree Editor

S = Device Tree editor
By default, most of the external pir
This tool allows you to edit this corf Device tree built!
Drag a feature you would like to € but only in the white-highlighted
ones. Repeat for all the desired fe]

CAN

ECSPI

12C

PWM

UART

9.132 DTS/DTB Q4R T
EILRAHRT 95 &, arch/armb4/boot/dts/freescale LT IC DTS/DTB AMEKES N TWE T,

[ATDE ~/linux-5.10]$ ls arch/arm64/boot/dts/armadillo-iotg—-g4-expansion-interface.dtsi
armadi Llo-iotg-g4-expansion-interface. dtsi

[ATDE ~/linux-5.10]$ ls arch/arm64/boot/dts/armadillo_iotg g4-at-dtweb.dtb

armadillo iotg g4-at-dtweb. dtb
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99.eMMC OF—FUF>r¥ 3V

eMMC [EEIC NAND Flash XEU M S#EREINET/\1 XT9, NAND Flash XE [CIFEZIAH

LTHhS 1 EHLIS SFREORIBT—IDNFHHAEHINBWVWEBTIIRIFTTUESAREENHD £,
Z DR, BEMNIKITTELLS =D 5mHEBWVESIE. eMMC AES<T ECC (Error Correcting Code)
EFRAUTT—Y%ZTELET, ULH L. STENTERWIEICT—IDMEITTLESHBEHHDET,
ZFDfch, —EEVWTHLSRBEFMBLARV., SROREBETIHAT 2BEDT—IATIE. F—5RFH
5Wu%ﬁ®ﬁﬁ#ﬂﬁwﬁbiﬁo%ﬁ®ﬁﬁtJT Y DFHrH VAIEZEITL, 2DOT—Y Dt
HHEUMEBETF—F T gy EROET,

Armadillo-loT “— kU 4 G4 ICEHD eMMC ICIFREIB T — I s E IR WREETH > T

b, T—HYUTVIaVvEBENICITOMEZEEH UL TWET,
FEULWERRICDWTIE 79.9.3. EEMKICEET 2HE1iTER) Z5RBUT
-1

=

99.1. =9 VUF>VIaYDRE

FT—=7UF> 3 viE /etc/conf.d/micron_ emmc reten EWS T 7AILICEINTLERE.
use_system_time ICK > TUTD 28D DEEIZRULE T,

RKROT TFT—IVFT>YavDEE

/etc/conf.d/micron_emmc_reten initiating condition

use_system_time=yes Linux 28 LIcEIcRImD U Ty avhs T AUERBLT
W bRBRT 3

use_system_time=no (default) Linux &8 U 7R ICERIFKBRYT %

INTRERTTUE UL,
T EEEEDY AT LR TY,
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/etc/conf.d/micron_emmc_reten
use_system_time=yes

NTP RTC
(time) (time)

|
systemtime
W self refresh

o SE]I’IME (CMD49)

i.MX8M plus

register
(time)

Micron
e.MMC v5.1 or later

W ( w self refresh

[etc/conf.d/micron_emmc_reten
use_system_time=no (default)

register

cnt+24H SET_TIME (CMD49) (ent)

A
Micron
i.MXgM plus e.MMC v5.1 or later

Secure Smart Report (CMD56, arg=0x39)

b

9133 F—%UFvyavRBbIH—DAR
l) —

use_system_time ZBXICc LIcBEDT—% v avOEEAELUTICRULED,
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i t3 =12 +48h
i2 +24
t2 = t1 + 90000 re ;
J s t1 + 86400  }(25h) 2+12h :
Clock * (24h) ] : !
resource ( ?h) ! 1 !
t1 i : ! ;
" 1
- : : E :
1 : 1 1 '
1
: ! : : 1
1 ! 1 : 1 t
System . ! : .
power state [ ON OFF ON OFF ON |  ordf ON |
1]
eMMC @ U+ 4 6osblid] eMMC DUy MEE | 1@
SET_TIME 27> k2 FIRAlLE DHFFEIE
SET_TIME !
(C!\_ﬂ D4‘3) I Avaﬂab\% Unavailable é.‘lm Unavailable Ava-'lahq Unavailable \\ hvailab\% Unavailable
A T T ta
1
i Yty FEETS
: 24h Fr LY
emmc : : BEINLL
internal reg. ! 24hRICEBIIC 0 t2
. MERBRRFTREING | 26 T<habiTIEN Y X ?
v : : : - E
1 : 1 1 : 1 1
f I
— — : ' ; . t
1
X 24h Lt :(—2 4h —),: :
§ LELEREETELL § §
Self refresh Self refresh Self refresh

K9.134 F—%UTF>>a >kt ) H—DEES

992 £DEULLLT—HIUTYYa VOB BERERRT ZICIF

Micron Technology hg#td % emmcparm EWSY—IILZES & T, T—FUT> >3 > Df
SHERAERIT DI ENTEET, HEHBERE U T eMMC REBICRESI N TWDDIEEITEIF. RIKE
TETEHOLY VY —E. BEDT—FUTVya VLBOESENHD I, ROFIET. emmcparm
ZE>TeMMC OIBRZHERITZIENTELXT, COY—ILTRERT—FIUT>IaVEBODI L%
e)IL7)70Lya EMUET,

1. emmcparm 2% O >O—RKR3 3

LITOBRFERDIN SHRFTD emmeparm 25 7V AO—R9 %, I—HF—BEFENIREICKRDFT,

emmcparm https://jp.micron.com/search-results?searchRequest=%7B%22term
%22%3A%22emmcparm%20%22%7D

/ NZa7)UERRRTIE 5.0.0 ZFIALELE

2. NyT—Y%ZzRHIT S
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[armadillo “1# unzip emmc_emmcparm_c_code derived from TN¥ FC¥ 25 v5.0.0 binary.zip

3. SSR ZEU§9 %

[armadillo “]# emmcparm/bin/emmcparm arm 64bit -r /dev/mmcblk2

: (B1)

| Secure Smart Report

Self Refresh progress of scan[215-212]:
Power Loss Counter[195-192]:

Current total ON time[131-128]:

Number of Blocks in Refresh Queue[99-96]:

Self Refresh Completion date [95-88]:

Self Refresh Loop Count[81-80]:
Written Data 100MB Size Count (from NAND)[79-76]:
Cumulative Initialization Count (from NAND)[75-72]:
Written Data 100MB Size Count (from RAM)[71-68]:
Refresh Count[55-52]:

1 (&B])

0x00000000 (0) @
0x00000005 (5)
0x00001b28 (6952)
0x00000000 (0)

OxFFFfffffd8148931 @
(-669742799)

0x00000002 (2) ©
0x0004889d (297117)
0x00005300 (21248)
0x0004889d (297117)
0x00000004 (4)

Q BEOEILITVILYYINEBOEW, O EWS T &

@O ERITIT-oEILIZUILYY2DHIVY—(E
© CILT7YUTLYYaEToREE

0.9.3. REMARRICEAT 2 EIMIEHK

FERITR TR

CITRETFTF—=HIITryaveaEHNICE IR SEBEDLEKRICDOWTEHFEMICERBL £9, Armadillo
TEALTWSE eMMC ICid, =7 VT vy a Yy BENICETIDENTES TEILT7YTL Y
Vo) ERENDHEENEE INET, RTMNIA—RF2BEDSEEE5NEEIRTEEXT, OTP D
feh—EREITDELTETEETA, COREIIBERFIC TeMMC RESL Y XA FEE AV Y RICADS
NICEZLELTT BUEBBLTWE EETT S 2RELTVWET,

1. Uty hRICERETI S

2. eMMC RERL Y RFMEE IV Y RICANSNIEZLRLUTT BUEEBL TWS ERITI S
2OREDZE. BILUT LYY aENRITEINEXTORNIBUTOEED TY,
1. RAMIELE>TeMMC DN\=FDz7HULLEFVYT7 o7ty RENDS

2. —EFME (delay 1) MAIC. /KRR hH5 SET_TIME (CMD49) & iFNn 5 Y > KA eMMC I

1IN
3. eMMC Jy hO—FF. NAOBFREEXEHT S

4. eMMC Oy hA—=FF. 741 RILICIE>THS—ERRE (delay 2) B ULIRICEILT VT LY

Ya1%ERITID
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- ECCIZ—REDIFT—NULEWME (2) ZBATcEILICHLTOAEILTIYTLYYa%2E
79%

Armadillo TDEILZ7 U 7L v 18RS eMMC NDOREIFLITDERE D TY,

% 9.8 Armadillo DF—7UF> ¥ 3 YV DOERTE

setting value description

RTC ON eMMC REBL Y R4 DfE& SET_TIME
DEZLERLTEILIVILY Y2 %E
79%

Delay 1 60s Utwv hMEOD SET_TIME B21HAMHE

Delay 2 100ms 7A RIVEREOEIL TV ILYYaE
TERTOENEHE

/ FUWEHRIIUTZSRLTIES W,

Refresh Features for Micron e MMC Automotive 5.1 Devices
https://jp.micron.com/search-results?searchRequest=%7B
%22term%22%3A%22TN-FC-60%22%7D

NAJBAYDYA hDREEFRNBREICKED T,

90.10. FEFZ VI —>3V%=xRT95

CDETIE. PYMNIY—0FT 0 /BT ZTFTEZ IV T—yavIicoWTEHRALES, TEFZ 7Y
T—=2avIiEGUI 77V —23>THskd, T4 RAT7LAZEHELUTWBRENHD XTI, TEF
TV =3y EETITBZROOIVTFAA—IELT, PYMNI—IFT 0 /D EHRTZIAVTF1
A=V BELTWET, COAMX—=JICEULTIE T9.1.3. 7Y SY—0FT0 /DB EETBZAA—-I%
51 ZSBLTLLIEE,

9.10.1. Av 7 F =T 3

FTEFZ IV =23 aRTI5 00T HF2UTOLSICERLET, 2 TlE 183. VPU
P NPU ZERT5, 29 TICETEHATHDELET,

[armadillo “J# podman run —itd ——name=demo-app ¥
—-env=XDG_RUNTIME DIR=/tmp ¥

——env=LD LIBRARY PATH=/opt/firmware/usr/lib/aarch64-linux-gnu ¥
-—env=QT_QPA PLATFORM=wayland ¥

—-volume=/sys:/sys ¥

—--volume=/dev:/dev ¥

—-vo lume=/run/udev:/run/udev ¥
—--volume=/opt/firmware:/opt/firmware ¥

--privileged ¥

localhost/at-debian-image:[VERSION] /bin/bash @

9135 FEF 7V IT—avaRT95HD IV T FHERB
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(1) [VERSION] (& at-debian-image ®/\— 3 v & —HI BT LI,

9.10.2. weston %i#CEI9 5

FTEFIVT—2aviECUIFPTUT—2 3y THBID, AV THICAT A VE FITAI Y
TREZRE#STIVNENHDET, Tl weston ZEEIL KT,

[armadillo ~1# podman exec —it demo-app /bin/bash
[container /1 weston ——tty=1 &

9.136 weston D#ZE
~tty=1 DA Ty 3 VIBBEERRNERT S tty DEZREL TV,
9.103. TEZ IV Ir—>arvoVFvrZiLed s
TEFZIVT—2a3 o vFveREBULET, EADOTE7Z IV IT—2a v EZ0FE7 TV Tr—2 3
VIOIVFYMISEBMTERI, COTEFZ IV —2avIUFrIEGUI JL—LT—7&LTQt &

FARALTWEY, TE7Z7 7Y —y 3y FvDY—XO—NRIE, apt source TEUS I 22 &N TE
£,

[armadillo ~]# podman exec —it demo-app /bin/bash
[container /1#t apt install armadillo-demo-experience
[container /1# demoexperience

Q137 TEFZ 7V ITr—23 v S0 F v DiLE
UTDESBT7ZTTr—arvhiEsLET,

Armadillo Demo Experience

Multimedia
Board
Machine Learning

dilrmadillo

ERAOATTUDSEBULCWTEZ TV T —2 3 v Z2EUTET,
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< Armadillo Demo Experience

Board function

dialrmadillo

< Armadillo Demo Experience

led switch tester

This is a simple LED/SWICH tester on the
Armadillo-X2 board.

led switch tester rtc tester

BARTZZUT—y 3>k, BFD Launch Ry > TiegI g5 &N TEET,

9.10.4. mediaplayer

mediaplayer [EENB%*BET D77V Tr— 30T, H264, VP8, VPO TI Y I— KNI hicgiE
Z7AILTHENIE. BEOTI—RIC VPU BMELNEXT, File XZa2—D05. BEULLWEIET 71
EBEIRTBIENTEXT, COFFUIT—ravidk, GUI ZL—AT—2 &L T wxWidgets Z{#EH
LTWET,

165



Armadillo-loT =k 7 x4 G4 #H/E~Y =27 )L Howto

i) MediaPlayer wxWidgets Sample - o

File Controls Options Debug Help

< > [ > (( 1

Size(x,y):0,0 Position: 0:00/ 0:00 Speed:0.0x State:Stopped Loops:0 D/T:...

BEEODHDUEWERIE, pulseaudio Z1 YA M—=ILUTE T Z2HENH D FY,

[container /1#t apt install pulseaudio
[container /1# pulseaudio ——start --exit-idle-time=-1

9.138 pulseaudio O > A b —)L & {28l

9.10.5. video recoder

video recoder (& gstreamer Z{ER U TAXTHSDMBRZHRBE T 2 EMNTEEXEI, ZDIoH,
D7 FTVTr—yarvzERITBHICiE. Armadillo KIEICH A S ZEHRIT D2DENBHDFT, HX
FHhEHREINTWS & Video device DIBE THAZHERIRTEZL3ICHRDET, hXAFTEERL.
Start RY Y ZH T LRV 1 ¥ RUPKRSNFTELFEBEINE T, PV Tr—2a Yy EOTFARRY
I RIClE, Start R >V Z | U & EICHKEIT D gstreamer DAY Y RZERRLTWET, TFA K
My 7 ZORABRIEF—R—RTREAETT, COF7FIVI—avid, GUI ZL—LT7—2&0ULT
wxWidgets Z{ERL TWET,
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NAIVRNEDAASHBE TRARBICEEFELGRILILWSEIE. 719.10.4. mediaplayer; #Z£B LT
pulseaudio Z#EIL T IZE LY,

9.10.6. led switch tester

led switch tester (& Armadillo &{&_E® LED & SW1 %> 7 U4 —3 3> T9, LED Ry V%
9 Z & T Armadillo K{ELED LED D =47 - BT ZERIT B ENTEF T, Armadillo K{ELED
SW1 28377V —23>D SW1 BDDRIRINDZEINT DI EZHERTEXT, D7 TYT—
Yavik, GUI Z7L—L7—2& LT wxWidgets ZERLTWET,

9.10.7. rtc tester

rtc tester (& Armadillo & EL®D RTC (XU THROERELS KUCBRENTA D7 IV or—3>T
T ALY —ESHNMZERERDY. Time ICRELIEWEZZ AN ULIE, Set Ry v &E#HT & RTC I
ZOHBNRESNE T, Get Ry VZiHT &, BEDODHRKZ RTC hSHEHAHFT TUTr— 3> ki
RMEhExd, 2OF77UT—yavig, GUI 7L—ALT7—72 &L T wxWidgets Z#ERLTWET,
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RTC TESTER VIEW.

9.10.8. object detection demo

object detection demo [FAX ZH 5 DHRICKT U TYHRZBHZIT>7 7)o —23>TT, NPU
ZEALTWSORRICHERTHZITAET Y. BEDOLAICIIFRHEL cPEzBECHUAT RIS 1.
AEICIERBBLUIMED IR ERATHIRREINET, COFTVIT— 3V IidEREBEDOS1A1T S
') & LT TensorFlow Lite ZFERALUTWET,

EEY BH1IC. BEL Python 2475V %A YA N—ILTBRENHDET,

[container /]# pip3 install pillow

X 9.139 pillow O >~ A k—)L & Bl

Object Detection Demo x

CDOFPTVT—=23VEAXTTNAAELTT T AL KT /dev/videob ZERLEX T, BEVLDIER
BICK>THDAR S TINA RCKRE LIEWEEIE. UTDT7 7ML ZEEL TS,

[container /1# vi /usr/share/armadil lo-demo—experience/resources/demos. json

. (B
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{"Machine Learning”:[{
"Tensorflow Lite”:[{
"name”: "object detection demo”,
“executable”: "python3 /usr/share/armadillo-demo-experience/object detection/
detect usbcamera.py --model /usr/share/armadillo-demo-experience/object detection/detect.tflite —-

labels /usr/share/armadil lo-demo-experience/object detection/coco_labels. txt --camera_id 5”, (1)
"compatible”: "armadillo-x2”,
"description”: "This is a simple object detection aplication that used NPU and TensorF low
Lite on the Armadillo-X2 board.”
H
H]

X 9.140 EFAFT/INA ADEE
(1) —-camera_id DEZREICEDLETEELXT,
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10. gfEO 2

10.1. BMEOJIcD W T

Armadillo-loT =k D x4 G4 TR AT ALANEANT 207 D0—8BIE. —MEI7& /var/log T« Lo
bUTE&<, /var/atlog T« L7 K UICHASNE T, /var/at-log & IL—hT7 7LV ZAT L
FRIDN—=FT 42 a2 ICB>TVWBDT, —h T 7MY RATLAICEBENRELIBETH, /var/at-
log D/X—F 1 Y3 VHEETHNIE. O T771ILEBMDEL T, FTEAZORTICHAYT 2 &h'T
=E7,

10.2. BHEO V=D H

A7 7 74L& /var/atlog T« L7 N UKRIC atlog EWS 7 7 IILATIER SN TWED T, Zh
EEBDOTsLIKNJICOE—T32ETROEEET, L. eMMC LEDIL—F T 7AILY AT LD
BN TUEFVWEE TERWSEEIE. microSD A—RHSREITZETAV 7 7ML ZEDODEHT &N
TEEY,

103. A7 77147 4#—~<X v k

A7 74IORBIETFRANT—=TTHD, UTDESBT A=Y MNMIHBR>TWET,

BE armadillo A LRV #EE: AvtE—Y

X 10.1 8fEOQ7 D7 A4—< v b~
104. A AN\ —F 13 >IicDWT

AJW®W A% TH5 /var/at-log T« LU b U ITlE. GPP T#%% /dev/mmcblk2gpl /X\—F 1> 3>
MYTYREINTVWET, 2D/N—F o Y3 VICHENRBEBENEELIIBEIE. /dev/mmeblk2gp]
D7 —%% /dev/mmcblk2gp2 [caAE—U. /dev/mmcblk2gpl (& FAT 77 A )L AT LTI #—
NYhEn&FET, CONR—T4YavOBEFz VI AT LAREBRICEENICETINES,
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11. €27+«

ZDETIE. Armadillo ZFBULIEY AT LA LICHEEY 2BREEZTSHICHDAEICDOVWTHEAT
Do

11.1. €2 V7 DERXNMR

BEHRICECLT IANIEIHRARBEDONHBDEITIN, EFXxa2UT s DXSBREEBEEIC OB SHEN
JAAMNEIBEINNETT, ULHhL. —BEEFa VT BEIREELTLES &, EHELEREEEN
BREEREITTRLS, A2NBERDOET. BERERERARBEEICDOBN > TUESHEENHD
To TAINEBEREELPEICFEETZOTHNIE,. EXa2 VT XEBEERINZINETT, LML,
JAREABTHD >l OREFEEBEDACDOTIFARNESHAET, BUHIDBEEREF 212U T«
WREHZBLDZENAKYITY, WRARODRVWERBTTINESBEREELZTBRL. ThOBREEICX
IT2BEEVRAVZDTULT. YRV ZHET 2EEZTS> & z2HeHLET, DS T, BERAX
MRICEGE > IctEFa VT EifiZzEIRIZELWVWTL L S,

11.2. Armadillo Base OS Ot*a2Y 75«

BAWABEDI—RT—RISh-cB@mtF 1) T ERREDRH. Armadilo Base OS IR etz
F 12U 1 FiEEHAG T LD EETT,

- VI Rz PRITRBORE
- TEE (Trusted Execution Environment)
B FITT b FIVATRIRR
- HAB (High Assurance Boot)
- SEO50 secure storage
- ANL—=YOMWET
- N=T12ay/TF7A VAT LDOES
- F-RNL—Y
- SEO050
- XEVYDOTREEREF VY
- RTIC (Run-Time Integrity Checker)
s B0 7oL —%
- CAAM (Cryptographic Acceleration and Assurance Module)
RIEEEF 2V T A HEMONN—F28HEZRLET, EF21 VT RTZRATBRICIF. AT
BERMICE>TECTTOHENTONDIDOINZHEET D2 ENKRYTITY, RERE TENETNORIM

FEWEF2UT A MHEEZERRIZDDICADEIRIN, BRMTHAIBL T TEIZDOMRIIBENT
ELEREERDDICBE>TLERWVWET, ZDfced. W DHh DTz @EYICHAELETHET S &T.
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EOEEEZ AN BEERELEF 21T Z2RRTEET, LT AN—FZHELVERD H
STETRBRBEREF 2T Z2RELET,

= (SWUpdate) i (HAB) | (CAAM, SNVS) |  FIFIRIT
7= LAIT7OI\F TN
ERRIr— ADI 7L RSS20 v v
Jr— AT 7RSSR RO v v v v
T 23y OETRECTS v v
AIERTT—LAUITPEEEAEERN v N
T —AD)\YF TR
AN —ThEiRM RV, EREEERN v Vv v v
RAMABIEN GO, EIEEERL v v Vv v
FWFYTF—FhaighEaun, EIEs v v v
SEEEE0S2D) W4 w5
AFL—UhsiENER, EEEEERL N v v
EER
A>T U NRECREIR—ITED v
AVSTINRERCEEETD v v N v v

1.1 €% 2 U T« KMDH/N—7 ZEH

*1 i.MX 8M Plus ICl& RTIC (Run-time Integrity Checker) "&Eh 9, CO#EEEFBEIT I &
TT—rE. V91 LEORIXEYDTEEEEF T VI ITDIENTARETT

11.21. €EFTIWV1I—-XRT—X
Armadillo [FHRA BRHEFE., RABRETHRAINS I EMEEINE T, TNZENOT—RICL>T
ERINEEENEELET, TNOSEEULKIBELTEF 21U 7« &Eifi &2 &R, AHEDEZ LN
AVITY, HAEDLEDFELTWDONDEFILI—RT—RAERLET,
- F7AIb
- At
- XY RNT=IODEDRADRE
- Bl
- RN P7Vr—2a3 vV TFTERITIS 2&FlcLTLEIV
- VT IRY—EXDTINA AFREENATREIR L NL
- At
- XY NT—UZEBEESNTHBEREEITTS
- B MRIEIREE (S I §2) DIRE
- TINA ANDEHEREFBELLZW

- Bl
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- + OP-TEE
- +HEDX N L—YF SEOS0
- +T7 7MY RAT LADES{E
- ORFAIED A RERR L N
iky
- XY NV ZRBSNTHEREEIFTS
c ATV TRFTAILELDTINA ANDEEREIFTFZH. FRLNILOKEFEELZWN
- Bty
c+EFITFT—b
A FI—VATRNIANEFESTEEDODIANL =Y
-+ =T 13 VDESE

CHAEVOREE®TF VY

11.3. T—5 DIRE

COEBETIIBEREEZRET ZCODAEZHALET, AT Z2EF2 U T RMEUATOEED,

- SEO50 EF a1 7A KL —Y

11.3.1. — Y DR#E

BREEIT T ELTKBUICA R L —IP—RWICRAMEICREENE T, EF1UT WK
NELCSNTVWRWTNA A TIEBEREENBHLTWD Z EICRD, HEVPEEEIC DN ZATEEED
HDEY, BPLAAZTZANL—JIRET . BELIEDLOHIC—RINICEPIIAEZR AMLEICE
I —ATT—YREZEAIT DI ENEZISNEKT,
11.3.2. SEO50 & (&

NXP Semiconductors ® EdgelLock SEO50 (& lIoT 7 7V —>a>vmAiFDEFa7I LAV KT
To MABTZILT) ZLICHBUIEBE LYY Y, EXF2 7 AL —Y%ZEBEHLFT, GlobalPlatform

HHEE I % Secure Channel Protocol 03 [C#E#LL. /NALANILEES{E (AES). RA K EH—RKDIEE
REE (CMAC R—X) ZfTWE T,

SEO50 DEMIC DWW TIXLLT® NXP Semiconductors OR—I M 51
RUT. CHERLEEIW,

SEO50 datasheet https://www.nxp.com/docs/en/data-
sheet/SEO50-DATASHEET.pdf
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11.33. EILRBRIEZEET S
1. Plugandtrust SRz 725 >YO0—-RULET

ULTFoY1 sy o yO—RKULET, <2 TlrI—5—H NXP Semiconductors Ot kT
BIRERRLUTY O VO—RITBEEBELTVWETD,

plug and trust middleware https://www.nxp.com/search?keyword=EdgelLock
%20SE05x%20PIug%20&%20Trust%20Middleware

AVTF ENSBRTEBMEICREL TEWTLIEE L,

. #>O—Ricld NXP Semiconductors Y+ hA®D 11— —
ﬂ? BEEIDBICADET

- AKX Z 2 7 IERRE R TId 04.00.00 zFIAALE L

2. AT r=uUs5 LT3

NXP Semiconductors O EJL RBREFY -7y hR—RKEOdAYFTHICEDET, I Tk
alpine ZFIFAL XTI,

[armadillo “]# podman run -it ——name=dev_se050 --device=/dev/i2¢c-2 ¥
-v "$(pwd)”:/mnt docker.io/alpine /bin/sh

3. EILRRRZEETS
plug and trust ZEJL R B DICREBRNY T —I %AV AN—=ILUET,

[container ~J#t apk add musl-dev gcc make g++ file ¥
Linux-headers openssl-dev cmake python3

11.3.3.1. SEO50 ZB#MICT B

Armadillo (FHBEHDHIFD =6 SEO50 % Deep Power-down E—RICEREL TNT—F—F«
Y7 LTW3, Deep Power-down E— RZ#Fr L T SEO50 ZFIBT S icicid. i.MX 8M Plus I
ElRINTW3 SEOS0 @ ENA EVZ 7 — KNI 2RENHD T,

% 11.1 SE050 ena pin

SEO50 PIN i.MX8MP port initial port status
ENA GPIO1_l012 GPIO input

sysfs ZFIFBL T GPIO1_1012 ZHAR—KMCZEE L T high 19 %,

[armadillo “J# echo 12 > /sys/class/gpio/export
[armadillo “]# echo "out” > /sys/class/gpio/gpiol2/direction
[armadillo ~]# echo 1 > /sys/class/gpio/gpiol12/value
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11.3.3.2.Plugand trust = RJLVxz7%Z2EILRT S

1. Plugandtrust =Rz 7ZEBRAULET
[container /mnt]#t unzip SE-PLUG-TRUST-MW. zip
2. EWRRVVTNZZEET S
AT FETEILRRZY TR ZRTIDEEULLTITY RN T7A4—LEZRBHETERWEHIC, E
3 77 vy T —LmEAITFTONASGFY ZHE S TULEWZFE T,
imx_native_se050_t1oi2c_openss|_el2go M} Z&HIMIC True IC7R 2 L SICEEY 2HEHD
HDET, UTHEEBATY, i.MX6UL/ULL, i.MX8M Mini [EITDEEXNEICERDZ L DIC
ZELXY,
[container /mnt]#f cd simw-top
[container /mnt/simw-topl#f vi scripts/create cmake projects.py
1 (&B8)
# i.MX6UL/ULL and i.MX8M Mini EVK
if True: ftgc. imx_native compilation() and gc.is with el2go(): (1
e = gc.generate native(”imx native se050 tloi2c openssl el2go”, {
"PTMW_Applet”: ”SE@5X C”,
"PTMW SE05X Auth”: ”"None”,
1 (&B])
Q if XEARFIC True IC9 %, TTDTIFAXYNTF UKL
3. EILRT 3

7OV DL BRV )TN ERITI %,

[container /mnt]#f cd simw-top
[container /mnt/simw—topl#f python3 scripts/create cmake projects.py
#t#t Native compilation on iMX Linux for SE@5X using T=1 Over I2C for EdgelLock 2G0
#fcmake -DPTMW Applet=SE@5X C -DPTMW SEQ5X Auth=None (&H&)...
-— The C compiler identification is GNU 10.3.1
-— The CXX compiler identification is GNU 10.3.1
D (&B])
-- Generating done
Build files have been written to: /simw-top build/(&BR)...

simw-top_build ICB&L TEIL RT3,

[container /mnt]#f cd simw—-top build/imx_native se@050 tloi2c_openssl el2go
[container /mnt/simw-top build/imx native (&B&)...I# cmake —-build .

D (&)

[ 1%] Linking C shared Llibrary Libmwlog. so

[ 1%] Built target mwlog

[100%] Linking C executable ../../../bin/nxp iot agent demo

[100%] Built target nxp_iot_agent demo

4. EILREROHER
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TF¥alUT«

UTFD220F7«4L U NUNTES,

[container /mnt/simw-top build]# Ls

imx_native se050 tloi2c openssl el2go simw-top-eclipse jrcpvl

UToFEFZZ7VTr—23vhEILRENS,

MQTTVersion
accessManager
apdu_player_demo
claimcode inject
ex_attest ecc

ex_attest mont

ex_ecc

ex_ecdaa

ex_ecdh

ex_hkdf

ex_hmac

ex_md

ex_policy

ex_rsa

ex_se05x WiFiKDF derive
ex_se@bx WiFiKDF inject
ex_symmetric

generate certificate
generate certificate key
jrcpvl server
nxp_iot_agent demo
remote provisioning client

[container /mnt/simw—top build/imx_native se050 tloi2c openssl el2go]#t Ls bin

se@bx_ConcurrentEcc
se@bx_ConcurrentSymm

se0bx Delete and test provision
se@bx GetInfo

se@bx_I2cMaster

se@bx I2cMasterWithAttestation
se@bx InjectCertificate

se@bx InvokeGarbageCollection
se@bx_MandatePlatformSCP
se@bx Minimal

se@bx MultiThread

se@bx MultipleDigestCryptoObj
se@5x PCR

se@bx ReadWithAttestation
se@bx_TimeStamp

se@bx TransportLock
se@bx_TransportUnLock

se@bx ex_export se to host
se@bx_ex_import host to se
seTool

test Crypto

5. FEFZIVIT =3V THERERT S
se05x_Getinfo #E179 %, SEOS0 IC 7 VLA TEZ EMUTOL SOV EAEh 5,

/dev/i2c-2:0x48

[container /mnt/simw-top build/imx_native (&HBE)/binllt ./sed5x GetInfo ¥

App  :INFO :PlugAndTrust v03.03.00 20210528
App  :INFO :Running ./se@5x _GetInfo
App  :INFO :Using PortName="/dev/i2c-2:0x48’

App  :INFO :With ECDAA

App  :INFO :With ECDSA_ECDH_ECDHE
App  :INFO :With EDDSA

App  :INFO :With DH_MONT

App  :INFO :With HMAC

App  :INFO :With RSA_PLAIN

App  :INFO :With RSA_CRT

App  :INFO :With AES

D (B

App  :WARN gt uf gty gt ARy ARG A
App  :INFO :Applet Major = 3

App  :INFO :Applet Minor =1

App  :INFO :Applet patch = 1

App  :INFO :AppletConfig = GFFF
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App  :INFO :With DES
App  :INFO :With PBKDF
App  :INFO :With TLS
App  :INFO :With MIFARE
App :INFO :With I2CM

: (BE8)

11.34. 77U r—> 3> 0ER

plugand trust T R)LVx ZICIETH T TV =3 vhEgEnEgd, £65525EFICLTrFr TV T —
YIVEERTEIENTEEXY,

FUKRIRILYZFZAD doc Ta LT MUBTESEICLTLIEE W,

SEO5X Examples simw-top/doc/demos/index.ntml#se05x-examples

11.4. V7 bU z 7ETREDRE

COBETRY 7RIV 7RITRREF2 X2V T A RIEBRAI 5 EZHALET, FHBAIT L
FaUTARMEATDEED T,

- OP-TEE
- CAAM Z R U7z OP-TEE
- SEO50 Z#|A L fc OP-TEE

11.4.1. OP-TEE

11.4.1.1. Arm TrustZone & TEE D;ER

Linux ZfIF9 23 XTLATIE. BHEAFRLY I MDY 7T THRIERD OSS NEAShZ T —
ABBDET, TOXSBRRTTIF. BRAFKE LY X VEIF TR, BARKIC 0SS DY R IHETS
NdEBD, YATLDEINCEREDHZI—RPEENZ2DOD. ZOARELZHRT 52 &1
REETI, RICTNTD OSS HMEBTEBDHDTH e LTH, REENBWIEZRIAT B &
FEERAIETHD, HEDECHEDY TRV T7HRBEDE >HFICBEINERDSBRNDTY,

Z5WoeEENS Arm (& TrustZone HEiiZEBALFE U, VY —RT7 7 AHIRIC K o THOFH
BYTRDIT7HOSY I NI 7RIREXBHIDZENTEEXY, TrustZone DEAICEL>T. H
HERLUADY 78I 2 PHLHEMET ZIRRICEVWTH, BEEEF12T7T7—ILRICFOEENKRD
FH Ao, TrustZone ZFALKEH D E L T, GlobalPlatform @ TEE (Trusted Execution
Environment) 2RI 2V 7Tz 7AW DONEELXT, TEE ZERHT % & secure world ITH
WTEBTEDZY NI 7EFTERITIES ZENARETT,

TlE. ES5Wofcr—XTTEE #8ATANETLLOD. —HICIEEZZTEAN. 1B %Eéﬁé:%@
BEZNWIBIZZATZUREREFTEOTREITDZII—ATHRITZCENEZSNET T, BEAEMIC
BFRFNIE, SIBEZEONIE, BRIV TV OMNIE, EAANBSHRONELRE THRET ST — X?b\%i%
nxd,

11.4.1.2. OP-TEE &&

. OSS @ TEE R E WK DH\D TEE EEMNEFEEL F£J, Armadillo Base OS Tl OP-TEE %%
BAUZEI, OSS TH2S OP-TEE & Arm J7MElF TEEEE®D 1 D T9, Arm TrustZone =7 ./0O3Y—
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KK TBREEEFDUEBZEX 27 T7—I)LRICHEHEL THENSRELXT, OP-TEE &
GlobalPlatform IC & > TEZ =12 TEE Client APl 4> TEE Core APl &\ 5 7z GlobalPlatformAPI
[CEMU oA TV ERBELTWET, NSO API ZFfEIT S ETCA——XARYLT TY T —
VavERRET DI ENTAETT, imx-optee-xxx (& NXP [c &k % iMX R— KDY R—MFIEHEFEN
% OP-TEE OR&E7OY 7 K TY,

/ OP-TEE O U WBHRIIARDRF 2 XV N EZSHBLTLIEE W,

OP-TEE documentation https://optee.readthedocs.io/en/
latest/

11.4.2. OP-TEE D#RX
OP-TEE Z#H I 2FERIURI KNV BHUTOELED T,
- imx-optee-os
- X2 7T7—I)LRTEIEY S TEE, optee-os Difik&k
- imx-optee-client

- TEE ZM I/ vEF 17, EFa27T7—ILREFD APl 21477, optee-client
D&

- imx-optee-test

- OP-TEE OEXFEDT A, T A=YV RAEZITD, optee-test DikE, NXP HED T
A RDEMENS

- optee_examples
- YYTINT TV T3y

D55, imx- EVWSTL 74w I ANMIMENZYRINIIFE, PYTRANI—=LDURI KNI
XFUTNXPICLD IMX 2 —XEIFOXIENA>TIRI NI ICiED £9, OP-TEE ZFFET %78
ICI& imx-optee-os 7 —hO—%—ICERET 57213 T <. Linux L TEMET 20 /XZA VIERIE (imx-
optee-client) WHRETY, F/c. TEE ZFIFE I 57/ Ic CA (Client Application), TA (Trusted
Application) %Z. imx-optee-os & imx-optee-client ZFHWTEILRUE T, BHEICHUTTRAMNER
1B (imx-optee-test) HEMUL T LY,

F#UWOP-TEE DY AT LBRICDOWTIE M1.471. V7 MUz T7EEF
g1 ZZRLTLES W,

/ OP-TEE git IcBIT 25 UL WERIBARD RF 2 XY hZESRUL T EE L,
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OP-TEE gits https://optee.readthedocs.io/en/latest/
building/gits/

11.4.2.1. Armadillo Base OS ND#HAIAH

FIET TR L 7z OP-TEE OFER UK KU ZFEBRIC Armdillo BaseOS (CERE T %354, Armadillo
Base OS £ ED LS ICEERT 2D EFERZHBLET,

BUTHY Armadillo Base OS & 0BG AR U 2B,

Normal world : Secure world
I ™ 1 E
' (imx-optee-test, optee_examples) (imx-optee-client) (imx-optee-0s) (imx-optee-test, optee-examples)
User CAs tee-supplicant ] TAs User TAs
(imx-optee-client) 111 (imx-optee-client) A
Container TEE Client API TEE Internal Core API
User applications | L
Armadillo BaseO3 | Podman
Linux N [ N[ ) , ;
ideviteeprivD | | /devitee0 | | openssl | | swupdate | ] (imx-optee-0s)
' J\ AN J y ' Trusted Execution Environment
................................................................. .
Trusted Firmware-A |
| Atmark techno | User/Atmark techno [ User-installed component

11.2 Armadillo Base OS & OP-TEE i X4 &5
- FEOIPSIE Armadillo Base OS I &k > TH/N—Eh 25 H
- IRBEOEDE OP-TEE ZHAAD 2HICHE LR ITNIER S RWES
. EEOZENE T 7 A4 I)L KT Armadillo Base OS ICHEAAFENTWBDNEIFHHANELRZL D
imx-optee-os ZHAADEEFBEM T, I—H—DFEZEAL 2T Armadillo Base OS ICl3F
IC imx-optee-os NAFUNT—rO—F—ICHAAD LS ICERINTVWET, THHAREA A —
IPRIET Y FF— KA Armadillo Base OS ¥ X—YicHEaFENEzET, LML, EFaUT0 OB

RS OP-TEE MHIATE 2RETHARLAEN TWE A, FUIF T11.43.1. BOFEH, TEHEAL
ESERS

11.4.3. OP-TEE ZFAHT HlIC

OP-TEE Z#H AL H DERBZITVET,
11.4.3.1. ROFEH

imx-optee-os UMRI KNUICIE TA ZBERZ T BHDT T AL N OMERENEESNTVWET, 200
BRIEIHETTTARMPHTOLODEDTY, ZOXIXAUMEBRZFEWEITDE. WEBENT T A

IWhOWERTELLUL TADPEETZRREICB>TLERWVWE Y, E1—T—DHULVWEZHEET 24
ENHDHERT,
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1. Y—ROA—RZEETS 94 Armadilo DY 7RIt 7%2EILRT D, OEEZSEICLTEI
REBED#ESREE, 7—hO—4%—0Y—XO—ROBEBET->TLEE W,

2. RSABR7ZERMULET,
ROANXNY RAEFETUET, RSA/JECC #FEIRT=%9,

[PC ~J% cd imx-boot/imx-optee-os/keys
[PC ~/imx-boot/imx-optee-os/keys]$ openssl genrsa -out rsa4096.pem 4096
[PC ~/imx-boot/imx-optee-os/keys]$ openssl rsa —in rsa4096. pem —pubout -out rsa4096 pub. pem

AR U R (EEED rsa4096.pem) (& TA ZEBFHFLTW fedlc, 5
BHEAHEITDZHEDTY, i<W, EFa27BRAMNL—YCOAE—-LT
BLLZEEREHLET,

B ERRICIRTIREEVND TS, e, BISTEHNICERDLET

@ BOEHIEHEYZF > TITo>TLES W, EZSHREROAFAT S
T UTESEICLTLLIEE W,

BlueKrypt Cryptographic Key Length Recommendation
https://www.keylength.com/

/ BOEMRICETZFHUVWVERIAKXDORF 2 AV M ZZRUTLE W,

Offline Signing of TAs https://optee.readthedocs.io/en/
latest/building/trusted_applications.html#offline-signing-of-
tas

11.4.4. CAAM Z7ER UL TEE ZHBET %

i.MX 8M Plus Zi& CAAM (Cryptographic Acceleration and Assurance Module) & XN 35
KRS 7 7o L =M BEINTWET, CAAM & SoC RERICH B cHEF 12 7 DERICHES
MIBAEFTS Z EDEEETT,

1144.1. EJLRDFEN

OP-TEE i&&End7—hO—%—ZEILRLTWEZXY, Armadillo Base OS Z#|A L 7z OP-TEE
DEILRDOFANIATDEED T,

1. 7—hO—%—%ZEILRTS
2. imx-optee-client ZEJL KT 3
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3. TAL.CAZEIRTS

4. ELRERZEDD

AYZaZITHAITDZEILRRETOT L7 NUBROBRIEIUATOEED T,
optee_examples (F1—H =77V —2 a3V ZRET DHBATI. AY¥ =27/ Linaro h'12

HIZT7TVr—a >0 77O 5 L THS optee_examples & UFE Ufco AREFERI—H—
OF7VTr—avzlRET 2HMICKRDET,

F—— imx-boot

| F— imx-atf

| F—— imx-mkimage
| F—— imx-optee-os
| L—— uboot-imx
—— imx-optee—client
F—— imx-optee-test

—— optee examples
L—— out

11.442 E)LRIREZBEBET S

M9.4. Armadillo DY 7 kU x7ZEILRT S, DEZSECULTEIIRREDOEENIST—MO—
T—DEILRETZFRICT>TLREL,

imx-optee-test Z EJL RT B /D ICRHEICRD £,

[PC ~1$ sudo apt install g++-aarch64-Linux-gnu

11.443. 7—hO—4%—%BFILRT3
FUWRBRZIDADIESHICT - O—45—%2BEILRTDIRENHD £,
1. uboot-imx D/IN\—Y 3V AE2LET S
ZDHBDIEET swupdate ZFABALTT7 v 77— RhZ2TVWEIH, ¥— v hAR— KR _ED uboot-
imx ERU/N—=Y 3V TET7 Y 77— MDBEITEINRVD T, imx-boot ZE#9 % 7= uboot-
imx DI\N—Y 3 VEFHITIBRENBHBDET,

uboot-imx F« L2 kYU IC localvesion 7 71 ILZED F 9,

[PC "1$ cd imx-boot/uboot-imx
[PC ~/imx-boot/uboot-imx]$ echo ”"-localvl.0.0” > localversion

localversion DE#RIEI—F—Ic > TERESINE T,
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2. 7—hO—-5—%EILRT B

RDAX Y RZ2RITULET T7AIMDRETRET 7 AL SDREZFABLTULES DT make
SIMTRONAZEITHENHD XTI, M11.43.1. BOEH) TERUICBDONIAZEE
TA_SIGN KEY TEULEXY, I TIREHZ rsad096 L LXULIH. &1 —TF—DREICED
TrRBERHPEI TS,

[PC ~]$ make CFG CC OPT LEVEL=2 ¥
TA SIGN KEY="${PWD}/imx-boot/imx-optee-os/keys/rsa4096. pem” ¥
-C imx-boot imx-boot armadillo x2

51% TA_SIGN_KEY THi#E#Z eI & T, EILREKIC TA D
ZRICFBSNE T, i, RITHOSHMERDDICIEARREZ
= BOBUTERTNAFUICEDIAHTT

EILRERZIE-LTHEEXT,

[PC ~1% install -D -t ${PWD}/out/lib/optee armtz ¥
-m644 ${PWD}/imx-boot/imx-optee-os/out/export-ta_armb4/ta/*

11.4.4.4. imx-optee-client ZEJL RT3

imx-optee-client & TA, CA BFIHT 2175V, 77U —>a>vZE)LRTBHEIICEI RRE
%,

imx-optee-client & imx-optee-os DEJL RIERESHELTWHDT, =
I T —hO—5—%2EILRTZRENHDET,

1. imx-optee-client Zz70—>9 %

imx-boot ®F« L7 K &MFICECE S NS K S I imx-optee-client z7O0—> U T, BEIC
ISUTEYIR TS VFREZF Vv ITIRLTLES L,

[PC “1% git clone https://source.codeaurora.org/external/imx/imx-optee-client.git ¥
-b Lf-5.10.y 2.0.0

2. imx-optee-client ZEJL RT3

EANZERZSHRI 5/HIC TADEV KIT DR ZEULEXT, 7AIWEDY—T Yy hTAIVR
R—ILHEEDLETITSDOTDESTDIR ZELEX Y, 77U —>3vZEILRTBERIC APl 54
7oV ELTHAENET,

[PC “1$ make -C imx-optee-client ¥
DESTDIR="${PWD} /out” ¥
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CROSS COMPILE="aarch64-linux-gnu-" ¥
TA DEV KIT DIR="${PWD}/imx-boot/imx-optee-os/out/export-ta arm64”

11.445. 77V —>avzEILRTS

AKEEFI——DPHBIEST7TIVT—2a3 > ZE)LRUVETH. SITRREEXLTITVTILT
7V —> 3> optee_examples ZEJLRULET, P7UT—ya VRAEDSEICL TSI,

- PV —=3 % EI)LRT BHICiF imx-optee-os, imx-optee-
client DEJILREREZSRBLTWSD T, —ElX imx-boot, imx-
optee-client ZEJL R T ZMENHD X

- optee_examples ICIF1 > A ~—JLF % make ¥ —7 v RHEWVD
T, EILRRICFETEDDEENDENHD XY

1. optee_examples Z#70—>9 %

imx-boot + imx-optee-client 7« L7 kU EMFHICEE I N3 KL S IC optee_examples % 2
A—>UT, BB TEYR T ZVFREZF v ITIRLTLES W,

[PC ~1$ git clone https://github.com/linaro-swg/optee examples.git ¥
-b 3.13.0

2. optee_examples ZEJILRT S

EAXNRIEHREZSRI 57cHic TA DEV KIT DIR. TA ZEZ T Bfchic TA SIGN KEY. Z
175 VRO HIC TEEC_EXPORT ZEULE T, 1 YA K—ILY =7y hDBVDTRIFE
FHTEIMERZNET Z2LENGD XTI,

[PC ~1$ make -C optee examples ¥
TA _CROSS COMPILE="aarch64-Llinux-gnu-" ¥
HOST CROSS COMPILE="aarch64-Llinux-gnu-" ¥
TA DEV KIT DIR="${PWD}/imx-boot/imx-optee-os/out/export-ta arm64” ¥
TEEC_EXPORT="${PWD} /out/usr” ¥
TA SIGN KEY="$PWD/imx-boot/imx-optee-os/keys/rsa4096. pem”

EILRERZIE-LTHEEXT,

[PC ~1$ install -D -t ${PWD}/out/lib/optee_armtz -m644 ${PWD}/optee examples/out/ta/*
[PC "1$ install -D -t ${PWD}/out/usr/bin -m755 ${PWD}/optee examples/out/ca/*

11.4.4.6. imx-optee-test ZEJL RT3

imx-optee-test [FT UHMETIEH D F A, FIFERIFROSNEITH. OP-TEE OEXREMEZHE
T B, T A=<V RAEFAT B/ IC imx-optee-test ZFAT DI ENTEE T, HAHALH
ESHDHRTIEHBEELE T,
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77— 3% EI)LRT BHICIE imx-optee-0s, imx-optee-client
DEIIRFERZSBLTWSD T, —EX imx-boot, imx-optee-client
ZEILRITZRENHDET,

1. imx-optee-test 27/ O0—>9 %

imx-boot ¥ imx-optee-client 7« L 7 ~J &AM FICEEE 115 & S IT imx-optee-client = &
A—>U7T, BREBERIGUTCEYIBR T ZVFREEZEF VI TIRLTLLEETL,

[PC "1% git clone https://source.codeaurora.org/external/imx/imx-optee-test.git ¥
-b Lf-5.10.y 2.0.0

2. imx-optee-test ZEJL RT3

HEARWLREBERESEIT 5/6DIC TA DEV KIT DIR. TA #ZZ9 57/ lc TA SIGN _KEY. <
172 VSBORHIC TEEC EXPORT ZEULE T, EILREA YA N—=ILIFRIDY —45"y MR
DTEFNZN make ZETITI2RENH D T,

[PC ~]$ CFLAGS=-02 make -R -C imx-optee-test ¥
CROSS COMPILE="aarch64-Llinux-gnu-" ¥
TA DEV KIT DIR="${PWD}/imx-boot/imx-optee-os/out/export-ta arm64” ¥
OPTEE_CLIENT EXPORT="${PWD}/out/usr” ¥
TA SIGN KEY="${PWD}/imx-boot/imx-optee-os/keys/rsa4096. pem”

AVAN=ILULET,

[PC ~1$ make -C imx-optee-test install ¥
DESTDIR="${PWD} /out” ¥
TA DEV KIT DIR="${PWD}/imx-boot/imx-optee-os/out/export-ta arm64” ¥
OPTEE_CLIENT EXPORT="${PWD}/out/usr”

e HDIRIEZE T CFLAGS=-02 ZJELTWEJ, make 5| TEIT &Y
FT7A4ILD include JBENRLBDET, 7—hO—45—DEJIL R
I 02 ELTWADEHEEKDERTY,

/ K —XBER T xtest 1014 [T T —ICR2HEEHDEXT, £D

NXP LS Platforms: pkcs_1014 test is failing #4909 https://
github.com/OP-TEE/optee_os/issues/4909

11447 ELRBROBREXED S

imx-optee-os, imx-optee-client DR/IVER TIEULTDELE D TI,
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out/
[-- Lib
| - optee armtz @
[ |-- 023f8f1a-292a-432b-8fc4-de8471358067. ta
| |-- f04a0fe7-1f5d-4b9b-abf7-619b85b4ce8c. ta
[ “-- fd02c9da-306c-48c7-a49c-bbd827ae86ee. ta
T—- usr
|-- include
|  |-- ck_debug.h
| |-- optee client config.mk
| |-- pkes1l.h
| |-- pkes11 ta.h
|  |-- tee bench.h
| |-- tee client api.h
| |-- tee client api extensions.h
| |-- tee plugin method.h
| °-- teec trace.h
|-- Lib @
| |-- libckteec.a
| |-- Llibckteec.so -> libckteec. so. 0
|  |-- libckteec.so.@ -> Llibckteec. so.0. 1
| |-- libckteec.so0.0.1 -> libckteec.s0.0.1.0
| |-- libckteec.so0.0.1.0
| |-- libteec.a
| |-- libteec.so -> libteec.so.1
| |-- libteec.so.1 -> libteec.so0.1.0.0
| |-- libteec.so0.1.0 -> libteec.so0.1.0.0
| "—- Llibteec.s0.1.0.0
*— sbin ©
-- tee-supplicant
@ Dynamic TA, Linux D7 71 ILY AT LICRESIND
(2) TEE client API, TEE, internal core API
(3) Linux ETE1E9 % OP-TEE DB KRR £ D

imx-optee-test, optee_examples Z&H )L RERIFUTDEED T,

out

|-- bin

|-- Lib

xtest

optee armtz

023f8f1a-292a-432b-8fc4-de8471358067.
2a287631-de1b-4fdd-ab5c-b9312e40769a.
380231ac-tbh99-47ad-a689-9e017eb6e78a.
484d4143-2d53-4841-3120-4a6636b6542,
528938ce-fc59-11e8-8eb2-f2801f1b9fd1.
5b9e0e40-2636-11e1-ad9e-0002a5d5¢51b.
5ce0c432-0ab0-40e5-a056-782calebaba2.
5dbac793-f574-4871-8ad3-04331ec 17124,
614789f2-39c0-4ebf-b235-92b32ac107ed.
690d2100-dbe5-11e6-bf26-cec0c932¢ce01
731e279e-aafb-4575-a771-38caabf0ccab.
873bcd08-c2¢c3-11e6-a937-d0bf9c45ch1c.

ta
ta
ta
ta
ta

ta
ta
ta
ta
ta
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| -- 8aaaf200-2450-11e4-abe2-0002a5d5c51b. ta
|-- a4c04d50-180-11e8-8eb2-F2801f1b9fd1. ta
| -- a734eed9-d6al-4244-aa50-7¢99719e7b7b. ta
|-- b3091a65-9751-4784-abf7-0298a7cc35ba. ta
| -- b689f2a7-8adf-477a-9f99-32¢90c0ad0a?2. ta
| -- b6c53aba-9669-4668-a7f2-205629d0086. ta
|-- c3f6e2c0-3548-11e1-b86c-0800200c92a66. ta
|-- cb3ebba0-adf1-11e0-998b-0002a5d5c51b. ta
|-- d17f73a0-36ef-11e1-984a-0002a5d5c51b. ta
|-- e13010e0-2ae1-11e5-896a-0002a5d5c51b. ta
|- e626662e-c0e2-485c-b8c8-09fbcebedf3d. ta
| -- e6a33ed4-562b-463a-bb7e-ffbe15a493c8. ta
| -- f04a0fe7-1f5d-4b9b-abf7-619b85b4ce8c. ta
|-- f157cda0d-550c-11e5-a6fa-0002a5d5c51b. ta
| -- f4e750bb-1437-4fbf-8785-8d3580c34994. ta
| -- fd02c9da-306c-48c7-a49c-bbd827ae86ee. ta
“—— ffd2bded-ab7d-4988-95ee-€4962fff7154. ta

Y ——— e

| |-- optee example acipher
| |-- optee example aes
| |-- optee example hello world
| |-- optee example hotp
| |-- optee example plugins
| |- optee example random
| “-- optee_example secure storage
|-- include
|  |-- ck_debug.h
| |-- optee client config.mk
| |-- pkes1l.h
|  |-- pkes11 ta.h
| |-- tee bench.h
| |-- tee client api.h
| |-- tee client api extensions.h
| |-- tee plugin method.h
| °-- teec_ trace.h
|
| |-- libckteec.a
| |-- libckteec.so -> libckteec.so.0
| |-- Llibckteec.so.0 -> libckteec.so.0.1
| |-- libckteec.so0.0.1 -> libckteec.so0.0.1.0
| |-- libckteec.s0.0.1.0
| |-- libteec.a
| |-- libteec.so -> libteec. so. 1
| |-- libteec.so.1 -> libteec.so0.1.0.0
| |-- libteec.so.1.0 -> libteec.so0.1.0.0
| |-- libteec.so0.1.0.0
| "-- tee-supplicant
| *— plugins
| “—- f07bfc66-958c-4a15-99¢c0-260e4e7375dd. plugin
“—— shin
“—- tee-supplicant

5—2y hEDAVFFICEET B0, tarball TEHET,

[PC “1$ tar -caf optee.tar.gz -C out .
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1. 77—y 3yZzdYTHTEITTS) 28EICLTCIVYTHE
BOBICHEAMAD T EEREOLET

=

11.4.4.8. OP-TEE Z#HAL
5 —47v b T/NA AT debian A>T+ %EEL T, £DLT OP-TEE ZEEFSEXT,

1.

swu CJ—hO—4—%F7v7F—KF3 19.7. Armadilo DYV I NI 7% F v ITTF— KT 3,
HESECT Y ITF—RMLTLIEEW,

EILREEIABHINTWDB/INRATAVYTFAEILE EIFET
C CTlE debian ZfIAALTWE Y,

[armadillo ~J# podman run -it —--name=dev_optee --device=/dev/teed ¥
—-device=/dev/teeprivd -v "$(pwd)”:/mnt docker. io/debian /bin/bash

EILRERZREHETS
tarball zBRFE UL X9,

[container ~J# tar -xaf /mnt/optee.tar.gz -C /

tee-supplicant = #2&19 %

[container ~1# tee-supplicant -d

xtest CEMEZMESR T B
xtest T OP-TEE OEABFZHRLET. UTOATEETANE/(ALEAT T,

[container ~]# xtest
Run test suite with level=0

TEE test application started over default TEE instance
B R S A R S R R S R A A
i

#f regressiontpkcsli+regression nxp

i

B R S S R S R R S R A

* regression 1001 Core self tests
regression_ 1001 0K
(&%)

33939 subtests of which 0 failed

114 test cases of which 0 failed
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0 test cases were skipped
TEE test application done!

EEBEHLET, BENMRRTEBRVEL S THNIEYR— NI &<

/ xtest DET A Z/NATERWSHFREBENSRBEL W/ Z
2E W,

1. 7707 —>3rve&#Hhd s

EILRERZEALICCETCAS TABRESNEF U, B CAZEBHLTLLZETW, &
Z Tl& optee_examples M optee_example_hello_world Z31TUX 9,

[container ~]# optee example hello world

D/TA: TA CreateEntryPoint:39 has been called
D/TA: TA OpenSessionEntryPoint:68 has been called
I/TA: Hello World!

D/TA: inc_value:105 has been called

I/TA: Got value: 42 from NW

I/TA: Increase value to: 43

I/TA: Goodbye!

Invoking TA to increment 42

TA incremented value to 43

D/TA: TA DestroyEntryPoint:50 has been called

tee-supplicant (& OP-TEE @ linux IREOQ IV /N A > 7OEAXTY,

OP-TEE ZFIBI 2HICFRL TERSBWEDTY, BENLE TS

EEBENHULERT, FHFULKIE, 91, 77U Tr—> 3>z T FTET
= 931 BBEICLTIREIY,

1145 X743 —VXAZ2UET S

xtest ZFHT 5T & T AES, SHA ZILTUXL®D OP-TEE OS DX T #—XY YV RAZHET S5 &H
TEE,

AES DIRT A —XVA%EEHAIT BcHICROAT Y REETUET, COBRIEMICEDET,

[container ~]ff xtest ——aes-perf
min=113. 753us max=191.881us mean=116.426us stddev=4.10202us (cv 3.5233%) (8.38786MiB/s)

SHA DI T A —I VAT DO AR Y REETULET, COERLAICEDFET,

[container ~]#f xtest --sha-perf
min=50. 876us max=123.003us mean=52.8036us stddev=2.4365us (cv 4.61427%) (18.494
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11.4.6. SEO50 =/ERA LT TEE 28853 5

NXP Semiconductors ® EdgelLock SEO50 (& lIoT 7 7V —>avmAiFDEFa 7T LAV KT
Fo BFRRBTZILTVZIALICHIGUEBESIY Y Y, EFa2a7AMNL—IZEBH L FJ, GlobalPlatform
I & > TEE{L I TWLWS Secure Channel Protocol 03 [CE#LL., /XX LANILEES{L (AES). "Rk
EN— RDOEEFEE (CMAC R—2X) ZITWE T,

OP-TEE T SE050 £#AW31—X7—Z & LTI, loT 7 7Y% — 3 VATt S nic BEH1
A ERLLET, MR MIOWEBEFD EWSAICHBT 52 ENEZSNET, OP-TEE ZHHA
PEBZ T SE050 NF IR T BN, RESNIEREEERD H L TERICWIET 355 % 5F
BT ENTEET,

I—H—HY SEOB0 [c 77t RT Bi55E(E. OP-TEE @ TEE Client API
 TEE Core API & W5 7z GlobalPlatformAPI ZI N9 C & *
T TINARADEEREDIKATLHEBENA S ICBIENAIREICED £,

SEO50 DEMIC D W TIEXLAT D NXP Semiconductors OR—I M 51
RUT. CHERLEEIV,

SEO50 datasheet https://www.nxp.com/docs/en/data-
sheet/SEO50-DATASHEET.pdf

11.4.6.1. OP-TEE M+ plug-and-trust 51 75V

NXP Semiconductors h\BFd 23>0 73 plug-and-trust ZFJFB L T SEO50 Ic7 7 AL
9, OP-TEE ND#HE(d Foundries.io Ic &k > TTPoh. Github ICTAAEINTWE T, IR, SEOS0
DETDHEEEFEZ D DT TIEHD EHA, EICESHENFVRERNMEM LI NTVET,

BRRTHIGT B ALE:
- RSA 2048, 4096 encrypt/decrypt/sign/verify
- ECC sign/verify
- AES CTR
- RNG
- SCPO3 (i2c communications between the processor and the device are encrypted)
- DielD generation

- cryptoki integration

OP-TEE @+ plug-and-trust OF#llOBEWMISIATZEZRLU T LS W,
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OP-TEE Enabled Plug and Trust Library
foundriesio/plug-and-trust

https://github.com/

11.4.6.2. EJLRDFHN
EXRHICIE CAAM DIFE EBERDTNICR D,
1. 7—hA—%—%ZEILRTS
2. imx-optee-client ZEJL RT3
3. TAL.CAZEILRTS
4. EILRERZEDS
T4 LI NUBROBRRIEIUTOERSD TY,

F—— imx-boot

| F— imx-atf

| F—— imx-mkimage
| F—— imx-optee-os
| L—— uboot-imx
F—— imx-optee-client
F—— imx-optee-test
—— optee examples

F—— plug-and-trust
L—— out

11.4.63. EILREREZBEIT S

OP-TEE M7 plug-and-trust ZEJ)L R T B DICHERNY T —I 21V A M=ILULET,

[PC ~1$ sudo apt install cmake

11.4.6.4. OP-TEE [+ plug-and-trust ZEJL K93
1. OP-TEE @7 plug-and-trust z7 A0—>9 %

imx-boot ¥ imx-optee-client 7« L 7 kU &WMFICEEE S 15 & S I OP-TEE AT plug-and-
trust 27 0—> U T, RERIGC TEYGB TSV FREZF IV ITIRLTLLE N,

[PC ~1% git clone https://github. com/foundriesio/plug-and-trust.git -b optee lib

2. OP-TEE @7 plug-and-trust ZEJL K9 %

[PC "1$ mkdir -p plug-and-trust/optee Lib/build
[PC "1$ cd plug-and-trust/optee Lib/build
[PC "/plug-and-trust/optee Llib/build]$ cmake ¥
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-DCMAKE C FLAGS="-mstrict-align -mgeneral-regs-only” ¥
-DCMAKE_C COMPILER=aarch64-linux-gnu-gcc ¥
-DOPTEE TREE="${PWD}/../../../imx-boot/imx-optee-os” .

-— The C compiler identification is GNU 10.2.1

—-- The CXX compiler identification is GNU 10.2.1

: (HB8)

-- Generating done

—- Build files have been written to: /path/plug-and-trust/optee Llib/bui ld

[PC “/plug-and-trust/optee Llib/build]$ make

make

Consolidate compiler generated dependencies of target se@50

[ 4%] Building C object CMakeFiles/se050.dir/path/plug-and-trust/hostlib/hostLib/
LibCommon/infra/global platf.c.o

[ 8%] Building C object CMakeFiles/se050.dir/path/plug-and-trust/hostlib/hostLib/
LibCommon/infra/sm _apdu. c. o

D (&RB8)

[100%] Linking C static Llibrary Llibse050.a

[100%] Built target se050

11.4.6.5. imx-optee-os MY 7 « 7 DIEIE
SEO50 % crypto driver & UCHIFAT 2/oHIcAV T 1« T ZIEIET %,
SEO50 MmIFicEIL RT B f=iC imx-boot/Makefile ZBINT %,

$(OPTEE) /out/tee. bin: $(OPTEE)/.git FORCE
$(MAKE) -C $(OPTEE) O=out ARCH=arm PLATFORM=imx CFG WERROR=y ¥
PLATFORM FLAVOR=mx8mpevk ¥
CFG NXP SE05X=y ¥ @
CFG IMX I2C=y ¥ @
CFG CORE SE@5X I2C BUS=2 ¥
CFG CORE SE@5X BAUDRATE=400000 ¥
CFG_CORE SE@5X OEFID=0xA200 ¥

CFG_IMX CAAM=n ¥ ©
CFG_NXP CAAM=n ¥

CFG CRYPTO WITH CE=y ¥ @

CFG_STACK_THREAD _EXTRA=8192 ¥ (5
CFG_STACK_TMP_EXTRA=8192 ¥

CFG_NUM THREADS=1 ¥ @
CFG_WITH SOFTWARE PRNG=n ¥ @

CFG_NXP SE@5X PLUG AND TRUST LIB="/plug-and-trust/optee lib/build/libse050.a ¥ (8
CFG_NXP_SE@5X PLUG_AND TRUST="/plug-and-trust/

AV 7«4 JOEEICEYT %5
(1) SEOS0 ZFAT 2=HICERICT S
(2] imx-i2c RSA/\ ZBHICT S
©® CAAM IFEMLT S
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(4] AES ¥ SHA [¥&& & Arm CE ZFfH7 %

(5) ATy ZBBELDBLLEHEBETDIREDICAT Y I ZBET S

O RLYREREZEHOOAVTEFIMNIHIGLTWRWEZHAL Y RET1DET S

QO N\ RUTTABREREZIRITZHICEMICT S

® SE050 O RZ1/\DEZEE(E OP-TEE MiF plug-and-trust 71 72 UYRICHFEET S

- SE050 ? host #i#5E/A 12C (&KX 3.2 MHz (high speed) T9 A',

i.MX 8M Plus @ i2c DE\RABEKEIE 400kHz D=6, ELEBER
ETEEINTVWET

- CAAM & SEO50 D#fF(d. SEOS0 ZB#MICcT BT &lick>T
CAAM DERID B Z A INDIRFERNREICR D2, RITHRICT
TR BEBNHDXT

11.4.6.6. uboot-imx DIEIE

Armadillo (ZHEBZHDHIFED 7z SE050 % Deep Power-down E— RICEREL T/XNT—o—F «
Y7 LTW3, Deep Power-down £— RZ##BRL T SEOS0 ZFIE T 578icidF. i.MX 8M Plus [T
BN T3 SEOS0 @ ENA E>Z 7Y — 32BN H DT, ENAEVZFPH—KT S & SEOS0
F—ERFEDR(ICESNT DD T SE050 #FBEIHICIFBETFTOFEREILEEL XD £I, OP-TEE
OS (FRRERFIC R 1 NNDOPELEFEZ T OERICKE > TWB, D6, OP-TEE OS HiZE#T BHIICHE
7L TW3 SPL (Secondary Program Loader) T Deep Power-down % f&Rr9 % Z & TRHELEE%
BLWTW3,

UTFY X7 LOikEE & SEOS0 DEfRZERL ey —T > XK,
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Boot
i.MX 8M plus| RQOM ,
SPL BO?HHQE
i TE-A . Booting ]
SEUS0 !
' OP-TEE initializing |
' ! : | !
E | ! uboot__Booting \
: . ! T f
j E i Linux Booting E
E : l tee-supplicantl__
:SE050 DEGR 'SCP03 S25F : SE050 OFIH !
:#UH%‘%(_ BETEERE lopTeE (caBIC | LinuxEEEN I3 Linux @ 12C !
A R SNTRAETS BS54\ &RIBTS |
SE0S0 ENA| [ tyepe > ; | 5
SgEoso|Power down|  Booting Idle Au;zgﬂgaigon SCPO3 session

11.3 SEO50 FlF OP-TEE D&y —4o v XX
ENAZ7H— KT BHDICUTOESICEET S

diff --git a/board/atmark-techno/armadillo x2/spl.c b/board/atmark-techno/armadillo x2/spl.c
index a26bc85633..88t5b8560c 100644
--— a/board/atmark-techno/armadillo x2/spl.c
+++ b/board/atmark-techno/armadillo x2/spl.c
@ -111,6 +111,11 @@ static struct fsl esdhc_cfg usdhc cfg[2] = {
{USDHC3 BASE ADDR, 0, 8},
b

+#fdefine SE_RST N IMX GPIO NR(1, 12)
+static iomux v3 cfg t const se rst n pads[] = {

+ MX8MP_PAD GPIO1 I012 GPIO1 I012 | MUX PAD CTRL(NO PAD CTRL),
t};
+
int board mmc_init(bd t *bis)
{
int i, ret;

@@ -228,6 +233,12 @@ void spl board init(void)
clock enable(CCGR _GIC, 1);
fendif

imx_iomux_v3 setup multiple pads(se rst n_pads,
ARRAY SIZE(se rst n pads));

gpio_request(SE RST N, ”se rst n”);
gpio_direction output(SE_RST N, 1);

+ + + 4+ + +
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puts("Normal Boot¥n”);

11.4.6.7. imx-optee-os @ imx-i2c R > /NDEIE

imx-optee-os M imx-i2c R Z 1 /NICi& iMX 8M Plus DXIGHA > TWERWes, LI RTEDTE
HEZBINT 2ENH B, imx-optee-os ICld [f-5.10.y_2.0.0 iS5 SEO50 RZ 1 /\HAEIDAENTWS,

LUTD&SICEBIET S,

diff ——git a/core/arch/arm/plat-imx/conf.mk b/core/arch/arm/plat-imx/conf.mk
index b4fbfedb..3f6388f3 100644

-—- a/core/arch/arm/plat-imx/conf. mk

+++ b/core/arch/arm/plat-imx/conf. mk

@@ -555,7 +555,7 @@ endif

else

-$(call force, CFG_CRYPTO_DRIVER,n)
-$(call force, CFG_WITH_SOFTWARE_PRNG, y)

+#$(call force, CFG_CRYPTO DRIVER, n) (1
+#$(call force, CFG_WITH_SOFTWARE_PRNG, y) (2

ifneq (,$(filter y, $(CFG MX6) $(CFG MX7) $(CFG_MX7ULP)))
diff ——git a/core/arch/arm/plat-imx/registers/imx8m.h b/core/arch/arm/plat-imx/registers/imx8m. h
index 9b6ablee. .59fcea88 100644
-—- a/core/arch/arm/plat-imx/registers/imx8m. h
+++ b/core/arch/arm/plat-imx/registers/imx8m. h
@@ -42,6 +42,17 @@

fidefine IOMUXC I2C1 SDA CFG OFF 0x480
fidefine IOMUXC I2C1 SCL_MUX OFF 0x214
ftdefine IOMUXC I2C1 SDA MUX OFF 0x218
+telif defined(CFG_MX8MP)

+#tdefine 12C1 BASE 0x30a20000
+itdefine I2C2_BASE 0x30a30000
+#tdefine 12C3 BASE 0x30a40000

+

+#fdefine IOMUXC I2C1 SCL CFG OFF 0x460
+#tdefine IOMUXC I2C1 SDA CFG_OFF 0x464
+#define IOMUXC I2C1 SCL MUX OFF 0x200
+#tdefine IOMUXC I2C1 SDA MUX_OFF 0x204
+#define IOMUXC I2C1 SCL INP OFF 0x5A4
+#tdefine IOMUXC I2C1 SDA INP OFF 0x5A8
ftendif

fendif /%  IMXSM H %/
diff --git a/core/drivers/imx_i2c.c b/core/drivers/imx_i2c.c
index a318c32c..a%ab31c 100644
-—— a/core/drivers/imx_i2c.c
+++ b/core/drivers/imx_i2c.c
@@ -34,6 +34,16 @@

/* Clock %/
ftdefine I2C CLK CGRBM(__x) 0 /x Not implemented */
ftdefine I2C CLK CGR(_x) CCM_CCRG_I2C## x

telif defined(CFG_MX8MP)
+/% TOMUX */
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+#define I12C INP SCL( x) (IOMUXC I2C1 SCL INP OFF + ((_x) - 1) x 0x8)
Hidefine 12C INP SDA(  x) (IOMUXC 12C1 SDA INP OFF + ((_ x) - 1) * 0x8)
+itdefine 12C INP VAL( x) ((Cx) =11 (_x)==2)70x2: 0x4)
+fdefine I2C MUX VAL(_x) 0x010

+#define I12C CFG VAL( x) 0x1c6

+/* Clock */
+#define I12C CLK CGRBM( x) 0 /* Not implemented */

+fdefine I2C CLK CGR(__x) CCM_CCRG_I2C##t x

ftelif defined(CFG_MX6ULL)

/% TOMUX %/

fidefine I2C INP SCL( x) (IOMUXC I2C1 SCL INP OFF + ((_x) - 1) x 0x8)

@@ -182,7 +192,7 @@ static void i2c_set bus speed(uint8 t bid, int bps)
vaddr t addr i2c_clk.base.va;
uint32 t val = 0;

-fif defined(CFG_MX8MM)

+if defined(CFG_MX8MM) || defined(CFG_MX8MP)
addr += CCM_CCGRx_SET(i2c_clk. i2¢c[bid]);
val = CCM_CCGRx_ALWAYS_ON(0);

telif defined(CFG_MX6ULL)

FE imx 72y b 74 —L®0 makefile DFERETY, BT HHICTIXAYNTIRULET,
Q@ imx73vhT74—LTCAAM BIAD crypto driver ZFIFY % 2 & ZBE L TLVEL
(2) CAAM @ HWRNG ZFIBB LW EWS Z &id PRNG 2> 2 & UMNERE LWL
11.4.6.8. EJLR &Y=y FIR— RADIE A H
BIELEEIF. EILRHNST—T Y MIR—RADEAIAHE T CAAM [T D OP-TEE & RE#KRDFIE
THEEITZIENTARETY, 11443 7—rO—5Y—ZBEIRTZ) OEEISHEAL THEHAA
HLTLEE W,
11.4.6.9. xtest OHIFR
M1.4.6.1. OP-TEE [@|7¥ plug-and-trust 247>, TEHBALLELSIC—EHOFILTY X LICHIR
DBHDET, ZDc) xtest DETDTANBEHZ/XXT 2D TREBDEFRBA. UTICKKITZT X
NEBZIZET %,
- 1009 TEE Wait cancel
CF P UEIINIEZTSHICT OP-TEE FNYILFRAL Y RDBERBEHR TERLS TRESEV,
SEOS0 NDF7 UV ER%EV )7 T4 X I BFAT B7HIC imx-optee-os D make KFICAL v R
Z12CLTWBcd
- regression_4007_rsa.1 Generate RSA-256 key
- RSA 256 [FXI5 U TWaRWER
- regression_4006 Test TEE Internal APl Asymmetric Cipher operations
- RSA 1024 (I L TWLWRWiEER
- regression_4009 Test TEE Internal API Derive key ECDH

- E/TC:? O shared_secret:333 private key must be stored in SE050 flash
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- provisioning M2
- regression_4011 Test TEE Internal API Bleichenbacher attack
- RSA 512 FMIGL TWERWRER
- regression_6018 Large object
- FREDNAREH, E—TDHREL TWBHIRENEDNH B
T RFICHEERGVWIERIDDNBHICT V- L TWEIDIDLSICRZ 2,
- 1006 Secure time source
- RERBEDIDOD B OB X > hDELSICRAFTT
- regression_nxp_000T, regression_nxp_0003

- REFELIDIDSICHBEE > TEDDESICRART

xtest ZITSBRICIET 7 A ETT AR CKRBU THR/ICEDRE LR
TWET, 2, BROMDSTAMEIEMICT S EHAETT,

[container ~]# xtest -x 1006 -x regression_nxp 0003

11.4.7. imx-optee-os i fE#R

114.7.1. V7 b0z 726K

OP-TEE O 7 —F 7TV F v DBMEZFHHAT 5, < I Tid iMX 8M Plus ICEHE S5 Cortex-A53 1
PDFP—FTFTUF v THd aarch6d ZHIRICEZED B,

UTFIEDY AT AXNZTRY
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. CA Dynamic TA
tee-supplicant
ELO = = SELO
TEE Client API ) ( TEE Internal Core API )
Secure TA
storage
Linux kernel OP-TEE OS
Pseudo TA
ELA1 SEL1
Ddain
Shared memory |
EL3 Trusted Firmware-A EL3
OP-TEE dispatcher
optee vector table

K 11.4 OPTEE O X7 LK
UTOAVIR—RY ML > TYRTLDER I NS, BMEEELEBICDOWVWTEHHET %,
- OP-TEE
- GlobalPlatform @ TEE %%, secure EL1 ICECES N5
- Trusted Firmware-A
- Linaro lc & > TR E N5 Secure monitor DX
- secure state & non-secure state OEBEE. PSCl [CEH U CEBREELGEZHLET S
. optee dispatcher & (1% OP-TEE OIFHUEY 2 —I)LERIBICHED
. Client Application (CA)
- TA 2R 77U Tr—r 3y
- Trusted Application (TA)
- TEE £ T CA QS OFUH L %= NIE
- Dynamic TA & Pesudo TA »'4% %

- Pesudo & TA TlEH D FtH A, BEIE Dynamic TA ZFB LTIV, Pesudo TA &
OP-TEE OS [cE#"Y >~ 2N 37 TEE Internal Core APl [FIEXRFEA

- Dynamic TA & Linux D7 71 LY AT A LEICECE S N5, tee-supplicant &k > T OP-TEE
OS [c5|EEEINS

- tee-supplicant
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- Linux user ZZRITE&IfE9 % OP-TEE ##> 7Ot X, BMIZ Linux ®JY —X% OP-TEE OS
HFET 276

11.4.7.2. 70—
TEE =09 70— ICcDWTERBAY %,
CANOP-TEE EO TA LDty ¥ a VIS 5N

1.

5.
o.
7.

Linux L@ CA ». v ¥ a>vER< zoIc uuid £3EE L T TEE Client APl ZIF 0T
- Y A7 L J—)LT tee driver NIEEEN 2

tee driver (& E¥ 2 7E€=4 3—JL T Trusted Firmware-A (ATF) £® OP-TEE dispacher
ZHFOHT

OP-TEE dispatcher (& optee vector table [CEfxE11TW% OP-TEE ©O/\> KRS ZHEUHET
. ZDERPETIFETE EL3 DIREE

OP-TEE OS B 5 SELT I35 7T, RENEZ L TH 5. TZEXTOHIET tee-supplicant
ZIFOHT

tee-supplicant (& uuid ZE&IC TA ZAO— R U THBAEYICEEL T OP-TEE OS ZFUH T
OP-TEE I TAZO—KRT9 5
tyravhTES

CA » TEE Client APl 28U T TA L TH2AEZRTT 5fh

1.

Linux _E®D CA ' TEE Client APl ZIE U9
- Y ZXFLJ—)JLT tee driver BNIEE NS

tee driver (& ¥ 2 7= 3—JL T Trusted Firmware-A (ATF) £® OP-TEE dispacher
ZMHOET

OP-TEE dispatcher (& optee vector table ICE#I N TWLWS OP-TEE O/\Y RS ZHEUHT

J\> K3 (OP-TEE OS) (B 5 SEL1 %5 %, WHBLEZ L TH 5. SELO ITEE T TA ZIF
O lcE

TA [& APl D518z E(ICH HNBZRTT S
ZZERTOHEIRT CA XTRES

ﬂ7 EDFELVABIOVWTRARRF 2 XY h 2 ZE L,

Normal World invokes OP-TEE OS using SMC https://
optee.readthedocs.io/en/latest/architecture/
core.html#normal-world-invokes-op-tee-os-using-smc
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11473. XEUNY T

X2 UTABEEOHEBZROK i.MX 8M Plus DYEXEU N Y TZRICRLET,

f?__—_______—/._.———.___—‘ﬁ

0x2_3FFF_FFFF

Ox1_0000_ 0000

DRAM

5120ME

(Al modules except MT)

OxFFFF_FFFF

0x4000_0000

DRAM

J072ME

(Al modules)

C

— ]

Ox0D095_FFFF
Ox0090_0000

OCRAM
5TEKE

Ox0018_B8FFF
Ow0018_0000

OCRAM_S
I6KE

Ox0010_FFFF
Ox0010_0000

32KB

CAAM (secure RAM)

Ox0003_FFFF

Boot ROM

Qx0000_0000

256KE

K 11.5iMX 8M Plus OEAXAEITY T

imx-optee-os DAEINY TZRICRULET, T/\v T EIC

&x11.20P-TEE XEUY YT

BEILTLIZE W,

type

virtual address

physical address

size

description

TEE_RAM_RX/RW

0x5600_0000..
Oxb61f_ffff

0x5600_0000..
Ox561f_ffff

0x0020_0000
(smallpg)

OP-TEE text + data
oy ay

IO_SEC

0x5620_0000..
0x5620_ffff

0x32f8_0000..
Ox32f8_ffff

0x0001_0000
(smallpg)

TZASC

SHM_VASPACE

0x5640_0000..
Ox583f_ffff

0x0000_0000..
OxO1ff_ffff

0x0200_0000
(pgdir)

OP-TEE dynamic
shared memory
area, va DR D &

RES_VASPACE

0x5840_0000..
Ox58df_ffff

0x0000_0000..
OxO09f_ffff

0x00a0_0000
(pgdir)

OP-TEE F#9%E15,
(late mapping), va

DFERD H
IO_SEC 0x58e0_0000.. 0x3020_0000.. 0x0040_0000 AIPS1(GPIOT, GPT,
OxB591f_ffff Ox305f_ffff (pgdir) IOMUXC 7 &)
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type virtual address physical address size description
IO_NSEC 0x5920_0000.. 0x3080_0000.. 0x0040_0000 AIPS3(UART2,
Ox595f_ffff Ox30bf_ffff (pgdir) CAAM, 12C 7 &)
IO_SEC 0x5960_0000.. 0x3880_0000.. 0x0020_0000 GICv3
Ox597f_ffff Ox389f_ffff (pgdir)
TA_RAM 0x5980_0000.. 0x5620_0000.. 0x01a0_0000 TA O— R, E78EE
OxBb1f_ffff Ox57bf_ffff (pgdir)
NSEC_SHM 0x5b20_0000.. 0x57c0_0000.. 0x0040_0000 OP-TEE
Ox5b5f_ffff Ox57ff_ffff (pgdir) contignuous
shared memory
area

115. 2Fa277—b
ZOBETIHERY T Ny PERIET B 10T« RITEEAT B IREHALET,

151 %277 —heFz—VATRSXb

HAAHTINA ANDHBISRA R ABNSITTONET, HE2ABRDEF 1Y T« WERIBEDRIGE.
WEESOEARERAD AR BEVNDOIMERLET, HEBEEDI— RZASHDHETT /N1 R ICHH»
AATRHERZLEET 2DH . BIETINENBRAETL & D, 10T TNARIFERY NT—7 LD —EX
ETF—HIDPDEDETVWET, BEROES{E. Y —N—EFN\A AOHEERIMREDNREHZ U 2
tb"c:b 0T FINAALICHDY TR Tz PICHBED I—REZHAAD & THREZEBUL TV AT

LICBASNDEEEENH DD T,

X2 T77—NIE, BEYVINI I TDTAIIINEBZEZRBWTERY NI 7 THD & EHER
ULTHSEETIUNIEBEDI ETI, HEEICK > TESNAEAERI— RZETRICRET S EMNT
2FJ, EFxa 7T —hEFz—>ATKMZ X I (chain of trust) ERE—FICEREINET, Fr—
VATRNSARNEF. FOEZOED., EEEEVWVTWFEDZCEZIELE T, I—NATRSANE
HENZERERDBEBENSTRED L SICEINIBRZFZIEL W 2 ET, ErNcB4ADIVR—
IXVNEFTHBLS VAT LZERBTEZEDICLTNET, EFaT77—NME, EEBRFICY TN T
T%J”E% (_HIUEIE-Q_%L-&TLZ*E%/A %ﬁ\\b\T\J\%@Ta—o t:\:JJ 7 h@%ﬁ.%tui? -g_%)b\
SO FIH, EERFICRIELESNZY 78T 7 TRDBREZRIEINIE. Fr—YAT NS ANEES
TWKZEMTEFT, £fey 10T TINARETV TV RY—EIDNSEBRIND K SBRIEEHEICKIT R
TALAFFICEENADEICRDET, EETES2F2 VT EBZBEIDILHICIE. BRIV T
DT TPHNERD)Y — AP THD I L AERT B ENEBEICKRDET, Fr—VATNSANERA
TEIETEDEETES loT YRATLERDBZDTY,
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Root of trust - a

Boot ROM

vFarvI—k
g

(= IMGert

°"Lg_’t_>

116 Fz—YA7 35X

TlE. ESWVWo ey —ATEFaT7T—MERBIZRETLELDD, EFa2T7T7—MEEF2T74H
HARAHTINA ZEZEIRT D ETRADRATY FICTEINEREMTTT, UL, BEATZIDTHNIED
ANEICHBREBITZDIENDETLL S, £9. BHERKOEBMIARNRETY, HBEZEZTIADTE
DRAEICIRDET, IEEZTAHIFIWVWHITTIEAL, FENH > TXWITHRWD TYIRN R IRER &
X1 T7ICESADDENGDFEFT, AVTFVRAICHEBMOIA N RETYT, VIR T7DUY—
AT Li‘/7l\'7170)§%75\1 EILRDET, 55, MENGREHELREDRR. 53 3@%7’3" \%
KRN FET, Ffe, ECETPYPIMNCED FIH, TEHMNRRBOEH., 1V ITFTY N PRBEED
BOUR—YT—3aVRBREDAVYTFYRAAANDYBEICHR>TEZEXT, %@N?ﬂ%%@%ﬁb’(ﬁ@;@
EANZREIHLET,

11.5.2. HAB & &

HAB (High Assurance Booting) I&. NXP Semiconductors Wg#ft9 2 t¥ 1 77— b DRET
9, i.MX 8M Plus ® BootROM (Ti& HABv4 hEAAENF T, T 7 4L N TIEERIRREICR > T
WEITH, —E. eFuse KIFBREEZEZ AT I ETEF 27T MEMICED. TNLEE. BWRIRE
DEFELEBEAABRICHED FT, HABv4A THET 2R TIFRDOBERZ 7—hO—F —1 A—VITEBEMT
% Z & T BootROM HiEERFic 7 — hA—4% —DFIEEITVET,

- CSF (Command Sequence File). IVT (Image Vector Table)
- SRK (Super Root Key). CSF. IMG E&H#E:R#
CAX—=IDEZ
NXP Semiconductors &% —J)L& LT CST (Code Signing Tool) Z#YJ ) —XLTWET, &K
5!% ELTHBEFREICEL > TRABREENRINDIRNELRDOTELY —ILEEICIZZF DD DLk
EFEnFttA, 7—hO—5F—DRELKRICTHKEL £9, Armadillo Base OS THREZ 1% uboot-
imx Dt 2177 —MLETIE, Trusted Firmware-A (ATF). OP-TEE OS. Linux A1—=XJL1 X—=
FTHREEDHRICED FT, BERICEAT Z2HMEFILUITDOELED T,

- BSRETHAORIE X509 AREICHIGT B
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- ZAI13F RSA TSI 5
- 1024, 2048, 3072, 4096 bits
- BADY A Yz A NI SHA256 D H

/ HAB D& U WERRIFU T 2SR UL TS L,

i.MX Secure Boot on HABv4 Supported Devices https://
www.nxp.com/search?keyword=AN4581

Encrypted Boot on HABv4 and CAAM Enabled Devices
https://www.nxp.com/search?keyword=AN12056

1153 ERREZERT D

NXP Semiconductors M5 YU YU —XZN3BEBEZY—IU (cts). REZ7 7ML EZERBLTH S, BODIE
BEZERUED,

11.563.1. BAREORA
TA4 L7 MUBRO—EHERBEULTOEHD,

—— cst 3.3.1 @

| F—— crts (2]

| F— keys (3)

| —— Llinux64/bin @

F—— imx-boot

F—— Llinux-5.10

F—— alpine

| L—— build-rootfs-[VERSION]
F— csf (5)

L out @

AXZa7I)LTIE v33.1 ZFIALE
J7—hO—5—IcHAACBCIAERIRES NS
BOERY—IL. ESNICRDEES NS
EILREHAEZEGY —ILDRES NS

CSF hcE=nd

BRBHAA—IDEESND

11.5.3.2. BRAY—I%Z*¥ET 3
1. NXP Semiconductors h5EB&ZY —I)LZ¥ U YAO—RUET

Q00000
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LToYA MY ovO0—RUET, T TlELI——H NXP Semiconductors Dt kT
EBHRERRELU Y I YO—RIBEEZEELTVWET,

CST O&#HhR https://www.nxp.com/search?keyword=IMX_CST_TOOL_NEW

BEERNDEICBEDRT
- AN Z a7 IEEERTIE v3.3.1 ZRIALE LT

/ . #>O—Ricld NXP Semiconductors Y- hAD 11— —

2. V=IZEZERULET

[PC ~]$ tar -xaf cst-3.3.1.tgz

11.533. YU TPILE S NAT—RZRET S

PKI sEEERZE 22 Tcic. SEERED YU P ILES. NAT—RZFRIE> TEBENHD XT,
JUTPNEST7AIVENRRT—RT 71 I)LZ2EDXT,

VUTINESENRT—RIFMEREDEZREL TS L,

[PC ~1$ cd cst-3.1.1/keys

[PC “/cst-3.1.1/keys]$ echo "12345678” > serial

[PC ~/cst-3.1.1/keys]$ echo "pass phrase” > key pass. txt
[PC ~/cst-3.1.1/keys]$ echo "pass phrase” >> key pass. txt

11534 BZEWI D
X277 —hAD PKltree ZIED XY, EMT 2R EZDIAEBIFUTOELED TI,
K113 EXa 77— NEOREIAHE

name description file name

CA XY JL—bk CA CA1_sha256_[alg]_v3_ca_crt

SRK $#~R 7 Super Root Key FED#E~RT SRKI[n]_sha256_[alg]_v3_ca_key

CSF $#~R7 CSF FHD#E~RT CSF[n]_sha256_[alg]_v3_usr_key

IMG $E~R7 AX—VFBHDERT IMG[n]_sha256_[alg]_v3_usr_key

SRK FERRE CA BIC &k > TER SNz SRK NFE#HE SRK[n]_sha256_[alg]_v3_ca_crt
EENICEIRAE

CSF iitRAZE SRK [T & > TR SNz CSF AFE% CSF[n]_sha256_[alg]_v3_usr_crt
SATIZEERE

IMG ZEERZE SRK lc &> TE& I IMG NFR#E% IMGI[n]_sha256_[alg]_v3_usr_crt
SATZEERE

- [algl: 7ILTJ X I
- [nN:n=1234
1. BEERT S
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B0 CARERREZFAEIIC. Bl UTHIRS £ D 4 A0 RSA-2048 DEZLERT %,

[PC ~/cst-3.1.1/keys]$ ./hab4 pki tree.sh -existing-ca n ¥ (1]
-use-ecc n -kl 2048 ¥ 9
—-duration 5 ¥ 0
-num-srk 4 ¥ 0

-srk-ca y 9

B7D CAGEREZHMRAT 0 ESH

-use-ecc | ECC #FIET 2HEShH, -kl TR, -use-ecc h' n DIFEIE RSA ITH
)

HABRIZ 5 F
SRK D#& 4 &
RERN PKI Y Y —

00 00

AR UERIBSELFAATSZIHDTIT, Bhic<W\ EFa74
ARL—=YICAE-ULTELLZLZRBHLET,

BOFFISFHEMZE > TIToTLREE W, & ZIXHEEDOH
FAT 2R ERECHBT2BEFENDITD, £, BISTELH
HICEFDRETT, UTESEICLTLIEE W,

BlueKrypt Cryptographic Key Length
Recommendation https://www.keylength.com/

- UL IE cst AD docs 7 LY MU ICH B CST_UG.pdf =
SERLLEEWN

= . BCEBRAIIPZEDIFEIL. habd_pki_tree.sh DEREE LT,
openssl-req D subj A 7 ¥ 3 v T
CN=CA1_sha256_[alg]_v3_ca DH%EFHRELTWLS

2. EESNICROMER
UTDO7 7L ER SN EZHERL T LS W,

cst-3.3.1
F— crts
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F—— CA1 sha256 2048 65537 v3 ca crt.der
F—— CA1 sha256 2048 65537 v3 ca_crt.pem

F—— CSF1 1 sha256 2048 65537 v3 usr crt
F—— CSF1 1 sha256 2048 65537 v3 usr crt.
F—— CSF2 1 sha256 2048 65537 v3 usr crt
F—— CSF2 1 sha256 2048 65537 v3 usr crt.
F—— CSF3 1 sha256 2048 65537 v3 usr crt
F—— CSF3 1 sha256 2048 65537 v3 usr crt.
F—— CSF4 1 sha256 2048 65537 v3 usr crt
F—— CSF4 1 sha256 2048 65537 v3 usr crt.
F—— IMG1 1 sha256 2048 65537 v3 usr crt
F—— IMG1 1 sha256 2048 65537 v3 usr crt.
F—— IMG2 1 sha256 2048 65537 v3 usr crt
F—— IMG2 1 sha256 2048 65537 v3 usr crt.
F—— IMG3 1 sha256 2048 65537 v3 usr crt
F—— IMG3 1 sha256 2048 65537 v3 usr crt.
F—— IMG4 1 sha256 2048 65537 v3 usr crt
F—— IMG4 1 sha256 2048 65537 v3 usr crt.

F—— SRK1 sha256 2048 65537 v3 ca crt.de
F—— SRK1 sha256 2048 65537 v3 ca crt.pe
F—— SRK2 sha256 2048 65537 v3 ca crt.de
F—— SRK2 sha256 2048 65537 v3 ca crt.pe
F—— SRK3 sha256 2048 65537 v3 ca crt.de
F—— SRK3 sha256 2048 65537 v3 ca crt.pe
F—— SRK4 sha256 2048 65537 v3 ca crt.de
L—— SRK4 sha256 2048 65537 v3 ca crt.pe

L—— keys

—— CA1 _sha256 2048 65537 v3 ca key. der

F—— CA1 sha256 2048 65537 v3 ca key. pem

F—— CSF1 1 sha256 2048 65537 v3 usr_key.
F—— CSF1 1 sha256 2048 65537 v3 usr key.
F—— CSF2 1 sha256 2048 65537 v3 usr_key.
—— CSF2 1 sha256 2048 65537 v3 usr key.
F—— CSF3 1 sha256 2048 65537 v3 usr_ key.
F—— CSF3 1 sha256 2048 65537 v3 usr key.
F—— CSF4 1 sha256 2048 65537 v3 usr_key.
F—— CSF4 1 sha256 2048 65537 v3 usr key.
F—— IMG1 1 sha256 2048 65537 v3 usr_ key.
F—— IMG1 1 sha256 2048 65537 v3 usr key.
F—— IMG2 1 sha256 2048 65537 v3 usr_ key.
F—— IMG2 1 sha256 2048 65537 v3 usr key.
F—— IMG3 1 sha256 2048 65537 v3 usr_ key.
F—— IMG3 1 sha256 2048 65537 v3 usr key.
F—— IMG4 1 sha256 2048 65537 v3 usr_ key.
F—— IMG4 1 sha256 2048 65537 v3 usr key.
F—— SRK1 sha256 2048 65537 v3 ca key.der
F—— SRK1 sha256 2048 65537 v3 ca_ key. pem
F—— SRK2 sha256 2048 65537 v3 ca key.der
—— SRK2 sha256 2048 65537 v3 ca_ key. pem
—— SRK3 sha256 2048 65537 v3 ca key. der
—— SRK3 sha256 2048 65537 v3 ca key. pem
—— SRK4 sha256 2048 65537 v3 ca key. der
L—— SRK4 sha256 2048 65537 v3 ca key. pem

der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
r
m
r
m
r
m
r
m

der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
der
pem

3. SRKTF—TIIL&E SRKN\YYaT7—TILE%ERKT D

UToaANY REeRITLTLIEE W,

205




Armadillo-loT =k x4 G4 BB =27 )L tF*aUTo

[PC ~/1$ cd cst-3.3.1/crts
[PC "/cst-3.3.1/crts]$ ../linux64/bin/srktool ——hab ver 4 —-digest sha256 ¥

-—certs ”./SRK1 sha256 2048 65537 v3 ca crt.pem,./

SRK2 sha256 2048 65537 v3 ca crt.pem,./SRK3 sha256 2048 65537 v3 ca crt.pem,./
SRK4 sha256 2048 65537 v3 ca crt.pem”

ULTD2207 71 ILHAER TN TWLWNIEEKRIITY,

[PC "/cst-3.3.1/crts]$ Ls
1 (ABg)
SRK 1 2 3 4 fuse.bin

o (Eg)

1154. X2 77— 2EMCT S
ERUIREIBEEANTEF 27 T— FEEMICL TV ERT,

BTOhFEFI, BElc eMMC IEENMNTWBREZLZEINTWEW I 7—LAT 7
[TEEENCER T HLSICHRDET, FDIh, BERBFAANAXA—IBEZIA
BEENDBICKRDFET, EXFa 77— EBMICTT 2HC. —F
M155. EXa77—MNEWED T 7—L T T7DESIAHCDOWT, I
BZBIEZHEHULET,

X277 - hEWRE. BERANICESEICEREIDETINDLSIC

11.54.1. eFuse I SRK /\v > 12 ZEZAD

X127 T—hEBEMICTZEHITIE. iMX 8M Plus @ eFuse IC SRK D/\y Y 2 BEEZEL BHEN
HDEI, iMX 8M Plus ® OCOTP (On-chip One-Time Programmable Element Controller) @ L
VZAIBATEZT AL I EICRD £9, uboot-imx (Cld OCOTPA NDF7 7 X %175 fuse AV¥ Y R
NHHERT,

1. ElEnfc/\v>1BZERT S
PCEtDcstFr L7 bhUT, ATOOANYYRTN\Y Y 2BZRRY S

[PC 1% cd cst/crts
[PC “/cst/crts]$ hexdump -e "1/4 "0x”" -e "1/4 "%X""¥n”’ SRK 1 2 3 4 fuse.bin

EROH (J\y 2 afBEERSNICREBICRERDXT)

0x72DBC22F
0xDCABOF6E
0xBEBA9104
0x35E61298
0x768FA4B5
0x2179343B
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0x92BF13D4
0x461BAE7C

2. N\Ny2aEeEqEAT

eFuse [ OTP RO T—EEEZTOEZERBIEITEE A, JFEL
THEELTLZE W,

Ny Y2 BRERSNICRBICCERBDET, fIDEZZDERFRE
MEWT TS,

EXAHFIAYY ROANILTTY,

fuse prog [-y] <bank> <word> <hexvald> [<hexval)...]

u-boot AV REFAL T, #ERL/\Y Y a2{E%R eFuse ICEVWTWEX T, u-boot 7OV
ThEMNLES EIFTLLES WL,

UTFICHlZRULET (B ETHBDOTZEDREEDBNTLLLE W),

u-boot=> fuse prog 6 @ 0x72DBC22F
u-boot=> fuse prog 6 1 0xDCABOFGE
u-boot=> fuse prog 6 2 0xBEBA9104
u-boot=> fuse prog 6 3 0x35E61298
u-boot=> fuse prog 7 0 0x768FA4B5
u-boot=> fuse prog 7 1 0x2179343B
u-boot=> fuse prog 7 2 0x92BF13D4
u-boot=> fuse prog 7 3 0x461BAE7C

—_

DOAXRYROAOTIEUTOLS cHNENET,

u-boot=> fuse prog 6 0 0x72DBC22F
Programming bank 6 word 0x00000000 to 0x72dbc22f...
Warning: Programming fuses is an irreversible operation!
This may brick your system.
Use this command only if you are sure of what you are doing!

Really perform this fuse programming? <y/N>
y

3. SRKEEZOYIT S

CDFRFXTIF SRK fBIFIFE Y FDIRREIC L > THIESAAARBRELROTHY 7T 208D
HHEY,
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u-boot=> fuse prog 0 0 0x200

1155 €EFa2 77— EWEDT7—LV T FDEZAHICDOWVWT
X277 —rZEHCLBEEOYIEIES AHIE, BEic L 2BHTHI R SD 7—~NEFIA
ULEXJ, SD 7—rZFABLTEREHANA—IJDEZAHDEINLIcDEICIF. Armadillo Base OS
D7 7—L0 77y 77— MEREOFALBURREICEDET,
T Bl E ZFNUED 7 7 — LD 2 PESAHDTNTT,
tF 277 N EHEROAEEEIAL
1. M156. 7—hO—5—AX—IZEZLT B,
2. "157 Linux I—RIAA—IZEXLT S,
3. M58 €Far7Z7—rEWROWEI 7 7—LDV 77y TT—r1 (FRIGXT)
—EBUBEOEEAH
1. M156. 7—hO—5—AX—I%EEBELT 3,
2. M157 Linux I—RIAA=—IEBEZLT S

3. 7. Armadilo®dYV 7 o x7%27v T77—KT 3,

11.56. 7—hA—5—AA—-I%ZELTS

X277 —hTHRETET7—hO—49—AAX—IEEZLLTWEZXT, Armadillo Base OS % #l|/H
UVeBREBAANA—IBERTDETORNIIUATDOESD T,

1. 7—hO—%—%EILRT3

2. AAXA—YVER=WHMET D

3. CSFEREZ77MILEEL

4. CST #%1793%

5. 7—RhO—4—AX—=YIC CSF 7 7ML EEZAD
11.56.1. 7—hO—4%5—%2EILRT S

Y —ZJ—ROBYSZITS/®IC 9.4 Armadilo DV 7 Iz 7=EILRTZ, DEZSEICLT
EILRRBOBENS T —hO—F—DEJILREXTEEAICT> TSI,

1. uboot-imx @AV 7«4V %=ZEEF 3

x2_defconfig [ CONFIG_IMX_HAB=y ZiENY %

[PC ~1$ cd imx-boot/uboot-imx/
[PC ~/imx-boot/uboot-imx]$ vi configs/x2 defconfig
CONFIG IMX HAB=y
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2. 7—hO—-%5—ZBEILrTSB

M1.443. 7—bO—4%—%ZBEILRT S, £#SEICLT. 7—hAO—5—DN\—=I 3V EEE
LThs, 7—hO—4Y—0DOEIREZToTLIEE W,

11562 7—hO—F—A X—IJDEBRZIET S

NXP Semiconductors H'12#t9 % cst (code signing tool) (&1 X—I % EELZ % J 88, CSF %
DL BHEEZR > TWBREIT T, EBRICEDE D ZEBERL T D2DOMNEERKGF LML > TWLWET, Armadillo
Base OS Tld uboot-imx AL TWB DT, uboot-imx A1 KIS 2 &ICHED £, uboot-
imx DAARICLDE, ELRATICEEFNTWSIEHRZIKEEHUTCSF 7717 ZERT 2L DICE

PN TWET, 1 X—IDELWBRICDODWTIZE
BLTLEEW,

BRI 2BRIUTOEED T,
R 11.4 BEFEHA A —JETDBER

®11.7. 7—hO—5F—DELFEHA X—,

name description source example

csf_off SPL CSF DR EJLRO% OFFSET dump csf_off 0x22e00

sld_csf_off 2nd loader CSF D& E)RkOY @ OFFSET sld_csf_off 0x59020

dump

spl hab block SPL IVT, SPL 1 X—Y DlF EILROY D OFFSET spl hab block: 0x91ffcO
o dump 0x0 0x22e00

sld hab block 2nd loader IVT (uboot, EI KOS D OFFSET sld hab block:
atf, op-tee, dtb M EEEH T dump 0x401fcdcO 0x58000
%) DIER 0x1020

fit_hab 2nd loader (uboot, atf, make print_fit_hab 0x40200000 0x5B0O00
op-tee, dtb) ¥ X—Y DIER OxCC1ES8 -+

=%

uboot-imx DAHA RZA VIFUTZESRUTLESI W, V—RAOA—RIERF 2 XAV RIDHBD F
9, i.MX8M, i.MX8MM Secure Boot guide using HABv4 imx-boot/uboot-imx/doc/imx/
habv4/gquides/mx8m_secure_boot.txt

1. ElLrasbrsERzmEs s

J—hO—4¥—0OEILROVO—BREZOOTICEERERNGHDEFT, IREELTLIEET W, UTOD
BRIEFIELRDFET, ZOFXFALABWVWTLLEEI L,

Loader IMAGE:

header image off 0x0

dcd off 0x0

image off 0x40

csf off 0x22¢00 @

spl hab block: 0x91fc0 0x0 0x22¢00 O

Second Loader IMAGE:
sld header off

sld csf off
sld hab block:

0x58000
0x59020 ©
0x401fcdco 0x58000 0x1020 @

@ SPL CSF OfEF®
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@® SPLIVT & SPL image D15
©® 2nd loader CSF D&%
O 2nd loader IVT D&%

2. print_fit_hab " 51ERZMHET S

PITFAXYRZETULT <> DERZAET D, UTDHRIFFIEZDERT, ZOFRFFAELE
WTLEE W,

[PC ~]$ cd imx-boot

[PC ~/imx-boot]$ make -C imx-mkimage/armadillo x2 -f soc.mak SOC=iMX8MP print fit hab
make: Entering directory ' /home/xxx/imx-boot/imx-mkimage/armadillo x2’
./../scripts/dtb _check.sh imx8mp-evk.dtb evk.dtb

Use u-boot DTB: imx8mp-evk.dth

./../scripts/pad_image.sh tee.bin

./../scripts/pad_image.sh bl31.bin

./../scripts/pad_image. sh u-boot-nodth.bin evk.dtb

u-boot-nodtbh.bin + evk.dtb are padded to 866464

TEE_LOAD ADDR=0x56000000 ATF_LOAD ADDR=0x00970000 VERSION=v2 ./print fit hab.sh 0x60000
evk. dtb

0x40200000 0x58000 0xCC1ES @

0x402CC1E8 0x1271E8 0x76B8

0x970000 0x12E8AQ 0xA150

0x56000000 0x1389F0 0x206600

make: Leaving directory ' /home/xxx/imx-boot/imx-mkimage/armadillo x2’

@ 2nd loader (u-boot, atf, op-tee, dtb) D1 X — 15K

11.563.CSFE&E77T1ILZzEL
1. csf_splixt #E3
PTFoax Yy REEITULTTIW,

[PC "1$ mkdir -p csf
[PC ~J$ cd csf
[PC "/csfl$ vi csf spl. txt

LU csf_splixt DB > 7ILTT, FRDBHZBITUNMIZDEXEFMAL T,

[Header]

Version = 4,3

Hash Algorithm = sha256
Engine = CAAM

Engine Configuration = 0
Certificate Format = X509
Signature Format = CMS

[Install SRK]
File = "cst-3.3.1/crts/SRK 1 2 3 4 table.bin” @
Source index = 0 9
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[Install CSFK]
File = "cst-3.3.1/crts/CSF1_1 _sha256 2048 65537 v3 usr_crt.pem” (3)

[Authenticate CSF]

[Install Keyl]
Verification index = 0
Target index = 2

File = "cst-3.3.1/crts/IMG1 1 sha256 2048 65537 v3 usr crt.pem” (4]

[Authenticate Data]
Verification index = 2

Blocks = 0x91ffcO 0x0 0x22e00 ”imx-boot/imx-boot armadillo x2” (5]

[Unlock]
Engine = CAAM
Features = MID

SRK 7—7 N7 70 IL&I8ET 3
SRK1 (0 BFUED) ZIEET S
CSF1 7704z EET S

IMG1 771 )L Z3EET 5

spl hab block DEHREZEZIAD

©O0000O

2. csf fittxt 22K %

LToaOY Y REETUTTEIW,

[PC "1$ cd csf
[PC “/csfl$ vi csf fit. txt

BUF & csf_fittxt D> FIL T, < Tl csf_spl ERIEFA—TY,
FERMALTLLIEZ W,

ERD B BITLSNEZED

[Header]

Version = 4.3

Hash Algorithm = sha256
Engine = CAAM

Engine Configuration = 0
Certificate Format = X509
Signature Format = CMS

[Install SRK]
File = "cst-3.3.1/crts/SRK_1 2 3 4 table.bin”
Source index = 0

[Install CSFK]
File = "cst-3.3.1/crts/CSF1_1 _sha256 2048 65537 v3 usr_crt.pem”

[Authenticate CSF]
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[Install Keyl]

Verification index = 0

Target index = 2

File = "cst-3.3.1/crts/IMG1_1_sha256 2048 65537 v3 usr_crt.pem”

[Authenticate Data]
Verification index = 2

Blocks = 0x401fcdcd 0x58000 0x1020 ”imx-boot/imx-boot armadiilo x2”, ¥ (1,

0x40200000 0x5B000 0xCC1E8 " imx-boot/imx-boot armadiilo x2”, ¥ (2
0x402CC1E8 0x1271E8 0x76B8 ”imx-boot/imx-boot armadiilo x2”, ¥
0x970000 0x12E8AQ 0xA150 ”imx-boot/imx-boot armadiilo x2”, ¥
0x56000000 0x1389F0 0x206600 " imx-boot/imx-boot armadiilo x2”

@ sld hab block D1E#H %= 1178
O FNLEOBELNRICDOWVWT fit_hab DIEHFEEEAD

11.5.6.4. CST =179 %
CSFEREZ771ILHS CSF 771 ILZED £,
csf_splbin Z#ED £9,

[PC ~J$ mkdir -p out

[PC 1% ./cst-3.3.1/linux64/bin/cst -i csf/csf spl.txt -o out/csf spl.bin
Install SRK

Install CSFK

Authenticate CSF

Install key

Authenticate data

CSF Processed successfully and signed data available in out/csf spl.bin

csf_fit.bin ZED £ 9,

[PC ~]$ ./cst-3.3.1/linux64/bin/cst —-i csf/csf fit.txt -o out/csf fit.bin
Install SRK

Install CSFK

Authenticate CSF

Install key

Authenticate data

CSF Processed successfully and signed data available in out/csf fit.bin

ULTD7 714 ILHTE TWLWNIEKIITY

[PC ~]$ Ls out
cst fit.bin csf spl.bin

11.5.65. 7—NO—5—A X—JIZ CSF 7 7ML ZEZAD

CSFZ7—hO—49—A X—INICFHNINEBBRICEZIAHZX T, seek TEZAMIBEZSDLE
F9, CZTDFRLRA 0x22e0 & 0x59020 FHITY . ZDFEFETLHBWVWTLIZE L,
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UToavy REETI 3,

[PC ~1% cp imx-boot/imx-boot armadiilo x2 out/signed imx-boot armadiilo x2

[PC "1$ dd if=out/csf spl.bin of=out/signed imx-boot armadiilo x2 seek=$((0x22¢00)) ¥
of lag=seek bytes bs=4K conv=notrunc ‘,

[PC "1$ dd if=out/csf fit.bin of=out/signed imx-boot armadiilo x2 seek=$((0x59020)) ¥
of lag=seek bytes bs=4K conv=notrunc (9

Q@ csfoff DIBERESIKETS
(2] sld_csf off DEHR=Z5I1#ET 3
11.5.7. Linux h—RIVA A—IBEZLT S

X217 T—MTHBTS Linux I—RILA A=Y %HEBZLTWEZET, Armadillo Base OS %I
UVIcBEBAAA—IBERTDETORNIEIATOESD T,

1. AXA—YVBERZHMELTINITS

2. VT Z5E9 %

3. CSFREZ77A1ILZEEL

4. CST #%£119 %

5. Linux A—XJL1 X—|c CSF ZEINY %
11.5.7.1. A XA—VER=ZHMEL TMIT S

EREZINREDRSD Linux I—RILAX—IDERICAETV ICREASNDZ A XZEELET, EL
KEh iz Linux 1—XRIL1 X— (Image) & bss f8i5& E DBEBNEREINET, ZDRH. 7740
WA XTIERLS, A A=Y DORFITHAAENTWBEZRELET,

AX—=VERZHMET B72HIT Linux I—FRILA XA—=IDRETY, 7—rO—5—D&3lcttFa
P7—NUBZEWNCTZHICBEILRDPRELRDITTIEFEVWDT, EINRFHAA—IEZHAET S
M 19.4. Armadillo DY 7 kD 2 7ZEILRT S ZSEIC Linux I—RILZEILRTENMLTLLE
SN

1. A X=YBERZHETS

T7AID5 16N MEZ32EY hEUST %,

[PC ~1% hexdump -s 16 -n 4 —e *"0x”"%X””¥n”" Llinux-5.10/arch/arm64/boot/Image

M FIEHERDOFITY

0x1E80000

2. AX=IJILNT 4 VIT%EMT S

BRI ZEEE /T« T7ELTEBMULEY, —pad-to ICEBB L1 XEAALET, 2
TI& OxTES80000 ZA DL £,
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[PC 1% objcopy -I binary -0 binary ——pad-to 0x1E80000 --gap-fill=0x00 ¥
Linux-5.10/arch/arm64/boot/Image out/Image pad.bin

11.5.72. VT Z4/3 %
1. T &RX7UThK (genlVT.pl) ZiE&ET %
. l:°—b’(7f)‘5ﬁ$b§?—o

[PC ~J$ cd out

[PC ~/outl]$ vi genIVT.pl

[PC 1% cp imx-boot/uboot-imx/doc/imx/habv4/script_examples/genIVT.pl out/

AX—IDIREBFRIIULTDEE D TF, Self Pointer & CSF Pointer ZiiH U EBRO Y1 X &
X 11.8. Linux 1—RILDEBLZFIHA X -V, %S

ICEBLULET, T A—IDERICDODWTOERIL
ZICLTLEZW, ZNUADTIZZFOEFFFALTLLIZET W,

#! /usr/bin/perl -w
use strict;

print $out pack(”V”,

print $out pack(”V”,
print $out pack(”V”,
print $out pack(”V”,
print $out pack(”V”,
print $out pack(”V”,
print $out pack(”V”,
close($out);

open(my $out, ’D:raw’,

0x412000D1); # Signature

0x0); # Reserved
0x0); # DCD pointer
0x0); f# Boot Data

0x42300000); # Self Pointer (xivt) @
0x42300020); # CSF Pointer (xcsf) @

0x0); f#t Reserved

“ivt.bin’) or die "Unable to open: $!”;

print $out pack(”V”, 0x40480000); # Load Address (xload address)

(1] 0x42300000 = [load_address] + [actual_image_size] = 0x40480000 + Ox1E80000

(2] 0x42300020 = [ivt] + 0x20 = 0x42300000 + 0x20
1. VT 25T %

UTFoaAVy REeRITLTIIRE W,

[PC ~/out]$ perl genIVT.pl

2. IVT ZEMd %

Iy REnfec Linux A—FRILAX—=JIT IVT ZEBMULE T, UTOIVY RERTL TS,

[PC ~/out]$ cat Image pad.bin ivt.bin > Image pad ivt.bin

11.573. CSFREZ7 71 L &&EL

1. T4V —

JA7 YA X ZRmRDB
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TFoaANY Y RZETULTLIEE W,

[PC ~1$ printf " 0x%X¥n’ $(stat -c '%s’ ¥
Linux-5.10/arch/arm64/boot/dts/freescale/armadillo _iotg g4.dtb)

LRI HERDHITY

0xD112

2. csf linuxtxt #3%

XTFoaNY Y REETULTTEL,

[PC ~]$ cd csf
[PC "/csfl$ vi csf Llinux. txt

BUFIE csf linuxtxt D> 7ILTT, 3FROBBITUNIFDOIRFRFIBL T LS LY,

[Header]

Version = 4.5

Hash Algorithm = sha256
Engine = CAAM

Engine Configuration = 0
Certificate Format = X509
Signature Format = CMS

[Install SRK]
File = "cst-3.3.1/crts/SRK 1 2 3 4 table.bin”
Source index = 0

[Install CSFK]
File = "cst-3.3.1/crts/CSF1 1 sha256 2048 65537 v3 usr crt.pem”

[Authenticate CSF]

[Install Key]

Verification index = 0

Target index = 2

File = "cst-3.3.1/crts/IMG1_1_sha256 2048 65537 v3 usr_crt.pem”

[Authenticate Datal
Verification index = 2

Blocks = 0x40480000 0x00000000 0x01E80020 “out/Image pad ivt.bin”, ¥ (1]
0x45000000 0x00000000 0xD112 " linux-5. 10/arch/arm64/boot/dts/freescale/

armadillo_iotg g4.dtb” @

© Image_pad_ivt.bin @Y+ X%% 35| (length) ICAHT %, < ZTld OxOTE80020 D
E=
O dtb DA XEHEISHKICANT D, T Tld 0xD112 DEF,
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11.5.7.4. CST #1179 %
CSFEREZ771IHMS CSF 771 IL=ZIED X9,
csf linux.bin ZED £9,

[PC ~]$ ./cst-3.3.1/linux64/bin/cst —i csf/csf Llinux.txt —o out/csf Llinux.bin
Install SRK

Install CSFK
Authenticate CSF
Install key

Authenticate data
CSF Processed successfully and signed data available in out/csf Llinux.bin

11.5.7.5. Linux 1—=xJL1 X—IIC CSF ZEMT 3
Linux 1—xRJ)LA A=Y CSF ZEMY 5 & TEAMNMIMENSD I EICBRD XY,
UTDINXNY RZ2RITULET,

[PC "1$ cat out/Image pad ivt.bin out/csf linux.bin > out/signed Image

1158 Exa77—MNEWEOYE 7 7—L Iz TPy 77—k

X217 T—hEEMCTZE BICEMTVWEIEBEZINTWRWT 7— AT 2 7 TIREERWICE
BN TERKBDET, FDHT7—LI 7TV TIT—RMNCE>TEZRBEHAANA—IEEZIADE
ENRBICRDET, iU, 77—L 777 v 7TF—RMNCIEGEFENRETY, 7V IT7—REFD
BREMARENRRAT Armadillo ZBEBILTULES &, BEICEM TW T 7—LAD Tz 7 ZRET B
EICBRBZOTREICEBMLUTULEWVNE T, Do, X277 —hZ2EBNICULIEERDEZIAHXITE
ZEHPAAX—IDEIM SD T—rZ2FIBLT eMMC 2Z2ZAHET, BEIIXAT« 7 EETEN
BRWOTHREEICKZ2BHITHIIETT,

MNIFLLTO®ED TY,
1. BR&IA-I%ZDL3

- M1B6. 7—hO—4F—AX=—I%EBZLI D, & M157.LiInux h—RILAX—=—I%EEZT
%) HHECT—hO—4Y—A X—I & Linux kernel 1 X—I%ZL£9 3%

2. JRY MY alpine/build-rootfs ZEW§9 %
- 1944, Alpine Linux L— 7 7ML AT LZEILRT B, #SEICTS
3. AIX=I%kE>
4. A X—3I% microSD H—RICEZFIAD
5. SD 7—KhTTFNNAAD eMMC ZEZHZ %
1158.1. A X—IYDIEREEZTAH
PC £ SD 7—KhH microSD i—RZ#ED. Armadillo ICIEAL TBRBFHA XA —IEZENTNE

£9, 2ITlE T9.4.4. Alpine Linux L=~ 774 IV AT L%ZERT S, TEHHEINLTWSY —
AW'Y — alpine/build-rootfs (%2 X7 ') 7k build_image ZFIHULF 9,
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1.

3.

Linux A—RIAX—=I %SRBI BLSCEET S
UTO7 70 ILEREET,

[PC "1$ vi “/alpine/build-rootfs-[VERSION]/ax2/packages

linux-at D1TZEULET,

: (EB8)
dosfstools
atmark-x2-base

linux-at
crun

podman

(B8

Linux 1—RIA A=V EFNNA AV —%FET S

[PC ~1$ mkdir -p alpine/build-rootfs-[VERSION]/ax2/resources/boot

[PC ~1$ cp out/signed Image alpine/build-rootfs-[VERSION]/ax2/resources/boot/Image

[PC ~1$ cp Llinux-[VERSION]/arch/arm64/boot/dts/freescale/armadillo iotg g4.dtb ¥
alpine/build-rootfs—-[VERSION]/ax2/resources/boot/

=T 714V RTLEEILRT S
LToaAY Y REETUET,

[PC "J% cd alpine/build-rootfs—[VERSION]
[PC ~/alpine/build-rootfs-[VERSION]I$ sudo ./build image.sh -B ./signed armadillo iotg g4

BN BEUTD2DODT7 7 AILHERESNE T, 77 MILAICETFNZAMPN—U3 2 (EH
CERTHITY,

baseos-x2-3. 14, 3-at. 1.20211124. img baseos-x2-3.14.3-at.1.20211124. tar. gz

ARX—I %D
UTFoax v REETULETD,

[PC “/alpine/build-rootfs-[VERSION]]$ sudo . /build _image.sh -B ./signed armadillo iotg g4 ¥
——installer ./baseos-x2-[VERSION]. img

BT B EUTOT7AILDERENET T, 77 MILEBICEEFNDBEMPN—I3VEFHEXT
BT,

baseos-x2-3. 14, 3-at. 1.20211124~instal ler. img
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5. SD 7—KkH microSD 1—RK%#D>< b, SD 7—r9T 53

r95.SD 7—hDEA) %SZEIC baseos-x2-installerimg % microSD H— RICEWTEH
LTLEEEW, 2D% microSD A—RZFAT2E& SD J—hAX—IJDIE— (BEHESH)
Z eMMC [CEZRADLSIESNTVWEDT, X2 77— FNEOBANEAX—IEZEZA
BIENTEZXYT, BRICT—PFE—RZRULTHEHNT DEEREFHAN XA —IDSIET DI
-a_‘\zag_o

11.582. ¥ 217 7— M DHER

Linux —XILDLE ENBZC EZFERLTLIEE W, Linux —XRILE TS EASBWEAR.
uboot-imx @AY Y KT HAB DIREXERT D ENTEEXT,

Linux L& CIEEREFHOY

: (EE8)

Booting from mmc ...

it Checking Image at 40480000 ...
Unknown image format!

53522 bytes read in 22 ms (2.3 MiB/s)

Authenticate image from DDR location 0x40480000. .

Secure boot enabled "

HAB Configuration: Oxcc, HAB State: 0x99
No HAB Events Found! @

it# Flattened Device Tree blob at 45000000
Booting using the fdt blob at 0x45000000
Using Device Tree in place at 0000000045000000, end 0000000045010111

Starting kernel ...

: (E8)

Q@ X7 rIEULRERICKRRINET
O FEIABVESIFARY MR RINETA

J—hO—%5—ICHEENH ZIHEOEEHO T

: (AR

spl: ERROR: image authentication unsuccessful
ittt ERROR #ittt Please RESET the board it

1 (&B8)

Linux AA—XILA X =Y ICEENH BI5EaDEH O

1 (&R8)

Authenticate image from DDR location 0x40480000. .
bad magic magic=0x14 length=0xal version=0x0

bad length magic=0x14 length=0xal version=0x0
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bad version magic=0x14 length=0xal version=0x0
Error: Invalid IVT structure

Allowed IVT structure:

IVT HDR = Qx4X2000D1

IVT ENTRY = QxXXXXXXXX

IVT RSV1 = 0x0

IVT DCD = 0x0

IVT BOOT DATA = OxXXXXXXXX

IVT SELF = QxXXXXXXXX

IVT CSF = QxXXXXXXXX

IVT RSV2 = 0x0

Authenticate Image Fail, Please check ‘)
D (&R])

QO FELICAKULTWETY
u-boot OV~ R® hab_status

@R WNEE

u-boot=> hab status
Secure boot enabled

HAB Configuration: Oxcc, HAB State: 0x99
No HAB Events Found!

Linux A—XIA X—Y DEZEZTHRENH D5HE

u-boot=> hab status
Secure boot disabled
HAB Configuration: 0xf0@, HAB State: 0x66

————————— HAB Event 1
event data:
0xdb 0x00 0x14 0x45 0x33 0x0c 0xad 0x00
0x00 0x00 0x00 0x00 0x40 0x1f Oxdd 0xcO
0x00 0x00 0x00 0x20

STS = HAB_FAILURE (0x33)

RSN = HAB_INV_ASSERTION (0x0C)
CTX = HAB_CTX_ASSERT (0xA0)
ENG = HAB_ENG_ANY (0x00)

11.5.9. SRK OEMLETIDEZ

FSIDA 22Ty bRISICK BREH. e, BOEREMRENDERIZE. TORKRTHAL
TWHRZE ML T, BIORICYIDEZ DI EMNARTI, L. ZDHRIFEH (.MX 8M Plus
DIHE. mAR4D) D SRK BEMNMTWVWB I EDFIREBRDTT,
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11.5.9.1. SRK O #E®{t (revocation)
Z CTld SRKT 5 SRK2 IcZEE I 225U £ 9,

1.

csf_spl.txt IC revocation @AY U = f#kRd 27Oy 7 ZBIMULET

T 7 AI)LKNTIE eFuse @ revoke LY AZ OV I ENTVWEDTEZTIAATEEFHA, csf
774NN TAOY I ZREIRT B IENTELRT, BICOVIZHEIRT 2 RBEICERINS T8
ENRHZ2OTEEREOEX 277 —hTEOY I EINENETY,

csf_splixt ZFAWT, |#&EIT Unlock 7Ov 7 ZEMULE T,

[PC ~1$ vi csf/csf spl. txt
: (EB8)

[Unlock]

Engine = OCOTP

Features = SRK REVOKE

BERAHAA—IZESAD

"M156. 7—hA—5—AAX=Y%EHT D) ZSEILBRBEAANA—IZERL T, A1 X—
VEBEIAATLIEE W,

BicE)
Unlock =29 %

BREERFODO uboot-imx D 7OV 7 E2IE EIFTLIYRAYEZHERLEXT, ATOOAYY R%E
EITLTLEETW, bitl (SRK_REVOKE_LOCK) &5 TW5 & Unlock SRRETY,

u-boot=> md 0x30350050 1
30350050: 00007dbc @

© 7dbc @ bit 1 K> TLRWDT unlock JKEE
SRK Z#&Eutd %

EYrT7—)LRREYREIORULEDT, BOESE 1 EUED (1,234) ICBRD XTI, bit0
A SRKT1. bitl A SRK2. bit2 »* SRK3. bit3 »* SRK4 TT,

Q BFoIXY RIEH L XTHBDT, ZOXRXETULBEWT TS,

SRK1 ZE XML T BBEIIUT DAV RZEERITU TSV, RESIBNEICT SRDOKRE
fETY,

u-boot=> fuse prog 9 3 1
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11.5.9.2. SRK oy1bEX
Z ZTIE SRK1 5 SRK2 ICEEY 2B 5AL £,
1. SRK O%HE

csf_spl.txt ZFW T, [Install SRK] 7Oy 7 D1 >7v o X (0,1,2,3) & [Install CSFK], [Install
Keyl D7 71 ILES(1,2,3,4) ZBHID SRK AZEET 3,

[PC ~1$ vi csf/csf spl. txt

: (EB8)

[Install SRK]

File = "7 /cst-3.3.1/crts/SRK 1 2 3 4 table.bin”

Source index = 1 "

[Install CSFK]
File = "7 /cst-3.3.1/crts/CSF2_1 sha256 2048 65537 v3 usr_crt.pem” (2]

[Install Key]
File = 7~ /cst-3.3.1/crts/IMG2 1 sha256 2048 65537 v3 usr crt.pen” ©

@ SRKOAYTFYvIR(0123) 2EBEDAVTYIRXYDEZS
O CSF 771ILDES (1,234) 2ZBEOESICTIDEZS
O IMGT771ILDES (1,234) 2EEFXDESICYIDEZS
2. BERTS
M156. 7—hO—5—AA—IZBELT D) ZSEBILCBLEAANA—IZHERL TS W,

11.5.10. &1fFE®R

11.5.10.1. BERZFHAM X —J L BRE

UTILT—hO—5—DEZEHAA—IJERRAEICOVWTOFAZRLET, HEDESH BootROM
ICL > TELRIES N DD, BEOEDE SPL (LXK > TERRIISNDHAITED XTI,
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File (imx-boot_yakushima_es1) DRAM
0x0000 0000 —

Dy 0x4020 0000
SPL
‘"'?E;sé’w ) u-boot-imx
(lpddra_xxx.bin) (u-boot-nodtb.bin)
0x0002 2E00 CSF
(cst spl.bin) 0x402C C1E8
0x0005 8000 FIT header Flattened Device tree
(evk.dtb)
VT
0x0005 9020 ]
CSF —
0x0005 BOOO (cst o) 0x5600 0000
OP-TEE OS
(tee.bin)
u-boot-imx /
(u-boot-nodtb.bin) load and verify signature R —
OCRAM
0x0012 71E8 Flattened Device tree / e —
0x0012 E8AO Crisdlin]
Trusted Firmware-A . bc;PsL - 0x0092 0000
0x0013 89F0 (bl31.bin) DOR FW
(Inddra_xxx,bin)
OP-TEE OS
(tee.bin) Trusted Firmware-A 0x0097 0000
(bl31.bin)
[ —e
SPL SLD
ELnHE EoEAE

B11.7 7—hO—5—DFBRBEHA X =T

Linux DEBZFHA X —I EBEZOFIFUTDEHE D TT, KEDIHIE u-boot 1€ & > TERIREE
ENBHWRICBEDET,

DRAM
Qfa
0x4048 0000
File (Image)
0x0000 0000
Image
Image (Linux kernel)
(Linux kernel) load and verify signature
padding
0x1DE C808 0x4207 0000
0x01E8 0000 padding VT
0x4207 0020
VT
0x01E8 0020 CSF
CSF
%fﬁ
0x4500 0000
File (imx8mp-yakushima-es1.dtb) —> device tree blob
load and verify signature
device tree blob I—/
0xEB9E <+
EfEE |

B 11.8 Linux 1—RILDEBRZEFHA X—Y
11.5.102. E*a 77—k, 70—

BUTFIC SPL (Secondary Program Loader) 7 —hk 7O0—DEZRUE T, SIETH> TLWSER
MMEEF 27T —NTEDCRZNIETT,
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initialize DDR

serial boot

(BootROM API) ———————NO
YES
o S .

no signal YES load u-boot

NO @
load dtb
YES

load and parse
FIT header

load op-tee

CONFIG_IMX_HAB=y

authenticate
(BootROM API)

o< Siooeedesi > |

B TN | = D

l hang l jump to ATF

KI119SPLEFa77—bhD70O—

u-boot DT -k 7O0—DOBEEFUTOEE D TI, SPL EEKICHETHE > TWBEEtxa7
T—NTEMICKRZNETT,
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load dib
—

| —
Y
B ——

load linux kernel

CONFIG_IMX_HAB=y

; authenticate 5
; {BootROM API) '

jump to Linux hang

11.10 u-boot ¥ 77—hD70O—
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12. BmiEHe

ARETIE. Armadillo-loT =k D 4 G4 THRATE 2 RBEHREDERICDOWTEHBAL X T,

12.1. SD 7RR b

Armadillo-loT =k o =« G4 @ SD /KRR k&, i.MX 8M Plus ® uSDHC(Ultra Secured Digital
Host Controller)ZFIFL TW&X T,

Armadillo-loT — kx4 G4 Tld. SDA V% —7 x—ZX(CON1)H uSDHC2 ZFIFBLTWZE Y,
BEgE - B— R %A 7: microSD/microSDHC/microSDXC/microSDIO
. JXR1&: 1bit or 4bit

- AE— R E— R: Default Speed(26MHz), High Speed(52MHz),
UHS-1(208MH?z)

CH—RF 4T NHR—

TFTINAC AT 71 . /dev/mmcbLk1
BEd 5V —XAI—NR - drivers/mmc/host/sdhci-esdhc-imx. ¢

. drivers/mmc/host/sdhci-of-esdhc. c

Device Tree K& 3 X> . Documentation/devicetree/bindings/mmc/fsl-imx-esdhc. yaml
N
.- Documentation/devicetree/bindings/mmc/mmc—control ler. yaml
h—x)dAvT74%2
L—y gy Device Drivers -—->
<*> MMC/SD/SDIO card support -—-> <MMC>
<*> MMC block device driver <MMC_BLOCK>

(32) Number of minors per block device <MMC_BLOCK MINORS>
*%% MMC/SD/SDIO Host Controller Drivers #kx
<x> Secure Digital Host Controller Interface support
<MMC_SDHCI>
<k SDHCI platform and OF driver helper  <MMC _SDHCI PLTFM>

< SDHCI OF support for the Freescale eSDHC controller
<MMC_SDHCI OF ESDHC>
<k SDHCI support for the Freescale eSDHC/uSDHC i.MX

controller support
<MMC_SDHCI ESDHC IMX>

12.2. Ethernet

Armadillo-loT &=k 7 =1 G4 @ Ethernet(LAN)IE. i.MX 8M Plus @ ENET (Ethernet MAC)& &
0" ENET_QOS(Ethernet Quality Of Service)ZzFfJFHL TWE T,

Armadillo-loT ¥—hk 7 x4 G4 TiE. LANA>%—7 2 —X 1(CON3)AENET Z, LAN > %5—
7 x—RX 2(CON2)AENET_QOS FAAL TW&E T,
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LAN 1 >% —7 £ —X 2(CON2) (& 1T0Mbps(10BASE-T) ICIEXFIE T,
10Mbps TEEZTS5HBAIF. LAN 1 >4¥—7 x—X 1(CON3)% =
<Tf2& Wy,

HERE - WIERE: 1000Mbps(1000BASE-T), 100Mbps(100BASE-TX),
10Mbps(10BASE-T)

. BEE— R: Full-Duplex(£ =), Half-Duplex(¥: =) 1!
- Auto Negotiation #7R— k
- FrUTZRAOYR— K
Uy IREYR—b
BEJTSHY—XIQ—NR - drivers/net/ethernet/freescale/fec main.c
- drivers/net/ethernet/stmicro/stmmac/dwmac-imx. c
- drivers/net/phy/micrel.c
. drivers/net/mdio/of mdio.c
Device Tree K& a2 X> . Documentation/devicetree/bindings/net/fsl-fec. txt
" - Documentation/devicetree/bindings/net/imx-dwmac. txt
- Documentation/devicetree/bindings/net/micrel-ksz90x1. txt
- Documentation/devicetree/bindings/net/net/ethernet-phy. yaml
XY NT=TFTINAR - ethd (LAN1>5—T1x—2X1)

- ethl (LANM>5—T1x—2X2)

A—RINAVT1F2
L—y gy Device Drivers --—->
[*] Network device support --—-> <NETDEVICES>
[x] Ethernet driver support -——> <ETHERNET)>
[*] Freescale devices <NET VENDOR FREESCALE>
<> FEC ethernet controller (of ColdFire and some i.MX CPUs)
<FEC>
[*] STMicroelectronics devices <NET_VENDOR_STMICRO>
<> STMicroelectronics Multi-Gigabit Ethernet driver
<STMMAC_ETH>
<k STMMAC Platform bus support <STMMAC_PLATFORM>
<k Generic driver for DWMAC <DWMAC GENERIC>
<k NXP IMX8 DWMAC support <DWMAC_IMX8>
-%-  PHY Device support and infrastructure ---> <PHYLIB>
[*] Support LED triggers for tracking link state

[117000Mbps(1000BASE-T) (& Half-Duplex (CFEXIETT o
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<LED_TRIGGER_PHY>
<%> Micrel PHYs <MICREL_PHY>

12.3. USB R A k

Armadillo-loT — k7 x4 G4 ® USB /RX k&, i.MX 8M Plus @ USB(Universal Serial Bus
Controller) & & * USB_PHY (Universal Serial Bus PHY)ZfIBB U TWE 9,

Armadillo-loT =k x4 G4 TIE, USBA 5 —7 x—X(CON4)H*USB1 ZFIAL TWE T,
USB2 ICid "12.4.USB/\7, IERY USB2422 hEHENTLE T,

tae . USB specification rev 3.0 %L
- xHCl(eXtensible Host Controller Interface) & #2

- B3k L — I Super-speed(5 Gbps), high-speed(480 Mbps), full-
speed(12 Mbps), low-speed(1.5 Mbps)

TINAC AT 71 - XEBEYFNNARADBEIF. T/INA XAZZHUIEE T/dev/sdN (N (&
AMSDEEF)EBZDET,
N OTINARADZEIF. 77002 avVICbUlETINART7AILETR
DEY,
EEd 2y —X1—NR . drivers/usbh/dwc3/dwc3-imx8mp. ¢

. drivers/phy/freescale/phy-fsl-imx8mg-usb.c

Device Tree K& 32 X> . Documentation/devicetree/bindings/usb/dwc3-imx8mp. txt

N
. Documentation/devicetree/bindings/phy/fsl, imx8mg-usb-phy. txt

H—XIAYT14¥2

L—y 3y Device Drivers -——>
[*] USB support --——-> <USB_SUPPORT>
<x>  Support for Host-side USB <USB>
*x* USB Host Controller Drivers k%

<*> xHCI HCD (USB 3.0) support <USB_XHCI HCD>

—%= Generic xHCI driver for a platform device
<USB_XHCI PLATFORM>
<x> DesignWare USB3 DRD Core Support <USB_DWC3>

DWC3 Mode Selection (Dual Role mode) --—->
<USB_DWC3 DUAL ROLE>

x> NXP iMX8MP Platform <USB_DWC3 IMX8MP>
PHY Subsystem --->

-x- PHY Core <GENERIC PHY>

<*> Freescale i.MX8M USB3 PHY <PHY_FSL_IMX8MQ USB>

12.4. USB/\7J

Armadillo-loT — k7 = G4 [Ti&. Microchip £ USB2422 iEEH I TWLWET, USB2422 (3.
M4.2.117.CON11, CON12 (iR 7 —7 x—RA)) IKEHFINTWVWET,

HReE . USB specification rev 2.0 %24l
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. B3k L — b high-speed(480 Mbps), full-speed(12 Mbps), low-
speed(1.5 Mbps)

BEd 5y —XJ1—NR . drivers/usb/misc/usb251xb. c

Device Tree R¥ 1 X> . Documentation/devicetree/bindings/usb/usb251xb. txt
~

h—x)av74%2
L—y gy Device Drivers -——>

[*] USB support --—-> <USB_SUPPORT>
*x* USB Miscellaneous drivers sxkx
<x>  USB251XB Hub Controller Configuration Driver
<USB_HUB USB251XB>

12.5. UART

Armadillo-loT ' — ko x4 G4 ® UART (&, i.MX 8M Plus ® UART (Universal Asynchronous
Receiver/Transmitter) =fJFB LU TWX 9,

Armadillo-loT — k7 =+ G4 Tld. USB > 7JLZ#a IC(CP2102N/Silicon Labs)f#fE < UART2
[CEmENTWET,

TJ74—<Xvy - F—YEvhkR: 70or8Evhk

~

- AhyvT7EVYERR: Tor2EY K

- NRUFT o B or T or 72 L

. 70O—#fE: CTS/RTS or XON/XOFF or &L

- BRR—L — h:4Mbps

USBIaA>Y—J)L1 % —7x—X(CONB)& 4Mbps THIEBT 5 Z EMNT
=FtHF A, USB 2U 7)LEH IC(CP2102N/Silicon Labs) D AkR—L —
kHY3Mbps THBAETT,
BEd 5V —XJI—NR . drivers/tty/serial/imx.c
. drivers/tty/serial/imx earlycon.c
Device Tree R 2 X> . Documentation/devicetree/bindings/serial/fsl-imx-uart.yaml
~
TINAMRAT 74 JYPIAVI—T—2R FINART 74
UARTI1 /dev/ttymxc0
UART2 /dev/ttymxcl
H—FIAVT1F2
L—y 3y Device Drivers --—->
Character devices -——)>
[x] Enable TTY TTY>
Serial drivers -——>
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<> IMX serial port support <{SERIAL IMX>
<*> Console on IMX serial port <SERIAL IMX CONSOLE>
[*] Earlycon on IMX serial port <SERIAL_ IMX EARLYCON>

12.6. HDMI

Armadillo-loT &— kU 4 G4 @ HDMI (£, i.MX 8M Plus @ HDMI TX Controller. HDMI TX
PHY. HDMI TX BLK_CTRL. HTX PVI(HDMI TX Parallel Video Interface)#& & U* LCDIF(LCD
Interface)=FfAALTWEJ, LCDIF (X. LCDIF3 #FfJFAL X9,

Armadillo-loT Z— kDU x4 G4 (&, HDMIMI5T « A 7L A NOEBREAKR S, EEHAOZTR—bK
LTWEY, Linux Tl& #h2h DRM(Direct Rendering Manager)7/\1 X 21, ALSA(Advanced
Linux Sound Architecture)7/\14 A& UTHIBIT B ENTEXT,

HHE(ERE - RAMBRE: 4096x2160 EV )L
1)
- \&RARy ~oOvY: 297MHz
- hZ—7A4—~v k: RGB888(24bit)
CEBAR SOSLY YT

FEEHBLTWTH, BIREDTELRWEELRH D FIT, XD VIC Bl &
IS TH2E. BRENTEEA.

. DAR(Display Aspect Ratio)#' 64 : 27 £#zi& 256 : 135 @ VIC
. PAR(Pixel Aspect Ratio)A* 1 : 1 LI4+® VIC

Wee(ERLE - Y7 Y VR 32kHz, 44.1kHz, 48kHz, 88.2kHz, 96kHz, 176.4kHz,
i) 192kHz

- FrYURILE 2

- 7#4—~w b: Signed 24/32 bit, Little-endian
FINAZT 7 - /dev/dri/cardl (DRM)
i - /dev/fb0 (7 L—LINy 7 7)

- hw:0 (ALSA)
JL—LN\yT77FINA A& T12.7. LVDS, &H&ETY,

=

CI7L—bNRy 7 7FNAREVTHIATZZEHTEET,
BICEA-861 #1&® VIC O— R,
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sysfsDRM 72 X7« L . /sys/class/drm/card1-HDMI-A-1

780
FEEd2Y—XI—NR . drivers/gpu/drm/imx/dw_hdmi-imx. ¢
- drivers/phy/freescale/phy-fsl-samsung-hdmi.c
- drivers/clk/imx/clk-blk-ctrl.c
. drivers/gpu/drm/imx/imx8mp—hdmi-pavi.c
. drivers/gpu/imx/lcdifv3/lcdifv3-common. ¢
- sound/soc/fsl/imx-cdnhdmi.c
. sound/soc/fsl/fsl aud2htx.c
E?avk:e'Tree REa Xy - Documentation/devicetree/bindings/phy/fsl, samsung—-hdmi-
phy. yaml

. Documentation/devicetree/bindings/sound/imx-audio-cdnhdmi. txt

- Documentation/devicetree/bindings/sound/fsl, aud2htx. txt

A=AV T1FaL—

=D Device Drivers --->
Graphics support --->
<> i.MX LCDIFV3 core support <IMX_LCDIFV3 CORE>
—%— NXP i.MX8MP HDMI Audio Video (PVI/PAI)  <IMX8MP HDMI PAVI>
<*> Freescale i.MX DRM HDMI <DRM_IMX HDMI>
—-%— Common Clock Framework --—-> <COMMON_CLK>
<x>  IMX8MP CCM Clock Driver <CLK_IMX8MP>
<x> Sound card support -—-> <SOUND>
<*> Advanced Linux Sound Architecture ---)> <SND>
<x> ALSA for SoC audio support --——> <SND_S0C>

SoC Audio for Freescale CPUs --->
<*x> SoC Audio support for i.MX boards with CDN HDMI port
<SND_SOC_IMX_ CDNHDMI>
PHY Subsystem --->
-%- AUDIO TO HDMI TX module support <SND_SOC_FSL_AUD2HTX>
<x> Samsung HDMI PHY support <PHY_ SAMSUNG HDMI PHY>

12.7. LVDS

Armadillo-loT ¥— ko 4 G4 @ LVDS (&, i.MX 8M Plus ® LDB(LVDS Display Bridge)& & U
LCDIF(LCD Interface)zfBE U TWEY, LCDIF (&, LCDIF2 ZFIFAL XY,

Armadillo-loT =k 4 G4 TlE LVDS 1> %—7 £ —X(CON9)H' LVDSO ZFIAAL TW&ET,

Linux Tl. EfRkE7I% DRM(Direct Rendering Manager) 7/\«1 X W& UTHIET S 2 & TEE
ED

HERE - RAMRRE: 1366x768p60
- RAEZEILZ0OvY T 80MHz

WIL—bNRyT77FNARELVTHIATZCEHTEET,
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- L=y AFT—7), 1(vav7)
- WZ—T7#—< v b: RGB666(18bit), RGB888(24bit)
- hZ—~Xv Y7 JEIDA, VESA

FTINA X7 7 - /dev/dri/cardl (DRM)

1)
- /dev/fh0 (T L—LIJINy T 7)

TL—LNyT7FINAXiF "12.6. HDMl; &HBETY,

=

sysfs DRM 72X 7« L - /sys/class/drm/card1-LVDS-1

78U
FEdT2Y—XJ—NR . drivers/gpu/drm/imx/imx8mp-Ldb. c
. drivers/phy/freescale/phy—fsl-imx8mp-Llvds. c
. drivers/gpu/imx/lcdifv3/ledifv3-common. ¢
E?avk:e'Tree RE¥raXy - Documentation/devicetree/bindings/display/imx/ldb. txt

- Documentation/devicetree/bindings/phy/fsl, imx8mp-lvds-phy. yaml

. Documentation/devicetree/bindings/display/panel/lvds. yaml

A—x)NAvTaFal— . .
=D Device Drivers -——>
Graphics support --——->
<> i.MX LCDIFV3 core support <IMX_LCDIFV3 CORE>
<x> DRM Support for Freescale i.MX <DRM_IMX>
<x>  Support for i.MX8mp LVDS displays <DRM_IMX8MP_LDB>
PHY Subsystem --—->
<x> Freescale i.MX8MP LVDS PHY <PHY_FSL_IMX8MP LVDS>

12.8. MIPI CSI-2

Armadillo-loT — k7 x4 G4 ® MIPI CSI-2 (&, i.MX 8M Plus ® MIPI_CSI(MIPI CSI Host
ControllenNz#fIFBLUTWE Y,

Armadillo-loT &=k x4 G4 Tld. MIPI-CSI 1> %—7 £ —X(CON10)A* MIPI_CSI1 ZFIB UL
TWEY,

Linux Tld. AX 5 B S DERASZ V4L2(Video4Linux2) T/\1 A& LTHIET 22 &N TE =
ER

BEaE - MIPI D-PHY specification V1.2 ¥4l

BlArmadillo-loT — kU x4 G4 ICHXASIIFHBL TWEEA,
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TINA X774
B#EdsY—XO0—NR

Device Tree R¥ 1 X >
N

H—x)A>Y T 1%
L—>3>v

12.9. PCIl Express

- MIPI CSI2 Specification V1.3 ##L(C-PHY feature % [&<)

- L=y 2(7—%), 1(yAvY)

- mREZEIL70Ov7: 400MHz

- T—%L—hk:80Mbps - 1.5Gbps(1 L—>3%7 D)

- NWZ—=7x—=~v b(YUV): YUV420 8/10bit, YUV420 8bit Legacy,

YUV420 8/10bit CSPS, YUV422 8/10bit

- hZ—T*—< v b(RGB): RGB565, RGB666, RGB888
- hZ—=TAx—<v b(RAW): RAWG, RAW7, RAWS8, RAW10, RAW12,

RAWT14

. /dev/video2 (€]

. drivers/staging/media/imx/imx8-mipi-csi2-sam. c
. drivers/staging/media/imx/imx8-media-dev. c

. drivers/staging/media/imx/imx8-isi-core.c

- drivers/staging/media/imx/imx8-isi-cap.c

. Documentation/devicetree/bindings/media/imx8-media-dev. txt

Device Drivers --—->
[%] Staging drivers --—-> <STAGING>
[*x] Media staging drivers ---> <STAGING_MEDIA>
<k> i MX VAL2 media core driver <VIDEO IMX CAPTURE>

i.MX8QXP/QM Camera ISI/MIPI Features support --—->
<x> IMX8 MIPI CSI2 SAMSUNG Controller <IMX8 MIPI CSI2 SAM>
<k> IMX8 Image Sensor Interface Core Driver <IMX8 ISI CORE>
<x> IMX8 Image Sensor Interface Capture Device Driver
<IMX8 ISI CAPTURE>
<*> IMX8 Media Device Driver <IMX8 MEDIA DEVICE>

Armadillo-loT — k2 4 G4 @ PCl Express (&. i.MX 8M Plus @ PCle(PCI Express)& & T
PCle_PHY (PCI Express PHY)ZFfIEBLUTWE T,

e

- PCI Express Base Specification, Revision 4.0, Version 0.7 ZE#lL
- PCI Local Bus Specification, Revision 3.0 Z#L
- PCl Bus Power Management Specification, Revision 1.2 3.0 ZE#l

- PCI Express Card Electromechanical Specification, Revision 1.1

)

BIUVC WA R EZERL T VAL2 FIRA RZEML TWBIHEEIF. BESHNERDIREENG D £T,
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- Uy UtE x]
- kL — b 8.0GT/s
- B0 AHER AT MSI
BEEd2Y—X1—NR . drivers/pci/controller/dwc/pci-imx6.c
. drivers/phy/freescale/phy-fsl-imx8-pcie.c
Device Tree K& 32 X> . Documentation/devicetree/bindings/pci/fsl, imx6g-pcie. txt

N
- Documentation/devicetree/bindings/phy/fsl, imx-pcie-phy. txt

A=AV T1sF2
L—y gy Device Drivers --—->
[%] PCI support --—-> <PCI>
PCI controller drivers --->
DesignWare PCI Core Support --——>
-%- Freescale i.MX6/7/8 PCIe driver <PCI_ IMX6>
PHY Subsystem --—->
<*> Freescale i.MX PCIE PHY <PHY FSL_IMX PCIE>

1210. U754 L0708y 7

Armadillo-loT =k o x4 G4 DI FZILF A Ly Oy &, Armadillo-loT o'— kU x4 G4 ICHEE,
27z Micro Crystal 8 RV-8803-C7 £ & ', i.MX 8M Plus @ SNVS_HP Real Time Counter % ¥l
ALTWET,

BERE - 7 7—LEIDRAHYIR— K
FTINARAT 71 . /dev/rtc (+/dev/rtcO+ D VRU v oYU > )

. /dev/rtcd (RV-8803-C7)
. /dev/rtc1 (SNVS_HP Real Time Counter)

RV-8803-C7 H* /dev/rtcd . SNVS HP

Real Time Counter A% /dev/rtcl &35 K

S. Device Tree TTA V7 A%ZEKEL TL
& x£9,

FEEd2Y—XI1—NR . drivers/rtc/rtc-rv8803.c
. drivers/rtc/rtc-snvs.c
Device Tree K& 31 X> . Documentation/devicetree/bindings/rtc/epson, rx8900. txt

k

.- Documentation/devicetree/bindings/crypto/fsl-sec4. txt

H—RIAVT1F2
L—y gy Device Drivers ———)>

[*] Real Time Clock --—-> <RTC_CLASS>

233



Armadillo-loT #— kY« G4 HREIY =27l EORRY 1

(rtc@) RTC used to synchronize NTP adjustment
<RTC SYSTOHC DEVICE>
[x] Set the RTC time based on NTP synchronization
<RTC SYSTOHC2>
(rtc1) second RTC used to synchronize NTP adjustment
<RTC_SYSTOHC DEVICE2>
<x>  Micro Crystal RV8803, Epson RX8900 <RTC_DRV RV8803>
<x>  Freescale SNVS RTC support <RTC_DRV_SNVS>

NTP H—/\—& RTC ZRZIEE L 2356, —RIVZ Linux 71— IV TlE
1 DO RTClcOHBKHNZEZTAHZX I, linuxat T IlE.
i RTC _SYSTOHC DEVICE2 THEE U RTC IcHFAZEZAHE T,

7o7—LEBDRAHE, TNARTFAIRBREBATHRIZZENTEEXT,
HEMARBRICOWTIE, Linux A—RILDY —XO—RIcE&FNTWS KF 1 X ~(Documentation/

admin-guide/rtc.rst) > 7 )L 70O 7 5 L (tools/testing/selftests/rtc/rtctest.c) ZzSR U T £ &
LY,

1211. 21— —XA v F
Armadillo-loT — k7 x4 G4 ICEBH N TWSI—HF—X 1 vFITlE. GPIO BERINTWET,

Linux Tl&. 1—HY—ZE@ETA XY h(Press/Release) =& I3 ENTEXT, Linux TlEk. GPIO
EHEAT—R— K RZ 1/ (gpio-keys) THIHT 2 EMNTEZET,

AP -y FIZE, RICRITF—A-RMNEIDHETENTVET,

%121 *—13—FR
T2y F e IRUFI—F
SW1 KEY PROG1 148
TINA AT 71 . /dev/input/event1 [7]
FEEd2Y—X1—NR . drivers/input/keyboard/gpio keys.c

Device Tree K& 3 X> . Documentation/devicetree/bindings/input/gpio-keys. yaml
~

A—x)aAvT74%F2
L—3 gy Device Drivers -—-)>
Input device support --->
—-%- Generic input layer (needed for keyboard, mouse, ...)
<INPUT>
[*] Keyboards ---> <INPUT_KEYBOARD>
<x>  GPIO Buttons <KEYBOARD GPIO>

MUSB ¥ —R—RAEZERLTA YTy RTINS RZEBMLTWRIBEER. BSHELRDITREELIHDET

234



Armadillo-loT #— kU« G4 HREIY =27 EORY 1

12.12. LED
Armadillo-loT &— kU x4 G4 [CEH I Wb 11— — LED [clE. GPIO BEfRESNTWET,
Linux Tlt. GPIO ##tF LED R S /\(leds-gpio) THIHIT B EMTEET,

sysfs LED 7 2 X7« L2 - /sys/class/leds/ledl

U
FEEd2Y—X1—NRK . drivers/leds/leds-gpio.c
Device Tree RF 2 XV . Documentation/devicetree/bindings/leds/leds-gpio. yaml
N
A=AV T FalL— . .
=M Device Drivers --—->
[*] LED Support --—-> <NEW_LEDS>
<x>  LED Support for GPIO connected LEDs <LEDS GPIO>

Armadillo-loT “—h x4 G4 D 12C 4 5 —7 2 —RlE. i.MX 8M Plus @ 12C(12C Controller)
ZFBAUTWET, £/, i2c-gpio ZFHIT B ET, 2C/NNRZEMIT B ENTEXT,

Armadillo-loT — ko 4 G4 THEHLTWS [I2C/\X &, EHFEINS 12C T/INA AZRICRUE T,

#F12212C TINM R

[2C /XX 12C FINA R
FRLZA FINA A%
0(12C1) 0x25 PCA9450(PMIC)
1(12C2) Ox2c USB2422(USB /\ )
0x32 RV-8803-C7(RTC)
2(12C3) 0x43 FXL6408(GPIO TF 2/t %' —)
0x48 SEOS0(EF a7 IL XV K)
3(12C4) BTN REEL

Armadillo-loT &=k 7 1 G4 OZXEIRRETIE. CONFIG 12C_CHARDEV B"EXEm->TWB o
A—H—=RZANTI2CTFNA AZHHIT D ENTEXT, I—F—RTAN\ZHEITIHEE.
Linux 1—XJILTI2C FINA RICHIST B T/INA AR A NEEMCT DHENHD X,

KR - wmA7 0w 384kHz
FTINART 7« /dev/i2¢c-0 (12C1)
1)

. /dev/i2c-1 (12C2)

. /dev/i2c-2 (12C3)

. /dev/i2¢c-3 (12C4)
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SUIKEE

/dev/i2¢-6 (. HDMI DDC T4,

=

B#EdsY—X0—NR

Device Tree KF 1 XY
~

. drivers/i2c/busses/i2¢c-imx.c

. Documentation/devicetree/bindings/i2c/i2c-imx. yaml

H—xI)A>YT4Fa2L—
2=

Device Drivers --—->
12C support --->
-%x- I2C support <12C>
<x> I2C device interface <I2C_CHARDEV>
12C Hardware Bus support --—->
<x> IMX I2C interface <I2C IMX>

12.14. 5EEYY—

Armadillo-loT =k x4 G4 DERE LY —I&. i.MX 8M Plus ® TMU(Thermal Monitoring
Unit)ZFIBBLTWEY, CPU(Arm Cortex-A53)BEE &, SoC(ANAMIX RER)EEZRET 5 2 &

MTEET,

EBERODRETIE. ARM Hfcld SoC DRIEREN 95°C U EICR > fciFa. Linux h—xILIEY

ATLZELEUVLET,
12
sysfs thermal 7 2 X7« L ¥
kU
HEIH Y —XO—R
Device Tree RF¥ a2 XV

Hh—xI)NA>vT4Fal—>3
v

- CHIEREERH: -40~+105°C

. /sys/class/thermal/thermal zone@ (CPU)
. /sys/class/thermal/thermal zonel (SoC)
. drivers/thermal/imx8mm thermal.c

- Documentation/devicetree/bindings/thermal/imx8mm-
thermal. yaml

Device Drivers -——>
—-%- Thermal drivers ---> <THERMAL>
<x>  Temperature sensor driver for Freescale i.MX8MM SoC
<IMX8MM_THERMAL>

12.15. DAY FRY T YA~ —

Armadillo-loT =k~ 7214 GADT A Y F Ry I T4 <N —IE. i.MX 8M Plus ® WDOG(Watchdog

Timer)ZFBALTWEXY,
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VAYVFRYTIAIY—IE U-Boot ICL>THEIMELENET, BERETY LTV MNEHEIF 10#
ICERESNK T, Linux T—FRIVIE, TAYFRYTITAI—RIANDELRICT A LT 0 bRE
= 60 MIcBRELET,

ASHDERTIAYFRYITIAN—DFYINTERLLBDIALTIRTZE YATLUEY
RDEELXRT,

EJTSHY—XIQ—NR . drivers/watchdog/imx2 wdt.c

Device Tree K& 31 X> . Documentation/devicetree/bindings/watchdog/fsl-imx-wdt. yaml
~

H—I)AvT+4Fa

L—y gy Device Drivers ———>
[*] Watchdog Timer Support ---> <WATCHDOG>
<x> IMX2+ Watchdog <IMX2_WDT>

DAYFRYTHIAN—DHREELEREIL, ioctl VAT ALATI—ILRBRATITISIENTEXT, FHBRBER
[CDWTIE Linux A—XILDY —XA—RICEEFNTWLWS RF 1 X > ;(Documentation/watchdog/
watchdog-api.rst) 2R U T f2E LWy,

VAVFRYTIAR—ZFELETEHIERFTETREA

=

12.16. J]XT—=X XTI AV K

Armadillo-loT Z—hD x4 G4 DI/)XT—YRXI X MNEBEIE. Linux @ SPM(System Power
Management) & & 0* DPM(Device Power Management) ZFIIFEL TWE T, /NT—YRI XV NREE
EEBHE—RICBBIESZEICED,. Armadillo-loT ¥— ko x4 G4 DHEEBEEHZIMWZZZEMNT
X7,

INT—=XRIAY NREZEABHE—RICEBRIESZ L, 77U T—2 3 vOETIE—RHMSIEL. Linux
A—RIVEFTARY RREBERDET, BRERANREET D&, Linux A—XRILDY Y 12— LBENTH
hictg, 7705 —y 3> 0ETz2zBRAUET,

sysfs 771 )L . /sys/power/state

FAEdTSHY—XI—K . kernel/power/

H—xI)aAvT+4F2

L—y3Y Power management options --——)>
[*] Suspend to RAM and standby <SUSPEND>
-%- Device power management core functionality <PM>

Armadillo-loT &=k 7 24 G4 BIIET B/NT—YRI AV NREEE, /sys/power/state [CEE5A
OXFHOHZRICRULET,
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Armadillo-loT &=k x4 G4 B/ =2 7L B migEE
K123 WIHTB/NT—IRXIAY MREE
IRT—YXIA> MRRE X5 BiEA
Suspend-to—-RAM mem Suspend-to-ldle & D HHEEHZIMNZ
22ENTES
Suspend-to-Idle freeze suspend-to-ram & D HERETEIRT
5ZENTEDS

FEARERE U THRARRERT /A RIFRDED TY,

USBOVY—IA V¥ —TT—R EERE

(CONG)

USB A4 >4 —7 = — R (CON4)

RTC(SNVS HP Real Time
Counter)

RTC(RV-8803-C7)

S|

B3

RCIRE
=

B3

RCIRE
=

B3

REIRE
=

Bk

F— 5 E(E

[armadillo “]# echo enabled > /sys/class/tty/
ttymxc1/power/wakeup

USB 7/\1 X DR

[armadillo ~]# echo enabled > /sys/devices/
platform/soc@0/32f10100. usb/power/wakeup

[armadillo ~1# echo enabled > /sys/bus/usb/devices/
usb1/power/wakeup

7 Z7—LEDAH

K

T4 NTEMHEINTVWETY

7 Z—LEDRAH

TI7ANRTEPMEINTVWEY
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13. V7 D78k

13.1. SWUpdate

13.1.1. SWUpdate & (&

SWUpdate (. /A XA ETETEINDTAOVZLT, XY NT—T/AML—IBHTT/INAZAD
VIRNDI7%ZBHI B ENTEEXT, Stefano Babic, DENX software engineering, Germany I
KO TA—T VY —ATHENEDSNTWET,

Armadillo-loT =k £+ G4 Tld. SWUpdate ZFIFHT 2 ETRD KIS BIEEEEFRIRLTVWET,
- A/B7Yy7TF—KNTv77T—hO 2HIE)
- UANY—F—K
- V7 bV 7 OER Bet. BEANE
- Web —/\—1&gE
- hawkBit NDRFIE
- IOV L—ROEIE
13.1.2. swu /Ry o —3

swu /Ny —Jid, SWUpdate MEOY 78V 2 7DEHFE T A—~X v hTI, SWUpdate Tl 1
BD7 Y 7T7F—KME1 DD swu /Xy Tr—ITiThbhEd,

swu /Ry T —JCid, ROELSBRABELDEEDBIENTEET,
s PYTIT=IRROAA=IT 71
PV TIT= RN RDAA=IT7AILDF Y T Y L
- Py IT—REIRICETTIRZRIU TR
C BEAHERARNL -V DIER
- U-Boot IRIEZHMDE X B
- YT RNTITFTON=-Y 3 VIER
- etc
13.1.3.A/B7 Y 77— NTFv 77— koD 2 E1L)

A/B7 v T7F—hE Flash XEVICN—=FT 4> avz2EERL. 7Y 77— MRICIEREICH A
I HEHEATT,

BICERAL TWEWADIKN—T Vg Vv aE2XMI DHROBFEEFEET,
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- Oy 7TF=RCE>TEEFOY 7 Uz 7 REES RGN
- O BEEAHDERKMGETHIEL TH, I<ICEREXRS
- O BBENEMERICEZTAHADEEKS
- x {EF Flash XEVEMEZ S
13.1.4. YANY—F—R

UAN)—F—RiF TAUADOERICED VAT LR TERLB RIS, AIB7YyT7T—hDHT
A ERIDY BN —FHDOY AT LDREITHE—RTT,

Fbi— YRFLPEBTER BoELTH, Ry NT—IRETOY T AERNERTT,
13.2. hawkBit
13.2.1. hawkBit & (&

hawkBit (&, T—/\—LTERTEN3 7O ZLT. RYNIT—IRBETTNAADY T NI 7%
BEH(EE) T DI ENTEET,

hawkBit [FRD L SR HEREZ R > TWE T,

- VTR 7 DERE

- TINARADEE
- TINARAFRBEE (BEF2UT« bh—0 >, FAE)
- FIARDT I —T1E

- Ty 7T NMLEOERE
CEBOEZSVVY
R YVa-Uv T BHT7Y TT—hk

- RESTful APl TDE#RE

13.22. 75 1@&

hawkBit (&, BEClET 35V 7 h V7 ZRDT—IBETEELET,
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Target filter

Distributions Software modules

Targets

Rollouts ft{E

13.1 hawkBit B’M&> V7 b = 7 DTF—518E
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IN—RD 78k

14. )\— K7D = 7k

14.1. EXHLER
14.1.1. B RAER

= 14.1 R KRER

IHE L5 Min. Max. =13 fBE

BIREE VIN -0.3 13.2 V -

AEHEE VI,VO -0.3 OvVDD+0.3 V OVDD=VDD_3V3,
(VDD_3V3, VDD_1V8, VDD_1VS,
NVCC_SNVS_1V8) NVCC_SNVS_1V8
VI,VO(M2_3V3) -0.5 4.6 V -
VIVO(VEXT_3V3) -0.5 7.0 Vv -

USB Ov VY —IEREE VBUS_CNSL -0.3 58 V -

RTC Ny o 7 v 7EIRE RTC_BAT -0.3 55 V -

£

e REEE Topr -20 70 °‘C WEBGREC

B RARERIE. HS5PBEARGPHEBRZICENT, BRTHBAT

[FRSRMETT ., EELDEICTL TRBZEL > TERLLIESI L,

14.1.2. #EREESMG

= 14.2 HREERHE
IEH s Min. Typ. Max. Bifi] el
EREE VIN 10.8 12 13.2 \ -
USB vV —ILEBREE VBUS_CNSL 3.0 - 5.25 V -
RTC Ry o7y 7EREE RTC_BAT 2.4 3 3.6 V Topr=+25C
R # Ta -20 25 70 ‘C EBAEC L
14.1.3. ERE DR
#* 14.3 BIRH LR
IEH Eois Min. Typ. Max. - Fivd i
5V &R VDD_bV 4.85 5 5.15 V -
USB1_VBUS
HDMI_5V
3.3V ER VDD_3V3 3.135 3.3 3.465 vV -
VDD_SD
VEXT_3V3
M2_3V3
1.8V &R VDD_1Vv8 1.71 1.8 1.89 \ -
NVCC_SNVS_1Vv8
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14.1.4. A\ABAOA VT —7 1 —ADEKHLHRR
K 14.4 iR AEHE Y OESKE#(OVDD=VDD_3V3, VDD_1V8)

IHE i Min. Typ. Max. i HE
N LRIVEHEE VOH 0.8xOVDD - OvDD V IOH =
(VDD_1V8) 1.6/3.2/6.4/9.6mA
VOH 0.8xOVDD - OVvDD V IOH = 2/4/8/12mA
(VDD_3V3)
O—LANJLBHERE VOL 0 - 0.2x0OVDD V IOL =
(VDD_1V8) 1.6/3.2/6.4/9.6mA
VOL 0 - 0.2xOVDD V IOL =2/4/8/12mA
(VDD_3V3)
N LRIVAAEE VIH 0.7x0OVDD - OVDD+0.3 V -
O—LANJLAHEE VIL -0.3 - 0.3xOVDD V -
Pull-up &4t - 12 22 49 kQ -
(VDD_1V8)
Pull-down 471 - 13 23 48 kQ -
(VDD_1V8)
Pull-up &1 - 18 37 72 kQ -
(VDD_3V3)
Pull-down #&47 - 24 43 87 kQ -
(VDD_3V3)

& 14.5 IRABAE Y OBIWHRR(OVDD=VEXT_3V3)

IEH o= Min. Typ. Max. By ke
INA LARIVHAER IOH - - 0.7 mA -
O—LARILHEAER IOL - . 1 mA -
INA LRIVASEE VIH 0.7x0OVDD - OvDD+0.3 V -
O—LAXRILAHEBE VIL -0.3 - 0.3xOVDD \ -

14.1.5. BIREIFRDERL
Armadillo-loT #*— k7 x« G4 DEREROERIE 'R 14.1. BREHROHER DEEDTT,
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IN—R7 PR

Power Input1
CON14 -

Power Input2
CON15 Tpin =

Input Current
3A(max)

4A x100% / 4h

4A x 200% / 5s
4Ax300% /0.2s

NVCC_SNVS_1V8

VDD_5V
DC/DC =
VDD_ARM
Output Current
6A(max)
VDD_SOC
Output Current
VDD_1V8  2A(max)
i.MX 8M
PMI
C NVCC_DRAM_1V1 Plus
Output Current
VDD_3V3  3A(max)
VDDA_1V8
NVCC_SD2
LPDDR4
VEXT 3v3 Secure
[ 3 DC/DC - Element
GPIO1_1008 —p|EN
Output Current
2A(max)
eMMC
|
& LDO Ethpekr‘r;et‘l
GPIO4_1018 —{ EN
& DO Et:eHrYetZ
GPIO4_1019 — | EN
Power VDD_SD
[0 v
Switch
GPI02_1019 —#{EN
Gutput Current 400mA(max)
P § Power USB1_VBUS
Switch
GPIO1_1009 —#{EN
Output Current 1A(max)
® Power M2 3V3
Switch
GPI04_1001 —P{EN
Output Current 1.2A(max)
VBUS_CNSL
UART/USB
P § Power 5V_HDMI
Switch
VDD_1v8 —WEN
Gutput Current 400mA(max)
Output Current 2A(max)
Output Current 0.5A(max)
Output Current 1A(max)
Output Current 3A(max)
Output Current 2A(max)

I I I l RTC_BAT

RTC

14.1 EIR[EIEE DO

SDI/F
CON1 4pin

USB I/F
CON4 1pin

M.2 I/F
CONS5 2,4,72,74pin

USB CONSOLE I/F
CONS6 1pin

JTAG I/F
CON7 1pin

HDMI I/F
CONB8 19pin

LVDS I/F
CONS9 2,3,4,5pin
CON9 30pin

MIPII/F
CON10 15,30pin

Ext. I/F1
CON11 1,2pin
CON11 30pin

e CON11 31,32pin

RTC Backup I/F
CON13
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ANEBEENVIN)ZERIC TREEICERL, AEMEBRE LKA VT —T 1 —AICHELTWVWET,
EAVI—T1—APRAYFUT - L2 L—YDBREHEREEZBZ LWL SIC. NEPHESS D
. HAERORST TR > T IEE L,

NERA > 5 —7 1 —ANDBRIE GPIO L&D A VA ZHIHTE B &S Ich>TH D, FERIBER
ATFBIET. RBALNTETT.

1416. BRY—T VA

BRY—r YR ™ 142 BRY—T YR OEBDTY,

VIN .0V(typ) 5.8V(typ
VDD_5V 3.0(typ) 3.0V(typ)
20ms
NVCC_SNVS_1V8 /

120us

w

PMIC_ON_REQ | [
20ms .
VDD_SOC |/ POK
8ms|
A ST
VDD_ARM 2ms | £poK
{ 8ms
LA S
VDDA_1V8 2ms | £ oK
Ss| >
VDD_1v8 2ms | 5oy
8ms|
R S ks

NVCC_DRAM_1V1 2ms POK
/ 8ms
LA |

VDD_3V3 2ms POK
8ms
[ - Lo e

NVCC_SD2 2ms V POK
8ms|
20ms -
POR_B
T
VEXT_3V3 V

POK: Output Power good. 85%(typ)
T1: Controlled by GPIO

142 BRY—T VR
14.1.6.1. ERA VI

Armadillo-loT &=k 7 =41 G4 [CER(VIN)Z&% AT 2% &, VDD_5V, NVCC_SNVS_1V8 DJETE
BHIZE EMRD iMX 8M Plus h'5/8T7—Y XY XY K IC I PMIC_ON REQ EENEHENET,
INT—TRXIAYKNICIEPMIC_ON REQEBSD7 Y —hZi&ME. BRAVYY—T VX ZHKL.
VDD _SOC. VDD ARM. VDDA 1V8. VDD 1V8. NVCC DRAM_ 1V1. VDD _3V3. NVCC SD2
DIEICERE=ZILSE EIFE¥d, POR BESHIERENZE, V7 hTxT7Ic&b, VEXT 3V3 21 FED
AV TUE LSBT ENTHETT,

14.1.6.2. BRA 7K
poweroff A¥ > RiICk D, POR BEEN7H—hrahd &, NT—XXIAXVNICIFERAT7V—

TYRERKBL. BRA VYTV RAERBEDIRETERZILE TIFEI, Armadillo-loT ¥'—hk vz
1 G4 OEIR(VIN) 29|35 &, VDD_5V, NVCC_1V8 DIETEIRMIZE THD X,

14.1.7. Y€ v MEIBOE

Armadillo-loT =k Vx4 G4 DUty NEIEOHEAIIE & 14.3. Uty NEIEO#E) OEED
T,
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PMIC_ON_REQ

»

iMx8m | J2Cc2
Plus WDOG_B

Tl emic
POR_B

CON7 |PMIC_RST_B
2pin

14.3 Ut v MEIREORER
1418. Uy ho—=T VR
Uty hy—ryRiE 144 Uy hy—T YR DEEDTT,

HW RESET

VIN

VDD_5V

NVCC_SNVS_1V8
250ms

VDD_SOC POK

iy e
VDD_ARM 2ms | £BoK
8ms {
R A =
VDDA _1v8 ™17 Pok
8ms
| —| j—

— 2ms
VDD_1V8 POK
8ms|
iy P A R
—_— 2ms
NVCC_DRAM_1V1 POK
8ms|
™ —— -—
VDD_3V3 2ms | FooK
8ms|
e oo
ms '
NVCC_SD2 \ v POK
8ms|
Sl
! 20ms
POR_B

T1

fe——
VEXT_3V3 \

POK: Output Power good. 85%(typ)
T1: Controlled by GPIO

144 Uty b= 2R

Armadillo-loT #“— R~ 4 G4 D/\—R 7ty ~iclE 12C |
994 —lc&BUEY M JTAGA VT —T7—XD PMIC_RST B
RD3DOHBHET,

Z&BUEYy RN OoxvFRY
=E5(CON7 2EV)IckBUtYy

NT=XRIAVKNICH, N\=RDz7Uty hzRHMIdE PORBESZ7Y— K ULTERA
7= v X%ZRAIK_L. VIN. VDD_5V. NVCC_SNVS_1V8 IADER=ZIMTL E I, 12CIlc kD
Y b VAVTFRYIITAN—ICLB Y NDIFE, BRA TS —T 2 AN > fc 250ms &I
BRAVY—TVRZHBL. BREVMBRASZNE I, PMICRSTBESICLZUtEY hDIFE,
PMIC_RST_B 5N 7« 7Y —h iz 250ms RICERA > =TV A %ZFK L. BRIVBRAIN

Mreboot AV Y REiF, 12Clckbh Uty hENET,
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x99, PMIC RST BEFICELD Uty T BfcdICE. 50 S UMBIE. Low LNILZRFIT DHED
HOET,

14.1.9. 588 H 5 D E IR {H
14.1.9.1. ONOFF E > h 5 QBRI

kA>T —7 2 —AD ONOFFE5(CON12 5 EV)E LU 7T A L7Oy 7 DEDIAAMES
(&, i.MX 8M Plus ® ONOFF EVicEfHRENTWVWET,

CON12 aONOFF PMIC_ON_REQ

5pin d
i.MX 8M
PMIC
Plus
RTC
INT

POR_B

Fy

14.5 ONOFF [BIFE DR

ONOFF E5 %z —EREU L. Low LRILETFT B ET, iMX 8M Plus DA VREE. A TREZYID
BZ35IENTEFXRT, AVREICKZD E PMIC_ ON_ REQESN 7Y —hEh, VI KTz T7H5D
HEHTERIML TS HDZRVT, INTOERMEGSNE T, A 7RREICIESH L. PMIC_ON_REQ
ESENT« 7T —hrEh. VIN. VDD 5V, NVCC_SNVS_1V8 LUIADERNMIKicnNE T, A VIRKEE
NoATRREICYIDEZ 5B 5 WULE ATRENSAVIRREICYIDEZ %55 1E 500 X UMY
£ Low LRNIILZRET 2B H D T,

& 14.6 A VRE ATREBEZYIDEZ T BERD Low L NI RFFKHE

KR8 Low L RJLIRRRERRT
FAREED S A T IREE 5 # E
7 TIREED S A IREE 500 S UM E

ONOFF 55 Z #2158k, A—TYRLAYHEAFETGND & a—hI3MEzHERL T
SV AVIREE LA 7REEIF. NVCC_SNVS_1V8 BMHaENTWBRD., REESNET,

7 Z74REEIC U T Armadillo-loT 7— kU = G4 OER(VIN) Z HI§T L /=
HBa. AVTUYICEISNIEBENMRITSETRATRETHE &N

RESNTT, ATVREBZREUVICRETERZRA LIS RBRWEEIR.
15 MU LEERZEZET TERZERAL TS L,

142. 41 5 —7 = — ALK

Armadillo-loT &— kx4 G4 DA VYT —T 1 —AARRICDOWTEHRRALE T,
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IN—RD 78

LED4| o
P8
o1
o ©
conz|e
©
(]
O] 8
(O A e
CON2 CON3  CONS

74 2

Back side
c

] L 0= o
CON4 CON6 LED3 CON14 SW1

CON11

CON15

X 14.6 Armadillo-loT &= kU x4 G4 DAV T—T 1 —2R
% 14.7 Armadillo-loT #— kD214 G4 A VT —T 1 —X—&

HBmES AV —T1—R% BE X—H—
CONI1 SDAVH—T1x—2R DM3BT-DSF-PEJS HIROSE ELECTRIC
CON2 LANA>Y5—T71x—X2 56F-1304DYDZ2NL YUAN DEAN
SCIENTIFIC
CON3 LANA Y5 —71x—X 1 56F-1304DYDZ2NL YUAN DEAN
SCIENTIFIC
CON4 USBA>v4%—7x—2R UJ3-AH-4-TH CuUl
CONb5 M2A4>Y5—Tx—2R SM3ZS067U410AERT000 Japan Aviation
Electronics Industry
CON6 UsBavyY—ll41v¥—7x1—2R UB-MC5BR3-SD204-4S-1-TB J.S.T.Mfg.
NMP
CON7 JTAGA V5 —T7x1—R A2-8PA-2.54DSA(71) HIROSE ELECTRIC
CON8 HDMI A > % —7 —X DC3RX19JA2R1700 Japan Aviation
Electronics Industry
CON9 LVDS 15 —7 1 —2R FX15S8-31S-0.58H HIROSE ELECTRIC
CONT10 MIPI-CSI > %—T = —2X 1-1734248-5 TE Connectivity
CONT1 WERA VT —T 1 —R 1 61303421121 Wurth Elektronik
CON12 ERA VY —Tx—R 2 61301621121 Wurth Elektronik
CON13 RTCNKy o 7Py T4 H—T1—R BU2032SM-FH-GTR Memory Protection
Devices
CON14 BRANA VY —T 11— 1 PJ-102AH Cul
CON15 ERANA VT —T T —R 2 S02B-PASK-2(LF)(SN) J.S.T.Mfg.
JP1 EET/INA RAREY v /X 61300211121 Wurth Elektronik
SW1 AI—H—XA1vF SKHHLUAO10 ALPS ELECTRIC
LED3 d—4%—LED L-710A8CB/1GD Kingbright Electronic
LED4 EIR LED SML-D12M8WT86 ROHM
SP1 M2 BA% v R SM3ZS067U410-NUT1- Japan Aviation
R1200 Electronics Industry

R 14.7. Armadillo-loT &— kU414 G4 A V5 —T 1 —X—&, [IZ
HMEDFEE, KEEZBHI. BHUBELAREELZLHL WLWET, &
FRUOEBICEH I N TWEIEROIRBRICOEXLTUL, 7Yy hY—
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IN—RD 78

2752/ Armadillo 1
MY I VO—RTEDIMATKRES L VERRERZ C

[https://armadillo.atmark-techno.com/]
LTV,

142.1.CON1 (SD 15 —7 = —XR)

CONT1 (& UHS-I(SDR104, &X7 0w 7 EK#E: 208MHz)IcxtitbLic SDA > ¥ —7 2 —XTY, 1§
FHRIE .MX 8M Plus @ SD 7R k O> b HO—Z (USDHC2) It s N TWE T,

% 14.8 CON1 §=Hc7

V&S By I/O e
1 SD_DAT2 In/Out SD 7—#% /XX (bit2). i.MX 8M Plus @ SD2_DATA2 V> |k
2 SD_DAT3 In/Out SD F—#% /XX (bit3). i.MX 8M Plus @ SD2_DATA3 V' [
3 SD_CMD In/Out SDOY Y K/LARY A, iMX 8M Plus ® SD2_CMD E'> C#E#K
4 VDD_SD Power EIR(VDD_SD)
5 SD_CLK Out SD7Hvy 7. i.MX 8M Plus ® SD2_CLK B> IcE#H
6 GND Power IR (GND)
7 SD_DATO In/Out SD 7—#% /XX (bit0). i.MX 8M Plus @ SD2_DATAO V' [k
8 SD _DATI1 In/Out SD F—# /XX (bit1). i.MX 8M Plus @ SD2_DATA1 E > IC#HE
- SD_CD In SD #1— R#&H. iMX 8M Plus @ SD2_CD_B V' Ic i

(Low: 1—R#BA. High: 71— RKEKHEA)

14.2.2. CON2 (L AN > 5 —T 1 —X 2)

CON2 (& TOOBASE-TX/1000BASE-T [CXS Ufc LAN A > 5 —T 2 —XTY, A7 TY be LED
A—URXY T =TI EERIT DI ENTEET, AUTO-MDIX aEZEBEH L TE8DH. ANL—KT—
TIVERBFIVAORT =TI ZB8RH L TERERFEVIDEXE I,

E5#R (& Ethenet PHY(KSZ9131RNXI-TR/Microchip Technology) Z#H L T i.MX 8M Plus @
Ethernet Quality Of Service(ENET_QOS)Ic##EnNTWET, N

If CON2 (LAN A > % —7 = —X 2)Id TOBASE-T [CHIHL TWEE Ao

%< 14.9 CON2 {E=Hc5 (10BASE-T/100BASE-TX)

EvES Ev& I/O HtEA
1 LAN2_TX+ In/Out EET—F (+)
2 LAN2_TX- In/Out EET—Y()
3 LAN2_RX+ In/Out FET—Y (+)
4 - -
5 - -
6 LAN2_RX- In/Out FETFT—H ()
7 - -
8 - -
% 14.10 CON2 {55! (1000BASE-T)
EvES BV I/O HiEA
1 LAN2_TRDO+ In/Out ERET—5 0(+)
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Armadillo-loT =~V x4 G4 HRANY =27l IN—RD 74

EvE=s Ev$ I/O HiEA

2 LAN2_TRDO- In/Out J_yJ.:.T % 0(-)

3 LAN2_TRD1+ In/Out ZET—Y 1(+)

4 LAN2_TRD2+ In/Out J_yJ.:.T 5 2(+)

5 LAN2_TRD2- In/Out RET—F 2(-)

6 LAN2_TRD1- In/Out %QET 5 1(-)

7 LAN2_TRD3+ In/Out E?‘JET 5 3(+)

8 LAN2_TRD3- In/Out ZET—% 3(-)

% 14.11 CON2 LAN LED DO#hE

& RE8 BiEH

LANUY O 79574 ET« SEKT Uy HEI I N TULRL

LED AT () Uy OARIENTWD
RIR(FE) DY ODREILIINTHED, FT—9Z2EZELTVS

LAN REZ—R LED SHAT > HEIL SN TV
AT () 100Mbps THEfHIhTW3
AT (1%) 1000Mbps THEFHSNTWS

SPEED LED LINK/ACTIVITY LED

CON2

X 14.7 CON2 LAN LED &

1423.CON3 (LANA 5 —Tx—2X 1)

CON3 (& 10BASE-T/100BASE-TX/1000BASE-T ICXG LT LAN A ¥4 — 7 1 —XTF, H7 T
U Be MEDA—Y Ry N —TILEERT S ENTEET, AUTO-MDIX EEZEBL THD. R
MLo—hT—7ILEREIART— 7L BERHL CEXZERTFENOEZET,

E5#R (& Ethenet PHY(KSZ9131RNXI-TR/Microchip Technology)Z#&H U T i.MX 8M Plus @
Ethernet MAC(ENET)IC¥E i i TWE T,

#& 14.12 CON3 {E5¥c5! (10BASE-T/100BASE-TX)

EvES ¥z /O i
1 LANT_TX+ In/Out EET—H (+)
2 LANT_TX- In/Out EET—H(-)
3 LANT_RX+ In/Out ZET—Y(+)
4 - - i
5 R N _
6 LAN1T_RX- In/Out RET—Y()
7 - - -
3 R N _
%= 14.13 CON3 {55 #c5 (1000BASE-T)
EVES Evsé I/0 e
1 LAN1T_TRDO+ In/Out EZET—% 0(+)
2 LAN1_TRDO- In/Out EZET—5 0()
3 LANT_TRD1+ In/Out ERET—5 1(+)
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IN—RD 78

(V2= Eyv4 /0 B
4 LAN1_TRD2+ In/Out BBET—F 2(+)
5 LANT_TRD2- In/Out RERET—4F 2()
6 LANT_TRD1- In/Out ERET—5 1()
7 LAN1_TRD3+ In/Out BZET—4 3(+)
8 LANT_TRD3- In/Out ERETFT—4 3()
% 14.14 CON3 LAN LED D&tk
=g N B!
LANYUYOFOT4ET« SEKT Y HREIL LT ULVRL
LED AT () UV OIS T WS
FUR(FE) DY oNREIIINTRED, T—9ZEZELTVS
LAN Z¥— K LED HKT 10Mbps TERBINTWS, FiFU Y IPEIEINTVEN
T (%) 100Mbps THEfitEcnNTWL3
RKT(18) 1000Mbps TEHEINTWS

SPEED LED

LINK/ACTIVITY LED

TR
rE_ o _ B.

CON3

X 14.8 CON3 LAN LED ECiE&

14.24. CON4 (USB 1> 5 —7 x—X)

CON4 [FUSB 3.0 IcMIGLIcUSBA Y5 —T7 2 —XTY, EFHRIFI.MX 8M Plus ® USB O k
H—7Z(USBT)ICERSNTWET,

USB 7/\1 R cta = N2 EIR(USB1_VBUS) (&, i.MX 8M Plus @ GPIO1_I009 E> THIEIL TH
D, High LNXJLEHATERIMEES . Low LNILEATERIVIIENET,

- TYEREE—R

- Super Speed(bGbps)

- High Speed(480Mbps)

- Full Speed(12Mbps)

- Low Speed(1.5Mbps)

# 14.15 CON4 E=5 A7

EYES Ev% [/O B

1 USB1_VBUS Power EIR(USB1_VBUS)

2 USB1_D- In/Out USB 2.0 =% (). iMX 8M Plus ® USB1_D_N £ |ciz#E

3 USB1_D+ In/Out USB 2.0 =% (+). i.MX 8M Plus ® USB1_D_P > c##:

4 GND Power EIR(GND)

5 USBT1_SSRX- In USB 3.0 ZE7—%(-). i.MX 8M Plus ® USB1_RX_N &> (C#5E
6 USB1_SSRX+ In USB 3.0 ZE7—% (+). i.MX 8M Plus ® USB1_RX_P E> (i
7 GND Power EIR(GND)

8 USB1_SSTX- Out USB 3.0 XfE7—%(-). i.MX 8M Plus @ USB1_TX_N EIc##H
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EVES Ev# l/O L]
9 USB1_SSTX+ Out USB 3.0 #XE7—% (+). i.MX 8M Plus ® USB1_TX P £ (c##t

14.25.CON5 M2 1 >5—T x—R)
CONS5 (& WLAN+BT AV REY 12— LADM2 A5 —T 2 —RTY, BHEF—FE ST TT,
M2 A >5—7x—RICHiESn 3 BERM2.3V3) &, iMX 8M Plus @ SAIT_RXC £~
(GPIO4_IO0T) THIEIL T&H D High LNLEATERMMHES N, Low LRLEATERLYIKIS h
EN

CON5 DfESEIIC2EH LTIk ABLTWEBA.
14.2.6.CON6 (USB OV —IL1 Y5 —T = —X)
CON6 (FUSB A¥Y =LA ¥ ¥ —7 —ATY,

E5#RIE USB > U 7 )LZEH# IC(CP2102N/Silicon Labs)##H T i.MX 8M Plus ® UART J> hO—
Z(UART2)ICE SN TWET,

# 14.16 CON6 fE5Hc%1

EVES Evs I/O e

1 VBUS_CNSL Power EIR(VBUS_CNSL)

2 CNSL_USB_D- In/Out JvY—J)LBUSBDO~NA+RRAIES. USB ¥ )7 ILERIC ICHEt
3 CNSL_USB_D+ In/Out IV —JLAUSB 75 RAIES. USB U7 ILEHIC ICEi#t
4 CNSL_USB_ID - RiEhe

5 GND Power EIR(GND)

14.2.7. CON7 (JTAGA > ¥ —7 £ —X)
CON7 (@ JTAG /Ny AR T 5L DTES JTAGA Y F—T 1 —RATT,

JTAG OFMICD=F L Tk, NXP Semiconductors ®ik—ALR—Ih
54 >y0O—RKRogER FiMX 8M Plus Applications Processor
Reference Manualy = &R fEE W,

=
% 14.17 CON7 f§5HE51

EY&S (% I/O A BESIL—T

1 VDD_1V8 Power EIR(VDD_1V8) -

2 PMIC_RST_B In PMIC U v hMESE, PMIC ® PMIC_RST B Evic NVCC_SNVS_
. PMIC REFTZIL7 v Z(NVCC_SNVS_1V8) 1v8

3 JTAG_TDI In TARTFT=F AA. iMX 8M Plus @ JTAG_TDI E>IC VDD_1V8
s, i.MX 8M Plus REBTZIL7 v Z(VDD_1V8)

4 JTAG_TMS In TAME—RZER, i.MX 8M Plus @ JTAG_TMS > VDD_1V8
ICHERE. .MX 8M Plus EBT )L v 7(VDD_1V8)

5 JTAG_TCK In TAKoAOv Y. iMX 8M Plus @ JTAG_TCK E>v(C VDD_1V8
e, i.MX 8M Plus REBTZJL7 v Z(VDD_1V8V)

6 JTAG_TDO Out TARF=FHA. iIMX 8M Plus @ JTAG_TDO E> VDD_1V8
IcHEse

7 GND Power BIR(GND) -
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IN—RD 78k

(V2=

EvE

1/0

A BEESIL—TF

8

JTAG_MOD

In

E—RERE. .MX 8M Plus @ JTAG_MOD E>ic$ VDD_1V8
#t. EiRET10kQ FILFTT>

FIPMIC Uty MESOFMEICOZEL TR, 418 Uty hy—F Y2, ZTRREES L,
14.2.8. CON8 (HDMI 1 > 5 —7 = —X)
CON8 (& HDMI B A+ ¥ ¥ —7 =2 TY,

ESIRIEIMX 8M Plus ® HDMI TX O hAO—ZICE RSN TWVWET,

7 14.18 CON7 {55 Ec7
EY&S % /O i
1 HDMI_HPD In Ry M 7S 7. HEAC(-). i.MX 8M Plus ® EARC_N_HPD E'>.

HDMI_HPD & > (£t

2 HDMI_Utility In/Out Utility. HEAC(+). i.MX 8M Plus @ EARC_P_UTIL &> Ic##t
3 HDMI_TX2+ Out TMDS 7—% 2(+). i.MX 8M Plus ® HDMI_TX2_P ' |C##t
4 HDMI_TX2_Shield - TMDS 7—% 2 ¥—JL R
5 HDMI_TX2- Out TMDS 7—% 2(-). i.MX 8M Plus ® HDMI_TX2_N &> [C#t
6 HDMI_TXT+ Out TMDS 7—% 1(+). i.MX 8M Plus ® HDMI_TX1_P &' |C##t
7 HDMI_TX1_Shield - TMDS 7—% 1 ¥—J)LR
8 HDMI_TX1- Out TMDS 7—% 1(-). i.MX 8M Plus ® HDMI_TX1_N &> [C ¥k
9 HDMI_TXO0+ Out TMDS 7—% 0(+). i.MX 8M Plus ® HDMI_TX0_P &'~ |C##t
10 HDMI_TXO_Shield - TMDS ¥—% 0 ¥—J)LR
11 HDMI_TXO- Out TMDS 7—% 0(-). i.MX 8M Plus ® HDMI_TXO_N E> [C ¥
12 HDMI_TXC+ Out TMDS 70 7 (+). i.MX 8M Plus ® HDMI_TXC_P > (C##t
13 HDMI_TXC_Shield - TMDS 70Oy 7Y —JLR
14 HDMI_TXC- Out TMDS 70 7 (-). i.MX 8M Plus ® HDMI_TXC_N E' > [C##t
15 HDMI_CEC In/Out CEC f§%. i.MX 8M Plus ® HDMI_CEC &> (Z#zik
16 HDMI_GND Power EIR(GND)
17 HDMI_SCL In/Out DDC 7 av ¥, iMX 8M Plus ® HDMI_DDC_SCL ¥ > IZ##k
18 HDMI_SDA In/Out DDC 7—%. i.MX 8M Plus ® HDMI_DDC_SDA £~ IC##t
19 5V_HDMI Power EIR(5V_HDMI)

14.2.9. CON9 (LVDS 1 % —7 —R)
CONQIZ 1 Fv¥rRILAL—2)DLVDSHEAA VT —T t—RA T,

E5#RIE .MX 8M Plus @ LVDS Display Bridge(LDB)IC#E#fi i SN TWE T,

A

CONT1 D5, 7TE>E CON9 D 7. 8 EVIZREIU 12C /XX (12C4) I =k
SNTWEY,

* 14.19 CON9 #BH I/ 7 ENMmIART T4

=t BE A=H— i
BEIxI 5 FX155-31S-0.5SH HIROSE ELECTRIC FFAEM O.5AMRTF 1 RH1cD)
WMmaIxT 4 FX158-31P-C HIROSE ELECTRIC Y rLffEY—ILREEY 1 F(AWG30
~AWG32 )
FX15SW-31P-C HIROSE ELECTRIC YrffEY—ILREBIES 1 T (AWG28
~AWG30 X))
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&7 gk X—H— i
V576 FX15-3032PCFB HIROSE ELECTRIC BEAER AWG30~AWG32
FX15-2830PCFB HIROSE ELECTRIC EAER AWG28~AWG30
ERARVHRZE e, AV MINAIECTEG<ERAIETHE
BIRIEZEHMHLET, AVF I MNEOARTYDEERIIC, TEZ S
L IEE W,
=
%= 14.20 CON9 £33l
EVES E>% I/0 e BEZSINV—7F
1 GND Power EIR(GND) -
2 VIN Power EIR(VIN) -
3 VIN Power EIR(VIN) -
4 VIN Power EIRE(VIN) -
5 VIN Power BIR(VIN) -
6 GND Power EIR(GND) -
7 12C4_SCL In/Out [2C-70Ov %Y. iMX 8M Plus ® 12C4_SCL >, VDD_1V8
CON11 5 EVIicHER. EiRETATK TP v T
(VDD_1V8)
8 12C4_SDA In/Out [2C 7—%. iMX 8M Plus @ 12C4_SDA E>. VDD_1V8
CONT1 7 EvicE. BERETATKINT VT
(VDD_1V8)
9 GND Power IR (GND) -
10 LVDSO_TXON Out LVD%?‘—Q 0(-). i.MX 8M Plus @ LVYDSO_DO_N & -
VIR
11 LVDSO_TXO0P Out LVDS 7—% 0O(+). i.MX 8M Plus ® LVDSO_DO_P & -
VT
12 GND Power EIR(GND) -
13 LVDSO_TXIN Out LVDS &—% 1(-). i.MX 8M Plus ® LVDSO_D1_N & -
VIR
14 LVDSO_TX1P Out LVDS 7—% 1(+). i.MX 8M Plus ® LVDSO_D1_P & -
VIR
15 GND Power EIR(GND) -
16 LVDSO_CLKN Out LVDS 70w 7 (-). i.MX 8M Plus @ LVDSO_CLK_N -
B IR
17 LVDSO_CLKP Out LVDS 70y 7 (+). i.MX 8M Plus @ LVDSO_CLK_P -
v ICiER
18 GND Power EIR(GND) -
19 LVDSO_TX2N Out LVDS 7—% 2(-). i.MX 8M Plus @ LVDS0_D2_N £ -
VIR
20 LVDSO_TX2P Out LVDS &—% 2(+). i.MX 8M Plus ® LVDSO_D2_P & -
VIR
21 GND Power IR (GND) -
22 LVDSO_TX3N Out LVD%?‘—@ 3(-). i.MX 8M Plus @ LVDSO_D3_N & -
VIR
23 LVDSO_TX3P Out LVDS 7—% 3(+). i.MX 8M Plus ® LVDSO_D3 P & -
VTR
24 GND Power EIR(GND) -
25 GPIO3_1000 In/Out IRERAH . iMX 8M Plus @ NAND_ALE B [k VDD_1V8
26 GPIO3_1001 In/Out ?IE?E)\H:‘JJ\ i.MX 8M Plus @ NAND_CEOQO_B B> ic# VDD_1V8
L
27 GPIO5_1003 In/Out IERAH . iMX 8M Plus @ SPDIF_TX B> [c ik VDD_1V8
28 GPIO5_I004 In/Out R A . .MX 8M Plus @ SPDIF_RX £ [ci##E VDD_1V8
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IN—RD 78k

Er&E=s E>% I/0 BB BETIV—7
29 GND Power EIR(GND) -
30 VDD_1V8 Power EIR(VDD_1V8) -
31 GND Power EIR(GND) -

14.2.10. CON10 (MIPI-CSI| 1 > % —7 £ —X)

CONTO EAAZEHEAD 1 FrXILE2 L—2)D MIPI-CSI 4> 5 —7 £ —XTY,

ESRIL .MX 8M Plus @ MIPI Camera Serial Interface(MIPI CSIT)Ic#ERs N TWE T,

& 1421 CON10O BEHIRIFETLFITINLTZY cr—T LGl

=t

BE

X—=h—

i

BgHaAxRIY

1-1734248-5

TE Connectivity

FFAER VAT 1 RHD)

149 CONT0 £ AIBER T L XTI T 5y M Tr—TIL DR

148,15

+0,1
-0,85

140,05

10,15

C0.3t8e

2,1
Q7 8es

T
18,05 e

VB 2,7MIN,

THICKNESS:8.3+8.05

[Unit:mm]

# 14.22 CONI10 E5E%1

Ev%

1/0

B

BEESIN—F

GND

Power

EIR(GND)

CSIT_DN_O

MIPI 7—% 0(-). i.MX 8M Plus @
MIPI_CSIT_DO N Ev(c##. 17 £V &\

CSIT_DP_O

MIPI 7—% O(+). i.MX 8M Plus ®
MIPI_CSIT_DO_P Evici#ER. 18V &HE

GND

BIR(GND)

CSIT_DN_1

MIPI =% 1(-). i.MX 8M Plus @
MIPI_CSIT_D1_N EvIicHfi. 20 BV &HB

CSIT_DP_1

MIPI 7—% 1(+). i.MX 8M Plus ®
MIPI_CSIT_D1_P Evichs. 21 B> &HE

GND

BIR(GND)

CSIT_CK_N

MIPI 20w 7 (-). i.MX 8M Plus @
MIPI_CSIT_CLK N EvicHsh. 23 v e#
B8

CSIT_CK P

MIPI 20 7 (+). iMX 8M Plus ®

MIPI_CSIT_CLK_P Ev(c##t. 24 > &t
B
H

10

GND

Power

BIR(GND)

11

CSIT_GPIOO_3V3

In/Out

HRERAMA. LARJVEH IC 2L TiMX8M
Plus @ NAND_DATAQO K ic#sfE. 26 Ev
EHE

VEXT_3V3
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IN—RD 78

(VZ:3 Ev4 1/0 | EETIV—F

12 CSIT_GPIOT_3V3 In/Out TRERAEAD. LARIEHEIC Z#AL TiMX8M VEXT_3V3
Plus ® NAND_DATAO1 EvicEfk. 27 >
& @

13 [2C2_SCL_3V3 Out 2C70Ov 7o, LRNIE#RIC ZRHEL TiMX VEXT_3V3
8M Plus @ 12C2_SCL F v ic#f. EiRET
47k Z)IL7y F(VDD_3V3), 28 Ex &3tE

14 [2C2_SDA_3V3 In/Out 2C 7—%. LNILEHIC AL TIi.MX8M VEXT_3V3
Plus @ [2C2_SDA E v cHEH. ERLET4.7k
77y 7(VDD_3V3), 29 Exv &3@

15 VEXT_3V3 Power BIR(VEXT_3V3) -

16 GND Power EIR(GND) -

17 CSIT_DN_O In MIPI 7—% 0(-). i.MX 8M Plus ® -
MIPL_CSIT_DO_N Ev(c#EfK. 2y L@

18 CSIT_DP_O In MIPI =% 0(+). i.MX 8M Plus ® -
MIPI_ CSIT DO PEvIC#ER. 3V E&HE

19 GND Power EIR(GND) -

20 CSIT_DN_1 In MIPI =% 1(-). i.MX 8M Plus ® -
MIPI_ CSIT D1 NEYIC#ER. bEVEHE

21 CSIT_DP_1 In MIPI 7—% 1(4). i.MX 8M Plus @ -
MIPL_CSIT_ D1 PEYVICHE#R. 6 EYEHE

22 GND Power EIR(GND) -

23 CSIT_CK_N In MIPI 20w 7 (-). i.MX 8M Plus ® -
MIPI_CSIT_CLK N EvicEf. 8 EY L@

24 CSIT_CK_P In MIPI 28w 7 (+). i.MX 8M Plus ® -
MIPL_CSIT_CLK_ P EvickEf. 9> &HE

25 GND Power BIR(GND) -

26 CSIT_GPIO0O_3V3 In/Out PRERAEA. LARIERIC Z#A L TiMX8M VEXT_3V3
Plus ® NAND_DATAOQO E'vic#:. Eik E
TA4T7k ZILT7 v F(VEXT 3V3)., 11 EvEH
&

27 CSI1_GPIO1_3V3 In/Out IERAEA. LARJILEEIC Z AL TiMX 8M VEXT_3V3
Plus ® NAND_DATAO1 B ic#Esm. Eik Lt
TA4TKk ZILT7y F(VEXT_3V3). 12V EH
B

28 12C2_SCL_3V3 Out 2C7Ay 7o, LRIERIC Z#HU TiMX VDD_3V3
8M Plus @ [2C2_SCL E v ic#E. EiR LT
47k Z)IL7y Z(VDD_3V3), 13 E>EHE

29 12C2_SDA_3V3 In/Out 2C 7—%. LRILZERIC AL TIi.MX8M VDD_3V3
Plus @ 12C2_SDA E v, ERET4.7k
ZIL7y 7(VDD_3V3), 14 E>E&t@E

30 VEXT_3V3 Power EIR(GND) -

14.2.11. CON11. CON12 ({isk1 > ¥ —T = —X)

CON11. CON12 [SHEREIRADA V7 —T 1 —ATI, EHOREE(RILFILIR)Z2HD, i.MX
8M Plus fES#RM RN TH O, USB. GPIO. SPI. UART. CAN. I12C. PWM. [2S. PDM MIC

FOWEZINRI 5 ENTEET,

ONOFF E5&0ERAHADESbERINTHE D, Armadillo-loT — kDU 1 G4 OER%Z NER
DSDESICLDEHIEHT 2 ENFRETT, £lew BRABAEL Y (VINE D EREIEIT D EHAEET

ER

CONT1. CONT4, CON15 DERZ A > (VIN)IZ#EHR=NTED . FAK
ICEBRzMIET S EFTETREA,
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IN—RD 78k

A

CONT1 @5, 7E>ECON9 D 7. 8 EVIEAEU 12C /XA (12C4) [ ##t
SNTVWEY,

& 1423 CON11. CONI2 &7 5 &HRAIAXR T 7Bl

2 BE A—H— 5%
BEHIxIY 6130xx21121 [l Waurth Elektronik HRBER SAMRT 1 AHeh)
Mmaxv 4y 6130xx21821 [ Waurth Elektronik -

Elxx [l BB AD £,

% 14.24 CON11 E5E%

VT

EV&S Evé 1/0 e EETIL—7

1 VIN Power ERALES(VIN), CON14, CON15 &8 -

2 VIN Power ERAHS(VIN), CON14, CON15 &#5& -

3 GND Power EIR(GND) -

4 GND Power EIR(GND) -

5 [2C4_SCL In/Out IEERAHA. iMX 8M Plus @ 12C4_SCL & VvDD_1V8
>, CON9 7 EvicHi BikR ET 4.7k 7L
7y

6 ECSPI1_MISO In/Out JEERALH. iMX 8M Plus @ ECSPIT_MISO | VDD_1V8
g ret =2

7 12C4_SDA In/Out R AH A, i.MX 8M Plus @ 12C4_SDA £ VDD_1V8
>, CON9 8 EvicHin R ET4.7k 7L
7y

8 ECSPIT_MOSI In/Out LR AH A, .MX 8M Plus @ ECSPIT_MOSI VDD_1V8
g ret =

9 ECSPI2_MISO In/Out ILRAH A, .MX 8M Plus ® ECSPI2_MISO VDD_1V8
[ ret ===

10 ECSPIT_SCLK In/Out LR AH A, .MX 8M Plus @ ECSPIT_SCLK VDD_1V8
vy IiciER

1 ECSPI2_MOSI In/Out ¥R AH A, iMX 8M Plus ® ECSPI2 MOSI | VDD_1v8
(T

12 ECSPIT_SSO In/Out LR A A, .MX 8M Plus @ ECSPIT_SSO VDD_1V8
vy IC s

13 ECSPI2_SCLK In/Out ILRAH A, i.MX 8M Plus @ ECSPI2_SCLK VDD_1V8
g ret >

14 SAI3_TXFS In/Out ILRAH A, .MX 8M Plus @ SAI3_TXFS VDD_1V8
VR

15 ECSPI2_SSO In/Out LR AH A, .MX 8M Plus @ ECSPI2_SSO VDD_1V8
vy iciEgR

16 SAI3_TXC In/Out ILERAE . iMX 8M Plus @ SAI3_TXC EY VDD_1V8
I i

17 SAI5_RXC In/Out ?}Z\E;:ﬁjl i.MX 8M Plus @ SAI5_RXC £~ VDD_1V8
R

18 SAI3_TXD In/Out ngi%);ﬂjj]\ i.MX 8M Plus @ SAI3_TXD £~ VDD_1V8
(CHERT

19 SAI5_RXDO In/Out R A A .MX 8M Plus @ SAI5_ RXDO & VDD_1V8
VB

20 SAI3_RXD In/Out ﬂ‘&g;\atﬂj}\ i.MX 8M Plus @ SAI3 RXD £~ VDD_1V8
(223

21 SAI5_RXD1 In/Out ILRAH A i.MX 8M Plus @ SAI5 RXD1 & VDD_1V8
IR

22 SAI3_MCLK In/Out IERAHE A, .MX 8M Plus @ SAI3_MCLK & VDD_1V8
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IN—RD 78

(V2= Eyv# 1/0 Sz EETIV—7
23 SAI5_RXD2 In/Out JKEAL. IMX 8M Plus ® SAI5_RXD2 € | VDD_1V8
I
24 GPIO1_1015 In/Out EERAH . iMX 8M Plus @ GPIO1_1015 & VDD_1V8
VIR
25 SAI5_RXD3 In/Out ILRAH A i.MX 8M Plus @ SAI5 RXD3 & VDD_1V8
IR
26 USBDM_DN2 In/Out USB 2.0 &—%(-). USB HUB ##H T i.MX -
8M Plus ® USB2 (&t
27 SAI5_MCLK In/Out R, iMX 8M Plus @ SAI5 MCLK £ | VDD_1V8
VR
28 USBDP_DN2 In/Out USB 2.0 =% (+). USB HUB #H T i.MX -
8M Plus @ USB2 (Tt
29 SAI5_RXFS In/Out R AH A, i.MX 8M Plus @ SAI5 RXFS & VDD_1V8
VIR
30 VDD_1V8 Power ERE A (VDD_1V8) -
31 VDD_5V Power BIREH 1 (VDD_5V) -
32 VDD_5V Power EIRE A (VDD_5V) -
33 GND Power EIR(GND) -
34 GND Power EIR(GND) -
% 14.25 CON12 {555
V&S Ev4 1/0 BiEA EETIV—7
1 PWR_OFF In/Out Armadillo Base OS T, 1—Y—Ic & 2ZXFA VDD_1V8
BE. i.MX 8M Plus @ GPIO1 1001 E v Ic#t
2 GPIO2_1011 In/Out YRERAHE A, i.MX 8M Plus @ GPIO2_1011 E v IC#ER: VDD_1V8
3 REBOOT In/Out Armadillo Base OS TfFEAH., 1—HY—(IC L2 ZEER] VDD_1V8
BE. i.MX 8M Plus @ GPIO1_I005 £ v Ic#t
4 GPIO4 1027 In/Out EERAE A, .MX 8M Plus @ GPIO4_1027 > (CHEk: VDD_1V8
5 ONOFF In ONOFF {51l i MX 8M Plus ® ONOFF £ (CiE#:. NVCC_SNVS_
HikR ET 100k ZJL7 v Z(NVCC_SNVS_1V8) 1v8
6 GPIO4 1028 In/Out ILERAE . .MX 8M Plus @ SAI3_RXFS ' [Tk VDD_1V8
7 FW_UPDATE_I In/Out Armadillo Base OS Tf#EH. 21— —(IC LB ZEEQ] VDD_1V8
ND RE. i.MX 8M Plus @ GPIO1_I000 & v IciEkE
8 GPIO4_1029 In/Out IERAH . i.MX 8M Plus @ GPIO4 1029 E > (TiEst VDD_1V8
9 STDWN_IND In/Out Armadillo Base OS T, 1—H—IC k2 ZFEN VDD_1V8
BE. .MX 8M Plus @ GPIO1_I007 E > ic#E#kt
10 GPIO3_1008 In/Out IERAHE A, i.MX 8M Plus ® NAND_DATAQ2 E> (T VDD_1V8
i
11 PWR_IND In/Out Armadillo Base OS TR, 1—H%—(IC LK 2ZFE VDD_1V8
BE. i.MX 8M Plus @ GPIO1_l006 &> (Ci#Est
12 GPIO3_1009 In/Out YRR A LS. i.MX 8M Plus @ NAND_DATAQO3 E > ic VDD_1V8
i
13 GPI02_1008 In/Out ILERAE . i.MX 8M Plus @ SD1_DATAG E v IciE VDD_1V8
i
14 GPIO3_1014 In/Out YRR AE S, iMX 8M Plus @ NAND_DQS E > [C#E5% VDD_1V8
15 GND Power EIR(GND) -
16 GND Power EIR(GND) -

[BIONOFF E5 OFMIc DEE L TIE. M14.1.9.1. ONOFF EVH 5 DEIRFIE, % SRR LI W,

YRR T SRR

e N
=% TArmadillo-loT = kD x4 G4ANIFTILIV AR %=

=LY,

HMICO2EFXRLTE, TPy hNY—2 72/ Armadillo
[https://armadillo.atmark-techno.com/]h5 % 2> A—R T

SR
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14.2.11.1. USB

USB 2.0 Host & 1 IR— MERT 5 2 ENARETY . E5#RIE USB HUB ##HTUSB I hO—7
(USB2)IcEfENTWVWET,

- BRRE
- High Speed(480Mbps)
- Full Speed(12Mbps)
- Low Speed(1.5Mbps)
14.2.11.2. GPIO
GPIO Z& K 34 R— MMERYT % Z EHAIRET T,
- E5LANJL:VDD_1V8
14.2.11.3. SPI

SPI Z&K 2 R— LRI 22 ENAIBETT, E5RIE .MX 8M Plus @ ESPI(ECSPIT1. ECSPI2)ic
BEHEsnTunwxd,

- RR70Ov 7 ERE: 66MHz(Y — R)/23MHz(Z 1K)
- E5L~NJL:VDD_1V8
14.2.11.4. UART

VU TZIVUART) ZRK 2 IR— MERT 5 2 EMNAEET T, EE5RIE i.MX 8M Plus @ UART(UART3.
UARTY)ICERINTWE T,

- RAT—YEEL — b 4Mbps
- §5LANJL: VDD_1V8
14.2.11.5. PDM MIC

L& RDBICAE -7 PDM MIC Z8& XK 4 /R— MNEIRT 5 2 EDAIEETT, E5#RIE i.MX 8M Plus @
PDM~NA 707445 —7x—AMICFIL) ICEfFHEcNTWET,

- §5LANJL: VDD_1V8
14.2.11.6. 12S(SAl)

12S ZHRK 1 R—MLERT D2 ENFRETT, E5RIEIMX 8M Plus DEIARA —FT 1 A1 > 5 —
71— X(SAR)ICEHRINTWET,

- E5L~NJL: VDD_1V8
14.2.11.7. CAN

CAN ZH&K 2 R—MMERT 5 Z EHFAETT,, F5HRIE I.MX 8M Plus @ FLEXCAN(FLEXCANT,
FLEXCAN2)IZHE#f SN TWE T,

- CAN FD. CAN 2.0B 70O b JJLX¢h
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- E5L~NJL: VDD_1V8
14.2.11.8.12C

1I2C #HA 3 /R— NLERT 52 ENFIEET T, E5#RIE .MX6ULL @ [2C O~ kO—Z(12C4. 12C5.
12CB)IcEHmEINTWET,

- RRT—FEEL — b 320kbps
- 5L ~XJL:VDD_1V8
14.2.11.9. PWM
PWM Z& KX 4 /R— MMERY 52 D ARETT,
- RRKRER#E: 66MHz
- 5L ~XJL: VDD_1V8
14.2.12. CONT3(RTC /Xy O 7y FA 5 —T —2R)

CONIBRUZINZA LAY IDNY I Ty TRAYIT—T 1 —RATY, REEERVYUMSNTS
R T — 5 Z2REFSELWBRICSER LSV,

CON13 Icl& CR2032, BR2032 FDE M ZE I 52 EMNTEXT, UT7ILIA LT Oy T DI
REFOPPHEERIF. T—F>—h Ll 240nA(Typ)ER>THED XTI DT, BMFMEXTOEL
RENHATTEERT,

BEMEIATOIVTZIVIALIOY 7 ERELTED. FIREREBERE-20C~70CT 8 #¥(Z&
ZE)TY,

% 14.26 CON13 =5 Ec7

&S % I/0 B
1 RTC_BAT Power UZIETA Loy 7Dy o7y 7EHEBRANRTC_BAT)
2 GND Power EIR(GND)

14.2.13. CON14, CON15(BEREANA > T —T —XR)
CON14, CON15 BEFANADT ¥ 5 -7 1 —2TY,

CONT4 [Cig DC Y v v I MEEINTED. "™ 14.10. ACF ¥ 757 DfBiE~Y—2o ) EEUEBEY—
IDHBACTITIMMERTEEY . MIGTZVEAZE 2.1mm. A S55mMmM DHDERD XY,

SACR®)
1410 AC 7% 7% OB~ —2
CONT5 ld 2mm Ey FDSA hFY I ARY S ERELTVET,
% 14.27 CON15 ##IR Y ¥ EHAIRY 55

=t BE X—h— EE
BEIxIY S02B-PASK-2(LF)(SN) J.S.T.Mfg. FFREMR SA(RTF 1 RHD)
WNEIART Y PAP-02V-S J.S.T.Mfq. -
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=t BE A=H— i
av5o bk SPHD-001T-P0.5 J.S.T.Mfq. HERAER AWG26~AWG22
SPHD-002T-P0.5 J.S.T.Mfg. HERAER AWG28~AWG24

% 14.28 CON15 =5 Ec5

EYES Evé I/O i il
1 VIN Power EREAA(VIN)
2 GND Power EIR(GND)

CONT1. CON14. CON15 OEES > (VIN)IZERIhTH D, R
CEREMHIET 2 TEE Ao

AC 75759 %ERT 58IE. AC7H¥ 75D DC 7> % Armadillo-loT
T—KrI14 G4 ICEHREUTHS AC 772ty McELTLES
Lo

BREZBRATZHEREAVTUTICEISNcENZ kRS 2. 15¥

J»XJ:@F‘?F%EEBH’C(LéL\ ayry ﬂ:%ibnﬁ_%ﬁb\ﬁib‘éﬁu
BREZEARALULES. BRY—TVANTFONT. FEE. HEDORE
ERDET,

14.2.14. JP1(EENT/NA AREI vV /N\)
JP1 [HH2E) 7/ ARES ¥ Y NTT, JP1 DRET, BBT/NNA RAERETHIENTETET,

& 1429 Jv VI\DRE LT/ X

JP1 DIRER RETINA R
A= eMMC
Ya—»h microSD(CONT)

#z 14.30 JP1 553

EVES % /0 Eii;

1 JP1 In EET /N1 ARERES. i.MX 8M Plus ® BOOT_MODEO £ [ £,
EiR ET100kQ 7T O

2 JP1_PU Out iR ET4.7kQ ZIL7 v Z(VDD_1V8)

14.2.15. SW1(Z—F— X1 v F)
SW1 i3, 1—HF—EICHACHBATEZMULRY VA v FTT,
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% 14.31 SW1 E=5E5

BRES A B
SW1 1I—HF—-RAvF i.MX 8M Plus @ GPIO1_1013 E Vi, EikET 10kQ 7L v Z(VDD_1V8)
(Low: HENfofREE. High: X L TULVRLVIREE)

14.2.16. LED3(2—1'— LED)
LED3 (&, 1—H—RAITERICFIATES LED TY,
% 14.32 LED3 DiRfE

HBmES ZT(E) FtH
LED3 2—4H— LED(¥%) NSV IRF%FBRLTIMX 8M Plus @ GPIO1 1014 BV Ik
(Low: SEXT. High: s47)

14.2.17. LED4(EJR LED)
LED4 (&, Armadillo-loT #*— k7 =1 G4 OEFREZRMA® LED TY,
% 14.33 LED4 DiREE

HmES AT(E) KR8 B
LED4 EiR LED (%) j=vd} VDD_3V3 pMitiaEs it \nd
JHKT VDD_3V3 MMte T v Tuhvan
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14.3. 2R
14.3.1. £HRFRE

|
|
%

131,2
108
62,8 16
4-¢3,2@7PAD) =1 .
o ——— & o] ]!
22,6 ‘ ‘
N ol5] P
olp |
_ o1p | |
\ 3-02,3@4PAD) 2B Bl
o1p |
, o(b |
\ 2-2,5% E,f,ik,f, q 75! E ‘
oip
e =/
o olp = i
o1p |
Rl olp 2 |
o olp 0 — !
| —|® — ‘
Pa olo [ipfee} — |
n @ hd olp o : — i
g K ob 5|0 = ||
oo ‘ do oo ‘ oo oip 3 — ‘
ooo — :
Cooioal | | esioos 2,425(CARD CENTER) [SIF o =1l
™ | | & ﬂ— © = — !
ol | | | o< 1 1
™ 5 |
“lp | | e || ers i Hf n
E p ! C% 30 ! Oc Pl | ® i e 6i5 |
— | oo — ;
N !
D) 1] TS 1 e ] Lol L2 @) il
2,38 \ I L= ‘ . ij
383 13
75 g | L2 2 Le g Ppsg PARTS HEIGHT MAX.3,2
s 35T EXCEPT CONNECTORS
389 PARTS HEIGHT MAX, 2,5
55,25
55,5
73,27
855
91,15CCONNECTOR CENTERD
102,65
1125
1232
131,97
135
166 16,6 92,9 23,5

3
1

°

" 131, o5 E\J —

; 73 25 ]

| i }é@ Ii

— 189 |1385_] ‘ [Unit:mm]
K 14.11 EiRIRK

ny
0|
&)l
~J!
no|

HDXT, T-AVILRERZ KT 555, HIEEDRBRZS 1T

n ERBARPEREEICE D, BIRLEOPRUE. B EEEICHRD I EN
ETDERETZBBEVNVWNZULET,
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DXFERXDEREZ "7y h~—2 77/ Armadillo 1 k) 15 g
AZRITOREART—%1 LTI YO—RAETI,

=

14.4. RETER

AETIE. Armadillo-loT 7= kU x4 G4 OERILR > ERIER LD H DERETBERIC D W TERAL
F£9,

14.4.1. /A4 X

LVDS 1 > %9 —7 2 —X(CON9)¥ HDMI 1 5 —7 £ —X(CON8)Ic T« A7 L A Z#ie LU B A,
G/ A ADEREICBRBIZEDHB D XT. BE/ A X 2RSS I DT, UTORNELIHRNTY,

- V=)ILREFOT =TI ZERT D
- T—=T7IVERETERT S
- REAOIRE VIE Low LRIILEAET S
14.4.2. ESD/EY—Y
Armadillo-loT — kD 1 G4 D ESD MiEZR ESESchic. UTONELHRNTT,
- Armadillo-loT =k U =« G4 ZzE&RBERKICHMAH. GNDEIEN)ZEEBRUETERT S

- TEREARZEMT S

Armadillo-loT =k V= G4 SNy —TILHENMIBLEIT 2L SBRERETIE. 7—7
WICBAUVREBY—YEDANLRICEDA VY —T7 2 —AMBEMMRIRENZHEDHDET, AL
ANDMNEZR LS EBICIF. UTOXMEHMRNTT,

. BEMEHEE O GND BfE RIS 3
S Y- RFEQT—TILEERT
14.4.3. #h3RKR— N DERE

Armadillo-loT #*— k% £+ G4 DIEA ¥ ¥ —7 £ —RZ(CON11, CONT2)ICId. EHMOMAEES >
TESENERINTE D, B4 RKEILENTRETT .

IR VY —7 2 —RICER Y 2ERZREIT SBROFRFEICOVT, HBELXT,
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B 14.12 Armadillo-loT "=k U =4 G4 DILRA VT —T z—X
14431. EYFPY1Y

Armadillo-loT Z— k7 x4 G4 Tld, "X 3.2. &1k DILEKRA VT —T 1 —ADMHICH D EED D
BEDMMER CEE T, fcle Uy T ZICEHDOILEREIE, BENICHEEZEID U TIIBEDRARETI DT,
NVBEIRHEREENIT RN TERIRTE SN E. FArmadillo-loT &— o x4 G4 YILF L U XKy THRET S
WENHDET,

NIWFTLIARTE, BEVICED HTRAERKEDMIC, Uty NROESIRE., TILT7v T/
D VBRMOBEEDRREER IS ENTEXT,

BHBE DM AR D ERIZEE. NXP Semiconductors DiR—LAR—I M54 5> O— RATHE
7. Ti.MX 8M Plus Applications Processor Reference Manualg. Fi.MX 8M Plus Applications
Processor Datasheet for Industrial Productsy & R 722 W, Armadillo-loT ¥— k7 =1 G4
EEOBRERVNT, EERZCHERBERIEINSOYZ2TILIC, IRTEHSINTWET, &R
LT WkSlc, YILFZLIZRAEFR® T14.2.11. CONT11, CON12 (kA > F—7 = —R)1 ITiMX
8MPlus DEYEPYIAY FA—Z—RZLTHL THEDH I DT, BIFTFEARLLLES W,

Armadillo-loT =k V24 GANIWFTILIARKRIEF "7y hN—0FT 7
/ Armadillo ¥ f k1 [https://armadillo.atmark-techno.com/1h5 %"
L JrA—RULTLEE W,

14.4.3.2. ERFR

Armadillo-loT & — k7 =1 G4 DILRN— R Z X5 T ZBOHEREFIRIE "X 14.13. Armadillo-loT
T—KD A4 G4 DIRA—KB, OEEDTY, Ihxh—RAIICE>YY oy h%ZEEL T Armadillo-
T Z'—ho x4 G4 &EEHRLET,

—NBEY YTy hERELBE. RERSRHN 1Tmm D ET, LANARIFTDES I
13.5mm TI DT, LAN IXI 5D LICERZERDZEEFETE XA,
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RN — REZERAIC. ¢2.3mm Oz 3BERAELTED. M2 DANR—T—RUZERAETY,

X 14.13 Armadillo-loT '— k7 =1 G4 OHEERAN— KRB

QO BRIMRL. Tyyv. RTUYT Ty v M2, L=6mm) x 6

@ EEXX—HY M2, L=11mm) x 3

EROFHMTECOETELTE M43.1. ERPRE, & HEBLS 0,
14.4.4. [BlE&E%Et

IR >~ % —7 T —Z(CON11, CON12): AT Z2BOSERMBEEBNLET,

SERRBEELRTITE2EDTRBD EA. EEOF FUTr—v 3y
THALIEE BBV LET,

144.4.1. A1 v F, LED, YL —

AA Y FPLED, UL —%&HRT 2156 (E. GPIO ZEID Y TEYT, GPIO ICEID Y TRIEREV(E%
HHDEIDT, W7y T/ TN IV BROBEEBELNILZER LT AT EYZRELT
<IEE W,

RRA > —7 2 —RclE, iIMX 8M Plus DESHENEEEHR SN TVET, FHEIFIc &L 2NEEE
BOWEZEES . A4 v F & iMX 8M Plus DfEIC. BERFIRIENEZE RIS ZHITIHL
=

LED. UL —(E GPIO EY TEEREEIICr TV IR YEEZRALU TREIL T LS L,

266



Armadillo-loT &=k x4 G4 B/ =2 7L IN—RY 75

VDD_5V

y_\ LED Relay
AN
[ OumutPor
ommrper—>—w—t —oumprEE
Switch
—
< Tnput Port _I_ ° ©

14442 IR
IR 7 —7 2 —X(CONT)HM SHkRA— RAEIC, 12V EE(VIN). 5V ER(VDD_5V). 1.8V &
JR(VDD_1V8)ZHA L TWE Y, ZDOMOERIVBEDRIZE(E. FIRABHNS AT SH. DC/DC 3

YIN—%, LDOETERLTLESW, BRY—T VR, HASERICO>EZX L TE. "14.1.5. EFEOK
DB, = CHERLTEE W,

00 o)
\/Dgrsv — - +3.3V
1 - 3 9 YN
l l Iy 12 l [ l BLM18KG121TNTD
==10uF ==0.1uF 4 Z==10uF ==0.1uF ==0.01uF
VDD_1v8 vedr
o
6 = 2
Tok CE 3 & NC =X
D.G. a <
~ mXCL214B333DR
T 0.01uF

X 14.15 DC/DC J>/X—%[ElE&(VDD_5V AA. 3.3V 1.5A )5l

X 14.1. EREIROER O >VF—Tx—RL(LVDS I/FH)DOEEICIEOAXRI7YHULLLIF/ AKX
T4 DEREREZRERKEE UTEHFULTWET, oo NT—XAAM Y FODOTICIE. INT—XA v
FOEIBREREZEREE LU TEH L TWET, AMAvFYI L2 L —YOMHBEEHZERBITLES
feh, AV —T 1 —AIRTODRRNEXTERBIGI D EETEREFFA. TNRNENDA VT —T 12—
ANDERDERMIFEIILUTOELD TT,

£ 14.34 &1 V5 —7 = —ANDOERBHEH

HaEs 1V9—T71—R% BEESIL—F Bl

CON4 USB1>9—T7x—2X USBT1_VBUS 900mA

CON9 LVDS A v%—Tx—X VIN ANBRICEKE
VDD_1V8 500mA

CONTO MIPI-CSI 1> %5—7 x—X VEXT3V3 500mA

267



Armadillo-loT &=k x4 G4 B/ =2 7L IN—RY 75

REAES 1V5—T7x—R% BE/IN—T BAE
CONT1 BRA VY —Tx—2 VIN ANBRICETE
VDD_5V 1A
VDD_1V8 500mA

BESES 77U T—avic&h, REBTHET 2EMRERIKE<ED
DEITDT, BFRIED L. HHIGERDERFTZ1TR>TLES L,

144.43. LR)LZHE

3R> —7 2 —ZX(CONT1, CONIT2)DIRRAEDE Y DBEBEL NJLIE 1.8V(VDD_1V8) T,
ErdEE l/’\‘)b@?/\"rx%?ﬁﬁ?%iﬁ"‘\ . LNIVEBENMREERDEY, CONTI (cid VDD_1V8,
VDD 5V EVNHBDHERITDT, BESTFEASLEIWV, LNILEMIC (F. 15 END, LETHDEE,
EERE., RS TRNEZERL,. BYRBRDBDOZEEL TILEW,

VDD_1V8 +3.3V
VDD:_'I V8 . . +3:_3V
0.1uF 0.1uF
47k $47k $47k $4.Tk 47k 347k 347k 347k
1 [vref A vref B| 11
GPIO_AT g Al B1 ;0 GPIO_BT
GPIO_A2 x A2 B2 5 GPIO_B2
GPIO_A3 5 A3 B3 = GPIO_B3
GPIO_A4 A4 B4 GPIO_B4
VDD_1Vv8 o
To Armadillo-loT Gateway G4 12 | EN % To expansion board

Tok ©| LSFO204RUTR

14.16 1.8V «— 3.3V XAME L RIJLEHEIEE OS]

FELARILEHIC 1 1.8V «— BV TH{ERATRETY,
=
145. A7 3>

AETIE. Armadillo-loT =~ x14 G4 DA T3V BICDODWTEHBAULEY,

* 14.35 Armadillo-loT — bk V1 G4BEEDA 7Y a ViR

=t BE EE
AT a3 v —X(EEH) - REEY MMCAE
AC 7% 7% (12V/3.0A ¢p2.1mm) ZER OP-AC12V6-00 ALY MR

268



Armadillo-loT #— kY« G4 HREAIY =27l IN—RY 75

145.1. A7 3 v r— XA (&EH)
14.5.1.1. =

Armadillo-loT =k U x4 GARHD7ILIBT—XTY, ERZINSIIRET, DC I+ v 7. LAN
x2, USB. HDMI, USB O>V =)L, XA v F. LEDIC7 VAT B ENARER > TVWET,

1417 A7 3075 —X(£ER)

ARV YHAOEICHEEIT 2MEBROMNTRISEERRETIDTST
A”S AL TEE W,

269



Armadillo-loT =~V x4 G4 HRENY =27l N—=RD 7R

1418 A7Y 3 v 7—X(£BH) DINTES

145.1.2. AL T

AT avi—X(&BH)IE. SoC DEZ T —XITEESETHRAITIEETHRITLTVWET, ER
BDICT BB — R ZEEDMIF. T—A(F) EBRBAY — hZEMSEIOREBTERZLRULEHLET,

oo o0 o0 o0
o000 oo0o0 o000 o000
ooo0o000 ©o0o0000

000000000000000000COCOGOGOGIOOSS
0000000000000 000D0eEENNNS

(]
o
L]
L]
L]
L]
L]
L]
L]
L]

1419 A7 3 07— X(RRH) BE— NS

270



Armadillo-loT #— kU x4 G4 HREAIY =27l IN—RY 75

1420 A7 avr—XA(EEH) T—A(T)R ULt
Q@ HNIRU. Tyyvr, RZUVT Ty v EM3. L=6mm) x 4

O ®E>— N (15x15x4mm)

T—A(L)FIXTY. A4y F. LED DS BVWKSISERLANS. 70V MTZEWRITER
HDODOHH. 2EBFARULESHLET,

271



Armadillo-loT #— kY« G4 HREAIY =27l IN—RY 75

1421 A7 35— A(EBE) y—A (L) U1
Q@ [MnUM26. L=4mm) x 2

272



Armadillo-loT =~V x4 G4 HRENY =27l IN—=RD 7R

14.5.1.3. Bk

™ o~
2. S
\ {
2-C1 2-C1
~—26.0—= 143.0 260
38— |
38— ATSAVER _l«’_?' i
_6 3 < 2.6 7Y
8 A\ 4
o o
B a
i n
~17.0-=
#35
~17.0-= ,_20/—¢4.5*7‘7"J ®4.0
825 100
; 4.0 ~15.5+ 483 I3 HE=ATSAVET LA ML
a El 83 9.0 ~ 2 #HE=1.0mm
b b? 0O
- 1 q = & AZEZH=)IS B 0405-m
1 —= 5 Bfl=mm
= 1 = i |
6.0 )
6.4 ' r ' f e
l—21.3— 2975 =3 | {2425 —3.2 o
429 —~ 140
5925
77.27
9515
106.65
1165
1272
143.0

14.22 77— (L) KK

273



Armadillo-loT =~V x4 G4 HRENY =27l N—=RD 7R

995

995

141.0
I
5
|
~—25,0—=
~—25,0—=
129.0
65
A 4
& @
4-M3 @I RR—Y
L=4 m+ 2
=
ANTSAVHERA
Y
g o 350 2-M3 597 T 35.0 @1
2Me sy B N9y TmI
— EERAHARIHL
N=1VJmT
MFABVABLIE
1) 14
= e}
A V.
4.0 N\, \\_3)
141.0
HE=ATSAVATIA M
\_00. N -] #E=1.0mm
g ANEZH=)IS B 0405-m
[] \ / 1 BfT=mm

& 14.23 7— X (F)ERK

DXFEROERKZE 77y h~—2 52/ Armadillo - k) hh5 TEE
ABRAITOREART—%1 ELTHY U YO—KRAEETY,

274



Armadillo-loT =k Uz G4 BBEIY =27 )L Armadillo-loT =k Uz G4 B#E/EY =27 )L

R EE
N—=Tay £RH RIS
1.0.0 2021/12/10 | - #IMRHT
1.0.1 2021/12/10 | - Y7 h9z 705U A—-RUVIEEBE




Armadillo-loT — ko x4 G4 BRI =27 )L
Version 1.0.1
2021/12/10



	Armadillo-IoT ゲートウェイ G4 製品マニュアル
	目次
	1. はじめに
	1.1. 本書で扱うこと扱わないこと
	1.1.1. 扱うこと
	1.1.2. 扱わないこと

	1.2. 本書で必要となる知識と想定する読者
	1.3. ユーザー限定コンテンツ
	1.4. 本書および関連ファイルのバージョンについて
	1.5. 本書の構成
	1.6. 表記について
	1.6.1. フォント
	1.6.2. コマンド入力例
	1.6.3. アイコン

	1.7. 謝辞

	2. 注意事項
	2.1. 安全に関する注意事項
	2.2. 取扱い上の注意事項
	2.3. ソフトウェア使用に関しての注意事項
	2.4. 電波障害について
	2.5. 保証について
	2.6. 輸出について
	2.7. 商標について

	3. 製品概要
	3.1. 製品の特長
	3.1.1. Armadilloとは
	3.1.2. Armadillo-IoT ゲートウェイ G4とは
	3.1.3. Armadillo Base OSとは

	3.2. 製品ラインアップ
	3.2.1. Armadillo-IoTゲートウェイ G4 開発セット
	3.2.2. Armadillo-IoTゲートウェイ G4 量産用、量産ボード

	3.3. 仕様
	3.4. ブロック図
	3.5. ストレージデバイスのパーティション構成

	4. Armadilloの電源を入れる前に
	4.1. 準備するもの
	4.2. 開発/動作確認環境の構築
	4.2.1. ATDEのセットアップ
	4.2.1.1. VMwareのインストール
	4.2.1.2. ATDEのアーカイブを取得
	4.2.1.3. ATDEのアーカイブを展開
	4.2.1.4. WindowsでATDEのアーカイブ展開する
	4.2.1.5. Linuxでtar.xz形式のファイルを展開する
	4.2.1.6. ATDEの起動

	4.2.2. 取り外し可能デバイスの使用
	4.2.3. コマンドライン端末(GNOME端末)の起動
	4.2.4. シリアル通信ソフトウェア(minicom)の使用

	4.3. インターフェースレイアウト
	4.4. 接続方法
	4.5. ジャンパピンの設定について
	4.6. viエディタの使用方法
	4.6.1. viの起動
	4.6.2. 文字の入力
	4.6.3. カーソルの移動
	4.6.4. 文字の削除
	4.6.5. 保存と終了


	5. 起動と終了
	5.1. 起動
	5.2. ログイン
	5.3. 終了方法

	6. ユーザー登録
	6.1. 購入製品登録

	7. 動作確認方法
	7.1. ネットワーク
	7.1.1. 接続可能なネットワーク
	7.1.2. ネットワークの設定方法
	7.1.2.1. nmcli について

	7.1.3. nmcli の基本的な使い方
	7.1.3.1. コネクションの一覧
	7.1.3.2. コネクションの有効化・無効化
	7.1.3.3. コネクションの作成
	7.1.3.4. コネクションの削除
	7.1.3.5. 固定IPアドレスに設定する
	7.1.3.6. DNS サーバーを指定する
	7.1.3.7. DHCP に設定する
	7.1.3.8. コネクションの修正を反映する
	7.1.3.9. デバイスの一覧
	7.1.3.10. デバイスの接続
	7.1.3.11. デバイスの切断

	7.1.4. 有線 LAN の接続を確認する

	7.2. ストレージ
	7.2.1. ストレージの使用方法
	7.2.2. ストレージのパーティション変更とフォーマット

	7.3. LED
	7.3.1. LED を点灯/消灯する
	7.3.2. トリガを使用する

	7.4. ユーザースイッチ
	7.4.1. イベントを確認する


	8. 開発の基本的な流れ
	8.1. アプリケーション開発の流れ
	8.1.1. Armadilloへの接続
	8.1.1.1. シリアルコンソール
	8.1.1.2. ssh

	8.1.2. PodmanのデータをeMMCに保存する
	8.1.3. ベースとなるコンテナを取得する
	8.1.4. デバイスのアクセス権を与える
	8.1.5. データを保存する
	8.1.6. アプリケーションを作成する
	8.1.7. コンテナを保存する

	8.2. アプリケーションコンテナの運用
	8.2.1. アプリケーションの自動起動
	8.2.2. アプリケーションの送信
	8.2.3. 最終確認
	8.2.4. アプリケーションのアップデート

	8.3. VPU や NPU を使用する
	8.3.1. ATDEにクロスコンパイル用ライブラリをインストールする
	8.3.2. Armadillo へ書き込むためのライブラリイメージを作成する
	8.3.3. Armadillo にライブラリイメージを書き込む
	8.3.4. コンテナ内からライブラリを使用するための準備


	9. Howto
	9.1. アプリケーションをコンテナで実行する
	9.1.1. Podman - コンテナ仮想化ソフトウェア
	9.1.1.1. Podman - コンテナ仮想化ソフトウェアとは

	9.1.2. コンテナを操作する
	9.1.2.1. イメージからコンテナを作成する
	9.1.2.2. イメージ一覧を表示する
	9.1.2.3. コンテナ一覧を表示する
	9.1.2.4. コンテナを起動する
	9.1.2.5. コンテナを停止する
	9.1.2.6. コンテナの変更を保存する
	9.1.2.7. コンテナの自動作成やアップデート
	9.1.2.8. コンテナを削除する
	9.1.2.9. イメージを削除する
	9.1.2.10. 実行中のコンテナに接続する
	9.1.2.11. コンテナ間で通信をする
	9.1.2.12. 開発時に有用な--privilegedオプション

	9.1.3. アットマークテクノが提供するイメージを使う
	9.1.3.1. Docker ファイルからイメージをビルドする
	9.1.3.2. ビルド済みのイメージを使用する

	9.1.4. 入出力デバイスを扱う
	9.1.4.1. GPIO を扱う
	9.1.4.2. I2C を扱う
	9.1.4.3. SPI を扱う
	9.1.4.4. CAN を扱う
	9.1.4.5. PWM を扱う
	9.1.4.6. シリアルインターフェースを扱う
	9.1.4.7. USB を扱う
	9.1.4.8. RTC を扱う
	9.1.4.9. 音声出力を行う
	9.1.4.10. ユーザースイッチのイベントを取得する
	9.1.4.11. LED を扱う

	9.1.5. 近距離通信を行う
	9.1.5.1. Bluetooth デバイスを扱う
	9.1.5.2. Wi-SUN デバイスを扱う
	9.1.5.3. EnOcean デバイスを扱う

	9.1.6. ネットワークを扱う
	9.1.6.1. コンテナの IP アドレスを確認する
	9.1.6.2. コンテナに固定 IP アドレスを設定する

	9.1.7. サーバを構築する
	9.1.7.1. HTTP サーバを構築する
	9.1.7.2. FTP サーバを構築する
	9.1.7.3. Samba サーバを構築する
	9.1.7.4. SQL サーバを構築する

	9.1.8. セキュリティ
	9.1.8.1. iptables コマンドを使用する

	9.1.9. 画面表示を行う
	9.1.9.1. Wayland を扱う
	9.1.9.2. X Window System を扱う
	9.1.9.3. フレームバッファに直接描画する
	9.1.9.4. タッチパネルを扱う
	9.1.9.5. VPU を扱う

	9.1.10. パワーマネジメント機能を使う
	9.1.10.1. サスペンド状態にする
	9.1.10.2. 起床要因を有効化する

	9.1.11. コンテナからのpoweroffかreboot
	9.1.12. 異常検知
	9.1.12.1. ソフトウェアウォッチドッグタイマーを扱う

	9.1.13. NPU を扱う

	9.2. コンテナの運用
	9.2.1. コンテナの自動起動
	9.2.2. コンテナの配布
	9.2.2.1. リモートリポジトリにコンテナを送信する方法
	9.2.2.2. イメージをファイルで保存する方法


	9.3. マルチメディアデータを扱う
	9.3.1. GStreamer - マルチメディアフレームワーク
	9.3.1.1. GStreamer - マルチメディアフレームワークとは

	9.3.2. GStreamer 実行用コンテナを作成する
	9.3.3. GStreamer パイプラインの実行例
	9.3.4. 動画を再生する
	9.3.4.1. H.264/AVC 動画を再生する
	9.3.4.2. VP8 動画を再生する
	9.3.4.3. VP9 動画を再生する

	9.3.5. ストリーミングデータを再生する
	9.3.5.1. HTTP ストリーミング
	9.3.5.2. RTSP ストリーミング

	9.3.6. USB カメラからの映像を表示する
	9.3.7. USBカメラからの映像を録画する
	9.3.7.1. H.264/AVC で録画する

	9.3.8. Video Processing Unit(VPU)
	9.3.8.1. Video Processing Unit とは
	9.3.8.2. VPUの仕様


	9.4. Armadilloのソフトウェアをビルドする
	9.4.1. ビルド環境を構築する
	9.4.2. ブートローダーをビルドする
	9.4.3. Linux カーネルをビルドする
	9.4.4. Alpine Linux ルートファイルシステムをビルドする
	9.4.4.1. デフォルトのAlpine Linux ルートファイルシステムを構築する
	9.4.4.2. Alpine Linux ルートファイルシステムのカスタマイズする


	9.5. SDブートの活用
	9.5.1. ブートディスクの作成
	9.5.2. SDブートの実行

	9.6. Armadilloのソフトウェアの初期化
	9.6.1. インストールディスクの作成
	9.6.2. インストールディスクを使用した初期化

	9.7. Armadilloのソフトウェアをアップデートする
	9.7.1. SWUイメージとは？
	9.7.2. SWUイメージの作成
	9.7.3. イメージのインストール
	9.7.4. hawkBitサーバーから複数のArmadilloに配信する
	9.7.5. swupdate-mkimageのdescファイル
	9.7.5.1. 例: sshdを有効にする
	9.7.5.2. 例: Armadillo Base OSアップデート
	9.7.5.3. 例: swupdate_preserve_files で Linux カーネル以外の Armadillo-IoT ゲートウェイ G4 向けのイメージをインストールする方法


	9.8. Device Treeをカスタマイズする
	9.8.1. at-dtweb のインストール
	9.8.2. at-dtweb の起動
	9.8.3. Device Tree をカスタマイズ
	9.8.3.1. 機能の選択
	9.8.3.2. プロパティの設定
	9.8.3.3. 機能の削除
	9.8.3.4. DTS/DTBの生成


	9.9. eMMC のデータリテンション
	9.9.1. データリテンションの設定
	9.9.2. より詳しくデータリテンションの統計情報を確認するには
	9.9.3. 実装仕様に関する技術情報

	9.10. デモアプリケーションを実行する
	9.10.1. コンテナを作成する
	9.10.2. weston を起動する
	9.10.3. デモアプリケーションランチャを起動する
	9.10.4. mediaplayer
	9.10.5. video recoder
	9.10.6. led switch tester
	9.10.7. rtc tester
	9.10.8. object detection demo


	10. 動作ログ
	10.1. 動作ログについて
	10.2. 動作ログを取り出す
	10.3. ログファイルのフォーマット
	10.4. ログ用パーティションについて

	11. セキュリティ
	11.1. セキュリティの費用対効果
	11.2. Armadillo Base OS のセキュリティ
	11.2.1. モデルユースケース

	11.3. データの保護
	11.3.1. データの保護
	11.3.2. SE050 とは
	11.3.3. ビルド環境を構築する
	11.3.3.1. SE050 を有効にする
	11.3.3.2. Plug and trust ミドルウェアをビルドする

	11.3.4. アプリケーションの作成

	11.4. ソフトウェア実行環境の保護
	11.4.1. OP-TEE
	11.4.1.1. Arm TrustZone と TEE の活用
	11.4.1.2. OP-TEE とは

	11.4.2. OP-TEE の構成
	11.4.2.1. Armadillo Base OS への組み込み

	11.4.3. OP-TEE を利用する前に
	11.4.3.1. 鍵の更新

	11.4.4. CAAM を活用した TEE を構築する
	11.4.4.1. ビルドの流れ
	11.4.4.2. ビルド環境を構築する
	11.4.4.3. ブートローダーを再ビルドする
	11.4.4.4. imx-optee-client をビルドする
	11.4.4.5. アプリケーションをビルドする
	11.4.4.6. imx-optee-test をビルドする
	11.4.4.7. ビルド結果の確認とまとめる
	11.4.4.8. OP-TEE を組み込む

	11.4.5. パフォーマンスを測定する
	11.4.6. SE050 を活用した TEE を構築する
	11.4.6.1. OP-TEE 向け plug-and-trust ライブラリ
	11.4.6.2. ビルドの流れ
	11.4.6.3. ビルド環境を構築する
	11.4.6.4. OP-TEE 向け plug-and-trust をビルドする
	11.4.6.5. imx-optee-os のコンフィグの修正
	11.4.6.6. uboot-imx の修正
	11.4.6.7. imx-optee-os の imx-i2c ドライバの修正
	11.4.6.8. ビルドとターゲットボードへの組み込み
	11.4.6.9. xtest の制限

	11.4.7. imx-optee-os 技術情報
	11.4.7.1. ソフトウェア全体像
	11.4.7.2. フロー
	11.4.7.3. メモリマップ


	11.5. セキュアブート
	11.5.1. セキュアブートとチェーンオブトラスト
	11.5.2. HAB とは
	11.5.3. 署名環境を構築する
	11.5.3.1. 署名環境の構成
	11.5.3.2. 署名ツールを準備する
	11.5.3.3. シリアル番号、パスワードを設定する
	11.5.3.4. 鍵を生成する

	11.5.4. セキュアブートを有効にする
	11.5.4.1. eFuse に SRK ハッシュを書き込む

	11.5.5. セキュアブート有効後のファームウェアの書き込みについて
	11.5.6. ブートローダーイメージを署名する
	11.5.6.1. ブートローダーをビルドする
	11.5.6.2. ブートローダーイメージの情報を取得する
	11.5.6.3. CSF 設定ファイルを書く
	11.5.6.4. CST を実行する
	11.5.6.5. ブートローダーイメージに CSF ファイルを書き込む

	11.5.7. Linux カーネルイメージを署名する
	11.5.7.1. イメージ情報を抽出して加工する
	11.5.7.2. IVT を生成する
	11.5.7.3. CSF 設定ファイルを書く
	11.5.7.4. CST を実行する
	11.5.7.5. Linux カーネルイメージに CSF を追加する

	11.5.8. セキュアブート有効後の初回ファームウェアアップデート
	11.5.8.1. イメージの作成と書き込み
	11.5.8.2. セキュアブートの確認

	11.5.9. SRK の無効化と切り替え
	11.5.9.1. SRK の無効化 (revocation)
	11.5.9.2. SRK の切り替え

	11.5.10. 技術情報
	11.5.10.1. 署名済みイメージと展開先
	11.5.10.2. セキュアブートのフロー



	12. 製品機能
	12.1. SDホスト
	12.2. Ethernet
	12.3. USBホスト
	12.4. USBハブ
	12.5. UART
	12.6. HDMI
	12.7. LVDS
	12.8. MIPI CSI-2
	12.9. PCI Express
	12.10. リアルタイムクロック
	12.11. ユーザースイッチ
	12.12. LED
	12.13. IC2
	12.14. 温度センサー
	12.15. ウォッチドッグタイマー
	12.16. パワーマネジメント

	13. ソフトウェア仕様
	13.1. SWUpdate
	13.1.1. SWUpdateとは
	13.1.2. swuパッケージ
	13.1.3. A/Bアップデート(アップデートの2面化)
	13.1.4. リカバリーモード

	13.2. hawkBit
	13.2.1. hawkBitとは
	13.2.2. データ構造


	14. ハードウェア仕様
	14.1. 電気的仕様
	14.1.1. 絶対最大定格
	14.1.2. 推奨動作条件
	14.1.3. 電源出力仕様
	14.1.4. 入出力インターフェースの電気的仕様
	14.1.5. 電源回路の構成
	14.1.6. 電源シーケンス
	14.1.6.1. 電源オン時
	14.1.6.2. 電源オフ時

	14.1.7. リセット回路の構成
	14.1.8. リセットシーケンス
	14.1.9. 外部からの電源制御
	14.1.9.1. ONOFFピンからの電源制御


	14.2. インターフェース仕様
	14.2.1. CON1 (SDインターフェース)
	14.2.2. CON2 (LANインターフェース2)
	14.2.3. CON3 (LANインターフェース1)
	14.2.4. CON4 (USBインターフェース)
	14.2.5. CON5 (M.2インターフェース)
	14.2.6. CON6 (USBコンソールインターフェース)
	14.2.7. CON7 (JTAGインターフェース)
	14.2.8. CON8 (HDMIインターフェース)
	14.2.9. CON9 (LVDSインターフェース)
	14.2.10. CON10 (MIPI-CSIインターフェース)
	14.2.11. CON11、CON12 (拡張インターフェース)
	14.2.11.1. USB
	14.2.11.2. GPIO
	14.2.11.3. SPI
	14.2.11.4. UART
	14.2.11.5. PDM MIC
	14.2.11.6. I2S(SAI)
	14.2.11.7. CAN
	14.2.11.8. I2C
	14.2.11.9. PWM

	14.2.12. CON13(RTCバックアップインターフェース)
	14.2.13. CON14、CON15(電源入力インターフェース)
	14.2.14. JP1(起動デバイス設定ジャンパ)
	14.2.15. SW1(ユーザースイッチ)
	14.2.16. LED3(ユーザーLED)
	14.2.17. LED4(電源LED)

	14.3. 形状図
	14.3.1. 基板形状図

	14.4. 設計情報
	14.4.1. 放射ノイズ
	14.4.2. ESD/雷サージ
	14.4.3. 拡張ボードの設計
	14.4.3.1. ピンアサイン
	14.4.3.2. 基板形状

	14.4.4. 回路設計
	14.4.4.1. スイッチ、LED、リレー
	14.4.4.2. 電源
	14.4.4.3. レベル変換


	14.5. オプション品
	14.5.1. オプションケース(金属製)
	14.5.1.1. 概要
	14.5.1.2. 組み立て
	14.5.1.3. 形状図




