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g4_product_manual_ja-1.8.0/ch09.html]; #&SE|CEEET> T LI,

Xfeo \—RI 7 NODEEKEEFEZERLLGVWEIIWVWZ, Linux VY —ILADT 7 EZX» JTAG B
BWREXTIH, RAVVTRFT 1 VWS LBECFDORBOFRICED ME T A, Hifa/BERTICIE
TINY THREEZENCTEIEZREBDOLET,

34.2. 7579 RY—EZANDIEmESS

A—RT—X

tF¥aUTa

DI

tF+aUTa
B

IO RY—ERETLXMNIRBREBREEDYPD EDP, TINA RFTIEDIcHD
BYOHAZEETDIWT—R, Efe. TINARARLFTRIZFDERICHZ P —ERIC
NI BIHELERT B,

CRYNT=IA I =T —ADSDEAZES

- RYNT—URBRADEBAZTL TET /A ANOHELIAE. BREEIITD

- N=RU 2P NDEEKEEFIEE LRV

- BREE(ESLEPR)OHAEVRA Y N TFS

XY RNT—IEBROLEF 1T A EMCUTZEIMZ %,

. ¥F—ARL—2& LT EdgelLock SEO50 =FHT %

- 77 NIVICHEBERR2RFEL RS 7 727 L —Y TRSLAE. ES0EZT
>

- CAAM Z#IFRUTc OP-TEE TY 7 h Uz 7 DRTRIEZREET
- TE/BERENCIET /Ny TSR EICT D

3.4.3. FRBENBH ARt as

A—RT—X

LXxaVUra
DI &

txa1Uro
AT

RBRAPENICHEE T 20ERE, LEZTSREERZTSRITNIEVIFRL
T—2Zo

c RXRYKNT=I AT =T —ADSDEAZH
- XY NI —URBRBDEAZFHFLUTHT /NS AADRECIAE. BREEIITS

- TINA ANDEEKRENS T/INA A %Z5F5 (U IIRLANILOBESEE LA
L)

XY RNT—IBBOEF 21U T A BRIMCATZMZ %,

- EdgelLock SEO50 Z#JF U fc OP-TEE (DX b L —|d EdgelLock SEO50)
- CAAM [L&2EF27T—F HAB) EFxz—YATRF XK

- ANL—YDEESE

- AEVDOTERHEF VY
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Armadillo-loT =k Vx4 G4 EF¥aUF 1A R tF21UTADEXA

. HTE/BRERTICIE TNy S RE R EIC T D
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4. EDIRE

ZDETIE. Armadillo-loT — k™7 =+ G4 & Armadillo Base OS #F|BB U TREZFET I HEE
RESNTCEEZFBIZHEICOVWTHRALED,

4.1. EdgelLock SEO50 ZzfIBLUfcF—A ML —Y

NXP @ EdgelLock SEO50 (& loT 77U =Yg vElTDEF a7 ILAYRNTT, 77v¥aXE
VZRBLTED. RESNLWEREZABICEL I D ER<BESLBICFHATEXRT, TR
Egelock SEO50 ZF+—X ML —Y & UTHABT 2 A EZHRBALET,

/ EdgelLock SEO50 DFFMICDOWTIEUATOT =5 > —hZ2ZRU T
Sy

SEO50 datasheet

https://www.nxp.com/docs/en/data-sheet/SE050-
DATASHEET.pdf

4.1.1. EdgelLock SEO5x Plug & Trust Middleware

EdgelLock SEO50 ZF#|AHT 27=pDYV 7Tz 7& LT, NXP 5 = R)LD = 77 EdgelLock SEO5x
Plug & Trust Middleware (X F. Plug & Trust Middleware) DMt TWE T, 72U, EILRFE
HINA TV FREEENBVWcHFARBICEDETEIL ROBRENHD XTI,

Armadillo Base OS <& Alpine Linux & Debian GNU/Linux A7 Ic Plug & Trust Middleware @
EILRFBEHICY =Y RBHULTWET, LUTIE Plug & Trust Middleware FiZDY 7 K0 27 R 5 v
JTY, BEFDOEIREFEHF/ Y T—JFRWHADTOY ZICKRDET,

i.MX 8M Plus
Container

| Application |

l se05x-tools ‘ lplug—and—trust-tools | |OpenSSL|
2 v v

plug-and-trust

Armadillo Base 0S T
podman |
Linux
imx_i2c

( Edgelock SE050 )

4.1 Plug & Trust Middleware OEADY 7 NIV 7 AT v
RHELTWB NNy T —IRBUTDERED T,
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Armadillo-loT =k o x4 G4 EF2UF 1 HAR

HOMRE

% 4.1 Plug & Trust Middle @/ 7 —

Ryoy—y

AR

plug-and-trust

Plug & Trust Middleware O EJL REHZ 1 TS U B,
OpenSSL engine &%,

plug-and-trust-dev

Plug & Trust Middleware OBZER7 7L, 77U —2 3
VRFRICFIATEEX Y,

plug-and-trust-tools

Plug & Trust Middleware IC&&EN5 T 77 TV o —2 3
Yo B/IEDOENMERESEY —IL (se05x_Minimal) Yi&eEvyEE
1BEIRZ ST 5V —/L (se05x_GetInfo) 75 &,

se05x-tools

FERMEES T OROFHAEEY —Io

Armadillo Base OS "9 271 ANV E2 =3 vEN=I g VEUTOERD T,
% 4.2 Plug & Trust Middleware ®H7R— k

TFAANYEa2—Y3Yy N—=I3>
Alpine Linux 3.15
Alpine Linux 3.16

Debian GNU/Linux

10 (buster)

Debian GNU/Linux

11 (bullseye)

/

- plug-and-trust : 4.1.0

- seObx-tools : 1.0.0

4.1.2. EdgelLock SEO50 =E%#Ilc T %

AAA REBRBFERTIEFB L= 3 VIEUTDEE D TY,
- Plug & Trust Middleware : 04.01.00

Armadillo-loT =k 7 =41 G4 |LEEBHDHFR®D 8 EdgelLock SEO50 % Deep Power-down
E-RICRELTNT—T—T 1T ULTWET, EdgelLock SEO50 ZFAT B7chicid. ENA EYV
%71t —k U T Deep Power-down — RZ BRI Z2HENH D FT,

% 4.3 SE050 ena pin

SEO050 PIN

i.MX8MP port

initial port status

ENA

GPIO1_I012

GPIO input

gpioset A¥ > RZFIAL T GPIO1_I012 ZHAR—KCZEEL T high €9 %,

[armadillo ~]# gpioset gpiochipd 12=1

4.1.3. Plug & Trust Middleware 1 >~ X k—JL
Debian & Alpine Linux ICRIGULE I A, I Z Tl Alpine Linux TEEZEDHET,

AT+ ZiU5 EIFET,

[armadillo ~“1# podman run -it ——name=plug and trust --device=/dev/i2c-2 ¥
-v /etc/apk:/etc/apk:ro docker. io/alpine /bin/sh




Armadillo-loT = ko x4 G4 X2 UF 1 AR

HORE

/

Debian #f|HT %154 1d. at-debian OFEEE#SH LU E I, at-debian
37y "= 77 /ICLDBEEREFHDRIETI,, apt-get install =
FBELULTAYAR=LLTLEE W,

Armadillo-loT — kD x4 G4 BRAN =2 7ID Py =077/
NEHE-T DA A= %ZHES [https://manual.atmark-techno.com/
armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-1.8.0/

ch09.html#sct.podman-use-at-debian-image]; #&Z&(ICL T L
(AW

Ny T—=I%AVAR=ILULET,

[container ~1# apk add se@5x-tools plug-and-trust-tools

FADLOICREE R =

RELX T,

il

[container ~1# export OPENSSL CONF=/etc/plug-and-trust/openssl11_sss se050.cnf
[container ~]# export EX_SSS BOOT SSS PORT=/dev/i2c-2:0x48

1Y A M=)V ERE
Yo PV RRICHNTZEUTOLSBRATHEASNET,

JEDKD TS5, se05x_Getinfo T EdgeLock SEO50 DENMERER ZHERE L &

App  :INFO
App  :INFO
App  :INFO
1 (&g

App  :WARN
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
App  :INFO
: (H8R)

[container ~]#f se@5x GetInfo

:PlugAndTrust v04,01.01 20220112
:Running se05x GetInfo

:Using PortName="/dev/i2c-2:0x48" (CLI)

3
1

1
6FFF

ECDAA
ECDSA ECDH_ECDHE
EDDSA
DH_MONT

HMAC

RSA PLAIN

RSA CRT

AES

DES

PBKDF

TLS

MIFARE

12CM

CHERAH R R S R A R S R R A R
:Applet Major
:Applet Minor
:Applet patch
:AppletConfig
With
With
With
With
With
With
With
With
With
With
With
With
With

Bk Plug & Trust Middleware ZF|fH 9 27 DEfFZKDOD £,
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4.1.4. Plug & Trust Middleware &7EFH3 %

Z IO S5 IFERRIC Plug & Trust Middleware Z W T EdgelLock SEO50 ZFIH9 2 A EZSAL
TWEZXT,

4.1.4.1. EdgeLock SE050 DRESInI-BZ=FIAT S

plug-and-trust /v 4 —(ClE OpenSSL engine DS 7 UMNEENTE D, OpenSSL % FIFE
LU CH#EMIC Edgelock SEOS0 ZiRET 52 &EMTEEXT, 2 TIEHIE LT, EdgelLock SEO50
DOF vy TEERICEZT AT NIH#EZE > T OpenSSL TERA EBADRIEZITVWE T,

9. ROAYVYRTU 7 7LV RAF—%#REBLET,
- keyid = OxFO000100

- Cloud connection key O (prime256v1)

[container “]#f se@5x getkey 0xF0000100 refkey.pem /dev/i2c-2:0x48

/ Fv TRERICEZATNIRICOWVWT
f41.5.1. BEpIETAH SN X509 GEAE, ZZRUL TS,

p7 DI77LYRAF—ICDWT
4152 V77LYAF—; ZSBLTLLEEE W,

ROOAXY RTEZLULET, message.ixt (IIEBDT77AILEBEELTLLZEW, BiBLIEY 7 7L
VAF—%mFALET,

[container ~1#f openssl dgst -sha256 -sign refkey.pem -out sig.bin message. txt
ssse-flw: EmbSe Init(): Entry
App  :INFO :Using PortName="/dev/i2c-2:0x48" (ENV: EX SSS BOOT SSS PORT=/dev/i2c-2:0x48)
sss  :INFO :atr (Len=35)
00 A0 00 00 03 96 04 03 E8 00 FE 02 0B 03 E8 08
01 00 00 00 00 64 00 00 0A 4A 43 4F 50 34 20 41

54 50 4F
SSS :WARN :Communication channel is Plain.
sss  :WARN :!!INot recommended for production use.!!!l

ssse-flw: Version: 1.0.5
ssse-flw: EmbSe Init(): Exit
ssse-flw: Control Command EMBSE LOG LEVEL; requested log level = 4

EBENELWHESHZEERT BHDICBERERIEL XTI,

[container ~1#f openssl dgst -sha256 -prverify refkey.pem -signature sig. txt message. txt
ssse—flw: EmbSe Init(): Entry
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App  :INFO :Using PortName="/dev/i2c-2:0x48" (ENV: EX SSS BOOT SSS PORT=/dev/i2c-2:0x48)
sss  :INFO :atr (Len=35)

00 AD 00 00 03 96 04 03 E8 00 FE 02 0B 03 E8 08

01 00 00 00 00 64 00 00 0A 4A 43 4F 50 34 20 41

54 50 4F
Sss :WARN :Communication channel is Plain.
sss  :WARN :!1!INot recommended for production use.!!!

ssse-flw: Version: 1.0.5

ssse-flw: EmbSe Init(): Exit

ssse-flw: Control Command EMBSE LOG LEVEL; requested log level = 4
Verified OK

ITHHEGUATZSRL TSN,
EdgelLock SE050 Z{#H UL T AWS IoT Core N9 %

/ I50 R —EXICERT DIHICERNESAAS NI RS ZFIA

https://armadillo.atmark-techno.com/howto/
connect_to_aws_iot_core_for_aiot_g4

Edgel.ock SEO50 Zf#EFH L T Azure loT Hub A% 9 %

https://armadillo.atmark-techno.com/howto/
connect_azure_iot_hub_for_aiot_g4

4142 31— -—DPERULIcREREFLTHAT S

EdgelLock SEO50 TIIRIA——HI 4R UIcBZREITSHIEHTEET, —EFRFINLHEIE. 20
FEBBUEBICHIAT DI ENTEDLSICRDFERT, 2ZTEFAIE LT, I—F—#%ZREFL T openssl
cms THEBSILEBETZEITUTHET,

F£9. ECC Oh#R prime256v] OHEZER UL X T, AHEDOBRITBELLET,

[container ~1#t openssl req -x509 -nodes -days 3650 -newkey ec ¥
-pkeyopt ec_paramgen curve:prime256v1 -keyout key.pem -out cert.pem

AR U fcig & B2EERE % Edgelock SEO50 ICRFL T 6 keyid (& 1 15 Ox7BFFFFFF D &3
HMHIAEICHRENTWET,

[container ~]#f se@5x setkey —-f 0x10 key.pem /dev/i2c-2:0x48
[container ~1# se@5x setkey -f 0x11 cert.pem /dev/i2¢c-2:0x48

/ Secure Object ICDWTDFHLWEHRIFUTESHBL TSN,

SEO50A/B/C/D/F APDU Specification

https://www.nxp.com/search?keyword=AN12413
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Edgelock SEQOS0 IC 77 ERT B &ICIEDET, £Dleed. 771
VAT LLED key.pem FERMNICDHDEHDFEA, EF21UT+ £, HI
BRIZBCEZHEMHLET,

W §% Edgelock SEO50 ICRTFICEINLIcH &id. AT BERIC

VI77LYAF—ZBRLET,

[container ~]#f se@5x getkey 0x10 refkey.pem /dev/i2c-2:0x48

47 DI77LYAF—ICDWT
'4152. Y77LYRXF—; Z==BLTLLZE W,

BB EICEFN 2 AHEZFE> THESILUL XTI, messagetxt FEED 7 7MILZzEBRLTLE
LY

[container “]#f openssl cms -encrypt -binary -aes256 -in message. txt ¥
-out message.enc cert.pem

UTEHLERTHTID, BSLehic7 7MILBUTOLSBRBICED T,

[container ~]#f cat message.enc

MIME-Version: 1.0

Content-Disposition: attachment; filename="smime.p7m”

Content-Type: application/pkcs7-mime; smime-type=enveloped-data; name="smime.p7m”
Content-Transfer—-Encoding: base64

MIIBmQYJKoZIhvcNAQcDoIIBi jCCAYYCAQIxggERoYIBDQIBAG6BRoUSWCQYHKoZI
zjOCAQNCAARdx2h5MMEe@e7MgYHg1790PxxJvuLTOPONMONF 10V7/3Aj gxE1D2XS
Fjgt/btA17HU9 L13f6NVRFbZzNVHtxX2MBgGCSuBBRCGSD8AA jALBg LghkgBZQOME
ASOwgZowgZcwazBTMQswCQYDVQQGEwJKUDEMMAoGATUECAWDT i 9BMQwwCgYDVQQH
DANOLOQExDDAKBgNVBAoMAG4vQTEaMBgGATUEAwWWRYXRtYXJr IHR LY2hubyxpbmMC
FA2ESGjQVjVESTvIK | fD4QaMbhrLBChe/Z1uAT Ls1ox L6aPyYcqf1tns3pR41gko
sturG2/iRRj jQNbwaa2gMGwGCSqGSIb3DQAEHATAABg LghkgBZQOMEASOEEM L596FU
hh1Rs4sHBcawmTyAQPyYZLgHHSr 1np9CnCxtzcRztheo@gtkC+8e LS97GPzKchpU
gWoOECWNNwyOpTRGXEJOMx+C4yW7J7Jiz/XvgDs=

EdgelLock SEO50 OF—ZA ML —VIcH2MEREZHFE > TESLET,

[container ~1#f openssl cms -decrypt —-in message.enc -out message.dec ¥
-inkey refkey. pem
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4.1.5. f/EH
4.15.1. BHEEAH S hicfe X509 FHE

EdgelLock SEO50 @7 Z v ¥ a XEVICIEF Yy TRERICEZATNLF Y TEFHHEE NXP ILE
Z3Nfc X509 SAZEAFEFLTVWE T, NS OEPIAZ X Armadillo-loT — kU x4 G4 %8
ABICTCICFDEXEDRETY T RY—EXRED PKI ICHIBETEE T, FHIICEZAADN I N
RETEZREEHD2DT. I—F—DFEVPIEHEELZEBINT DI EEAETT,

ERESAASNIRETREZEICOVWTEFUTORFIX VYN ZSRBLT
<fEE\W, FAFRER keyid, BOBHE, MEIT SAEDEH N TVX
ER

BRE. Armadillo-loT =k x4 G4 [CEH TN TW3 Edgelock
SEO50 (& Variant C T9,

SEO50 configuration
https://www.nxp.com/search?keyword=AN12436

4152 V772V RAF—

EdgelLock SEO50 (E#EEMALICELE UEF A, Ihid. WoTlcASE%E EdgelLock SEO50 (&
FAVEMERZIRSET I ENTERWY HIRPESIRZIFTAEE) EWSHEFETEHRINTVWET, K
BENFYTOHRICHD. ECHDT A NOFIERGEZET I DAAEZF DI YENICF Y
TEEEMRBEEVNS ZEICR>TEETD,

WERRZIREHT I ENTERVWERT, EOLSICMERZFRATINENSE, UTFPLYRAF—
EMENZHHRBE 7 7AILTREBLUET, V77 LY AF—EWERED T+ —<T v N TREINEITHN
NERILDDOHAENT. ZNUNDEFEERYY I —DBRICE>TWET, YT7LYAF—%T 7
AWV AT LICEWTHEWT, EdgelLock SEOS0 ZFIBHT 2EFICED 7 7 A ILEMEZERD LS ITHES

&, Plug & Trust Middleware (c& %1% OpenSSL D engine D>+ 7> M7 v~ LT EdgeLock
SEOB0 [T7 7 EAULZEY,

4.1.5.3. se05x-tools

se0bx-tools & EdgelLock SEO50 Z#*—A ML —Y EULTHREITZHDY—IL T, 7V hY—
777 /H5 Armadillo Base OS MIFICY ) —XENTWET, se05x-tools DRETIiF Plug & Trust
Middleware ZFIJFBLUTWET, /N\— 3> 1.0.0 TlEFHYR— K3 3 Secure Object (FIERFREES D
HTI,

WIHY BIENIMEESHROBEIIUTOEED T,

se0bx-tools THR—hah 3 ECC h—7

- prime192v1, secp224r1, prime256v1, secp384rl, secp521ri
se05x-tools THR—k &3 RSA R

- 1024bit, 2048bit, 3072bit, 4096bit
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/ Secure Object ICDWTDFHLWEIRIFUTESRBL TS,

SEO50A/B/C/D/F APDU Specification
https://www.nxp.com/search?keyword=AN12413
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5. X277 —h

CHDETIHEFAT7 TN EEMCTEIHELCODWTHALET, £/, EF2 77— ER—Z|C
LW DO DEMITDOVWTHBNULET,

5.1. €Fa77—hEeFz—VATRIAbE

HAAHTINA ANDODHB(IRLABABEANSITONE T, H2ABEDEF 1) 74 MKV BERIZS.
WEEIEEARERFDOARNEVWOMERLE T, KBEEDI— RZASHDAETT /N1 RITHHM
AL TIRERZLEES 2DH, BITINEMLAETL & 30 loT FNNARERY NT—U LD —EX
ETF—HFDPOED ETVWEYT, BEROES{E. T—N—FN\A AOHEEFIMREDRKREHZ 2
thB 0T FINAALICHBYV TRV 7ICHBED I— RZHAAD I ETHERZEEREL TR T

LITBASNDHEENHZDTT,

X177 —NIE BEYVINI I TPDTAIIINEBEZEZRWTERY IND 7 THD T & EHEDR
ULTHhSEETINEDIETY, KBEEICL > TESNIEARERLRI—REZERTRIICRET 22 ENT
2FET, X277 —hEFz—2ATKNSZZXbN (chain of trust) ERE—KICEEINFET, Fr—
VATRSAKNER, ZFOEZDED., EEZEVWTWKEEDZ EZIELE T, LI—hATRSAKE
@inégwtﬁéhﬁﬁbﬁ%ngLi#ht%ﬁ%mibTM< ET, Bhnfc@Ec 0y iR—
IVNECH TRV RATLAZEBETEDHDICLTNET, EFXFaT77—ME, EKICY I MY
FHEIBEEICRIMTEZIETERBERICENTVWEDTY, EXa 77— MNOEEZE X TICTEIHIC
SO FEIH, EBEEFICRIESNLY 78D 2 7 THOBRERIEEINIE. Fr—VATRSANEZZRTS
TWZENTEEXT, Fle 0T TNRARETTIRY—EZADSEREIND LS BEABEEIC KRRV X
TOSFICEEINEICRDET, EETESEX2 VT EBEZBEITILHICIE. BRI DY T
D T7HDERDV ) —AYTH B BRI D ENBEICRDET, Fx—VAT X NERA
FTB5CETEIDERBRTES loT VAT LERDEZDTY,

.1 Fx—YATrS Ak

TlE. ESVWD eI —ATEFaT7T—MEEBITBZIRETLELOD, EFa2T7T7—MEEF2T74R
HAARTINA XA EZERIRT B ETRIDDATY JICTINEEMTT, LU, BATZOTHNIED
ANEICHBRBIT DI EDNDETLL S, £9. BHEROEBMIARNRETY, BEZEZTIADTE
PREICRD ET, LEEZTADIXIWVWDITTIEIARL, TBRNH > TEWIFRWD TYIEMNLRFRERR E
TX 2 FICESADRENGDE T, AVFFVRICHEMDIARX DR ETY, YVIhTT7O) ) —
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ABITIEY IR TDELNIREICERDET, 26556, YIENLGREHSEDRE. BHFRUENDE
[CEDFET, £feo ECEXTPLEINCTKDFEITH, TEHNREDOEFH., 1TV MNPEGBERICLS
BOVUR—T =23 VRBREDAVTFIYRAAANDYREILHR>TEXT, ERANMREZRTLTHSD
BAZREISDHLET,

5.2. HAB & (&

HAB (High Assurance Booting) (&. NXP "2t 2+ 2177 —hDEETT, iMX 8M Plus
D BootROM (Tld HABv4 DMEARAENE T, T 7 4L N TIIFERIRIREICH > TWEITH., —FE.
eFuse ICBHRZEZAD I ETEF 27T —MDEMICED, ZNLE. BURREO X FEEATHE
ICIZD ET, HABv4 TRET 2K TIEFRDIBERZ 7 —O—5—+1 X—JITEBMNT S Z & T BootROM
MEERICT—NO—5—OFEETVET,

- CSF (Command Sequence File). IVT (Image Vector Table)

- SRK (Super Root Key). CSF. IMG E&HeR#

CAX—=IDEL

NXP (#Z%&Y—I)L& LT CST (Code Signing Tool) #J U —ZALTWET, A¥, BEZHEERE L
RIBICEK > TRARBREENRINZIRELOTERZRY —ILEKICIEZFDEAD DAEFENEEFNE A, 7T—
NO—%—DEEMLRRICHKEL £9 ., Armadillo Base OS TIRAZI NS uboot-imx DtEF 1 77—k~
AIBTIE. Trusted Firmware-A (ATF). OP-TEE OS. Linux 1—XILA X—=IF THRIEDRICAK
DET, BRICEAITZIHMEIFIUTOEED T,

. BLEZFAOEIE X509 SEREICHIGT D

. EZI3 RSA/ECC lcind %

- RSA 1024, 2048, 3072, 4096 bits
- ECC NIST P-256, NIST P-384, NIST P-521

- BADY A Y A KMFE SHA256 D H

p7 HAB DL WMERRIIUI T ZSR U T L,

i.MX Secure Boot on HABv4 Supported Devices
https://www.nxp.com/search?keyword=AN4581
Encrypted Boot on HABv4 and CAAM Enabled Devices

https://www.nxp.com/search?keyword=AN12056

5.3. BEAREZEET S

I, EF2 7T Z2EY N YT I BHICBHEBERBIREZEEL TVWEEXT,
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5.3.1. BRTEEICDWT

ZZTHATZELBEOBRRUTOEED T,

&5.1 EaRE

V=)L T —I

A

ATDE(Atmark Techno Development Environment)

BT 7y hx—0F70/
Armadillo ¥ —XDHERESE LT VMware 1 X—J &L
TRHEINET

CST(Code Signing Tool)

1RHET - NXP
HAB ODEZZTSV—IILPREEHNT BV —ILEEHET

mkswu /Sy —Y

BT . 7y bh~y—070/

Armadillo Base OS D7 7 —LD 77y 77—~ DLE»
TH3 SWUpdate BO7 Yy 77— T7 7ML EERKT 2V —
N EEHET

build-rootfs-[VERSION].tar.gz

BRI Py hY—0FT0/

Armadillo Base OS D)L=k 7 7 ALY AT LeERT Y —
N EeEaHFET

Alpine Linux ZRX—XIZF Y hXYX—=0FT 0 /DIy T—I %N
ZTHRRICIED ET

imx-boot-[VERSION].tar.gz

R 7y =070/
T=hO=%—0OY—ROA—RP, EFa2F77—rHED1X—
VEDLBRAIVIV TN Z2EHET

baseos-[VERSION].tar.zst

BT 7Y NY—0F 0/
Armadillo Base OS DJL— k771 LY 27 LOEIL KFH
NRAFY

JH—1 ICEDB DRI,

/ EILROLENZZ7O0EA70—c2WTiE 5.114. EJLRo7OEX

5.3.2. ATDE Z#{59 %

Armadillo-loT =k T x4 G4 DEFZIYZ 27D "HHE/BEEIRREOEE [https://
manual.atmark-techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-1.8.0/
ch04.html#sct.setup-environment]; Z&&EICEEZ L TS,

53.3. BZY—JL (CST) 2%#wT 5
NXP b5 BEY—ILES Y yO—RUET

UTFoYA hhsyorO0—RULET,

CST D&HTHR

https://www.nxp.com/search?keyword=IMX_CST_TOOL_NEW

/ - FOYO—RICENXP 4 MADI—F—BEFE IR EICHRD FT
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- AEERRATIE v3.3.1 ZFALE U, 2023 £ 6 AR TR
D v3. 3 2 Tl 7 hO—%—DES{ENFALEREEADT, ,lé\
BRBEIEYR— NI EKEIESI L,

V=IERALET,

[ATDE ~J$ tar -xaf cst-3.3.1.tgz

53.4. 7y 77— KT 7 A IERRY —IL (mkswu) ZZEHT 3

mkswu (& SWUpdate (@IS Le7 Yy 77— K7 71 IV EERKT 2V —ILTT, ATDE ICT77 A/~
TAVARN=ILEINTWVWERWVWDT, FFHTA VAN =ITIZRENBHDET,

Armadillo-loT 7=k 7 24 G4 DEZY =2 7LD "SWU 1 X—I DIER [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-1.8.0/
chO9.html#sct.mkswuly ZSEICRDEEEZ L TSI,

- mkswu DEE

- RPICITOERE (mkswu —-init)

/ X127 T —RMCWIET D mkswu (& 4.0-1 YU EICiHEDFET,

@ SWU 1 X—Y DiEE1L
SWU AA=VEFETT7AIMNRETRBESESNEEA, BERKIF TLS T
S5NTH. 77AMILTRESNTVNS ESITIFFEXBDT SWU A X —
\D“I*_ILC%%%E@l%i&b“irﬁﬁfﬁ?éEJ?J‘E’IZ*JJ‘% NDFEF, SWU 1M X—JICTRE
IEEMEOHDEREEZESDH D ESICIFMBITESLTEINETT,

Armadillo-loT =~k U x4 G4 ODHEBRBRY=Z2T7ILAD TBRHICTSH
1 ZREITZEEICIE. UTOBERTIEY EBEZTLEE W,

P TITF—hAA=IZBELLLEIN? (N/y)

/\‘_D\H y@ﬁﬁnlb\ﬁli ;—L/{—FO) i) D _(g_o

[ATDE ~1$ dpkg -l mkswu
ii mkswu 4,0-1
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5.3.5. Armadillo Base OS 1 X—3Y OEUS

EELAVESEONKRTHZT7—~O—F—P Linux (F. ZY SY—I T /DSEILRBFEHA A=Y
DEHBENTVWET, PYRY—IT 7 /DYAMDESRFAAXA—IZTTIVO—RULTLLEE L,

Armadillo-loT '— k7 = G4 [F Armadillo Base OS YTV DEJL RFH/INAFY
TArmadillo Base OS 7—#4 71 ZEEBL TS W,
https://armadillo.atmark-techno.com/resources/software/armadillo-iot-g4/baseos
Armadillo-loT ¥'— ko x4 G4 7—hO—%"—

M7—hO—%—Y—2X (u-bootZF); ZEHELTLLLIW,
https://armadillo.atmark-techno.com/resources/software/armadillo-iot-g4/boot-loader
Armadillo-loT ¥— kU - G4 BERY—IL

TAlpine Linux L— K7 7MLV AT LEILRY =)L) ZEBLTLIZE W,

https://armadillo.atmark-techno.com/resources/software/armadillo-iot-g4/tools

/ AEERRFRTHRALENNY T—J U TOEED TY,
- imx-boot-2020.04-at8.tar.gz
- baseos-x2-3.15.4-at.7.tar.zst

- build-rootfs-v3.15-at.7.tar.gz

Armadillo Base OS #EHHUE 9,

[ATDE ~1$ mkdir -p baseos
[ATDE ~1$ tar xaf baseos-x2-[VERSION]. tar.zst -C baseos @

(1] [VERSION] (F/N\—Yavic &> TEMULET
J—hO—5Y—ZzREALEI,

[ATDE ~1$ tar xaf imx-boot-[VERSIONT. tar.gz @

(1] [VERSION] [FN\—=Y 3 Vit &> TEILLET
EILRY—LZzEREALEXI,

[ATDE ~]$ tar xaf build-rootfs-[VERSION]. tar.gz 0
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(1] [VERSION] (F/N\—=YavIicL>TELMULET

536. BAREOTA LIV MUY U—BRK
FA LY N UBRO—BRBFUTOLHDTT,

—— baseos

F— cst 3.3.1

| F— crts (2]

| F—— keys (3]

| L—— Llinuxe4/bin @
—— imx-boot-[VERSION] ©
F—— mkswu (6

L secureboot @

—— bui ld-rootfs-[VERSION] @

swu fEERICFIB S N %,

QOO0 60

53.7. ERRZENMT %

[VERSION] lFZ#N2NnD/N—I a3 VIcLK>TEILET

TJ7—hO—5—ICHAACBCIAEHIRESND
BOERRY—IL. ERENCENERESND
EILREHAZERY —IDRES NS

EILRERDPEES NS, EILRFNCEBZWT LI KNY

X277 —hAEOD PKlitree ZE> TWEX T, £HTIREZDIAAZERIUTOEED T,

K52 EFaF7 - NHOREIRE

name description file name
CA $ERT JL— K CA CA1_sha256_[alg]_v3_ca_crt
SRK @&~ 7 Super Root Key FAD#H#E~R T SRKI[n]_sha256_[alg]_v3_ca_key
CSF $#~R7 CSF FHD#ERT CSF[n]_sha256_[alg]_v3_usr_key
IMG X7 AX—VFHDERT IMG[n]_sha256_[alg]_v3_usr_key
SRK ZERRE CA Blc k> TE& Iz SRK FE#HE SRK[n]_sha256_[alg]_v3_ca_crt
HEEATEIRAZE
CSF iEERZE SRK & > TE& SNz CSF AFE%E CSF[n]_sha256_[alg]_v3_usr_crt
BATIZEERE
IMG SERRE SRK IC &> TE& Nz IMG A% IMGI[n]_sha256_[alg]_v3_usr_crt
SATZEERE
< lalgl: 73U XL (RSA: 1024/2048/3072/4096, ECC: prime256v1/secp384r1/
secpb21rl)
- [nN:n=1,234
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53.7.1. ERRDER

ERICEZGEEZERLTVWEEXT, T TIIEED CA SIBEEAFATIICEBEERLET, UTD
ANV RZEITLTLIES W,

EZBOT T A MREIL ECC secpb21rl &ER>TWET, BOELE
R E DEREIE imx-boot/secureboot.conf ICH D £FF, TEI DHEIE
'5.11.1. secureboot.conf ME&EHE,]

zZRLUTLIEZ W,

[ATDE ~]$ ./imx-boot/secureboot.sh init srk

MBRD/INRAT—REZRDOENBZDTAAL TS,

Passphrase used for key generation (will be written in plain text on filesystem)

> ZH
=N

Y

&0,

53.7.2. £ ENcBRR DR

T77AIWDBINE DD TRERNERSINIC I EZERL TSIV, UTRETT7AIMRETHS ECC
secpb21rl DHEZER U IZHZEDRERICHED I,

/ CST OFMDIERIE cst D docs T« L7 MV Ic$H 2 CST_UG.pdf %=

—— CA1 sha256 secp521r1 v3 ca crt.der
F—— CA1 _sha256 secp521r1 v3 ca crt.pem

—— CSF1 1 sha256 secp521r1 v3 usr crt.
—— CSF1 1 sha256 secp521r1 v3 usr crt.
—— CSF2 1 sha256 secp521r1 v3 usr crt.
—— CSF2 1 sha256 secp521r1 v3 usr crt.
F—— CSF3 1 sha256 secp521r1 v3 usr crt.
F—— CSF3 1 sha256 secp521r1 v3 usr_crt.
F—— CSF4 1 sha256 secp521r1 v3 usr_crt.
F—— CSF4 1 sha256 secp521r1 v3 usr_crt.
IMG1_1 sha256 secp521r1 v3 usr crt.
IMG1 1 sha256 secpb521r1 v3 usr crt.
IMG2_1 sha256 secp521r1 v3 usr crt.
IMG2 1 sha256 secpb521r1 v3 usr crt.
IMG3 1 sha256 secpb21r1 v3 usr crt.
IMG3 1 sha256 secpb521r1 v3 usr crt.
IMG4 1 sha256 secp521r1 v3 usr crt.
IMG4 1 sha256 secpb21r1 v3 usr crt.
F—— SRK1 sha256 secp521r1 v3 ca crt.der
F—— SRK1 sha256 secp521r1 v3 ca crt.pem
—— SRK2 sha256 secp521r1 v3 ca crt.der

TTTTTTTT

der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
der
pem

31



Armadillo-loT =k o x4 G4 X2 UF 1 HAR

E¥a177—h

—— SRK2 sha256 secpb21r1 v3 ca crt.pe
F—— SRK3 sha256 secp521r1 v3 ca crt.de
—— SRK3 sha256 secpb21r1 v3 ca crt.pe
—— SRK4 sha256 secp521r1 v3 ca crt.de
——— SRK4 sha256 secpb21r1 v3 ca crt.pe

—— CA1 sha256 secp521r1 v3 ca key.der

—— CA1 _sha256 secp521r1 v3 ca key. pem

F—— CSF1 1 sha256 secp521r1 v3 usr key.
F—— CSF1 1 sha256 secp521r1 v3 usr_key.
F—— CSF2 1 sha256 secp521r1 v3 usr_ key.
F—— CSF2 1 sha256 secp521r1 v3 usr_key.
—— CSF3 1 sha256 secp521r1 v3 usr key.
F—— CSF3 1 sha256 secp521r1 v3 usr_key.
—— CSF4 1 sha256 secp521r1 v3 usr key.
—— CSF4 1 sha256 secp521r1 v3 usr_key.
IMG1 1 sha256 secp521r1 v3 usr key.
IMG1 1 sha?56 secpb521r1 v3 usr key.
IMG2 1 sha256 secp521r1 v3 usr key.
IMG2 1 sha?56 secpb521r1 v3 usr key.
IMG3 1 sha256 secp521r1 v3 usr key.
IMG3 1 sha256 secp521r1 v3 usr_key.
IMG4 1 sha256 secp521r1 v3 usr key.
IMG4 1 sha256 secp521r1 v3 usr_key.
F—— SRK1 sha256 secp521r1 v3 ca key.der
—— SRK1 sha256 secp521r1 v3 ca key. pem
F—— SRK2 sha256 secpb521r1 v3 ca key.der
—— SRK2 sha256 secp521r1 v3 ca_ key. pem
—— SRK3 sha256 secpb521r1 v3 ca key.der
—— SRK3 sha256 secp521r1 v3 ca_ key. pem
—— SRK4 sha256 secpb521r1 v3 ca key.der
L—— SRK4 sha256 secp521r1 v3 ca_key. pem

TTTTTTTT

m
r
m
r
m

der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
der
pem
der
pem

<:> T UTESEICLTLLIEE W,

ERUERIESEBFBIZEDTT, ENICKW, EFa2T7HRAMNL—
JicAE—ULTRLL ZEEREIHLET,

BOEFIFFTEMZR > TT > TSV, kEARHEAROHFAET S

B ERRICHIRTIREEVND T, e, BISTEHNICERDNET

BlueKrypt Cryptographic Key Length Recommendation

https://www.keylength.com/
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53.7.3. BD/\v > 1{EDHER

RIS, ROOAYY REETUTRERDO/NY V1 EZERLU T, BRZIZEZTEVWTTIL,
BIFETINA R ET efuse ZELLBRICHALE T,

[ATDE ~J$ ./imx-boot-[VERSION]/secureboot.sh print_srk_fuse

UTDESICRRENETT, BLETHT/N\Y Y 2 BRERSNRBICRBDET., COXIFA

LBWwTrEEW,

fuse prog -y 0 0 0x200

Use the following commands in uboot to set root key hash in OTP:
fuse prog -y 6 0 0xC04FA990 0x6C4BCFCC 0x90DAC78E 0x6C6CED49
fuse prog -y 7 0 0x535C7B3E 0x2695B4D4 0x9B3D0O28E Ox9FF5EFFB

For testing it is possible to temporarly override fuses instead,
but this only validates the last part of the boot:

fuse override 6 0 OxC04FA990 0x6C4BCFCC 0x90DAC78E 0x6C6CED49
fuse override 7 0 0x535C7B3E 0x2695B4D4 0x9B3D028E Ox9FF5EFFB

LT, REEEZRDODET,

5.4. €F 27 7 — MEREDZER

ERICEY RN Y 7IB3RIICEF 27 T—hDATI 3 VICDNT

FBALE I,

X277 —hEFRRTEZIEICELS>T EFXFa7T—MDFz—VATRT AN ER—E UTFR
BIEREEZ ANDSNE LSRN ET, Armadillo-loT — k2 - G4 & Armadillo Base OS #FIHY
22T UTOESBEF 2V T #4EEZRIRITDZCENTEEFT, EXaUT 1 DEHFICEDET

BREZBERL TS W,

& 5.3 EX 277 — b DiRERRE

HERE

Bz

BRShdMR

X1 77—k (EX)
55 X277 —bDEYy 7YV

7—kO—%—& Linux kernel DE%
TR

7J—hO—%"—¢& Linux Kernel OXER
ZRETBIENTEEXET, £, B
ZEFOREEICE>T, EEY 7 hU
FDHDOERBEZBFISEDIENTEX
3_0

St 77 —b
56 . BEtexa77/—bOty h 7Yy
71

X217 7—h
+7—-hO—%—0DHES1t

T—hO—=F—HMT75vIaXEYICHE
FEINTWSEIEES{tIcL>T 7—
FO—%—RICH D IEREEDRKER®.
BIFTH SRETZENTEEY, &
AT—hO—F—ICBREEIEHVWTY
M. BREEZTRHODHEZTEHDHEE
M HZDT. TS5V T —IXTDE
BANEZSNET,

Ak L—YORESt
57. ANL—YOBEStOEY F 7YV
7

X177 —h
+7—hO—%—0DES1{t
+70v I 7INA RADIBEAL

Tr7AIDTSy Y aXEYICRESN
TWBEIEFBERICE>T 771U
RESNFET, BERFIUI—y 3
UPTF=IRERZTFAILE L TRES
nNanT., #5W\Work7 71 ILICIER
BENEENDT—ATOERANEZS
nxd,
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B5. t*XxarF7/—hDtEY NPV
CITREEF2 7T BT ZHEZHALET,
5.5.1. uboot-imx Dt F* 277 — k DEEHLER

tF 17T —hDEEF uboot-imx DAL RICEML TVWET, FUWMIRIEIUTZSRL TS
Wo BIGUIY—AYU—RICRF2 XY IDBHBDET,

i.MX8M, i.MX8MM Secure Boot guide using HABv4

imx-boot/uboot-imx/doc/imx/habv4/guides/mx8m_secure_boot.txt

X2 77—bDO70—F 5113 EFa2a77—bD70O—; ESRL
TLIEE W,

= AX=—VDFELWITA—T v NERBAKLICOWVWTIE 5.11.2. BLEFHA
A=V ERREL ZsRULTEI W,

7y 7TF—hOT7O-DFMHICOWVWTIE 5115 77—L0xz 77y
F—hO70O— ZBRLTILS W,

56.2. vy N7 v 7DFHn

X2 77—hOtYy N7y TORNEUTOEREDTT,

PC LotEs

E SR

1. 563 ZRREZHEET 3,

2. 537 BRABEZEMT S,

EILR

3. 5653. EZEHT—~O—5—D1ERL

4. 554 EZFEH Linux H—FIL1 A= DIER,

5. 655 IL—hT77AMIWNIRATLDEILR,

6. 656 EF¥ar77—rty 7y 7H SD boot 7« X7 DIER
Armadillo-loT '— kD = G4 LD1EZE

8. 15.8. Armadillo-loT #'— k7 =1 G4 EDE,

9. 5684. 77—LVzF7DEZRLAHZIFUHB,

10. '5.10. €y 7Y TRTHDT v 77—~ DERBICDWT,
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EILRDO2AENLZZ7OEX70—IC2WTE 5114 EJLRo7OEX
70— KA B D FET,

55.3. BRFEHT—bO—5—DERK

X217 T7—MHELE7—bO—5—ZEJLRUET, Armadillo-loT ¥—k 7 1 G4 #EY
Za7)lo "TJ—kAO—%—%EJL KT B [https://manual.atmark-techno.com/armadillo-iot-g4/
armadillo-iotg-g4_product_manual_ja-1.8.0/ch09.html#sct.build-imx-boot]y Z&EICEILRL T
<IEEW,

UToZ7 74 ILDMESNTWNIE, EILRICEIILTVWET,

[ATDE ~]$ Lls imx—boot-[VERSION]
imx-boot armadillo x2

RKIC, EILRUIcAAXA—IVHAZBLZL T, A X—JICBLENMMULTVWEEXT, EX1 77— MWD
FEcHic. BRIBEERIRESD FEA, 7Y RIY—0FT0 /D5 J Y- TWET—rO—%—
EZOXFFFATEET, BicEILREShic7—bO—4%—%FABALET,

ExHET—MO—F—AAXA=VICAMLTWEET,

[ATDE ~]$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ . /secureboot.sh imxboot

EILRRBICUATD2 DDA X—IDMESNNIEEKINTY,

[ATDE ~/imx-boot-[VERSION]]$ Lls ../secureboot
secureboot/imx-boot armadillo x2.signed

imx-boot_armadillo_x2.sign (& SRK DREQRZR—RNICIEH/DEITT
NHETEREA. RO TEZTAXHBVWESTEFRELLSI L,

B5.5.4. Z2Z3EH Linux h—RIVA X—I DERK
secureboot.conf ZHFERIEICEHLETERL TVWEXT,

[ATDE ~J$ vi imx-boot-[VERSION]/secureboot. conf

Linux A—RILETNARY V=T AOTHH25MeSRIBLSICERELFT,

LINUX IMAGE="$SCRIPT DIR/../baseos/boot/Image”
LINUX DTB="$SCRIPT DIR/../baseos/boot/armadillo iotg g4.dtb”
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HTEDSFMICDOWTIE T5.11.1. secureboot.conf DEREH R SR
LT<Ealy,

B&IC, Linux A—XIAX—I%EDZET,

[ATDE ~]$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh Linux

EILRBICUTOA X —=IDBNIERITY

[ATDE ~/imx-boot-[VERSION]]$ Lls ../secureboot
Image. signed

555. L= T 7AW AT LDEILR

FY. W—h T 7MY RT LAICHEBFADTcHIC, BRSN Linux A—XILDA X—=J%ZEIL R
DIY—=RT« LI MIICERELEXT,

[ATDE ~]$ mkdir -p build-rootfs-[VERSION]/ax2/resources/boot
[ATDE ~]$ cp secureboot/Image. signed build-rootfs-[VERSION]/ax2/resources/boot/Image

HARAE 7 7 A IILDERBNED S TcD T, RICI—bT 7MY AT LZEILRULET,

[ATDE ~]$ cd build-rootfs-[VERSION]
[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build rootfs.sh

ULTOT77AIDGNEIN—RT7AILVZATLADEILRIEEHILTWET, ULTREAIBZDOT, 77
TINBRBRERN=Y 3y PAMICE > TEELULET,

[ATDE ~/bui ld-rootfs-[VERSION]]1$ Ls
baseos-[VERSION]. [DATE]. tar. zst

556.Exa277—bhtyv 7 v 7R SD boot T+ XU DYERR
SD boot §3/ch DEEENA XA —IEED £,

[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build image. sh

UTDT77A I TETVWNIEEINTT . 77 MILICEENZBMPN=I 3 VEFELET,

[ATDE ~/build-rootfs-[VERSION]I$ Ls
baseos-[VERSION]. [DATE]. img
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Rlc, LELDEEA X —T%E>T SD boot THIEEERAHZITICHDT 1« AT A XA —JZ R L
FJo LEEDAA—=ITSDboot LT, INH5DLBAMX—I%Z eMMC [CEZAATNEXT,

ECIANYNY REFESTEIHEZEZ DI ETHRETY, —installer [ICIE EEEDA X—IZIBELET, -
boot ICIFER L7 —hO—45—%EELET,

[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build image.sh ¥
—-installer baseos—[VERSION]. [DATE]. img ¥
—-boot ../secureboot/imx-boot armadillo x2.signed

UTDT7 74BN TETVWNIEEINTT . 77MILICEEFNZBMPN=Y 3 VEBELET,

[ATDE ~/build-rootfs-[VERSION]]$ Ls
baseos-[VERSION]. [DATE]-installer. img

FEETER LTz SD boot 4 X—3 %, Armadillo-loT =k Vx4 G4 DRBI=Z2T7ILD T7—k
T 4 X U O 1E R [https://manual.atmark-techno.com/armadillo-iot-g4 /armadillo-iotg-
g4_product_manual_ja-1.8.0/ch09.html#sct.make-bootdisk]; ZZ&Z&(ICL T SD H—RICEEAA
TLEE W,

SD boot FH®D SD A1— KRDERD &b -5, RO SIEERIC T5.8. Armadillo-loT &'— ko 1 G4
LFOEZE, Z1TVWET,

5.6. BS{ttF*a 77/ —hDtEY NPV
CITRESkENT - O—9—C& X2 7T 2BWICT BHEZHBLET,
5.6.1. uboot-imx DEES{btF 1 77— b DRELKR
ES5{bt¥ 17 7 — M id uboot-imx @ Encrypted boot TR L TWE T, KEMKRIE uboot-imx

DA RITERML TWET, FULWERIFUTZSRLU TSV, BSLEY—AVYYU—ARICRF 2
AV EMBHDET,

i.MX8M family Encrypted Boot guide using HABv4

imx-boot/uboot-imx/doc/imx/habv4/guides/mx8m_encrypted_boot.txt

X2 77—b0O70—F 511.3. X2 77—hD70O—, SRUL
TLIEEL,

= AX=IDFELWITA—TY NEEBRELICDODWTIE T5.11.2. BZEHT
A=V EERE Z=BLTLESIL,

7y I7TF—hO7O-0OFMICOVWTIE 5115 77—L0z 77y
TF—hoT70O—; ZZRLTLES W,
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56.2. €Y b7 v 7DiiN

EEbEFa 77— rDOEY Py TORNIEUTOEED T,
PC Loz

ERIEER

1. 563 BERREZHBET 5,

2. 537 EBEARZERT 3,

EILR

3. 15.6.3. EZFEHDES{T—hO—5—DIER,

4. T5.6.4. BBB1L Linux 1—RIL1 X —I DHERK

5. 1565 BEtF 177 — X swu OIERL

6. 566. IL—hT7F7MIIRTLDEILR,

7. 56.7. €27 7—rtv 7y 7H SD boot T« XU DIERK,
Armadillo-loT '— kD = G4 LD1EZE

8. 15.8. Armadillo-loT #'— k7 =1 G4 EDEE,

9. 5684. 77—LVzF7DEZRAHZIFULHB)

10. 15.10. €Y 7Y TRTHEDT v 77— M DERICDWVWT,

EILROLENZZ7O0EA70—c2W Tk 5.114. EJLRo7OEX
70— KB ET,

5.6.3. EZ2EXADES{LT—hO—5—DERK

txar77—hEBSIcHBLIET—bO—45—%2EILRULZXY, Armadilo-loT ¥—k o 1 G4
BRBNY=a7I)LD TJ—hO—%—%EJLRYT % [https://manual.atmark-techno.com/armadillo-iot-
g4/armadillo-iotg-g4_product_manual_ja-1.8.0/ch09.html#sct.build-imx-boot]; #&E(ICEIL R
LTLIEE0,

UTDZ77AILDMESRTWNIE, EILRICEIILTVWET,

[ATDE ~]$ Lls imx-boot-[VERSION]
imx-boot armadillo x2

EIWRUIEAA=—IHEZBZLT, A A-VICEZEMMULTWEXT, EXxa 77 —MNIHIET B/
Hlc, FHBREBERBEHDFA, Z7YRY—0TFT0 /D5 —XZnTWEdT—-—hO—45—%%
DEFHHATEET, BHlcE)ILRSNncT—-bO—45—%FBULZET,
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BT —hO—F—AAXA=YICAMLTWEET,

[ATDE ~J$ cd ./imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh imxboot
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh imxboot enc

EILRBICUTOA X—=IDMES NNIERINTT,

[ATDE ~/imx-boot-[VERSION]I$ Ls ../secureboot
secureboot/imx-boot armadillo x2,enc
secureboot/imx-boot armadillo x2.signed
secureboot/imx-boot armadillo x2,dek offsets

imx-boot_armadillo_x2.enc [FBES{tEF 177 FRICHKEDFT,
CDOFIBUNTEEARANICIFFBETEEZ A, IR TEZTAFLVELS S
FRLEEW,
Ffz. imx-boot_armadillo_x2.sign I& SRK QD& ZR—RICIEFHD
AHICIDFIATERE A, RO TEZTRAXRVL S TERLIESE W,

5.6.4. BES1{L Linux I—RILA XA —I DERL

secureboot.conf ZHRERBICEDLETEHRHRL TVLWEET,

[ATDE ~J$ vi imx-boot-[VERSION]/secureboot. conf

Linux I—RILETNA RV ) =T ATNH 25 ESRIDLSICEBLET,

LINUX IMAGE="/home/atmark/baseos/boot/Image”
LINUX DTB="/home/atmark/baseos/boot/armadillo iotg g4.dtb”

W%
==
0d

HREDSFMICDOWTIE 5.11.1. secureboot.conf DEREHE %
LTL7iEEu,

Linux A—XRILA XA —IZEDET,

[ATDE ~]$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh Llinux

EILRBICUTOA X—=IDB NIRRT
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[ATDE ~/imx-boot-[VERSION]]$ Lls ../secureboot
Image. signed

5.6.5. EB{ttz* 1 77— Mt swu DOYERL
=24 (dek.blob) ZHAAIMIEEITS SWUpdate 7 7 A )L (swu)EE> TWE £ T,

F 9. dek.blob DEMAHNIEZEER LT desc 7 7 ILOABLE T, desc 771 ILDIEIEED
HDICTFAIZ2AE—ULE T,

[ATDE ~]$ cp /usr/share/mkswu/examples/encrypted imxboot update.desc ./mkswu

LITFDOLSICEELTLEELN,

[ATDE ~1$ vi mkswu/encrypted imxboot update.desc

swdesc boot enc ”../secureboot/imx-boot armadillo x2.enc” ¥
”../secureboot/armadillo x2.dek offsets”

desc 771

SWUpdate Tl&7 7—LD 77y 77— NMUBRICI—F—E&RDE

= IAIBZITS ZENARETT, I—F—EXRDEMUIEF desc 771U
ICERUET, desc Z77AMIEFHBDY VI I R ZHDF7 Y NN —7
T /8Y—)L (mkswu) DXV Y FNT77414)LT9, Armadillo Base
OS ICHEBEtEINTWET, mkswu /Xy T —3I D+ > X h—)L5kIC desc
77A4IDBEINGBD XTI,

desc DY V% v ADOEMARRIE Armadillo-loT “— k7 1 G4 & &
NZa7I)L®D "mkswu @ desc 7 7/l [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-
g4_product_manual_ja-1.8.0/ch09.html#sct.mkswu-desc] ;1 = £ R
LTLIEE N,

EERIC swu 771 ILEED T,

[ATDE ~]$ cd mkswu
[ATDE ~/mkswul$ mkswu initial setup.desc encrypted imxboot update.desc ¥
-0 initial setup encboot.swu

UTO77A4ILDTETWNIEERIITY,

[ATDE ~/mkswul$ Ls
initial setup_encboot. swu
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initial_setup_encboot.swu (FEESttF 2177 —NERICKRDET, T
DFIELUATIIEANICIEFBTETEEA, BoTEZAFRVELSTE
BLREW,

566. L— N7 7AW RTLDEILR

FI. =T 7MY AT AICHEAAD DI, BES NI Linux I—RILOAX—=J =)L R
DIY—=RAT« LI MIICERELET,

[ATDE ~]$ mkdir -p build-rootfs—-[VERSION]/ax2/resources/boot
[ATDE ~1$ cp secureboot/Image. signed build-rootfs-[VERSION]/ax2/resources/boot/Image

ERUBESIEEF 277 — S swu ZEEEL X I,

[ATDE ~1$ cp mkswu/initial _setup_encboot.swu build-rootfs-[VERSION]/ax2/installer

HAAT T 7 A ILDE I D STcD T, RICI—FT 7MY ATLZEILRULET,

[ATDE ~J$ cd build-rootfs-[VERSION]
[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build rootfs.sh

ULTOT77AIDGNIEIN—RT 7LV ZATLADEILRIEEHIL TWEYT, ULTREAIZDOT, 77
TINBRBRERN=Y 3y PANICL> TEELET,

[ATDE ~/bui ld-rootfs-[VERSION]]1$ Ls
baseos-[VERSION]. [DATE]. tar. zst

567.txa77—bhtyv 7w 7 SD boot T+« XU DYERL
SD boot 937/ DEEEN1 X —IEED XY,

[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build image. sh

LTD77A4ILDTETCWNIERIITY, 777 ILICEENZHEMNPNN=Y 3 VEELULET,

[ATDE ~/build-rootfs-[VERSION]]$ Ls
baseos-[VERSION]. [DATE]. img

Rlc, LELDEE)A X —T%ZE>7T SD boot THIEEZAHZTICHDT 1 AT A X —IZEH L
F9o LEEDAA—ITSDboot LT, INH5DLBAMX—I%Z eMMC [CEZAATVNEXT,

EUCIVNY REHES> T HEZEZ D ETHRETY, —installer ICIF EEEDA A=V ZIBEELE T, —
boot IClFER L7 —hO—45—%EELEXT,
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[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build image.sh ¥
—-installer baseos—-[VERSION]. [DATE]. img ¥
—--boot ../secureboot/imx-boot armadillo x2.signed

LTO7 714 ILBRTETCVWNIERIITY, 771 ILICEFENZHAMAYN—Ya v i>ELULET,

[ATDE ~/build-rootfs-[VERSION]I$ Ls
baseos-[VERSION]. [DATE]-installer. img

FETER LT SD boot ¥ X—3 %, Armadillo-loT —h Dz 41 G4 DEBZEI=2T7ILD 77—k
T 4 R U D 1E B [https://manual.atmark-techno.com/armadillo-iot-g4/armadillo-iotg-
g4_product_manual_ja-1.8.0/ch09.html#sct.make-bootdisk]y #&ZICLT SD 71— RICEZAA
TLIEE W,

SD boot FH®D SD h— RDEEI b > 1c 5. RO SIEEKIC T5.8. Armadillo-loT Z— kU 1 G4
J:@{’F%J %?—T\l\ig_o

B7. ANL—YDlEE{ktDEYy N7y
CCTRRANL=YZBEEST 2 HEZFHBELET,
5.7.1. RELIRDBLE

Armadiilo Base OS Tld&. A ML —YDEESEIC LUKS2 (Linux Unified Key Setup) =AU % U
fco CAAM ZRBWEAEEH D EIH. CAAM (£ AES XTS E—RZEZHR—MULTHE ST, AES CBC/
ECBE—RODHYMR—KINTVET, /{74 =TV IHMBIFICHEND T, CAAM ZF|FEEFIC LUKS2
T ARM Cryptographicextension ZFfJFHLU TW&E T,

LUKS2 25 Z % #d CAAM @ Black key AfTIC & > TIREES N X T, Black key (&7/\1 XEH
DEZFALULT T 7N EBSLTZIENTEEXET, T/NA AEBEOH#EZFAL TWBDT, Black
key ZRIOR—KCIE—ULTH, #ZFETEILIFTEFT A, Black key &2 7 )L#EETHIAT %
HiiE. EF 27T —bHRBEBODT, BELEF2 77— EFALET,

Armadillo Base OS TIEFA KL —Y D2 DDBEBOBESLEYR—NULET,
1. 7700 —>3 Y %ZBREISIAVTFTFDOT 7MY AT A
2. Armadioo Base OS ®DIL—k 7 7 ALY AT L
build-rootfs ® X% ') 7k (build_image.sh) Ti&. 1 (USERFS) ™ 1+2 (ALL) OREMNAIEETT .

X277 —b0O70—F '5.11.3. EFa2 77— 70O—, #SBL
TLIEE WL,

= AX=IDFHFELWITA—TY NERBRELICOWVWTIE 5.11.2. BZEHT
X—YEREHE ZSBLTLEIWN,

7y I7TF—hO7O-0OFMICOVWTIE 5115 77—L0z 77y
F—hoT7O—; ZZRL TSV,
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572. vy 7 v 7DFin

AML—=YBEtOty 7Yy 7ORNIEUTOEED T,
PC Loz
E P

1. 563 BERREZHBET 5,

2. 537 EBEARZERT 3,

EILR

3. 6.7.3. EZEHT7—~O—5—D1ERL

4. T57.4. BEZEH Linux H—FIL1 X—I DIYER,

5. T5.75. %277 — MM swu DFERL

6. 576 IL—rT7F7AINIRTLDEILR,

7. 577.€%¥277—htv 7y 7H SD boot T« XU DIERK,
Armadillo-loT '— kD = G4 LD1EZE

8. 15.8. Armadillo-loT #'— k7 =1 G4 EDEE,

9. 5684. 77—LVzF7DEZRAHZIFULHB)

10. 15.10. €Y 7Y TRTHEDT v 77— M DERICDWVWT,

EILROLENZZ7O0EA70—c2W Tk 5.114. EJLRo7OEX
70— KB ET,

57.3. BRFH7T—bO—5—DERK

txar77—hEBSIcHBLIET—bO—45—%2EILRULZXY, Armadilo-loT ¥—k o 1 G4
BRBNY=a7I)LD TJ—hO—%—%EJLRYT % [https://manual.atmark-techno.com/armadillo-iot-
g4/armadillo-iotg-g4_product_manual_ja-1.8.0/ch09.html#sct.build-imx-boot]; #&E(ICEIL R
LTLIEE0,

UTDZ77AILDMESRTWNIE, EILRICEIILTVWET,

[ATDE ~]$ Lls imx-boot-[VERSION]
imx-boot armadillo x2

R, EIRUIEAAXA—IHEEBZLUT, A1 AXA—VICEBLZZEZMMULTWEZXT, TXx 177 —MTHID
g 5iHic. FBAREERDESDF A, Z7YRNY—0FT0 / D5V Y—-AZNTWET—hO—%—
EZFDFFFHTEZXT, BicEILREShfc7—hO—4%—%FABHLZET,
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BT —hO—F—AAXA=YICAMLTWEET,

[ATDE ~J$ cd ./imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh imxboot
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh imxboot enc

EILRBICUTD3DDT7 7 ILHMESNNIEHINTT .

[ATDE ~/imx-boot-[VERSION]I$ s ../secureboot
secureboot/imx-boot armadillo x2.enc
secureboot/imx-boot armadillo x2.signed
secureboot/imx-boot armadillo x2.dek offsets

imx-boot_armadillo_x2.enc [EES{tEF*x2 77— NERBICKD ET,
COFIEUATIEERWICIEFIATEEZFBA. BoTEZTAFTHVELS S
ARSIV,

Ffz. imx-boot_armadillo_x2.sign I& SRK OREHRZMR—KICIEHbh
RICINFIATEE B Ao RO TEZTAFRVLSTIERLLZET L,

5.7.4. EZFH Linux H—XRILA X—I DIERX
9. initrd BOIL— N7 P ALY RFLEEILRUET,

[ATDE ~]$ cd build-rootfs-[VERSION]
[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build rootfs.sh

UTFTO77A4IDBNIEIN—RT7AIIYRTFLOEII RIFEIHILTWES, UTEREIGZOT, 77
ANBREIN=U3yPRMICE > TEIULET,

[ATDE ~/build-rootfs-[VERSION]I$ Ls
baseos-[VERSION]. [DATE]. tar. zst

RIC, initrd DERRLE T, A ML —YBESLICHINT BeHICiE. BFED Armadillo Base OS (C&
W, BESRBREDEREETOILOHOD initrd BB EICKED XT,

[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build initrd.sh

ULTD77A4IH&HNE initrd DEILRIFZERTHL TWERT . UATRBIBDT, 77 AILEREF/IN—
YavPHMCEL>TEILEY,

[ATDE ~/bui ld-rootfs-[VERSION]]$ Ls
initrd-baseos-[VERSION]. [DATE]. zst

RIT. secureboot.conf ZHRBRBICEDE TEHRML TVLWEXT,
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[ATDE ~]$ vi imx-boot/secureboot. conf

Linux A—XRILETNRARAY Y =T OTHH2EMESRIBLSICEELEXT,

LINUX IMAGE="/home/atmark/baseos/boot/Image”
LINUX DTB="/home/atmark/baseos/boot/armadillo iotg g4.dtb”

FEETHES T initrd Z2RITSLDICKREZEELEXT,

LINUX_INITRD=".. /build-rootfs-[VERSION]/initrd-baseos-[VERSION]. [DATE]. zst”

HBEDFMICcOVWTIE T5.11.1. secureboot.conf DEETEH %,
LT<Ealy,

=EIC. Linux A—XRILA X—=I%EDET,

[ATDE ~]$ cd imx-boot-[VERSION]
[ATDE ~/imx-boot-[VERSION]]$ ./secureboot.sh Llinux

EILRBICUTOA X —IDEHFESNTVWNIFHIHNTT,

[ATDE ~/imx-boot-[VERSION]]I$ Ls ../secureboot
Image. signed

5.7.5. EXx a2 77— Xt swu DIER
AN L—=YVBEEEEIED SWUpdate FHED 7 71 )L (swu) ZE> TWEX T,

9. RE77MILDERUET, swu Z1ER T BDIcHDICREBR T 71 ILZEHXT, desc 771
JUIE swu ZERT 27y NN —20F /8 —)L mkswu DAHNERBHFET77AILTT, BIEDHIC

774N IE—LET,

[ATDE ~]$ cp /usr/share/mkswu/examples/enable disk encryption.desc ./mkswu
[ATDE ~1$ cp /usr/share/mkswu/examples/encrypted imxboot update.desc ./mkswu

ULFD&SICEBELTLLS L,

[ATDE ~1$ vi mkswu/encrypted imxboot update.desc

swdesc boot enc ”../secureboot/imx-boot armadillo x2.enc” ¥
”../secureboot/armadillo x2.dek offsets”
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desc 771

SWUpdate Tld7 7—LDx 77y 77— NLEBRICI—F—EHDE

= INAVEB%ITS C EMNARETY , I—F—EZDENNEIX desc 771l
ICERUET, desc 77AMIEFHBDY VI I R ZHD7 Y NN —7
T /8Y—)L (mkswu) DXV Y FNT77414)LT9, Armadillo Base
OS ICHEBEltEINTWET, mkswu /Xy T —3I D4 > X h—)L5kIC desc
77A4IDBEINGBD XTI,

desc DY V% vy ADEMARRIE Armadillo-loT ¥— ko 1 G4 &R
NZa7)®dD "Tmkswu @ desc 7 7 )L [https://manual.atmark-
techno.com/armadillo-iot-g4/armadillo-iotg-
g4_product_manual_ja-1.8.0/ch09.html#sct.mkswu-desc] ;1 = SR
LTLEE W,

ERRIC swu 771 ILEEDET,

[ATDE ~1$ cd mkswu
[ATDE ~/mkswul$ mkswu initial setup.desc enable disk encryption.desc ¥
encrypted imxboot update.desc -o initial setup encryption. swu

UTD77A I TETVWNIFRRINTY,

[ATDE ~/mkswul$ Ls
initial setup encryption. swu

initial_setup_encryption.swu (FX ~ L —YBES{LERICED£FT, 2D
FIELUATIEEARWICIEFETEZ A, RO TEZERFTRVE S TER
{fE&EW,

5.76. L— T 7AW AT LDEILR

T W—h T 7MY RAT LAICHEBFATTcHIC, BRSN Linux A—XILDAX—=I%ZEIL KA
DIY—=RT« LI MIICEEELEXT,

[ATDE ~J$ mkdir -p build-rootfs-[VERSION]/ax2/resources/boot
[ATDE ~1$ cp secureboot/Image.signed build-rootfs-[VERSION]/ax2/resources/boot/Image

ERHRUERANL—YBESEXNE swu HEEELET,

[ATDE ~J$ cp mkswu/initial setup encryption.swu build-rootfs-[VERSION]/ax2/installer

HAAT T 7 M ILDERBIEDSTcD T, RICI—FT 7ML ATLZEILRULET,
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[ATDE ~1$ cd build-rootfs-[VERSION]
[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build rootfs.sh

UTDT77AUDBENREIN—RT7AILY AT LDOEILRIFHEIILTWERT, UTRAIGOT, 77
MINEBRBRERN=Y 3V PAMICE > TELLET,

[ATDE ~/bui ld-rootfs-[VERSION]]$ Ls
baseos-[VERSION]. [DATE]. tar. zst

b77. txa277—kty 7w 7H SD boot T« X7 DYERL
SD boot §3/cb DEEEN1 X —IEED £,

[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build image. sh

UTDT77A I TETVWNIEEINTT . 77 MILICEEFNZBMPN—=I 3 VEBELET,

[ATDE ~/build-rootfs-[VERSION]I$ Ls
baseos-[VERSION]. [DATE]. img

Ric, LEDEEA( X—I%E>T SD boot THIRIBERAHZTSODT 4 AT A X—I%ZERL
FJo LEEDAA—=ITSDboot LT, INH5DLBAMX—I%Z eMMC [CESZAATNEXT,

AUV REFESTCIHELTZDIETHHRETY, —installer [CIF ELEDA X—IZIBELE T, -
boot ICIFER L7 —hO—4Y—%EELET,

[ATDE ~/build-rootfs-[VERSION]]$ sudo ./build image.sh ¥
--encrypt all ¥

——installer baseos-[VERSION]. [DATE]. img ¥

—--boot ../secureboot/imx-boot armadillo x2.signed

/ ANL—YDES{EZITOEHHAIL 28D EIRAETT,
—-encrypt A 7> 3>
. userfs : 77U —3 3 VEEE

call: 77U —2 3 ViEg & Linux rootfs i

UTDT77AIBNTETWVWNIEHINTT . 77 MILICEEFNZBEMPN—=I 3 Vv EFELET,

[ATDE ~/build-rootfs-[VERSION]I$ Ls
baseos-[VERSION]. [DATE]-installer. img
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FEETER LTz SD boot ¥ X—3 %, Armadillo-loT =k U x4 G4 DRBI=Z2T7ILD T7—K
T 4 X U D B [https://manual.atmark-techno.com/armadillo-iot-g4/armadillo-iotg-
g4_product_manual_ja-1.8.0/ch09.html#sct.make-bootdisk]y #&ZICL T SD H—RICEZAA
TLIZE W,

SD boot FH®D SD h— ROEEI &b > 125, RO SIFEEKIC T5.8. Armadillo-loT &'— kT 1 G4
roEE, #1T7VWET,

5.8. Armadillo-loT &"— kU = G4 LD1E%E

UTREEDTRINTY, EFa77—b BSEEFa277—b ANL—YOBES{ETHBEDOIESE
IR ET,

1. T5.8.1. Armadillo-loT '— k7 =1 G4 D¥Efi,
2. 582 .SRK/N\vYY1DEZEAM
3. '5684. 77—LVzT7DEZRAHZIFLHB,
7y 77— MNMLUBIC L > TEBNICEY 7y IR TbNnET,
5.8.1. Armadillo-loT #'— kU =1 G4 D¥fx
Armadillo loT G4 OEIRZHR AT BHIIC U TOEEZIT> TS L,
- CONI(SD 1% —T7 2 —R)ItE>c SD h—RZHEAT S
- JPT Vv y)X\—Z>¥3—KSD 7—HMCRE)LET,

Ffe. minicom REDVVFZILEEY 7 Nz 7= EELT. TN\YITARNZZTRITEND LS
lCLTHEWNTLEEL,

5.8.2. SRK/\v ¥ 1 DEZEIAH

BEREEBATDEETCICUTDOLSIC uboot SFNYTHAESNET, ZORBICTY FZILEEY 7
RO 7 ETASHDF—EIML T, uboot ® 7OV T RICASTLIEZ L,

Hit any key to stop autoboot: 2
u-boot=>

(SD h—RZFBULEXRK, JP1 22 a—K)TERZV > THBRARICH

/ uboot 7OV 7 hANDERICEICELEN S EGERIE. TDOEEXFDR
HITUTTE W,

X217 TR EBMICT B7HITIE. iMX 8M Plus @ eFuse IC SRK D/\v ¥ 1 {EZXE L BEH
HHDFEI, iMX 8M Plus @ OCOTP (On-chip One-Time Programmable Element Controller) @ L
VZAIBBATEZAD Z EICRDE T, uboot-imx (Cld OCOTPA NDF7 VA %#1T> fuse IVY VR
NHOHERT,

UTFIEFIEDIE U &ICHTE T secureboot.sh print_srk_fuse OFERTYT, HL ETHHRDT/I\Y
YV AEREBSINERBICELRDET, TOFXAHALABWTLEI W,
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u-boot=> fuse prog -y 6 0 0xC04FA990 0x6C4BCFCC 0x90DAC78E 0x6C6CED49
u-boot=> fuse prog -y 7 0 0x535C7B3E 0x2695B4D4 0x9B3D028E 0Ox9FFS5EFFB
u-boot=> fuse prog -y 0 0 0x200

eFuse I OTP LD T—EEE%2TS5EEBIITEFEH A, FEUTEE
LT<Ealy,

Q INY Y aERFERSNICERBICCERDET, FIOEZZDEFEFEN LWV
TFEL,

R, INTETOEI REEPEE EDOIFEZHBEICHEIE T 57csic. HAB DREZHEELET, X
DATv 7 THB close WEBZETSEFaT7T—MIHIGLLT7—LT7 7 TUNEE TERLLR
DET, £Z. close WEEINTWREWRETREF 277 — NORENZVWDO T, FEOBTNLPLT
KBRDET,

XY, BEFBULET,

u-boot=> reset

uboot 7OV 7R TUTOAVY RTHERL TLIEEW,. UATREEROOJICRED XTI,

u-boot=> hab status
Secure boot enabled

HAB Configuration: Oxcc, HAB State: 0x99
No HAB Events Found!

p7 FENRELES

[RIBRESRR EZIT> TWAT —ATIIMEERBICAA U S DERENH S H
BEENBDEFT, OV TSETOIEERBTZREBEL TS W, BES A
VIRETHEUEEZEDIRLU TWEST—IATIEBBIFRERE LB WET T
M. BERBOBIFTDEDICI I TFIvITRIEEE#HHLET,

5.8.3. close IR

SRK/\vY 22 ZBWEITTREERERICKKL THEBBRKII#MIEESNE T, close NBZITS
ETERERICKRKT 2 EBHICKRRTHESICBRDFTT,
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HRI T —ARETEXF 277 - NUIBEERT 255E. D close &
BEAXYTTEER2TDHIEERBHLET,

i.MX 8M plus Wicd 3 SNVS (Secure Non-Volatile Storage) TFIFES

ﬁ? Nn3§E. close WB%ELAVWEF X NAORMEDNET, 7A NED
RBIET/INA ABETHBEGRZOH, ZOXRETIRHBEEICESTETCULERVE
T, close LIBEITS & T, TNA RICEBRBEFNAITDLSICHED
i_a_o

close SLIBFLLITDO AV Y RT efuse 2Z2Z AL T & TITVWET,

u-boot=> fuse prog -y 1 3 0x2000000

584. 77 —LV 7 DEZTAHZIELH S
RIS, Py 7F—MEEERUSHBIHICU LY FLET, SHOFERLTEBNICTONET,

u-boot=> reset

UToOIspRRENiS. BRNMASTRET JP1 Yy /—%22 53— K (SD 7—MCERE) &
BRLU TS W,

mkfs. fat 4.2 (2021-01-31)
Finished writing mmc. powering off now

BRAHIIC Linux OOV A Y 7AY T INRERTELSFERTET T,
- EREDRAE U TEENTUTILIOSRIE T5.85. (FENTHILICEE) 23RULTKEW
- BERCOYA Y IOV T IPIRRTERS 5.9, BFRER) EATIRIW

ZyvITF—hO7O0—OFMICcOWTIE 65115 7J7—Lox 77V
F—ho70O—; Z2BLTLIEEIV,

5.8.5. fERL FHTLIHZES
Ftt—. BIRKIE TIEENFIT LT U E > BBICERERT SEEHECOVWTHHELET,
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F9. BRZY /KT 15.8.1. Armadillo-loT — kU = G4 O#fE ARSI TWB I &
ZHERLUTLLEZW, ZDS5X T, RRICH U TUTOEEZT> TS W,

- SRKN\Y Y2 ZZNTVWAWESIE., 5.82.SRK/\YY1DEEAH HOEEEZPDHDELET
. close MEBZFZT L TWEWESIE. SRK/\Y Y 12DEZEAAZAF Y ILTLEZTW

D7 ATD T TFDEZTAFNTET U TWEWESIE. SRK/\Y Y1 DEZFIAHE close EE X
#u?bivoﬁwma¥Mth; @ﬁ%&%th@ﬂtthﬂ@&)E%ﬁﬁkotﬁ%
TJIP1 I+ IX—Dya—hE@RBRLULT, WENTETITE20E2F > TLLEI W

BRMICT S EA > TE 5, ROBERRICEA T EEW,
5.9. Bi{FHERR
59.1. AN L —YIES{L DR

AL =Y DEBSEIERIT LN E S, Armadillo IoT G4 ETUTOINY Y REFEITIBHIET
BRETEZXI, TYPE D crypt &8> TWB/N—FT sV aVhBES{EInTWET,

[armadillo "] # Llsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINTS
mmcb Lk2 179:0 0 14.86 0 disk
|-mmcblk2p1  179:1 0 301M 0 part
| “-rootfs @ 253:0 @ 300M 0 crypt /live/rootfs
|—mmcblk2p2 179:2 0 301M 0 part
|-mmcblk2p3  179:3 0 50M 0 part
| ~-mmchblk2p3 253:1 0 49M O crypt /var/log
|-mmcblk2p4  179:4 0 200M O part
| ~-mmchblk2p4 253:2 0 199M O crypt /opt/firmware
“-mmcblk2p5  179:5 0 14G 0 part

“—mmcb Lk2p5 253:3 0 146G 0 crypt /var/tmp

/var/app/volumes
/var/app/rollback/volumes
/var/lib/containers/storage_readonly

592. tF¥ a1 77— bDOWHER

Linux A—XILHAILE ENBZ EZERLUTLEEZ W, Linux I—XRILETILE EASHWES.
uboot-imx @AY Y RT HAB DIREEZERT D ENTEET,

Linux fLEh £ CIEFEREFHO T

1 (HB8)

Booting from mmc ...

it Checking Image at 40480000 ...
Unknown image format!

53522 bytes read in 22 ms (2.3 MiB/s)

Authenticate image from DDR location 0x40480000. .

Secure boot enabled "
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HAB Configuration: Oxcc, HAB State: 0x99
No HAB Events Found! @

it Flattened Device Tree blob at 45000000
Booting using the fdt blob at 0x45000000
Using Device Tree in place at 0000000045000000, end 0000000045010111

Starting kernel ...

1 (B1)

Q@ tCFaiF7T—INEUREAICERRINET
O RBENBVWESEARY MERINFEA

J—hO—5—ICEEN B ZIHEOEEO S

: (BER)

spl: ERROR: image authentication unsuccessful
it ERROR ###f Please RESET the board #it#t

1 (HB%)

Linux A—XIL1 X =Y ICEENH DI5E DRSO Y

D (&B8)

Authenticate image from DDR location 0x40480000. ..
bad magic magic=0x14 length=0xal version=0x0

bad length magic=0x14 length=0xal version=0x0

bad version magic=0x14 length=0xal version=0x0
Error: Invalid IVT structure

Allowed IVT structure:

IVT HDR = Qx4X2000D1

IVT ENTRY = QxXXXXXXXX

IVT RSV1 = 0x0

IVT DCD = 0x0

IVT BOOT DATA = OxXXXXXXXX

IVT SELF = QxXXXXXXXX

IVT CSF = QxXXXXXXXX

IVT RSV2 = 0x0

Authenticate Image Fail, Please check ‘)
: (BB8)

Q@ FERICEKKULTWET
u-boot ¥ K® hab_status

FENRWIZE

u-boot=> hab status

Secure boot enabled
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HAB Configuration: Oxcc, HAB State: 0x99
No HAB Events Found!

Linux A—XIA X—Y DEZEZITHRENH DHE

u-boot=> hab status
Secure boot disabled
HAB Configuration: 0xf0, HAB State: 0x66

————————— HAB Event 1
event data:
Oxdb 0x00 0x14 0x45 0x33 0x0c 0xad 0x00
0x00 0x00 0x00 0x00 0x40 0x1f Oxdd 0xc0
0x00 0x00 0x00 0x20

STS = HAB_FAILURE (0x33)

RSN = HAB_INV_ASSERTION (@x0C)
CTX = HAB_CTX_ ASSERT (0xAQ)
ENG = HAB_ENG_ANY (0x00)

510. EY N 7PYTRTROD7Z Y 77— NDERICDWT

AVFFROTZ IV =3 >07y 77— NEty 7y 7EREBRG L, & IEFEBHEIGE U
TEBEEDODAETT Y 77— MM ABETT, Armadillo-loT ¥—hD x4 G4 HEXZ2 7LD
TArmadillo DY 7 D x 7% 7 v 77— K9 % [https://manual.atmark-techno.com/armadillo-iot-
g4/armadillo-iotg-g4_product_manual_ja-1.8.0/ch09.html#sct.build-imx-boot]; #&Z&(C L TKL
EE W,

TJ—hO—%—P Linux T—RILEBHITDDRETDEWNDGD X, UTOATYa>vEDIFS
CEDREICHEDET,

7—hO—%—DEH (encrypted_imxboot_update.desc)

[ATDE ~/mkswul$ mkswu encrypted imxboot update.desc -o update boot. swu

Linux 71—=XJLDEH (encrypted_rootfs_linux_update.desc)

[ATDE ~/mkswul$ mkswu encrypted rootfs Llinux update.desc -o update Llinux.swu

5.11. B

5.11.1. secureboot.conf DHREHE

secureboot.conf FEF 27T —hA AXA—=I %X ) 7K secureboot.sh DRET 71 IL T,
UTEa>y7470—87TY,

CST_ECC BIFED CAGEHEZFATEINE SN ZHRET S
- y: EC ZF|AHT %
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- n: RSA ZHHEYT %

CST_KEYLEN, BRZERET S
CST_KEYTYPE

%III

K54 X277 —FNHOROEE

Algorithm CST_KEYLEN CST_KEYTYPE

RSA 1024 1024 1024_65537

RSA 2048 2048 2048_65537

RSA 3072 3072 3072_65537

RSA 4096 4096 4096_65537

EC NIST P-256 p256 prime256v1

EC NIST P-384 p384 secp384r1

EC NIST P-521 p521 secp521rl
CST_SOURCE_INDEX SRK FRRKAARTXTHROZIENTEXT, TORECTIFED SRK

ZHATEIONRELE T, REMEIF O IFULEDT, ONRFT T4
NTY,

CST_UNLOCK_SRK SRK DU MR—7 Kl c_ﬂﬁﬁ LEI, T7AIBMRETIIHEPLPEKHOD

BBlEDfeHic, YIR—IDNTELRWREICARA> TWET,
#CST_UNLOCK_SRK:y DAXY N &ENT ZETYR—I D ATEE
RIRREICRD £,

LINUX_IMAGE,LINUX_DTB  FIT A A=Y (THEMAT e D Linux kernel X =TI & F/NA XY
U—707 (DTB) Di#xt/ R,

LINUX_DTB_OVERLAYS Linux A3 ® Device tree A—/\—L A H7 71 L2 HHAD =6
ICFAT %, WolzA. Linux @ device mapper ZFAL TIL—
N77AILVATLAZBESIELTLES E, 7—O—4%—TIdE
DEWETF7AIZTLIENTERN, ZDEHICTFT A A=Y
[CHHMHMAALTRLS DDA T 3>, /boot/overlays.conf (CH[FE
BROBIEZMZTLIEE W, UTIEBITY, BHAATVWT 7AIL
ZEBMULTLEE W,

LINUX DTB OVERLAYS=(
armadillo _iotg g4-nousb. dtbo
armadillo_iotg g4-swl-wakeup. dtbo

LINUX_INITRD EE{btsnfzl—~7 7’()1/917_‘1A€T§%_§_§>7L(V)@Lfiﬁﬁ5 2D initrd
DX /N R, encrypted boot ZFA U BWHEICIFEREIFFRETY,

511.2. BEZFHA XA—J EERSE

UTILT— A5 —DEZEHAA—IJERFAZICOVWTDFIZRLET, FEDESH BootROM
ICL > TELRIESN D80, BEDHEDE SPL ICK > TERRIESNBLAICEDXT,
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File (imx-boot_armadillo_x2 signed)

VT
SPL
(u-boot-spl.bin)
DDR FW
(Ipddra_xxx.bin

CSF
(csf_spl.bin)
FIT header

VT

CSF
(csf_fit.bin)

u-boot-imx
(u-boot-nodtb.bin)

Flattened Device tree
(evk.dtb)
Trusted Firmware-A
(bI31.bin)

OP-TEE OS
(tee.bin)

SPL
BEoEE

SLD

EREHE

load and verify signature

N

——
SPL
(u-boot-spl.bin)
DDR FW
(lpddrd._:xoc.bin)
Trusted Firmware-A

DRAM
e ———————

0x4020 0000

u-boot-imx
(u-boot-nodtb.bin)

Flattened Device tree

(evk.dtb)
]
0x5600 0000
OP-TEE OS
/ (tee.bin)

OCRAM

0x0092 0000

0x0097 0000
(bl31.bin)

—_————

K52 7—hO—5—DEZEHAA—Y

File (imx-boot_armadillo_x2.enc)

VT

SPL
(u-boot-spl.bin)
DDR FW
(lpddra scobin)

CSF
(csf_spl.bin)

DEK blob
(armadillo_x2.dek_spl.bin)

FIT header
VT

CSF
(cst_fit.bin)

DEK blob
(armadille_x2.dek_fit.bin)

load and verify signature

u-boot-imx
(u-boot-nodtb.bin)

Flattened Device tree
(evk.dtb)
Trusted Firmware-A
(bI31.bin)

OP-TEE OS
(tee.bin)

SPL
FERERE

SLD
FEREA

B 53 BE{t7T—rO—F—DEREFHA X—
VERRAKEDOHIIUTOEED TY, KEDEDIE u-boot

Linux DEBBZBEHA X —
SNEEAICHEDET,

BES{LiBE

| ——————————
0x5600 0000
OP-TEE OS
(tee.bin)
OCRAM
:l———————“l:______—_——
SPL 0x0092 0000
(u-boot-spl.bin)
DDR FW
(lpddrd_xxx.bin)
Trusted Firmware-A 0x0097 0000
(bl31.bin)
o ————

DRAM

0x4020 0000

u-boot-imx
(u-boot-nedtb.bin)

Flattened Device tree
(evk.dtb)

______/_—_

~

>
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DRAM
. =
0x4048 0000
FIT header
File (Image.sign)
FIT header jag=zet
(Compressed
Linux kernel)
Image.zst
((?U'"P"ESSEd Device tree blob
Linux kernel) | (compressed) |
Device tree blob boad v
(compressed) CSF
VT
~ = =
CSF

0x4500 0000
Device tree blob

'Enb_——-——//’—_\-_\t'

BHEEE

0x8008 0000

Linux kernel image
QL\fﬁh

5.4 Linux h—XRILDEBZEHA XA —Y

DRAM
= =
eMMC boot area x 2 — 0x4048 0000
0x00 0000
Image.zst
imx-boot_armadillo_x2.enc (EOT"DKTSSSE:?
inux kernel
Device tree blob
(compressed)
File (Image.sign) initrd
0x50 0000
FIT header
VT
mege Rt Losd CSF
(Compressed
Linux kernel) . L
f
0x4300 0000
Device tree blob Device tree blob
(compressed)
initrd =
VT initrd
oS §f§
0x8008 0000
Linux kernel image
0x200 0000 _—

55 A ML —IBESICHIRLfz Linux I—RILDEBEZFHA A —Y
5113. txa277—bh70O—

BT I SPL (Secondary Program Loader) @7 —hk 7O0—DBEZRULE T, MR TH> TWSEP
NEEF 27T N TEMCBRDINIETT,
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initialize DDR

serial boot

(BootROM API) ———————NO
YES
o S .

no signal YES load u-boot

NO @
load dtb
YES

load and parse
FIT header

load op-tee

CONFIG_IMX_HAB=y

authenticate
(BootROM API)

o< Siooeedesi > |

B TN | = D

l hang l jump to ATF

K56 SPLtEF+277—bhD70O—

u-boot DT -k 7O0—DOFEEFUTOEE D TI, SPL EEKICHETHE > TWBEEtxa 7
T—NTHEMICKRZNETT,
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load dib
—

| —
Y
B ——

load linux kernel

CONFIG_IMX_HAB=y

; authenticate 5
; {BootROM API) '

jump to Linux hang

5.7 u-boot X1 77—k 70O—
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b.114. EJRO7O0tAXA 70—

downlop

A

secureboot.conf

code signing tool secureboot.sh

singed bootloader

imx-boot.signed

imx-boot tar.gz imx-boot

toolchain secureboot.sh
enc bootloader

imx-boot.enc
mkswu package

dek offset

build-rootfs.tar.gz

swupdate
desc files

baseos.tar.zst

Build rootfs

di-¢dn.alpinelinux.prg

secureboot.conf

2 b L= OISR

rootfs for initrd
build_initrd.sh initrd-baseos.zst
baseos.tar.zst -

build_rootfs.sh }»

singed bootioader,

imx-boot.signed

SWU file

initial_setup.swu

. rootfs Installer image
Build rootfs

build_image.sh

signed linux (FIT) baseos.tar.zst baseos.img

Image.signed

M58 t¥a77—rDEILRTO—

ES#te*a77— . XL —VHESEKET

SWU file
mkswu
initial_setup.swu

ssecureboot.sh

signed linux (FIT)

Image signed

Goal

build_image.sh

D boot image

baseos-
installer.i

59



Armadillo-loT =k o x4 G4 EFa2UF 1 HAR E¥a177—h

5115, 77—LVx77yv77F—bO70—

swupdate ORIC J1 ZF—T~IT B

| leMMC OB EAK | idek blob DEE =k
Normal boot Secure boot
SD boot 4118 SD boot 42

i(sd installer)
H Secure boot
SD boot 42

ISRKA Y & 2 BERH

Normal boot
SD boot 412
SRKN Y ¥ 2 DBEAS

Secure boot

eMMC boot J132
(boot 01> £24)

v 0
II II I S I D
(mmcblk2boot1)

v

partition config F&E
->boot 1

II

II II I - I

’ ‘ install ‘ ‘ ’ ‘ firstooot ‘ ‘ ’ ‘ SWupdate ‘ ‘ ag%u;g;;&;f— b
partition {ER% partition {FAY Bg%ﬁ;;zg,: 80 B
(mmcblk2p1) Z Bk e

(to 1)
¢ . ¢ ¢ 21— —8E
‘ rootfs # 1A ‘ partition 7+ —% b LUKS Dkey file %

(to mmcblk2p1)

(+cryptsetup) (+cryptsetup) black key TH# &A%

v v

appfs D7+ =% b

bootloader & A% - rootfs & =A%

(to mmcblk2boot0) t(fc r; p:s; m’p )7 (to mmcblk2p2)
Linux + initrd 8 &A% firmware partiion Linux + initrd 8 %A%
(to 0) (to mmblk2boot1)
(+eryptsetup

" . encrypted_update_available
T4 a SR GP partiion 7+ —=< v o

panilif::;:&ﬁg%"zi ’ version DEF ‘

’ mmcblk2boot1

bootloader & %A%
(to mmcblk2boot0)

I firstboot I

K59 J7—LOx 77y 7F—hO70O—

5.11.6. SRK O#EZh{b &b & X

ASHDA VI Ty MEINIC K 2BEH. £, BROTHEFH B ENDERIZE., TORRTHAL
TWBEEEMNELL T, AIORICYDEZ DI ENARETT, fcfEL. ZDHBEIFEL (i.MX 8M Plus
DiZE. mK4D) D SRK BENMNTVWSZENFHRERD XD,
5.11.6.1. SRK 0%t (revocation)

Z Z Tl SRK1 (index 0) 5 SRK2 (index 1) ICEE I 541%Z=5RBHL XTI,

1. secureboot.conf @ revocation DO ¥ =R T DR TEEZEFMNCLET
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T7 AL B TIE eFuse @D revoke LY RAZIEAY I ESNTWEDTEZTIAHATEFZF A, OV
713 HAB DRETHBIRIT B ENTEEXT, BICAV I ZRIRT 5 EHBEICERINS A6
ENGHDOTEEIEIOY I INDERETY,

imx-boot-[VERSION}/secureboot.conf ZfW T, CST_UNLOCK_SRK=y ®OX> ~hZHU
TLZE W, secureboot.conf DEMAICDWTIE T5.11.1. secureboot.conf DFREAE %
SHBRULTLEI W,

[ATDE ~J$ vi imx-boot-[VERSION]/secureboot. conf

2. BRABHAA—IZESAD

RIBICEDET, BRAHD. BSL+BREADAAX—IZERLT, AA-IZEEIAAT
<IEEWN,

3. BEE
4. Unlock #HEsR9 %

BEHFO uboot-imx D7OV IR EZNLE EIFTLYRYEZERLET, ATOOAYY R%E
ETLTLEETW, bitl (SRK_ REVOKE_LOCK) &5 TW5 & Unlock RREETY,

u-boot=> md 0x30350050 1
30350050: 00007dbc @

@ 7dbc @ bit 1 HEBETLSDT unlock IREE
5. SRK =#Eikd %

EYrT7—=)LRREYRMEIORULEDT, BOESE 1 EUED (1,234) ICBRD XTI, bit0
A SRKT1. bitl A SRK2. bit2 »* SRK3. bit3 »* SRK4 TT,

Q BFoIXYY RIEHLXTHBDT, ZOXRXETULBWVWT TS,

SRK1 Z#EML T 25 IEUT DIV RZERTLTLLLEE W, RESIBNEMNLT 2RORE
ETT,

u-boot=> fuse prog 9 3 1

5.11.6.2. SRK 1D & X
Z 2Tk SRK1 (index 0) »5 SRK2 (index 1) IKEE Y 2B HBALE T,

1. SRK OZFE
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secureboot.conf @ CST SOURCE INDEX % O 5 1 IKZEBLTLEI W,
secureboot.conf MEEMIC DWW TIE 5.11.1. secureboot.conf DHRTEHE ZSRBULT
=LY,

[ATDE ~]1$ vi imx-boot-[VERSION]/secureboot.conf

2. BEXITD
RIBICEDLET, BRAFHD. BEEL+BRZBEHDAA—IZER LT, A1 X—IZEZFTAAT
e W,
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6. VI hNDU T 7ETREDORE

COETREY IRV 7RIRBEZTZ2 X2V T KT ZBAI A FZHALET, HBEIT L
FaUTARMEATDEED T,

- OP-TEE
- CAAM Z#F U7z OP-TEE

- SEO50 Z#|A UL fc OP-TEE

6.1. OP-TEE
6.1.1. Arm TrustZone & TEE DOJEHA

Linux ZFHI 22 AT LTIE. BHEAFKLEY 7 8D 27T TRIERD OSS BASNZ T —
Zb\%biﬁ'o CDOESBRAT TR BHRARLLY RV EIFTRLS AKIC 0SS 0)91’773‘%?‘?&“
N3 LB, YATLDEINCEEDH S I—RHBEENZDOD. ZOAEMEZHRI 2 &
HEETI, RICTNTD OSS PMEHETEHHDTH e LTH, Z:EAb‘\@L\Zé:%1%§E3_%>CtH
FIERTETHD., BROEZZEDY TRz PHIBEHFEDE > MFITBRDZDEADSEVNDTT,

Z5WoEEENS Arm (& TrustZone HEifiZzEA LT U, VY —RT7 7 AHIRIC K o THOSH
BYTRIIT7HSY TNz 7RTREZRKEIZIENTEZXT, TrustZone DEAICK > T, B
HERLUADY 78I 2 PHLHEMET ZIRTICEVWTH, BEEEF 127 T7—ILRICFOEENKRD
Xt A, TrustZone ZFRBELEH D E U T, GlobalPlatform @ TEE (Trusted Execution
Environment) 2RI 23V 7N Tz 7AW DONEELXT, TEE ZEHT % & secure world IZH
WTEBTZEZY 7MYz 7RI EERTIESZ I ENAEETT,

Tld. ES5Wo e —XTTEE AT EINZEETULLOID. —HRICIFEZXETAD. BIREELEZFD
BEZWBIT LA TIURERZTEDTIRET DT —ATHRITIZICENEZSNET, BEFEBICIE.
B RFNIE, SIBHEONE, BRIV TV Y ONE, FAABROULERETHHEITZT—INEZS
nxd,

6.1.2. OP-TEE & &

. OSS @ TEE R E WK DHD TEE EEMNEFEL FJ . Armadillo Base OS Tld& OP-TEE Z#%
BHUZE9, OSS T8 OP-TEE (& Arm O7 M TEE E%ED 1 DT9, Arm TrustZone 77 ./ 03—
CE>TBEREELEZFDUEBZEFXF 277 —I)LRICIHEEEL THENSHEEL XTI, OP-TEE &
GlobalPlatform lc & > TEZE 115 TEE Client APl 4> TEE Core APl & W - = GlobalPlatformAPI
ICEMU S T2V ZRHEUTWET, InS5D APl ZFIBT 2 & TCA—Y—3hRILT TV r—
VaVERRETDIENFRETY, imx-optee-xxx (& NXP (L&D iMX R— kDY R—MEEHAEEN
% OP-TEE OR&E7OY YV K TY,

/ OP-TEE O U WBHRIIARDRF 2 XV M ESBLTLIEE L,
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OP-TEE documentation

https://optee.readthedocs.io/en/latest/

6.2. OP-TEE DR
OP-TEE Z#H I 2FERIURINVRBHUTOELED T,
- imx-optee-o0s
- EF 27 T—ILRTEET D TEE, optee-os D&k
- imx-optee-client

- TEE Z VT 2D/ vEFa2 7. X2 77—=ILRAITD APl 24735, optee-client
DA

- imx-optee-test

- OP-TEE OEXFEDT A, T A=V RAEZITS, optee-test DikE, NXP HED T
A MHEME N3

- optee_examples
BTN T3y

D55, imx- EWSTL 70 v I ANEMENZYRINIIE, PYTRANI—=LDYRIKNYI(C
XU TNXP ek iMX YU —=X@EIFORIENA->TZURI NI ICEDET, OP-TEE 2FIFEI 376
IC & imx-optee-0s =7 —hO—% —ICEEEY 27T Th<. Linux ETEMES 202/ ZA VIRE (imx-
optee-client) WAETT, Fxfc. TEE ZFIB I 57z Iic CA (Client Application), TA (Trusted
Application) %Z. imx-optee-os & imx-optee-client ZFHWTEILRUE T, HEICHUTT A MR
B (imx-optee-test) HEBIML T L\,

FUWOP-TEE DY XAFLBERICDOWTIE T6.7.1. V7 b Uz 728
ZZRUL TS,

/ OP-TEE git [cBIT 25 ULWERIBAKD R F 2 XY 2SR UL T IZE L,

OP-TEE gits

https://optee.readthedocs.io/en/latest/building/gits/
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6.2.1. Armadillo Base OS N D#H A A &

HIETCEAAL 7o OP-TEE OEXERQR UK Y kU ZRERIC Armdillo BaseOS [CBERAY %%&

Base OS & ED LS ICBEART Z2ONEHEREHFALEI,
LUTHY Armadillo Base OS & ORB%R AR U 2.

Normal world

. Armadillo

Secure world

o ~ | !
' (imx-optee-test, optee_examples) (imx-optee-client) (imx-optee-0s) (imx-optee-test, optee-examples)
User CAs tee-supplicant TAs User TAs
e _
(imx-optee-client) ) : (imx-optee-client)
e TEE Client API : TEE Intemnal Core AP
User applications | L '
Armadillo BaseOS | Podman
L . . ~ y ¢ \ _
/deviteepriv0 | | /devitee0 | | openssl | | swupdate (imx-optee-0s)
' J\ AN J y Trusted Execution Environment

.................................................................

Trusted Firmware-A

| Atmark techno | User/Atmark techno [ User-installed component

6.1 Armadillo Base OS & OP-TEE (384 &35
- BEOIDE Armadillo Base OS Ic & > TH/N\—3n 2 &H
- REOEDIE OP-TEE ZHEAADHICAR LR ITNIF RSB WERD
- REOHE T 7 4L KT Armadillo Base OS ICHAAENTWSHEHHODE RIS

imx-optee-os %%ﬂﬂi&@fﬁ%tﬂﬁ%ﬁ?‘@”o d1—H—DFEEE < 726 Ic Armadillo Base OS ICIEH
IZ imx-optee-os N\ FUNT—hO—F—ICTHMAD LS ICRE éi’b’( WEXT, THHARREA A —
IPEGET7 Y 77— ElF Armadillo Base OS 1 X—YIZHEFENFTT, UM U, EFa VT4 LD
25 OP-TEE " FJATZE 2 RETHAAENTWERTA, UL IF 76.3.1. #OEH, THBALIXI,

6.3. OP-TEE ZFIB Y %HiIC

OP-TEE ZHHATTcHDERBZEITVET,

6.3.1. BOEH

imx-optee-os UIRI' NUICIE TA ZBRAT B2ODTT7 A N DOMEREINEEBESNTVWET, FOW
BRIEHETTAMNPHATOLEDDODEDTY, TOXERAUMEBRZEWNRIT DL, WEENT 7 4
I OWMERERTEZALRE TADEET ZREICHE>TULEFVWET, E1—P-—DFHLWREZHERT 0
ENBHDET,

1. V—XO—RZEETS Armadillo-loT =k Vx4 G4 {2 7I)LD "TT—-rO—4%—%
E L K 3 3 [https://manual.atmark-techno.com/armadillo-iot-g4/armadillo-iotg-
g4_product_ manuaIJa 1.8.0/ch09.html#ch.yakushima-softwarebuild]; DEZZZEICL T
EILRRBEOBEE, 7—FO—4%—0DYV—XOA—ROEBEZT>TLEI L,

2. RSABRFZEERULET,
ROARY REFER{TULET, RSA/ECC Z:EIRTEET,
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[PC “1$ cd imx-boot/imx-optee-os/keys
[PC ~/imx-boot/imx-optee-os/keys]$ openssl genrsa -out rsa4096.pem 4096
[PC ~/imx-boot/imx-optee-os/keys]$ openssl rsa —in rsa4096.pem —pubout -out rsa4096 pub.pem

U EE (LD rsa4096.pem) (& TA ZEHFLTW fedic, 5
BEFMAITZHEDTY, BNICK\V, EF2T7BRAMNL—YICaE—-LT
BLZEEZREIHLET,

B ERRICHIRT2REZEVNDIT 5, e, BISTEHNICERDNET

@ BOEFIFFTEMZR > TT > TSV, EARHRAROHFET S
o UTZESEICLTLIES W,

BlueKrypt Cryptographic Key Length Recommendation

https://www.keylength.com/

/ BOEMICETZFHFULWEBRIIAKXDRF 2 XAV M ZZRUTLE W,

Offline Signing of TAs

https://optee.readthedocs.io/en/latest/building/
trusted_applications.html#offline-signing-of-tas

6.4. CAAM ZER Ufc TEE ZBE£T %

i.MX 8M Plus IZi& CAAM (Cryptographic Acceleration and Assurance Module) &IEiENn 2
KERBS 777 L -9 BHEHINTVWET, CAAM & SoC RZBICH B2 TcdHtF 1 7 DERICHES
WIBZITS Z EMNAIEETT,

6.4.1. EJLRDFN

OP-TEE i&&End7—hO—%—ZEILRLTWE XY, Armadillo Base OS Z#]A L 7z OP-TEE
DEIRDFRNIEUTDEED T,

1. 7—hO—%—%EILRTS
2. imx-optee-client ZzEJL KT 3
3. TA.CAZEILRT S

4. ELRER=zEDD
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AXZaZI)ITHRATHIEIRRETOT 4 LY MUBROBRIIUTOEED TY,

optee_examples (g1 —H—7F U T —> 3V ZBET SHFATI. ANY =17 /)LTIE Linaro H'f&
HI2T7IVr—2 3>y IV TAOT S L THS optee_examples & UF Ufc, AEFEI—H—
D7 T7IVT—23 > zRET DHFAICBRDERT,

F—— imx-boot

| F— imx-atf

| F—— imx-mkimage
| F—— imx-optee-os
| L—— uboot-imx
—— imx-optee—client
F—— imx-optee-test

—— optee examples
L—— out

6.4.2. EILNRIEZBET B

Armadillo-loT ¥—hV x4 G4 BRI =270 "7J—hO—%—%EJL RT3 [https://
manual.atmark-techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-1.8.0/
ch09.html#ch.yakushima-softwarebuild]y #£2Z(CLTEIL RBEOEEL, J—hO—45—0DY —
AO—ROEE. EILRZHRICITo TR,

imx-optee-test Z EJL RT B/ ICREICTRD £,

[PC ~1$ sudo apt install g++-aarch64-Linux-gnu

6.43. 7—hO—5—%zBEI RT3
HLUWRERDALLHICT— NO—F—EBEIL R T ZRENS D £,

/ uboot-imx @ localversion ICDWT

Armadillo-loT “— kD4 G4 EXxa2 YT HA R 1.1.0 UEITIZ
localversion ZFfBUL/N—YaVvEFREHBAL TWLWEL D,
SWUpdate D7 7 1)L (desc) ZFIBUIAEZHEELE T,
localversion & OHRBIFEEETY ., I TICERAFDHIEZFD R SHIAL
fefely£9,

1. 7—hO—%—%ZEILRTS

ROOANYVRZETUEXET, T7AINDERETIET 7AILNDOEZFIALTULES DT make
SIMTRONAZEIDENHDET, 163.1. BOEHF, TERULBOIRELTH
TA_SIGN KEY TEUZEY, T TIRHEEL%E rsad096 & LFE LN, KR1I—Y—DEEICED
BB EHTABEZITLLEE N,

[PC ~1$ make CFG_CC OPT LEVEL=2 ¥
TA SIGN KEY="${PWD}/imx-boot/imx-optee-os/keys/rsa4096. pem” ¥
-C imx-boot imx-boot armadillo x2
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510 TA_SIGN_KEY TRE#RZDcI & T, EILREFICTAD
ZBICHASNE T, e, RITHOEBERDICHICIIAFREZ
O U TETNAFVICEDIAHFTT,

EILMERZIE-LTREXT,

[PC 1% install -D -t ${PWD}/out/lib/optee armtz ¥
-m644 ${PWD}/imx-boot/imx-optee-os/out/export-ta_armb4/ta/*

6.4.4. imx-optee-client ZEJL KT 3

imx-optee-client |3 TA, CA BB 255477V, 77U —avzEI)LRTBHEIICEI RHE
AN RN

imx-optee-client I& imx-optee-os DEJL RIERZSBLTWED T, =
FIlC7—hO—5—%2EILRTZIRENHD XY,

1. imx-optee-client Zz7O0—>9 %

imx-boot D7« L7 M EWFICEREBETNS LS IC imx-optee-client Z27O0—> LT, BHEIC
IGUTEYIR T ZVFREEF TV ITIRLTLLLESTV,

[PC "1% git clone https://source.codeaurora.org/external/imx/imx-optee-client.git ¥
-b 1f-5.10.72 2.2.0

2. imx-optee-client ZEJL KT 3

EANGZBERZSHRI 5/HIC TADEV KIT DR ZELET, 7AIWLKDY—T Yy R TAVR
R—ILHEDLETITSDTDESTDR ZELE Y, 7 7UT—a3>vzE)LRTBERIC APl 1
772V ELTHAENEY,

[PC ~1$ make -C imx-optee-client ¥
DESTDIR="${PWD} /out” ¥
CROSS COMPILE="aarch64-Llinux-gnu-" ¥
TA DEV KIT DIR="${PWD}/imx-boot/imx-optee-os/out/export-ta arm64”

6.45. P77V r—>3>vzEILRTS

AKEEI—HS—DMBICE> 777V =3 ZEILRUVEITH, SITRERSEXLTICH Y TILT
74— 3> optee_examples ZEILRUET, 77V T—a VHRODSEICLTIILEW,
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- PV —= 3% EI)LRT BHICIE imx-optee-os, imx-optee-
client DEIL RERZSRLTWS DT, —EIF imx-boot, imx-
optee-client ZEJL RTZRENHDFT

. optee_examples ICIE1 > A ~—JLF % make ¥ —o v RHEWLD
T, ENRRBRICFETEDDEENMDENHDET

1. optee_examples Z70—>9 3%

imx-boot ¥ imx-optee-client 7« L 7 ~J EWFICEEEBE SN 3 &£ ST optee_examples & 7
A—> LT, BREBICHRUTBEBYRTSVFREEF v ITIRULTLIEE N,

[PC ~]$ git clone https://github.com/linaro-swg/optee examples.git ¥
-b 3.15.0

2. optee_examples ZEJILRT S

EXNRIERZSRI 57cHIc TADEV KIT DIR. TA ZEZ Y Bfchic TA SIGN KEY. 5
175 USRDHIC TEEC EXPORT ZELE T, A1 YA K—ILF =Ty DB BRVDTRIFE
FHTEIFERZRET Z2LENGD XTI,

[PC ~1% make -C optee examples ¥
TA CROSS COMPILE="aarch64-Llinux-gnu-" ¥
HOST_CROSS _COMPILE="aarch64-linux-gnu-" ¥
TA DEV KIT DIR="${PWD}/imx-boot/imx-optee-os/out/export-ta arme4” ¥
TEEC_EXPORT="${PWD} /out/usr” ¥
TA SIGN KEY="$PWD/imx-boot/imx—-optee-os/keys/rsa4096. pem”

EILRERZIE-LTHEEXT,

[PC ~1$ install -D -t ${PWD}/out/lib/optee armtz -m644 ${PWD}/optee examples/out/ta/*
[PC ~1$ install -D -t ${PWD}/out/usr/bin -m755 ${PWD} /optee examples/out/ca/*

6.4.6. imx-optee-test ZEJL RT3

imx-optee-test FHIT LHMETIFH D EH A, FIABRIERSNEI N, OP-TEE OEREEZHE
XY B, T A=Y RA%EFHAIT %76 IC imx-optee-test ZFAT DI ENTEX T, HHADH
ESHDHMTIFHEEELET,

77V — 3>z )L RT BHICiF imx-optee-os, imx-optee-client
DEIRERZZRBLTWSED T, —EIF imx-boot, imx-optee-client
ZEILRITDRENHDET,

1. imx-optee-test 27/ O0—>9 %
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imx-boot ¥ imx-optee-client 7« L 7 kU &AM FICEEE =115 & S IT imx-optee-client %z &
A—>UT. REBRIGCTEVGB TSV FREEF IV IFTIRLTLIRLE W,

[PC "1% git clone https://source.codeaurora.org/external/imx/imx-optee-test.git ¥
-b 1f-5.10.72 2.2.0

2. imx-optee-test ZEJIL RT3

HEARWLRIEBEREZSEBI 5726 TA DEV KIT DIR. TA #EZZ9 5/ lc TA_SIGN_KEY. <
172 VSBOHIC TEEC EXPORT #EULE I, EILREA YA N—ILIFRIDY —45 Y Nk
DTEFNZN make ZEITTDIHENHD X,

[PC ~1$ CFLAGS=-02 make -R -C imx-optee-test ¥
CROSS COMPILE="aarch64-Llinux-gnu-" ¥
TA DEV KIT DIR="${PWD}/imx-boot/imx-optee—-os/out/export-ta arm64” ¥
OPTEE CLIENT EXPORT="${PWD}/out/usr” ¥
TA _SIGN KEY="${PWD}/imx-boot/imx-optee-os/keys/rsa4096. pem”

’r\/Z h—)bbi?o

[PC "] make -C imx-optee-test install ¥
DESTDIR="${PWD} /out” ¥
TA DEV KIT DIR="${PWD}/imx-boot/imx-optee-os/out/export-ta arm64” ¥
OPTEE_CLIENT EXPORT="${PWD}/out/usr”

AYUY—BETIE xtest 1014 IC TS —ICRZBEEINBDEFT, FD

/ e HIRIBZEH T CFLAGS=-02 ZELTWEJ, make 5| TEIT &Y
F774ILD include BREMNGZLKHBDET, J—hO—5—DEI REF
I 02 ELTWBDHEKOEHRTY,

NXP LS Platforms: pkcs_1014 test is failing #4909https://
github.com/OP-TEE/optee_os/issues/4909

6.4.7. EJL RER O & ERDOUNE

imx-optee-os, imx-optee-client DR/IVER TIFUTDEHD T,

out/
|-- Llib
|  °-- optee armtz (1)
| |-- 023f8f1a-292a-432b-8fc4-de8471358067. ta
[ |-- f04a0fe7-1f5d-4b9b-abf7-619b85b4ce8c. ta
| “—- fd02c9da-306c-48c7-a49c-bbd827ae86¢e. ta
T—- usr

|-- include

|  |-- ck_debug.h
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optee client config.mk
pkcs11.h

pkcs11 ta.h

tee bench.h

tee client api.h

tee client api extensions.h
tee plugin method.h
teec_trace.h

2]

Libckteec. a
Libckteec.so -> libckteec.so.0
Libckteec.so.0 -> Llibckteec.so.0.1

Libckteec.so0.0.1 -> Llibckteec.so0.0.1

Libckteec.s0.0.1.0

libteec.a

Libteec.so -> Llibteec.so.1
libteec.so.1 => libteec.so0.1.0.0
Libteec.so0.1.0 -> Libteec.s0.1.0.0
libteec.so0.1.0.0

-— shin ‘B

tee-supplicant

0

o
(2]
3]

imx-optee-test, optee_examples Z&H7EIL RERIFUTDEED T,

Dynamic TA, Linux D7 7 1)LV AT LICRESIND

TEE client API, TEE, internal core API

Linux ETE1E9 % OP-TEE OB HEREZ D

out

|-- bin

“—- xtest

|-- Lib

“-- optee armtz

023f8f1a-292a-432b-8fc4-de8471358067.
2a287631-de1b-4fdd-ab5c-b9312e40769a.
380231ac-fb99-47ad-a689-9e017ebbe78a.
484d4143-2d53-4841-3120-4a6F636b6542.
528938ce-fc59-11e8-8eb2-f2801f1b9fd1.
5b9%e0e40-2636-11e1-ad9e-0002a5d5¢51b.
5celc432-0ab0-40e5-a056-782calebaba?.
5dbac793-f574-4871-8ad3-04331ec17124.
614789f2-39c0-4ebf-b235-92b32ac107ed.
690d2100-dbe5-11e6-bf26-cec0c932¢ce01

731e279e-aafb-4575-a771-38caabf0ccab.
873bcd08-c2¢c3-11e6-a937-d0bf9c45ch1c.
8aaaf200-2450-11e4-abe2-0002a5d5¢51b.
a4c04d50-t180-11e8-8eb2-f280111b9fd1.
a734eed9-d6al-4244-aab50-7¢99719e7b7b.
b3091a65-9751-4784-abf7-0298a7cc35ba.
b689f2a7-8adf-477a-9199-32e90c0ad0da2.
b6cb3aba-9669-4668-a7f2-205629d0086.
c3f6e2c0-3548-11e1-b86¢c-0800200c92a66.
cb3ebbal-adf1-11e0-998b-0002a5d5¢51b.
d17f73a0-36ef-11e1-984a-0002a5d5¢c51b.
e13010e0-2ae1-11e5-896a-0002a5d5¢51b.

ta
ta
ta
ta

ta
ta
ta
ta
ta

ta
ta
ta
ta
ta

ta
ta
ta
ta
ta
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) —— e e e
|
1

-- include

“—- shin

|- e626662e-c0e2-485c-b8c8-09fbcebedf3d. ta
| -- e6a33ed4-562b-463a-bb7e-ffbe15a493c8. ta
| -- f04a0fe7-1f5d-4b9b-abf7-619b85b4ce8c. ta
f157cdaf-550c-11e5-a6fa-0002a5d5¢c51b. ta
| -- f4e750bb-1437-4fbf-8785-8d3580c34994. ta
| -- fd02c9da-306c-48c7-a49c-bbd827ae86ee. ta
“—— ffd2bded-ab7d-4988-95ee-e4962fff7154. ta

| |-- optee example acipher
|-- optee example aes
|-- optee _example hello world
|-- optee example hotp
|-- optee example plugins
|-- optee example random
"-- optee_example secure storage

|

I

I

|

|

|  |-- ck_debug.h
| |-- optee client config.mk

| |-- pkes1l.h

|  |-- pkes11 ta.h

| |-- tee bench.h

| |-- tee client api.h

| |-- tee client api extensions.h
| |-- tee plugin method.h

| "-- teec trace.h

|

| |-- libckteec.a

| |-- Llibckteec.
| |-- Llibckteec.
| |-- Llibckteec.
| |-- Llibckteec.
| |-- libteec.
| |-- libteec.
| |-- libteec.
| |-- libteec.
| |-- libteec.
| "-- tee-supplicant

| *— plugins

| “—— f07bfc66-958c-4a15-99¢c0-260e4e7375dd. plugin

a

SO
SO
SO
SO

“—- tee-supplicant

so -> libckteec.so0.0

s0.0 -> libckteec.so0.0.1
$0.0.1 => libckteec.s0.0.1.0
s0.0.1.0

-> libteec.so. 1

.1 => libteec.so0.1.0.0
.1.0 -> libteec.so0.1.0.0
.1.0.0

=Ty hEOAVTFHICERT BT, tarball TESH T,

[PC “1$ tar -caf optee.tar.gz -C out

Armadillo-loT ¥ —h D x4 G4 BRENZa 7D 77V 5— 3> %
AV 7+ THEITI % [https://manual.atmark-techno.com/armadillo-
iot-g4/armadillo-iotg-g4_product_manual_ja-1.8.0/

= ch09.html#ch.yakushima-container]Z£%(Cc U T T HEB DEFIC
HARAD & ZHBBHOULET,
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6.4.8. OP-TEE Z#HMAD

SWUpdate BO7 71 ILEDLK D, =Y NTFNRAADT—hO—5—ZFHULE T, BFEIC
debian AV 7 FZ&& LT OP-TEE &V 7ML ZEHEAL X I,

tYyNZ7YT7ORTHRIFETANTOYVZ AL (xtest) &H > 77073 A
(optee_example_hello_world) #&ifE= %7,

1. ATDE Z#3iE5 kT3
2. imx-boot_update.desc 7 71 )ILZD< %

SWUpdate @R 7 7 1)L (desc) @2 DFT, desc Z7AMIIET7y h~Y—0F 0 /B
?» SWUpdate Z4lfflg 21D 7 71 ILTT

[ATDE ~J$ vi imx-boot update.desc

LToF%ESZE(IC, path REEZTBLTLLEI W,

#f version
swdesc _option version=1

#f swdesc boot <bootfile>
swdesc _boot /path/imx-boot/imx-boot armadillo x2

# swdesc files [--basedir <basedir>] [--dest <dest>] <filed> [<more files>]
swdesc_files --dest optee /path/optee. tar.gz

swdesc_option version=<version>

FULWY IR 7ON—-YaVvaEBELET, N1 LDV 7

= RO 7DON=IaVEDKRER/MEZREITDET Y TT—MHE
TENFEYI, OP-TEE ZEHI 2 WMc/N\—=Y 3 rz EIF TS
We Z D option Z{#> & uboot-imx @ localversion ZFIFE9 %
BEFHD EFEA

<version>: /\—3 3 > (TIE xx.yy.zz ¥ yyyymmdd D7 +—< v
RAOFIATEXT,

swdesc_option <bootfile>
7—rO—5—DOFEHDIHICFHALET,

bootfile: EEAL T —hO—4%—%HEELE T,
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swdesc_files [--basedir <basedir>] [--dest <dest>] <file>
[«xmore files>]

= Linux 77 M I RTLEDT7 71 I ZEFHI BHICFHIBLET,

dest: 771 ILDEAHGEEIBELE T, EZIAHELIL. /var/app/
rollback/volumes U TFICHIRE N £,

file: EZADT7 7ML EIBELX T,

3. swu 771 EERT S
TFoavx>YRTswu Z71ILEED X,

[ATDE ~]$ mkswu /path/imx-boot update.desc -o ./update imx-boot.swu
Enter pass phrase for /home/atmark/mkswu/swupdate.key: (password % A7)
Successfully generated update imx-boot. swu

4. SWUpdate %179 %

usb memory % £ IC update_imx-boot.swu Z AE—ULTH—4 v k7/W1 X £ T SWUpdate
ZEITLEY,

BIFD &SI armadillo £T swupdate ZE{TLUTLEEW, PV TITF—MDETITDE. ¥
AT ALFEEEHULET,

[armadillo “]# swupdate -i /path/update imx-boot. swu
Licensed under GPLv2. See source distribution for detailed copyright notices.

[INFO ] : SWUPDATE running : [main] : Running on iot-g4-es2 Revision at1

LINFO ] : SWUPDATE started : Software Update started !

549, 3453291 exFAT-fs (mmcblk2p2): invalid boot record signature

549, 351277] exFAT-fs (mmcblk2p2): failed to read boot sector

549, 3569561 exFAT-fs (mmcblk2p2): failed to recognize exfat type

549, 384407] F2FS-fs (mmcblk2p2): Can’t find valid F2FS filesystem in 1th superblock
549.392313] F2FS-fs (mmcblk2p2): Can’t find valid F2FS filesystem in 2th superblock
549, 470793] exFAT-fs (mmcblk2p2): invalid boot record signature

549.476739] exFAT-fs (mmcblk2p2): failed to read boot sector

549, 482478] exFAT-fs (mmcblk2p2): failed to recognize exfat type

549.509020] F2FS-fs (mmcblk2p2): Can’t find valid F2FS filesystem in 1th superblock
549,517000] F2FS-fs (mmcblk2p2): Can’t find valid F2FS filesystem in 2th superblock
[INFO ] : SWUPDATE running : [read lines notify] : No base os update: copying current os
over

[INFO ] : SWUPDATE running : [read lines notify] : Waiting for btrfs to flush deleted
subvo lumes

[INFO ] : SWUPDATE running : [read lines notify] : Removing unused containers

[INFO ] : SWUPDATE running : [read lines notify] : swupdate triggering reboot!
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5.

usb memory ® root I swu 7 71 ILEBWLWTE &, usb ik
K. B ULLIE. Y AT LEERICENIC swupdate BED X9,
PYITIT—RMDRETIBEVRATALIIBEFHULEXT,

swupdate HIC swupdate = _ERBITEE B, 7Y TT—
RREFEFLELLIZE 0,

EILRERZIVTHICEHET S

/var/app/rollback/volumes/ W FIcE & 67z tarball NOE—ahExzd, ELDFITIE /var/
app/rollback/volumes/optee ICEBE SN TWEXT,

BEFSHRICIOVTFHFEZEHULUC tarball 23V T FHICERULE T,

AV TF=RBULEY, /dev/tee0 & /dev/teeprivO ZFIHT B UNSERDHRE THESH D
FtA.

[armadillo ~]# podman run -it -—name=dev_optee --device=/dev/teed ¥
——device=/dev/teeprivd -v "$(pwd)”:/mnt docker. io/debian /bin/bash

AV T 2kEBLIcs 77 MILVERBALE T,

[container ~1#f tar xavf /path/optee.tar.gz -C /

./

./ lib/

./lib/optee armtz/
./lib/optee_armtz/b3091a65-9751-4784-abf7-0298a7cc3bba. ta
./lib/optee armtz/731e279¢-aafb-4575-a771-38caabflccab. ta
./lib/optee_armtz/873bcd08-c2¢c3-11e6-a937-d0bf9c45ch1c. ta
./Llib/optee armtz/5b9e0e40-2636-11e1-ad9e-0002a5d5c51b. ta
./lib/optee_armtz/690d2100-dbe5-11e6-bf26-cec0c932ced]1. ta
./lib/optee armtz/528938ce-fc59-11e8-8eb2-f2801f1b9fd1. ta
./lib/optee_armtz/f157cda0d-550c-11e5-a6fa-0002a5d5c51b. ta
./lib/optee armtz/d17f73a0-36ef-11e1-984a-0002a5d5c51b. ta
./lib/optee_armtz/8aaaf200-2450-11e4-abe2-0002a5d5c51b. ta
./lib/optee armtz/c3f6e2c0-3548-11e1-b86c-0800200c9a66. ta
./lib/optee_armtz/f04a0fe7-1f5d-4b9b-abf7-619b85b4ce8c. ta
./lib/optee armtz/b6cb3aba-9669-4668-a7f2-205629d0086. ta
./lib/optee_armtz/a734eed9-d6al-4244-aab0-7¢99719e7b7b. ta
./lib/optee armtz/380231ac-fb99-47ad-a689-9e¢017¢b6e78a. ta
./lib/optee_armtz/a4c04d50-f180-11e8-8eb2-f2801f1b9fd1. ta
./lib/optee armtz/5dbac793-f574-4871-8ad3-04331ec1724. ta
./lib/optee_armtz/023f8f1a-292a-432b-8fc4-de8471358067. ta
./lib/optee armtz/5ce@c432-0ab0-40e5-a056-782calebaba?2. ta
./lib/optee_armtz/cb3ebbad-adf1-11e0-998b-0002a5d5c51b. ta
./lib/optee armtz/fd02c9da-306c-48c7-a49c-bbdB827ae86¢ee. ta
./lib/optee_armtz/484d4143-2d53-4841-3120-4a6F636b6542. ta
./lib/optee armtz/f4e750bb-1437-4fbf-8785-8d3580c34994. ta
./lib/optee_armtz/e6a33ed4-562b-463a-bb7e-ff5e15a493c8. ta
./lib/optee armtz/e13010e0-2ae1-11e5-896a-0002a5d5c51b. ta
./lib/optee_armtz/614789f2-39c0-4ebf-b235-92b32ac107ed. ta
./lib/optee armtz/25497083-a58a-4fc5-8a72-1ad7b69b8562. ta
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./lib/optee armtz/b689f2a7-8adf-477a-9f99-32e90c0ad0a?2. ta
./lib/optee_armtz/2a287631-de1b-4fdd-ab5¢c-b9312e40769a. ta

./lib/optee armtz/ffd2bded-ab7d-4988-95ee-e4962fff7154. ta

./lib/optee armtz/e626662e-c0e2-485c-b8c8-09fhcebedf3d. ta

./bin/

./bin/xtest

./usr/

./usr/Llib/

./usr/Llib/libteec.s0.1.0.0

./usr/lib/tee-supplicant/

./usr/lib/tee-supplicant/plugins/
./usr/lib/tee-supplicant/plugins/f07bfc66-958c-4a15-99¢c0-260e4e7375dd. plugin
./usr/Llib/libteec.a
./usr/Llib/libteec. so
./usr/Lib/libteec. so.1
./usr/Llib/libckteec. a
./usr/Lib/libteec.so0.1.0
./usr/Llib/libckteec. so
./usr/Llib/libckteec.so0.0.1.
./usr/Llib/libckteec. so.0
./usr/Llib/libckteec. so.0.
./usr/bin/
./usr/bin/optee example hello world
./usr/bin/optee_example acipher
./usr/bin/optee example secure storage
./usr/bin/optee_example aes
./usr/bin/optee _example hotp
./usr/bin/optee_example plugins
./usr/bin/optee _example random
./usr/include/

./usr/include/pkcs11 ta.h
./usr/include/tee plugin method.h
./usr/include/tee client api.h
./usr/include/pkcs11. h

./usr/include/tee bench.h
./usr/include/tee client api_extensions.h
./usr/include/ck_debug. h
./usr/include/optee client config.mk
./usr/include/teec trace.h

./usr/sbin/

./usr/sbin/tee-supplicant

6. tee-supplicant Z&&T 3

[container ~1# tee-supplicant -d

7. xtest TENMEZMERRT B
xtest T OP-TEE OEFEZHERLEI. UTOOVIBETAMZ2/NALEOY T,

[container “]#f xtest
Run test suite with level=0

TEE test application started over default TEE instance

R A A
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i

#f regressiontpkcsli+regression nxp

i

OB IR R RT3 13191910 118181818 B B BRI GBI R IR IR R IR1919191818 18181 IB BRI R BIRIR IR IR IR RIR1819131)

* regression 1001 Core self tests
regression 1001 0K

: (EH8)

33939 subtests of which 0 failed
114 test cases of which 0 failed
0 test cases were skipped
TEE test application done!

xtest DET A Z/NATERWSHFREBENSREL WL Z
/ ExBBOLET, AEIBRTERVL S THNIFTR— KT TERL
2E W,

1. 77V —2avziE#dsd

EILRERZERALICCETCA D TABERBEEINE L., BRNOD CA ZREL T IZE W, &
Z Tl optee_examples M optee_example_hello_world ZE1TU X9,

[container ~]# optee example hello world

D/TA: TA CreateEntryPoint:39 has been called
D/TA: TA OpenSessionEntryPoint:68 has been called
I/TA: Hello World!

D/TA: inc value:105 has been called

I/TA: Got value: 42 from NW

I/TA: Increase value to: 43

I/TA: Goodbye!

Invoking TA to increment 42

TA incremented value to 43

D/TA: TA DestroyEntryPoint:50 has been called

D/TA: ¥ I/TA: £Wofc OP-TEE o O HHASNBEWT—X

OP-TEE OS (& uart ZE#ZMNMWTET, Linux OEEATIEHALTW
= BWesh, ssh ¥ syslog BREZFALTHAVEZFHABETEE£E Ao

tee-supplicant (& OP-TEE @ linux IREDQ IV /NZ_A>7O0EXTY,
OP-TEE ZFIBHT 2 c®DICIF R L TFBRSBWEDTY, BEHEENT S
EEBEOHULET, FULIE. Armadillo-loT =k x4 G4 #FEY
= ZaF7ZIO "TFPTIUS—y 3 EIAYTFTEITIT S [https://
manual.atmark-techno.com/armadillo-iot-g4/armadillo-iotg-
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g4_product_manual_ja-1.8.0/ch09.html#ch.yakushima-container] |
HSEICLTIREL,

6.5 NTA—XVRAZRET S

xtest ZF|FAT S Z & T AES, SHA Z)LTU XL®D OP-TEE OS DX T7 A=YV RAZRET S &N
TEEY,

AES /X7 A=V RAEZEATBcHICRD ANV REEITUE T, TOERIFHICHED XTI,

[container ~]# xtest --aes-perf
min=113. 753us max=191.881us mean=116.426us stddev=4.10202us (cv 3.5233%) (8.38786MiB/s)

SHA OIRT7 4 —<Y YV RAZEATBcHDIAV VY REETULET, TOERBAHICEDFT,

[container “]#f xtest —-sha-perf
min=50. 876us max=123.003us mean=52.8036us stddev=2.4365us (cv 4.61427%) (18.494

6.6. Edgelogck SEO50 #EFH ULz TEE Z#BET 3

NXP Semiconductors @ Edgelock SEO50 (& loT 7 7Y —y g vmElTOEF 2 7IL XY KT
3'0 WABZINTVZXLICHIGUBESTY Yy £FaF7AML—IZHEHLE T, GlobalPlatform

I & > TIEE{L I TWLWS Secure Channel Protocol 03 [CE#LL., /XX LANILEES{E (AES). RR k
EH—RDOHEEFREE (CMAC XR—X) ZITWE T,

OP-TEE T SEO50 Z#AHW25I1—X 7T — th'cti\ loT 77U —YavmEiF iRt nicEs0E
ez ERA L LT, IRAMID LEE%E—J“DLL\ ICHRT B ENEZISNE T, OP-TEE ZHHE
b2 &T SEOS0 N7 T ERT BEA {%T—énﬁ_’l BEEZHOHU TERBRICAIEY 55890 & 5F
5ENTEFY,

d1—H—NH SEOB0 Ic 77 X9 31FEEldE. OP-TEE @ TEE Client API
> TEE Core APl &L\ 7z GIobalPlatformAPl EHEOHIT CEICHEDE
T TINA RADEEREDIKRE TLBRNEZ ICBENAIREICED £I,

=
SEO50 DEMIC DWW TIFZLAT® NXP Semiconductors OR—I M 51
RUT. CHERLTEEIW,

=

SEO50 datasheethttps://www.nxp.com/docs/en/data-sheet/
SEO50-DATASHEET .pdf
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6.6.1. OP-TEE M+ plug-and-trust 51 7>V

NXP Semiconductors h\B%9 2% Z 4 7Z Y plug-and-trust ZFIFBL T SEO50 IC7 VAL ZF
9, OP-TEE ND#HEld Foundries.io I &k > T{TPh. Github ICTAEEINTWET, IR, SEO50
DETDEEZFEZIZDITTIEHD FEA, EICESBENBZVRERINESELINTVWET,

FRTHRIS T 2 A0LE:
- RSA 2048, 4096 encrypt/decrypt/sign/verify
- ECC sign/verify
- AES CTR
- RNG
- SCPO3 (i2c communications between the processor and the device are encrypted)
- DielD generation

- cryptoki integration

OP-TEE M¥ plug-and-trust Ol DOBEWMISATZEZRU T LS W,

= OP-TEE Enabled Plug and Trust Libraryhttps://github.com/
foundriesio/plug-and-trust

KAARTHRBLULEN=Y 3 VIETOEED TY,
- plug-and-trust: 0.0.2
- imx-optee: If-5.10.72_2.2.0 (3.15.0 X—X)

- trusted-fimware-a: If v2.4 (2.4 X—X)

6.6.2. EJL RDFin
EARCIE CAAM DIF5E L EROTRNICIE D,
1. 7—hA—4%—%ZEILRTS
2. imx-optee-client )L KT 3
3. TAL.CAZEIKRT S
4. ELRER=zEDD
T4 LI MUBROBBEUTOESD TY,
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F—— imx-boot

| F— imx-atf

| F—— imx-mkimage
| F—— imx-optee-os
| L—— uboot-imx
—— imx-optee—client
F—— imx-optee-test
—— optee examples
F—— plug-and-trust

L—— out

6.6.3. EILNRIEZBET S

OP-TEE M7 plug-and-trust ZEJL R T B DITHEBRNY T —I 21V A M=ILUET,

[PC ~J% sudo apt install cmake

6.6.4. OP-TEE M7 plug-and-trust ZEJL RT3

1. OP-TEE @7 plug-and-trust z7 A0—>9 %

imx-boot ¥ imx-optee-client 7« L 7 N U &WFICEEE S 15 & S I OP-TEE AT plug-and-
trust €7/ 0—> LT, BERISUTEYB TSV FREZFzvITIRLTILEEN,

[PC ~1$ git clone https://github. com/foundriesio/plug-and-trust.git -b optee Lib

OP-TEE @A plug-and-trust ZEJL K9 3

[PC "1$ mkdir -p plug-and-trust/optee Lib/build

[PC ~J$ cd plug-and-trust/optee Llib/build

[PC “/plug-and-trust/optee Llib/build]$ cmake ¥
-DCMAKE_C FLAGS="-mstrict-align -mgeneral-regs-only” ¥
-DCMAKE_C COMPILER=aarch64-Llinux-gnu-gcc ¥
-DOPTEE TREE="${PWD}/../../../imx-boot/imx-optee-os” ..

—-— The C compiler identification is GNU 10.2.1

-— The CXX compiler identification is GNU 10.2.1

1 (&B])

-- Generating done

—- Build files have been written to: /path/plug-and-trust/optee Llib/build

[PC ~/plug-and-trust/optee Llib/build]$ make

make

Consolidate compiler generated dependencies of target se050

[ 4%] Building C object CMakeFiles/se050.dir/path/plug-and-trust/hostlib/hostLib/
LibCommon/infra/global platf.c.o

[ 8%] Building C object CMakeFiles/se@50.dir/path/plug-and-trust/hostlib/hostLib/
LibCommon/infra/sm_apdu. c. o

: (EE8)
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[100%] Linking C static Llibrary Libse050.a
[100%] Built target se050

6.6.5. imx-optee-os @AY 7 « T DIEIE
SEO50 % crypto driver & UCHIFAT 2/HICAV T 1« T ZIEIET %,
SEO050 MmIFicEIL RT BT imx-boot/Makefile ZEINT %,

$(OPTEE) /out/tee. bin: $(OPTEE)/.git FORCE
$(MAKE) -C $(OPTEE) O=out ARCH=arm PLATFORM=imx CFG WERROR=y ¥
PLATFORM FLAVOR=mx8mpevk ¥
CFG NXP SE05X=y ¥ @
CFG IMX I2C=y ¥ @
CFG CORE SE@5X I2C BUS=2 ¥
CFG CORE SE@5X BAUDRATE=400000 ¥
CFG_CORE SE@5X OEFID=0xA200 ¥

CFG_IMX CAAM=n ¥ ©
CFG_NXP CAAM=n ¥

CFG CRYPTO WITH CE=y ¥ @

CFG_STACK_THREAD EXTRA=8192 ¥ (5
CFG_STACK_TMP_EXTRA=8192 ¥

CFG_NUM THREADS=1 ¥ @
CFG_WITH SOFTWARE PRNG=n ¥ @

CFG_NXP SE@5X PLUG AND TRUST LIB="/plug-and-trust/optee lib/build/libse050.a ¥ (8
CFG NXP SE@5X PLUG AND TRUST="/plug-and-trust/

AV 7« 7 DEIEICET 25

SEO50 ZFIFAY 27cHICEMICT S

imx-i2c RZ1/N\ £#BE¥ICT S

CAAM (3 #E3{b T %

AES  SHA [F&&: Arm CE ZfIE9 %

ATy ZBELDOLBEETDRDICRI VI ZEET S

ALY RICEZEBOOAVTHFAMIHBUTWRWZHAL Y RZ2128T 3
N=ROz7EHBREREFNNBITDDICEMCTS

SE050 D R Z 1 /XDEE(F OP-TEE MF plug-and-trust 21 72 YRICEFET S

0060000 O

i.MX 8M Plus @ i2c DE\EKEKE#IE 400kHz Df=6). ELVEERER
ETEEINTWET

- CAAM & SEO50 D##F(d. SEOS0 ZB#MICcT BT &lick>T
CAAM DERID B Z A INDIRFEBRNREICR D28, RITRICT
TR BEENHDXT

/ - SEO50 @ host ##EA 12C (&K 3.2 MHz (high speed) T9 A,
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6.6.6. uboot-imx DEIE

Armadillo ([ZHEBEZHDHIFED 7z SE050 % Deep Power-down E— RICEREL T/XNT—o—F «
> LTW3, Deep Power-down £— RZ##BRL T SEOS0 ZFIE T 57sIcidF. i.MX 8M Plus [T
BEHiInN T3 SEOS0 @ ENA E>Z 7Y — 32BN H DT, ENAEVZFPH—KT S & SEOS0
F—ERFEDR(ICESNT DD T SE050 #FBEIHICIFBETFTOFEREINEE XD £I, OP-TEE
OS (FRCENRFIC R T 1 /DY EZ TS ERICE > TWD, £DTc6h. OP-TEE OS & T BR1ICE
7L TW3 SPL (Secondary Program Loader) T Deep Power-down % f&R9 % Z & TRHELEE%
BLWTW3,

UTEY X7 LOkEE & SEOS0 OREfRZERLicY—T > XK,

Boot
i.MX 8M plus| RQOM ,
SPL Bo?anE
i TE-A . Booting ]
! SEUS0 :
! OP-TEE initializing :
] : : ' I
: : ! uboot_Booting \
: . ! r [
E ' : Linux Booting E
E ! | tee-supplicantl
Imj:@% 'sCPo3 I : SE050 OFIH !
BTS2 THEE iopTee (ciB12e | LinwdZE)#%IZLinux @ 12C !
wkpa D' D03 E S NTRAEITD ESANERIBTS
SEOSOENAL €ty > ; | :
SEps0|Power down|  Booting Idle Austggﬂgrr:]igon SCP03 session

6.2 SEO50 M+ OP-TEE D&y —7 >~ XK
ENAZ7H— T B1DICUATDLIICEET S

diff -—git a/board/atmark-techno/armadillo x2/spl.c b/board/atmark-techno/armadillo x2/spl.c
index a26bc85633. .88f5b8560c 100644
—-—— a/board/atmark-techno/armadillo x2/spl.c
+++ b/board/atmark-techno/armadillo x2/spl.c
@ -111,6 +111,11 @@ static struct fsl esdhc cfg usdhc cfg[2] = {
{USDHC3 BASE_ADDR, 0, 8},
};

+#fidefine SE_RST N IMX GPIO NR(1, 12)

+static iomux_v3 cfg t const se rst n pads[] = {

+ MX8MP_PAD GPIO1 I012 GPIO1 I012 | MUX PAD CTRL(NO PAD CTRL),
+};

+

82




Armadillo-loT = ko x4 G4 EFXa VT4 HAR V7 NY r PRITREDRE

int board mmc_init(bd t *bis)

{
Int 1, ret;
@@ -228,6 +233,12 @@ void spl board init(void)
clock enable(CCGR GIC, 1);
fendif

imx_iomux_v3 setup multiple pads(se rst n_pads,
ARRAY SIZE(se rst n pads));

gpio _request(SE RST N, ”"se rst n”);
gpio direction output(SE RST N, 1);

+ + 4+ 4+ + +

puts(”Normal Boot¥n”);

6.6.7. imx-optee-0os M imx-i2c K>+ /NDEIE

imx-optee-os @ imx-i2zc K Z 4 /NICiF i.MX 8M Plus OFIEMNA > TWEW, LIRXYEDE
EZBINYT 2ENH D, imx-optee-os ICIF If-5.10.y_2.0.0 h'5 SE050 RS /\HAEXDAEN TS,

UTDLSITIEET %,

diff --git a/core/arch/arm/plat-imx/conf.mk b/core/arch/arm/plat-imx/conf.mk
index b4fbfedb..3f6388f3 100644

-—— a/core/arch/arm/plat-imx/conf.mk

+++ b/core/arch/arm/plat-imx/conf. mk

@@ -555,7 +555,7 @@ endif

else

-$(call force, CFG_CRYPTO DRIVER, n)

-$(call force, CFG_WITH SOFTWARE_PRNG, y)
+#$(call force, CFG_CRYPTO DRIVER, n) (1)
+#$(call force, CFG_WITH SOFTWARE_PRNG, y) EJ

ifneq (,$(filter y, $(CFG_MX6) $(CFG_MX7) $(CFG_MX7ULP)))
diff --git a/core/arch/arm/plat-imx/registers/imx8m.h b/core/arch/arm/plat-imx/registers/imx8m. h
index 9b6ab0ee..59fcea88 100644
-—-— a/core/arch/arm/plat-imx/registers/imx8m. h
+++ b/core/arch/arm/plat-imx/registers/imx8m. h
@@ -42,6 +42,17 0@

fidefine IOMUXC I2C1 SDA CFG OFF 0x480
ftdefine IOMUXC I2C1 SCL MUX OFF 0x214
fidefine IOMUXC I2C1 SDA MUX OFF 0x218
+Helif defined(CFG_MX8MP)

+fdefine 12C1 BASE 0x30a20000
+#define 12C2 BASE 0x30a30000
+fdefine 12C3 BASE 0x30a40000

+

+fdefine IOMUXC I2C1 SCL CFG_OFF 0x460
+#tdefine IOMUXC I2C1 SDA CFG OFF 0x464
+fdefine IOMUXC I2C1 SCL MUX_OFF 0x200
+#tdefine IOMUXC I2C1 SDA MUX_OFF 0x204
t+fdefine IOMUXC I2C1 SCL_INP OFF 0x5A4
+#tdefine IOMUXC I2C1 SDA INP OFF 0x5A8
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ftendi f

ftendif /%  IMX8M H =%/
diff --git a/core/drivers/imx_i2c.c b/core/drivers/imx_i2c.c
index a318c32c. .a%9%dab31c 100644
-—— a/core/drivers/imx_i2c.c
+++ b/core/drivers/imx_i2c.c
@@ -34,6 +34,16 @@

/* Clock */
ftdefine I2C CLK CGRBM(__x) 0 /* Not implemented */
fidefine 12C CLK CGR( x) CCM CCRG_I2CH# «x

thelif defined(CFG_MX8MP)
+/% IOMUX */

tidefine 12C INP SCL(  x) (IOMUXC_I2C1 SCL INP OFF + ((_ x) - 1) % 0x8)
+#define I12C INP SDA( x) (IOMUXC I2C1 SDA INP OFF + ((_x) - 1) x 0x8)
tidefine 12C INP VAL( x) ((C %) ==1[] (_x)==2)70x2 : 0x4)
+iidefine 12C MUX VAL( x) 0x010

+#fdefine I12C CFG_VAL(_ x) 0x1cb

+/% Clock */
+#fdefine I2C CLK CGRBM( _x) 0 /* Not implemented */

+iidefine 12C CLK CGR( x) CCM _CCRG_I2CH# «x

ftelif defined(CFG_MXGULL)

/% TOMUX */

ftdefine I2C INP_SCL( x) (IOMUXC _I2C1 SCL_INP OFF + ((_x) - 1) % 0x8)

@@ -182,7 +192,7 @@ static void i2c set bus speed(uint8 t bid, int bps)
vaddr_t addr = i2c clk. base.va;
uint32 t val = 0;

-#if defined(CFG_MX8MM)

+#if defined(CFG MX8MM) || defined(CFG MX8MP)
addr += CCM CCGRx SET(i2c clk.i2¢c[bid]);
val = CCM_CCGRx_ALWAYS ON(0);

ffelif defined(CFG MX6ULL)

BUFIE imx 72wy k74— L0 makefile DFFETY, BIBETDLHDICAAYRNTIRULET,
(1) imx 72 v k7 4—ALT CAAM HUAD crypto driver ZFHT 22 & ZBEL TLREW
(2) CAAM @ HWRNG ZFIBULRBWE WS Z&1E PRNG Z#E> 2 & UNMEELAERW
6.6.8. EJLR & T =Ty hiR— RADHAHAH
BIELEEIF. EILRHNSSY—T v MIR—RADHEAIAHE T CAAM [T D OP-TEE & RE#KRDFIE

TIEEEITZENFRETY, 643. J—hO—5—%2BEILRT D, DEEHNSHBL THMAAHAL
TLIEEW,

6.6.9. xtest DR

'6.6.1. OP-TEE M|+ plug-and-trust 54 72U THAULLKLSIC—EOFILTY XLICHIRHH
DET, TDoH xtest DETDTARNEBEBEZ/NRT 2T TIEHDFHA, UTICKKTEZTANE
Bz35E9 %,

TRREEODDITT—:

- regression 1009 TEE Wait cancel
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- FrrEIVAEBZ I ZHIC OP-TEE ENXILFAL Y RBPBHEBER TR TGRSRV,
SEO50 NDF7 VR &V )7 T4 XTI BFIET BHIC imx-optee-os D make FFITAL v R
Z12iCLbTW\WBicd

HMIHL TWEWRRDcHICT S —:

- regression 4006 Test TEE Internal APl Asymmetric Cipher operations

- regression 4007 rsa.1 Generate RSA-256 key

- regression 4011 Test TEE Internal API Bleichenbacher attack

- pkes11 1021.3 RSA-1024: Sign & verify - oneshot - CKM_MD5_RSA_PKCS

- pkcs11 1022.2 RSA-1024: Sign & verify - oneshot - RSA-PSS/SHAT

- pkcs11 1023.2 RSA OAEP key generation and crypto operations
optee os DAREE (BEXIDERR):

- regression 4009 Test TEE Internal API Derive key ECDH

- regression 6018 Large object

- pkcs11 1019.3 P-256: Sign & verify - oneshot - CKM_ECDSA_SHAT
BT ICEBRBWARENIDN B HIC T —ILTWEHIDLSICRZ %,

- regression 1006 Secure time source

- regression nxp 000T, regression_nxp_0003

xtest ZITDBRICIET 7 AN TTAMCEKBU THEICETHREE B>
TWET, . BEOINSTANIEMICIT DI EHAEETI,

[container ~]# xtest -x 1006 -x regression_nxp 0003

6.7. imx-optee-os HifTiE#R
6.7.1. YV 7~ = P RAFR

OP-TEE 07 —x TV F v D EAX AT %, < I Tl i.MX 8M Plus ICEH =15 Cortex-A53 O
FDT7—FT U F+ THhHd aarchod ZHIHRICEE=ED 5,

UTFICDOYRAT LARZTRT .
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. CA Dynamic TA
tee-supplicant
ELO = = SELO
TEE Client API ) ( TEE Internal Core API )
Secure TA
storage
Linux kernel OP-TEE OS
Pseudo TA
ELA1 SEL1
Ddain
Shared memory |
EL3 Trusted Firmware-A EL3
OP-TEE dispatcher
optee vector table

X 6.3 OPTEE > X7 AK]
UTOAVIR—RY ML > TYRTLDERE NS, BMEEELEBICDOWTEHHET %,
- OP-TEE
- GlobalPlatform @ TEE %%, secure EL1 ICECES N5
- Trusted Firmware-A
- Linaro lc & > TR E NS Secure monitor DX
- secure state & non-secure state OEBREE. PSCl [CEH U CEBREELGEZHLET S
. optee dispatcher & (1% OP-TEE OIFHUEY 2 —)LEARIBICHED
. Client Application (CA)
- TA 2R 77U Tr—r 3y
- Trusted Application (TA)
- TEE £ T CA hSOFUH L %= NI
- Dynamic TA & Pesudo TA »'$% %

- Pesudo (& TA TlEH D FtH A, BEIE Dynamic TA ZFEB LTIV, Pesudo TA &
OP-TEE OS [cE#"Y > 2N 3= TEE Internal Core APl [FIEXRFEA

- Dynamic TA & Linux D7 71 LY AT A LICECEEI N5, tee-supplicant &k > T OP-TEE
OS [c5|EEEINS

- tee-supplicant
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- Linux user ZZRITE&IfE9 % OP-TEE ##> 7Ot X, BMIZ Linux ®JY —X% OP-TEE OS
HFET 276

6.7.2. 70—
TEE #E0'H 9 70O—IcDWTERBET 5,
CANOP-TEE L TA LDty Iy 3V =EILTEHNn

1.

5.
o.
7.

Linux E®D CA D, Ty ¥ 3 rERLLZHIC uuid Z3EE L T TEE Client APl ZEONE T
- Y A7 L d—)LT tee driver NIEENn 3

tee driver (& £¥ 2 7E€=4 3—JL T Trusted Firmware-A (ATF) £® OP-TEE dispacher
ZHFOHT

OP-TEE dispatcher (& optee vector table ICE#&I N TWLWS OP-TEE O/\Y RZZHUHT
. ZODERBETIFER EL3 DIREE

OP-TEE OS B 5 SEL1 IT3%5 T, RENEZ L TH S, TIFTOHIET tee-supplicant
ZIFEOHT

tee-supplicant (& uuid ZEIC TA ZO— R U THBEAXAEYICEEL T OP-TEE OS ZFUH 9
OP-TEE I TAZO—KR9 3

tyarvUNTES

CA %¥ TEE Client APl Zi@ U T TA L TH 3 0EBZRTI 57N

1.

Linux @ CA A TEE Client APl ZIEO'H 9
- Y ZXFLO—)JLT tee driver NN S

tee driver (& T+ 2 7E=% J—JL T Trusted Firmware-A (ATF) £® OP-TEE dispacher
ZMHOEHT

OP-TEE dispatcher (& optee vector table [CEfxE1TW% OP-TEE ®/\> RS ZHEUOHT

J\>RZ (OP-TEE OS) (B 5 SEL1 IC3%5 %, WHBLEZ L TH 5. SELO ITEBE T TA ZIF
(O =lcR

TA |3 APl O5|#=HICH DNBEETIT S
CZETOHIET CA £TRS

p7 FOFELVWABRIEOWTEARN R F 2 XY hECELILE L,

Normal World invokes OP-TEE OS using SMChttps://
optee.readthedocs.io/en/latest/architecture/
core.html#normal-world-invokes-op-tee-os-using-smc
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6.7.3. XEUX VT

X1V T BEEOEEZRODC iIMX 8M Plus OD¥EAETY Y Y TZRICRULET,

imx-optee-0s DAEYNY TZRICRULET, TN\ TFICHBZRILTLLESI L,

f\—/_________::—__ﬁ

0x2_3FFF_FFFF

Owdl_0000_ 0000

DRAM
(Al modules except MT)
5120ME

OXFFFF_FFFF

Qx4 000_0000

DRAM
[All modules)
3072MB

C

Ox0098_FFFF
Qw0090 _0000

OCRAM
5TEKE

Ox001E_3FFF
Ox0018_0000

OCRAM_S
I6KE

Ox0010_FFFF
Ox0010_0000

CAAM (secure RAM)
32KB

Ox0003_FFFF

Qx0000_0000

Boot ROM
2h6KE

6.4 i.MX 8M Plus OYEXEIYI Y

% 6.1 OP-TEE XEVUT YT

type virtual address physical address size description

TEE_RAM_RX/RW 0x5600_0000.. 0x5600_0000.. 0x0020_0000 OP-TEE text + data
Ox561f_ffff Ox561f_ffff (smallpg) o ay

IO_SEC 0x5620_0000.. 0x32f8_0000.. 0x0001_0000 TZASC
0x5620_ffff 0x32f8_ffff (smallpg)

SHM_VASPACE

0x5640_0000..
Oxb83f_ffff

0x0000_0000..
OXOTFf_ffff

0x0200_0000
(pgdir)

OP-TEE dynamic
shared memory
area, va DFERD &

RES_VASPACE

0x5840_0000..
Ox58df_ffff

0x0000_0000..
Ox009f_ffff

0x00a0_0000
(pgdir)

OP-TEE F#UtE1%
(late mapping), va
DHERD H
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type virtual address physical address size description
IO_SEC 0x58e0_0000.. 0x3020_0000.. 0x0040_0000 AIPS1(GPIO1, GPT,
Oxb591f_ffff Ox305f_ffff (pgdir) IOMUXC % &)
IO_NSEC 0x5920_0000.. 0x3080_0000.. 0x0040_0000 AIPS3(UART2,
Ox595f_ffff Ox30bf_ffff (pgdir) CAAM, 12C 72 &)
IO_SEC 0x5960_0000.. 0x3880_0000.. 0x0020_0000 GICv3
Oxb597f_ffff Ox389f_ffff (pgdir)
TA_RAM 0x5980_0000.. 0x5620_0000.. 0x01a0_0000 TA O— R, {758
Ox5b1f_ffff Ox57bf_ffff (pgdir)
NSEC_SHM 0x5b20_0000.. 0x57c0_0000.. 0x0040_0000 OP-TEE
Oxbbbf_ffff Ox57ff_ffff (pgdir) contignuous

shared memory
area
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7. BB EICETTT /Ny JEEREZR U 5

Tl TNy TR U D AEEFDREICDODWTEHBLET,

TINy B IR DOMEEE LS BRHICHE T 1 —XTRAEL TRAESBEWEDTY, HEH
MBICHTEIND EMHEABOEMNICENRERIEBLET, LML, ARBEICE>TERANTHZ WS
ZEE FRFICHEBEICE > THEANBBTFREGDEEXT, BESNIHRBOERFEEICKL > T,
FINY THEENNNEATH 2BRAFELHDET, txa VT URTZEDNL—RATICHRDEEEMED
HBDDT, BHICTENESHERTIDIEERENDHLET,

= TINY THREZBAU B C L ISHARE EWEBELITTHRLL, PYhY—0F

<;> J/ICEBZBBITICODVWTHRNL—RATICRDET, BUShizTY

H—7 11— AEFAUBIANTERLLRBI I EECHBWCLEEEY
E5SBEWULET,

7.1. JTAG Z&EMLT %

Armadillo-loT #— ko 4 G4 OEEFRIE. JTAG R— M EBEMBREFETCHEINE T, Hihi]
TIWNITAG DNEMLBEFLERBEDI—REESELD., XTEUEY Y TIUTERERW D, EX
TFT—=H &R\ D SR THRBETY, MHBICHTINZRREETIE JTAG ZE ML T D &2 HEH
LET,

i.MX 8M Plus Tl& Secure JTAG #E%/EWICT 2K EE. Secure JTAG BMED3 DDE—R
DERENHD XY,

Secure JTAG 3

E2IC JTAG D FIATERWRREICAD T,

Secure JTAG B3 (default)

1. JTAG enable mode (default)

. AL T JTAG 2Bk TES

2. Secure JTAG mode
- FrLYY & LARYARBIEIC & > T JTAG ZBWETES

3. No debug mode

KO —ZF v R NT—FE—RXAT—FAEY NOFARRET X M PR— NEROD
FIwIHETISTCOHDEEEERE. IRNTD JTAG HEEENERNE 2D

Secure JTAG ICDWTIEEULKIBIATZSRB U TLZE W, efuse DIE
/ HEBDET,
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Secure Debug in iMX 6/7/8M Family of Applications
Processors

https://www.nxp.com/search?keyword=AN4686

Fle. RPN ZADKML—RABEMICT D ENTEET,

BEETZEF2UTALNILICELETREL TSV, JTAG ZEMLT HREIF efuse 8D
T—EEZALE. ZOTNAADREZRI EFTEXEA,

EFKIC uboot DOV TR ZIE EFTUTOAVY RZERITLUTLES W,
Secure JTAG %= &%t

[21]:

- 0 (Ox000000): Secure JTAG is enabled (default)

- 1 (0x200000): Secure JTAG is disabled

u-boot=> fuse prog -y 1 3 0x200000

Secure JTAG DOFE

[23:22]:
- 00 (Ox000000): JTAG enable mode (default)
- 01 (0x400000): Secure JTAG mode

- 11 (OxcO0000): No debug mode

u-boot=> fuse prog -y 1 3 value

RE/NZAD KL —RDEMEZEITS

[20]:

- 0 (OxO00000): bus tracing is enabled (default)
-1 (0Ox100000): kill trace enable

u-boot=> fuse prog -y 1 3 0x100000

7.2. SD boot Z=#E%{bT 3

SD boot (& SD X7« P ZiEI 21T TRENT 2EFREETT, TORME. SD X7 1 7 DX PR
HICEK>TIYRTFLADEAN. SD boot #Ff|ALIcEX 27 T —MNEICH T I2HENEZSNET T, &
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nN5DYRX7E, SD boot ZHEMICT B2 & THRRT B ENHEETT, LA U, SD boot (& X7 A
@(EIEI@?Q%U%TE")‘CL\&?O SD boot &L T 5 &ICL > T, eMMC boot D EEBI TE AR JREE

M- Toima. BhETITAG DEMIEAEDLETHREINTWDE, ZEEEIRT D ENTERLN
TINA RICTR B (F%%E@"%) ULHVERWRIREMDH D & EEEBL TLZE W, SD boot ZHEM{L I 2K E
& efuse MO T—EEZADE, ZOT/NARADEKEZRI C&lFTEFXE Ao

J7—KhE—R%Z eMMC 7—hNICEETSZ & T SD boot DEELEERIRULET., BET DI
(¥ i.MX 8M Plus D/\N—RT z 7EVYNDESRZE ML T, efuse DHZEBFICSRIBLSICUL
9,

BUTF A efuse (BOOT_MODE FUSES = 2) OH#ZSRIDDDEFMHEICKED
BOOT MODEPINS ZHMATBHEN—RID 7 OHEBEZRITD2AEEND B
FORCE BT _FROM FUSE Z# 1 IC9 % XRETY,

x99,
DT,

(BOOT_MODE_PINS=0 or FORCE_BT_FROM_FUSE = 1) and BT_FUSE_SEL=1

TR 7= E—RICEAFET BR— & efuse TI,
BOOT_MODE_PINS: hardware pins
BOOT_MODE_FUSES (0x470[15:12]):

- 2: USDHC3 (eMMC boot only, SD3 8-bit)
FORCE_BT_FROM_FUSE (0x480[20]):

- 0: Boot Mode pins

- 1: Boot from programmed fuses
BT_FUSE_SEL (0x470[28]):

- 0: Boot mode configuration is taken from GPIOs.

- 1: Boot mode configuration is taken from fuses.

/ efuse DFLWEERIZFUTZZR U T ZE W,

i.MX 8M Plus Applications Processor Reference Manual
6.2 Fusemap
https://www.nxp.com/search?keyword=IMX8MPRM)

UEDZ L%EMLT LT SD boot ZMEMILT 2BEX. EEIFFIC uboot DOV T hZEIUS EIF
TUTOIXY REBUL TS,

BOOT_MODE_FUSES (0x470[15:12]):
- 2 (0x2000): USDHC3 (eMMC boot only, SD3 8-bit)
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Armadillo-loT &=k o x4 G4 EFXa VT4 HAR HISHEAICE T TT/INy THEEEF L %

u-boot=> fuse prog -y 1 3 0x2000

FORCE_BT _FROM_FUSE (0x480[20]):
- 0 (0x000000): Boot Mode pins (default)

- 1 (OxT00000): Boot from programmed fuses

u-boot=> fuse prog -y 2 0 0x100000

BT_FUSE_SEL (0x470[28]):
- 0 (OxO0000000): Boot mode configuration is taken from GPIOs.(default)

- 1 (0Ox10000000): Boot mode configuration is taken from fuses.

u-boot=> fuse prog -y 1 3 0x10000000

7.3. BOOT_CFG_LOCK [€DWT

efuse IFEY FDIRREICE > TIFEY hZESBITULES T EDAETT, £/fo. .MX 8M Plus
ERAM [ v RSN EZSRBLTWET,

WEBEICL>Tefuse PY VY RTUDEEBICEL>T. T/INA ADEEEZZSNTUESAREENH D
£9, .MX8M Plus ICd efuse ZOw 7 T DHEEENH D T, HERICOV I T EERBENDHLET,

BOOT_CFG_LOCK (& 0x470-4B0O DO#FH®D efuse ZAv 7322 ENTEERT, AFIBETERL
TW3 efuse N BEEICETINE T, HEBEZHEIEL THSDIFEZHEEH LT,

Ay 7&@EICDOVWTIEULTZSRL TS L,

/ efuse OFELUWERRIIUTZSRB LU T ZE W,

i.MX 8M Plus Applications Processor Reference Manual
6.2 Fusemap
https://www.nxp.com/search?keyword=IMX8MPRM)

efuse DO Y Z#1T5BEIE REFIC uboot 7OV 7 hEZMNE EIFT. ULTOIOYY REETL
TLfEE W,

- 00 (0x0): no protect (default)
- 01 (Ox4): WP (write protect)
- 10 (Ox8): OP (overridden protect)
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Armadillo-loT = ko x4 G4 EFXa VT4 HAR HISHEAICE T TT/INy THEEEEF L %

1 (Oxc): OP (overridden protect) and WP (write protect)

u-boot=> fuse prog -y 0 0 Oxc

7.4. u-boot 7OV 7 hEEMICT B

Armadillo Base OS @ u-boot (&7 7 # )L kT autoboot BNE#ICHE > TWE T, autoboot HNEXN
RIREETIFARE o727« L1 (bootdelay) DEIF—ANZRFHESE. AADRITNIFEEINIC bootcmd %
ETUT Linux Z&81UEX T, —A. RFE>FEICF—AIDNHZ 7OV T MIRRRIN T, KA
@]7)3%%ﬁ?%g&ﬁ?%i?o;KBQJVJFitT%@WE%GT?ﬂ\W%%[to?
HWEELENTZLODICHEMBFRELRDEETT, I TE. RE->BEAFSONEEZENLT 2 HE
ZEHBULET,

bootdelay 2T 7AW, 2WFD
0:FEKMEGL, KIEULF—AATTAY T IDRREIND
- -1 : autoboot HY#EZN
c 2 FERER L, F—ANBEY

Armadillo Base OS @ /boot/uboot env.d/no prompt DR T 71 ILEVE> T. FELSICEHEERT
ITNIESHBROT Y TTF—MNIEEHINET,

. Armadillo-loT =k D x4 G4 B Z a2 7LD Tu-boot DIRIBFEKDETE [https://
manual.atmark-techno.com/armadillo-iot-g4/armadillo-iotg-g4_product_manual_ja-1.8.0/
ch09.html#sct.uboot-env]y Z&EICL T EE W,

[armadillo “J# vi /boot/uboot _env.d/no_prompt (1]

#f bootdelay % -2 ICERET BT ET u-boot DOV I N EEMELET
bootde lay=-2

[armadillo ~1# persist file -v /boot/uboot _env.d/no _prompt (2]

" /boot/uboot env.d/no prompt’ -> ’/mnt/boot/uboot env.d/no prompt’
[armadillo “]# fw _setenv -s /boot/uboot env.d/no prompt (3)
Environment 0K, copy 0

[armadillo ~]# fw printenv | grep bootdelay (4]

bootde lay=-2

AV 7407740 EERLET,

T 7A I EKGEIELET,

TR EEZIAHFT, swupdate TEZATHER>EENICTONTWVWET,
ESAAREREERLE T,

(-~ )

CONFIG_BOOTDELAY SIREZHMTEEINTEFIDT, EILRUE
ICERE L TH Armadillo Base OS ICEENTWE T 7 4 )L N OEHE
FAZth T CONFIG_ BOOTDELAY h&EzhIcmbD £,
A9 /boot/uboot env.d TEHREL TLEE LY,
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Armadillo-loT =k o x4 G4 EFXa VT4 HAR migHEICE TT/N\y JHEEERU %

CZCTHBULEUNCE WS DD AENHD XTI, V—XI—KRICK
A’le\/l\bi\&bijo JXT%%ﬁﬁb’C(Tﬁéb\o

= imx-boot-[VERSION]/uboot-imx/doc/README.autoboot
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Armadillo-loT &=k o x4 G4 EFXa VT4 HAR BREOHDIHBENDRE

EEB ll_j\ll_;\ CZ:) Etzs ;%Es ]ggz:giiili%ggfl/ﬁ\\'CZ:>:$ttt

/'J‘l'

CDETIFERDOHZIHEENS Armadillo-loT T— U x+ G4 ZF2HEZHALET,

8.1. KASLR

KASLR(Kernel Address Space Location Randomization)i&. Linux 1—XJLDERTREDRET7 R
L R EEEBDCICT VY LM 222 T ¥BETT,

KASLR ZB%MLT % & WEED Linux A—RILNDRFEDEELPT—FD7 RLRAZFATEI &
HNEHICRDET, TNlcL>T. ZRLADHBAU TWSHEICAELRKEICHT 2RELNI/LZRA
rFEEBIENTEEXT,

THBEEIREED Armadillo-loT ¥ — k7 4 G4 Tld. KASLR FEMEETNTVWET,

I—%SY RTEHERKOMHEEME UL TASLR EWSHEEEENRH D FT, T8
HEHABED Armadillo-loT “— ko 1 G4 TlE. ASLR IZB%hbanh T
WXd9,

ASLR B BEMEENTWS Z & 2RI S ICIE. randomize_va_space
DEN O UMTIE > TWB Z EZERL T IZE W,

[armadillo ~1# cat /proc/sys/kernel/randomize va_space
2

Z Z_b Lj: KASLR %ﬁ)‘jyﬂfﬁ lJ ﬁ}b{tgnf \I\% (&) t %Eﬁn ?%ﬁ/ﬁ%nﬁaﬁ L/i-g_o
8.1.1. KASLR 0&%hb

BRZRATDETCICUTOLSIC uboot ST /Ny THAENEY, ZOREICT U7 ILERY 7
ROz 7 ETASHOF—ZHUL T, uboot ® 7OV T MCA>TLRE W,

Hit any key to stop autoboot: 2
u-boot=>

RIEZ# optargs DIEZHER L 9, nokaslr MEESNTWSRHEIE. KASLR [FEMEEINTWE
ED

u-boot=> env print optargs
optargs=quiet nokaslr

BISTH optargs M5 nokaslr ZHIBRLE T, LT, quiet & nokaslr BMEEI N TWB T & &HE
RLIZDT, quiet DAEIRELET,
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Armadillo-loT &=k Vx4 G4 EFXa VT4 HAR BEOHDIHBENDRE

u-boot=> env set optargs quiet

RENRMEINTWS Z EZMHEZEUE T, optargs IC quiet DAHDEEINTWD Z EHERTEET,

u-boot=> env print optargs
optargs=quiet

REZREFLE T,

u-boot=> env save
Saving Environment to MMC... Writing to MMC(2)... OK

M ETKASLR OB Z# DD T,

8.1.2. KASLR OB ZN{LHERR

Linux Z#EE L T. Y VIRILDT7 RLRAZERUET, < I TEEFIE LT vprintk_deferred @7 KL
AzERULET,

[armadillo ~1# cat /proc/kallsyms | grep vprintk deferred
ffffdaffcac98530 T vprintk deferred

ffffdaffcac98530 TH S Z ENERTE X I, HiLHtk. BE vprintk_deferred D7 KL X =R
L9,

[armadillo “]# reboot

: (BB8)

[armadillo ~1# cat /proc/kallsyms | grep vprintk deferred
ffffabc2de898530 T vprintk deferred

ffffabc2de898530 TH B Z ENMER TE. P RLANEKL TWB Z ENER TERX U,

F17 16bit & Tz 20bit FZ V¥ AMEEhEzE Ao
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Armadillo-loT =k o x4 G4 EFa2UF s HAR

Armadillo-loT =k o -+ G4 X2 VT AR

E] B
IACE A= B F£HH HETAR
1.0.0 2022/06/28 - FIRRFAT
1.1.0 2022/10/26 - 16.4.4. imx-optee-client ZEJLRF %, D optee D/X\—I 3
% If-5.10.72_2.2.0 ICEH
- 174 uboot 7OV IhEZHEMICT D, THRLTWS
CONFIG_BOOTDELAY D{#EAAI%Z uboot_env.d ZFERALH
DICEE
1.2.0 2022/11/28 - 1643. 7—hO—4%—%ZBEIRTSD, N=I a3 VEFHRAEDH
- swu LT Y 77— NAEEEM
1.3.0 2023/03/28 - 8. BEDHZIHEEANDNEK, ZEBM
1.3.1 2023/06/29 . 1533. E4Y—JL (CST) ##{H9 %, HNICBLY—ILD/\—

YavIicEY REERRAZIER
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