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3. Armadillo Dty N7 v 7

Armadillo-loT #— k> £« A9E £ 7T Node-RED %{ERT 2Dty N7 v ITHEEZDHBAL X
9, Armadillo-loT &"— ko = A9E |C Node-RED WIHHDA Y AN =L R0 %A1V AKN—=)L
L. FFER/Y > & Armadillo-loT "— kD =+ A9E #H5#& LAN TEMNRSZKRICLUET, Ty TV
TH5ET 9% & Node-RED OfEEIBHENRKISNET,

=<, Node-RED

‘‘‘‘‘‘

aaaaa

ccccc
sssss J
P Node-RED 31A&LS 22!

AU - 2OFBEERR DI THELED,

nnnnnn

3.1 #1aiEEEED Node-RED EHIE

3.1. ¥fEZE DAl

3.1.1. ARt v NRBY DR
IRty MCARSN TV NEYIE. ARONEY—BTIRRWETET, BEVICRDHIC,

REYDIRTHI> TWB I EZ RSV, A— REYORRXBEMOBIBEN S VWK
Lics. CBADRGEREER TITEB LS L,

3.1.2. ARICHELZHD
Armadillo-loT “— k™ =4 A9E £ 7T Node-RED ##ERT5HICITLLTOHEDONRETT,
= 3.1 ERICDHDELZRHD

e BiEA

Armadillo-loT *— k2 = ASE A&t v ~ AEFETY,

BIFA/Y OV Linux £7zld& Windows D#fEL. XY NT—0 A4V 5—Tx—X& 1 DY
+to USB /R— k. microSD iR—kZ#&FD/XY IV T,

Bi& LAN 7 —7 )L KA RTiE Armadillo-loT — ko = AQE EREFA/LY OV EE#R LAN
TR Y DRI TRE L TWET,

512MB Bl E® microSD A—K Node-RED DRREFREZ1 VA M—=ILTDHITERBLET, BAHFRA/NY IO
> @ SD R— k H¥ microSD Tid# <. SD/miniSD /R— k @®#H&. microSD
BT BT TI—bRBEERDET,

3.1.3. #fiIk

Armadillo-loT ¥ — k7 x4 A9E & EIEEBEDEGEHZ "X 3.2. Armadillo-loT ¥— k7 1 AQE
ERBTINA ADEFEH ICRUET,
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BFB/NY AV EDT 74 IVEREY A V5 —% Y MAODERIE. LAN ZN0 TITWEIT DT LAN 7 —
TILEEHRLTLIEE W,

DNO012
34567
89012

deoooe

¥nanoSIM DY REHE

TO AC100V

X 3.2 Armadillo-loT — k7 =1 A9E & BT /N1 X D6l
Armadillo-loT &— k7 = A9E

AC 75745 (12V/2A)
EZER PC
) 7 I)ILBER USB 7 —7 )L (TypeA-TypeC)

LAN HUB

© ® 060 00O

Ethernet 7/ — 7))L
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@ nanoSIM H—R
O WLAN/BT/TH BN F7Z> T+
O LTERAMITFZ>TF
3.1.4. BEBT/NAARERA Y FICDOWT
BET /A ARERM Y FEBRETZIET, BET/NARZRET DI ENTEXT,

X 3.3 & T/\A ABRERA Yy FDRIE
Q EEFT/N\1RiFeMMCIcih £,
O T/ AL microSD IR D £ Y,

EEIT/INA RBERA v FOmBOERLIC. HWXFETeMMC/SD &
VILIEEHLTWEDT, BIEODBHICCHIBALEE W,
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3.2.Node-RED OA>57+%Z21 > A M—=ILT 3

SWUpdate D##ge% #EF LT SWU T Armadillo Base OS Z#&#ikic 7 v 77—k U. Node-RED
AT+ EA Y AM—=I]LUE Y, SWUpdate TERT S SWU 4 XA—=J[ELUTHSEUFHIEETT .

- Armadillo Base OS

Armadillo-loT ' — k7 =1 A9E Armadillo Base OS [https://armadillo.atmark-techno.com/
resources/software/armadillo-iot-aQe/baseos] »5 TArmadillo-loT ¥ — k7> 1 A9E H
SWUAAKX=IT 7)) & TA—RLTLIEE W,

- Node-RED O> 75+

Armadillo-loT ' — k7 =4 A9E Node-RED 1> 77 [https://armadillo.atmark-techno.com/
resources/software/armadillo-iot-a9e/node-red-container] 5 TArmadillo-loT — ko =
A AERSWUAX=IT7A)b) Z2F 7 O—RULTLEE L,

FETEE UL SWU £ X—=V% USB XEYICEEELX Y, USB XEY % Armadillo-loT 7' —k
Jxq4 A9E [CEHREITDEBENICT Y ITTF—MDBEDET, 7Y 77— MRT#IC Armadillo-loT
JT—KhoxA4 ASE IIEHEITHIEEILET,

33.A4V9—Tz—ALAF7 Ik

Armadillo-loT &— kx4 ASE DA VT —T1—ALA T IRTT, —BBDA VT —T 1 —A%(E
BI3EICE. T—A=ZRITDIHENHD X,
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X 3.4 Armadillo-loT — kD x4 ASEA/ V5 —T7x—ALAFD K

= 3.2 BERATR & Hae

&S 2 R B

1 BRANA VY —T—R DCyvvy Armadillo-loT #— k7 4 A9E NDER
e CERLETE, fED AC 7Y 74
(12V/2A) =R LE T, |G 757 HE
2.1mm, A 5.5mm

2 LANA % —T7x—2R RJ-45 Oxo % BiRLAN ZH I 2E58ICFERALET,
LAN =7 L EEHELE T,

3 AEAA VI —T—R HFa HRA L. RS-485 BET ZEAICHERAL
9, Armadillo-loT ¥—ko 4 AE A
DERMHEE TR,

4 SDAYH—7x—2R microSD X0 v k AR L —IDNRBERIBEY, 7—hO—
T—ERIELTCLE > cBOEIEETERL
£, microSD H—REEALET,
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5 UsB vV —Il41>v5—Tx— USB Type C Ox%7 % AVY =LA AHZFEBT 2ZEICHERLE
2 9, USB Type CUr—JILEEHRULET,
6 USB1v¥—T7x—2R USB 2.0 Type-A RV % ABRAR L —IDNRBERIGEEICERLE
T, USBXEUERERLET,
7 nanoSIM 1 % —7 1 —2X nanoSIM X0 v k LTE 7= @EZ2MBAT2G8ICERLE
9, nanoSIM A—REHEALE T,
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THEAMNMI 7T+ EERELE T,
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15 1—H—-A(vF FORNIRAYF AI—H—HFETERY I N XA Y FTY,
16 RET/INA AERERAAT Y F DIP X1 v F RET/N\A RAZHRETIRICERALET,
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BIDC Yv v LHFADTANSEKICERMIGT 2 L TEERA,

34. T—ADMEHIL T EDETTE
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DRT BIRICITFDIFIIC/IN—YDWIEZFLET ZONAFTARSAN—REDITEZFRLTL 2
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4 EiR
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7 HIX—=)X—=Y C T—ARODAN—TY, T—ArvT7ERF 1 IADOYATEEEINE D,

8 A ACL D) T—2AROBDAHN—TY, T—AbvT7ERF 1 MAOYXTEEENE T,

9 LED 51 kX147 NIN—=X—=Y CITEBEITBLED DFA AT TY, BWEEZMZ 35
By TARNRATBANBHBEDNHDEITDOT, "® 35 T—XETILER
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3.7 7vIERDfF 2

341. 5 —ADEAILTFIE
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2. T—ARKLZT—ZAbY7ICIEHIAH. ERZEET S

3. 7y 0T —ARNALICIEDHRAD
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3.10 A/X—DY X

35. XYy ND—VIciERT S

Node-RED OFF%Z 9 %/ > & Armadillo D% kT —7 %#EH I Sz Armadillo-loT ' —
RO ASED IP Z7RLAZREBELIEIERELET,

Armadillo DF#R LAN (&, #HPRRET DHCP OREELBR>THED XTI DT. DHCP A&EIL TW 5
AR LAN [CERUIIHEIE. BASDHD IP 7 RL A E SN ORREICR > TWET,

DHCP T IP 7 RL AWM E N 3REDIHE. ABOS Web 2T 52 & T IP 7 KL ADHEREH
FIRET I,

1. Armadillo-loT &— ko x4 A9E %# [3.2.Node-RED AVFF %A YAK—I)LF 3%, TEY
N7w 7 FFEIBEIE ABOS Web W& L TWE T, BiegINNX/ZDHEITEREZBERA
LEY,

2. FFRE/\YI>TWeb 777 —%Z&EE L https://armadillo.local:58080 (77 AL %,

ABOS Web 2&#1E9 % Armadillo A%, [EU LAN _EICEED 515
&. ABOS Web c#E#HI S URL DRI MZIPH
(armadillo.local) (&. 2 & B I& armadillo-2.local. =R=AES
=] armadillo-3.local &, ESHDHAEHENICEID Y TSNET, &
DiFEED URL h*E D Armadillo hh=HIRIT 2D IFE L WD TH
EFIP7Z7RLAZHZREL. IP7RLATIEETESLSICTBAE
MNHODFET, EEIP 7RLADKEAZEIE T3.5.1. Armadillo D
ERLAN [CERE IP 7 RLRAZERET D) 2B EEI 0N,

3. #EEREEIE. ABOS Web D/XRAT— R ZRET PDENHDXI DT, RELEXT,
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BaseOS

1N B %
BBRIINAAT—FEADLTL N
ISR —F

IR T — F(HER)

K 3.11 JXRAT— REFREE

4. "PEIOTA V"D RT— REFBEE T, "/XAT—R" 74—=)LR&E "IXRT—RHFER)" 7+ —
VR, BRULEWIRT—REAALTHS, "BER" RYVEI Uy I LTIREN, /IR
J— REFETEENIRRINES, KRT—REFDOET TI,
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FEERE
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WWANZEE
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HERRE
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-
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X 3.14 RE—EZRR
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TEWTL IS,
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WWANGE
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BHEERE
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NATRE
VPNEE
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RE—E
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e e

] 25525500 ethd

DHCPH — /s —1&$R

IPPFLR  #7&ybw2s U —EHE Y-ZEE Afr&—-71-R

K 3.15 LAN &%

3.5.1. Armadillo DF#R LAN [CEE IP 7 RLAZRET %
DHCP #—/\—HEELARVWRE TR ET55B4E. Armadillo-loT '~k x4 ASE ICEE®D IP

Z7RLAZME U THEZITVWEY,

Armadillo U7 aAVY —ILZEREUTCIANYN Y REANTIZRENHGDEFT, YUT7IILaAVY —

I oEEmAERE 13.1.3. #iAE)
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1. Armadillo-loT = kD x4 AQE ERFEA/YIVZRFELY MCEBETNTWLWET USBA
I X-TypeC)r—7ILT#ERLE T, Armadillo-loT —k 7 1 A9E fli& " 3.4. Armadillo-

loT #— k9 xA AE A VT —T1—ALA T Y, IoRd "OUSB AvY— LAYy —Tx—
2] I TypeC %Z. BFEA/CY DL Type-A Z#HEL TSI WL,

2. BREBANYVIYTIYUZILAYY—ILERZEEXT, WL TWBY 7 ko 7ldE. Windows OS
THNIL TeraTerm, Linux THIE minicom ENBDFEFIDT, 1V AR—=ILLTHA
<TfEa Wy,

3. VI 7DOVIT7IVEERE R34 VU TPIILBERERES IKRULET,

#F34 YUFIIBERE

IHE BRIE
kL — bk 115,200bps
TR 8bit
Ay ZEY b~ 1bit
A AN
7 O — il AN

1. Armadillo-loT =k x4 AQE ® AC 77 75 —% A1tV MIEBETERZ®RALEXT,

2. YUFLAVY—LEMTOLSICOYA Y TOVT MHERSNE LS, root 1—H—T0O
TAVUET, BHICERELTWRWEED root T—H'—DFHI/CA T — Ri& root T,

Welcome to Alpine Linux 3.18
Kernel 5.10.197-0-at on an armv7l (/dev/ttymxc2)

armadillo login:

3. "Wired connection 1" ICEE IP 7KL XAZRELE T,

[armadillo ~]# nmcli connection modify "Wired connection 1”7 ¥
ipv4. method manual ipv4.addresses 192.0.2.10/24 ipv4.gateway 192.0.2.1

4. AHi#R LAN ethO ZHBEEL XTI,

[armadillo “1# nmcli connectio down "Wired connection 1”
[armadillo “J# nmcli connectio up "Wired connection 1”

5. ®EINIP7ZRLRIE ip addr AYY RTHERTEET,

[armadillo “]# ip addr show eth@
2: eth0: ...dMEg. ..
inet 192.0.2.10/24 brd 192.0.2.255 scope global noprefixroute eth0
valid Lft forever preferred Lft forever

. TREG ...

6. HBEEKELT B0, persist file AV REEITLTLLEI UL,

27



Armadillo-loT "— kU =« A9E Node-RED FFAH 1 K Armadillo Dty K7 v 7

[armadillo ~1# persist file /etc/NetworkManager/system-connections/”Wired connection
1.nmconnection”

3.6. USB /N1 ADEHZFFAT S

loT #2RICcHEWNWT, BEDHIE=ZENTRICERTES USB OARIIBEDA VY —T 11— z%%
HICELHULEERTOERIF., EFa2 YT NGRREBEICENDTRT, ULHU. FRFEERDHIC USB
AVI—T 1 —AEBELUTEIBRITNIERSHRWGEY, #35& LT USB ‘G?&fﬁ@“%%iﬂ?‘/wxﬁ
H2HGERE. ETOUSBA VT —T 1 —XZYENICHAC THELZENE LW EHEZISNEKT,

Armadillo Base OS (&, USB 7/\A XDFFAIU R h&2fERk - BEU. FAIU R MTRWT/NA AH

EHINTHERBULLVWESICRETE S USB EHnflEtgEiEZF>TWEd, COEEEAWND &
T, BEOHDZE=ZFEBNRER USB TNAAZEHRLTH, YVATLAIKEEEXZESEZFE A,

ABOS Web T &% USB #=4lftkasid. ABOS /N\—3 3> 3.21.3-at.
p? 12 LIBETHIBELTWETD,

/ THERREICEH [T D USB #Ei5HIHE e
BHEDOEF1UTqAELEDIH., ABOS /N—I 3> 3.21.3-at.10 LIET
(. USB #EfHmHIHEENT 7 AL N TEREShTWET, 74K
TEHEINFIIINTWLWD USB F/\1 XFKRDED T,

KR35 TFT7AILNTHFRAESNTWS USB T/N1 R

TINA RG[TINA RD 5 A% FABEH

MassStorage 7 5 X SWUpdate TERT 27

Hub 72 X Armadillo REETERL TW5 78
iTE £ a2—I)L(SIM7672G)(#BHL TW315 HWEE U TIEETEHLTWS D
&)

BIFHPICBINTERZUND USB T/\1 R &2 #2186k, UTOFIE
KU > TTF/N\NA ADEHEZHFIL TLEEI W,

ABOS Web Tl&. Armadillo ® USB #EGHIEHOREZITO I ENTEEI,

ZZTlE, USB FN\NA RDFHFAU A NEER - BEL. HFAYAMIBWTNA ADERESNTHR
HBUBWESICHETEETT, COEEEEZAWRZET, BEEOHIEZENTIERL USB T/\N1 A &H#E
HUTH, YVATLAICEEEEZ T A

¥ 3.16. USB il DR EBEE) ICREBEEZRLET,
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| 2 . |
USBH#E#HIE
Bk | enabled
B EADUSBTINT R
DES A e =D FOod o HD ETILE
allow 0424 2422 2422
[ block 2cic 0125 Android
CREA—H— - HROETOEEEET
Rl EAHDUSBTINT R
A A =D o4 kD EFILE STOEEEF
Rl
HRIFEHDUSBF NI RIS R
FTHRARAISZ
[ Hub
MassStorage
D) Video
it il

[X 3.16 USB #=#cl{El DR E EIH
—& LD "HEDIRRE, ICRED USB EithHlHEEN B TH 5D (enabled) HERXNTHSH

(disabled) ®RRULE Y,

29



Armadillo-loT #"— k7 =« A9E Node-RED FFAH 1 K Armadillo Dty k7 v 7

B THBIHE. EHAHAD USB T/N1 R, TFFALAHD USB 7/ Ry BX UV TFFAEHD USB
TINARAT SR DEPIRRENET,

" 3.17. #EAHD USB T/NA R ITRT LD THEERFHAD USB 7/N1 X, Tld, REEKS
nNTW3 USB F/NNA AN—EELE UL TRRESNKT,

BEGEHDUSBT /N1 X
DE A5 =D FodZ HD EFILE
allow 0424 2422 2422
[} block 2cTc 0125 Android

O ELA—=h— - BRO£TOEEEFT

A FEET

] 3.17 #E&#tAHD USB 7/81 R

"HRR R v BT L TR 318 #FiUEA USB TN XDFEMIER. [CRIEENRRSN
T, £D USB T/N\A RXICET % L D EFHlRBEHRIARREINKT,

HTEER
aE block
NAES :
FNTAE  003:049
8
Au=ID  2c7c
Fosdar
D 0125
EFLE Android
USBZ 52
a=F - f0000:
£”7"®  Android_Android
Kz idevices/platform/soc@0/32110108.usb/38200000.dwc3/xhci-

hed.2.autofusb3/3-1/3-1.2

3.18 #EHAFH USB F/\1 R OISR
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TA[ZS) A allow THDIBEE. D USB F/\A R IFEHEMNHFII SN TWET,

block ®i5&. " 3.19. USB 7/\1 X%ZHFAT B, [CRRSINTWS "5FA]" /Ry VT Z & T allow
[CEETEET,

BEAHDUSBT N R
A& R4 —ID FaHo HD ETILE
allow 0424 2422 2422
] block 2cic 0125 Android

O ELA—H— +» HR0oE TOEFES

el FEET

K 3.19 USB 7/X1 X ZF A3 %

"SR RS I e TR 3.20. FFANAH USB T/NA Ry [ERI LSIT TEFRLIEAD USB 7/81
A1 OEICFFRIIL—ILDSEIIENE T,

FFAIAAD USB /N1 X IZRIRENTWS USB 7/8A X3 KENICERNFFRI S NE I,

FFRliEADUSBT N1 X
A =D FoF2 kD EFILE STOEEET
® 2cic 0125 Android
ilpz

] 3.20 FFalEH USB T/81 R

g 3.21. FHRAHDEFRERUX—N— - BRAOETOEFZFHFTIT 51 ICRIKSIC. AEX—
H— - BREOETOEGFZFHF OF v IRy I XAZBRUICKRET "Fi" Rz I &0 BRU
fTc USB TIRA REBMUX—A— - BETHNIE. EQEGKTH > THEmDEFFAISNE T,
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BEAHDUSBT N R
A& R4 —ID FaHo HD ETILE
allow 0424 2422 2422
] block 2cic 0125 Android

BLA—H— - HEoeTOEFEEF

el FEET

K321 EREADEEERACXA—N— BEOLTOEEZFHFAITS

ZDFE. M 3.22. £ TOEFZHAIT HHBEDRT lcRI LD, FFAAHAD USB 7/81 X
D "2TOEFZFFFL OFIC TV IPRRENET,

HRIE&DUSBT N1 X
S =D ZFOo# 7 kD EFILE STOEEEFT
] 2cTc 0125 Android vy
Bz

K 3.22 2 TCOEEEHFAT 2B DRR

¥ 3.22. £ TOEFZFFAT BIHZBEDERTR ICRT ESIC. USB T/NA RDFFRIIL—ILZEIRU Ic
REET "HIRR" MY 2\ & TR 3.23. FFAIL—ILZHIBRT %, ICRIBEEICEBLET,
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fEse
A —ID 2cic
in-E ] 0125
EFLE Android
USBZ323-F fHT-f0000:
LUPILES o

FHICHERLETH?

Ll

X 3.23 #FAL—ILZHIERYS %

REENRREN T, ABERIFNIELH T "HIFR" ORY V&I & TZOHFAIL—ILZHIRTE
EC I

Z® USB T/\A RICBET BFFRIIL—ILDYEIBRE N & KIRRIICZ D USB 7/ A D#EEftIFES =
x9., EEHD USB 7/NA R Tid "A&H) H¥ block ICEEENET,

'Y 3.24.USB F/INA RIS R ICRTRESNTWS TFFAEAD USB T/NA XU 5 R Tld AT
% USB TNNA RETINA R ZABMATRET DI ENTEXT,

MR AHDUSBTFNT AT S
FNARAIFA
@ Hub
MassSiorage

ideo

1l EfN

3.24 USB F/IN1 AU SR
—BICRTREINTWS USB FNNA RIS RFREHFITSNTVWBETNARIZTATY,

TIARY S R%ERU etk "HIBR" MY V2RI & TEDTINA R Z ADFAIL—ILZHIRT
EEXT, HIBROFIEIE "8 3.23. FFRIIL—ILZHIBRT %1 EEKRTY,
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"B RY I E. T 3.25. USB T/INA XY T ADEN ICRTBENKRRSNET, BINF]
BE7%x USB T/\A R T SR ZEIRL., "BMN" MY V=ML TS,

USBT/\1 X275 AMEN
TIAARAZS2

Audio b

3.25 USB F/8\1 XU 5 AMDEN

3.7. Node-RED (C #2559 %

XY YD Web 7508 h56, T35 Xy NT—7ICEfRT 21 THHBULREIP PRLAZFERL
T, http://Kip 7 KL Z>:1880/ 7 7 EALTLEE LN,

Node-RED DEFBEHEMNRRSNcSEY M7 v 73R T TI,

=<2, Node-RED

nnnnn

eeeeeeee

ccccc
sssss m
ik in Node-RED 3.IAK S ZE!

AUU—RO¥BEEE RO THFE UL D,

wwwwwwwwww

function

3.26 {IEEEIRFD Node-RED EimE
3.8. Node-RED AV FFHICEREZEMT S

Node-RED OV TFFHIcI— B DHEXEIMNT 5 ENFEETT, DIEEE{TS fcdIciE Armadillo
EVUTIVT—TINTERT ZVENH D XTI, ERAEICDOWVWTIE M3.5.1. Armadillo DF#R LAN
ICEEIP 7RLRAEERET D, ZSEBLEE0,

CDMBERFERT BICiE. UTIRRIN—IY3 VDY T RNIT T TPHRET
A'S 9,

. abos-base 2.16 M E
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FIEFLLT T,
1. /etc/atmark/containers &« L% KU IC node-red.conf.d T« L ¥ N Z{ERRT B,

2. /etc/atmark/containers/node-red.conf.d 4« L ¥ K URIC FED conf 7 71 IL=ERRLT %

3. BB UTc conf 7 71 ILEXERELT S

WFid#le LT, addition.conf &WS conf 7 71 ILEERK L cBEDOETIYY KT,

[ATDE ~]$ mkdir /etc/atmark/containers/node-red. conf.d (1)
[ATDE ~1$ vi /etc/atmark/containers/node-red.conf.d/addition. conf 9
[ATDE ~]$ cat /etc/atmark/containers/node-red. conf.d/addition. conf (3)

add armadillo env
[ATDE ~1$ persist file -rv /etc/atmark/containers/node-red.conf.d/addition. conf (4]

3.27 A —YHBEREZEM

(1) node-red.confd 7« L7 MU EERLE T,

(2) addition.conf 7 7 1 JLZER L £,

(3) addition.conf 7 71 JLODRABRZMHER UL X I, SElI& add_armadillo_env & W5 Armadillo D&%
E% Node-RED OV FHICEITHREZEBIMULE U .

(4] addition.conf 7 7 1 L&KL LE T,

FEREZTS>IET, BE®D Node-RED AV T FDREICIMA T, I—THBEDREZENT 5

EDHEETTY,

Node-RED > 7+ 121 UEHEHERHODZEIE. /etc/atmark/
containers/node-red.conf.d &« L7 NUDNBEMER ShET, T« L7
N URICIE addition. conf.example EWSEEHFAD 7 71 ILAERBESI X

= T, DEIIIGLTZ7CILEIE— UL TEHRL I L,
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4. AAEZITS

4.1. Node-RED (C#E#id 5

r3. Armadillo @ty h7v 7, Z#%FTULTWBEHEIE Armadillo Z&£E9 % &. BEMIC Node-
RED O T FHEE UL X9, Node-RED NDI#EEfEICIE 3.5 Xy NT—7ciEsid %, THELEIP
PRLAZFEAHRAULET,

XY AV ®D Web 770D 5, http://<ip 7 KL Z>:1880/ Ic 77 EZALTLIZE W,

=<2, Node-RED

Jo0-1 * 7)Y i

‘‘‘‘‘‘
uuuuu

aaaaaaaa

ccccc
sssss [
ki Node-RED 31A&LS 2!

AV -2OFHEER D THELE

nnnnnn

4.1 #EEERFD Node-RED EiHE
Node-RED (ZIFREL 3 DOMEENH D I,
- XLy bk
AR/ —R WAL/ —RO—EZXRRLET,
- D= AR—X
Node-RED TE—2DF7 7V —rarvdiinz 70— WSBEUTRULET, 7T—VAR—X L
i/ —RZ8IFT70—ZERULET, LY "DOSRER/ —RZT—JAR=RICRZ VT,
KOy 7 TERELXEI .
- YA RN—

BIRUIc/—ROBHY. TNy I Xy E—IZRRLET,
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4.2 Node-RED DEIEEIE

4.2. Node-RED AvFr+o0oO7%xKRRT 3

JXY YD Web 750 M5, http://<ip 7 KL X>:1880/node-red. log (c 77 AT % & Node-
RED Oy Fr+oOshRRENET,

o7 774 )b /var/app/rollback/volumes/node-red/log ICIFESNTWVWET, OV DH A X
MNBMB ZBZA2EFHLWAT 7 7AMILICBITUE T, WA 771 ILZRRUEWGEIE, http://
<ip 7 KL ZX>:1880/node-red. log. 1 [c 77 R L TLIEE L,

4.3. Node-RED T#H|HAIgER / —RD—8&

r3. Armadillo otwv ~k7v 7 TAYRXK—=J)LUTz Node-RED > FFIiclE Node-RED 0 O 7
J—=RDMICA VAN =ILENTWBHRIL/ —RKDBHEDET, 1 VAN=ILBEOHLRY L/ —KRIE
UTFIcHEDbET,

4.4 7O0—%=ERT 3

Node-RED TIE—2DF7 U —yavoiinz 70— WSBEATRUET, &/ —REFERAULE
JO0—DEBRAEICDOWTBNULET,

4.4.1. LED =HlfH9 3%

ZZTid. LED = 1 MR TRBI 5 70—21ERKUE I, 9XT Node-RED @7 /— R =z {#EH
LZEJ, Armadillo-loT — k> x« A9E @ LED [FLTHHB D EFTH, SENRICTZDIETTUT—
3> LED ©9, 77U -3y LED OBFFIcOWTld 33. /1YY —TJx—XALA7PTbh) %
CHESRLEE W,

P77V —2 3> LED & /sys/class/leds/app/brightness 7 7 M JILNEZEZTAD I &I K> T,

LED O R4T/ B ZTSENTEXRT, 0 2B AL EELT. 0 UADIE (1~255) 2F AT &ER4T
LET,

& 4.1 LED §=#c3

MRES Z(E) Bie
SYS X7 I LED(#x) ER(VDD_3V3)D ANREEFR R, i.MX 8ULP D PTC5 Ic %k
(Low: SBXT. High: s=%7)
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HmES &(E) EREA

APP F7Vo—v3v 77U — 3 REERR, i.MX 8ULP @ PTF30 Ic$# ik
LED(#%) (Low: 38KT. High: /&47)

WWAN 7414% L X WAN LTE BEEDIREEE KRR, i.MX S8ULP @ PTF31 ICE#k
LED(#%) (Low: 3H%T. High: s=4T)

1. XLy b5 [inject] /—RZET—VAR=XICRZv Y, ROVYZIULET,
2. [inject] /—RO70ONXT 1 ZiwRELX T, [inject] (& 2 WERTEITLET,

%Al LED Blink
YR L : 15 LR R
BrfEfEmE : 2%

inject J/ — REIRE

Hikz ik BT
& JoNF+ & B H=H
© LAl LED Blink
msg. payload = ~ BiF x
msg. topic = v 3 x
+ & inject=4T
(J Node-RED#ZEND . LTaEi1
CiHEDEL 3BT LICIEREREMR v
BERARAME 2 : i v
8| O &

X 4.3 [inject] /—Ro70O)XF 1+ AAE
3. [trigger] /—RzZzRZvy, ROYZTULET,

4. [trigger] /—RO7ONRT 1 =iRELE I, [trigger] I 1 ZXEL T 1 WFHEE. 0 Z&EL
F9, CNICED TRBEBEZERULE T,

il

REF—5 1
RER OIS : 57 LR
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RRZITS

1 #
BEET—4:0

trigger J—RERE
Bk
& O+
KEF—4 v 3
EEROIVE  5TE UIcBSRaEHE

1 #

O #FERAY T—2ZERITE O EROBERIER

O msg.delayz= A\ ORI 2=

BXE—4 %0

0 2DEOHENIRFIC2BBEDA Y T—2%E%1E

HEMESRAE:  « msg.reset®IHTE

- msg.payloadHh/RODAE

VIBEFOE S FEAYLE-T v

Al

& | O Bx®

X 4.4 [trigger] /— RO 70O/ T 1 AR

5. [LED Blink] /—RFDERlIcH2imFes I v I U,

LET,

6. [writefile] /—RFRZRZvT, RAYTULET,

[trigger] / — R OERIDIHFZEIR L THK

7. [write file] /—RD70ONTF 1 ZHRELFT, /sys/class/leds/app/brightness 7 7 1 JLA

[trigger] DS DEET—FZEZTAHET,

T 74IV%: /sys/class/leds/app/brightness
BE: 7714 ELEEX

XFIA—R: F74) b+

£ \i1: APP LED
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write file / — REHEE
123 ]| T

& J0)\F+ & =2 =

B J77)L& |~ JCR isysiclass/leds/app/brightness

X EMF JrAIE FEE v
AW ET—ZDANDIEICE TN
0O 7 L7 bUNTRTE LR MBS SRR

wFI—R FIAILE v

W &l APP LED

SR [ D7 -1ILE] (IR ESRTE LRSS, Node-RED O
T 2AOETT Lo RUDNSOIEN )/ (AN ET,

& || O B8

X 4.5 [write file] / — RO Z70O/XF AR

8. [trigger] /—ROHAICHDimF=Z=T ') v L, [APP LED] /— RDOEBAIDIHFZEIRL TK
LEd,

9. [debug] /—kZRZvT, RAYTLET,

10. [APP LED] /—ROHBMflICHBimF=7 ') v o U, [debug] /— K DERIDIRF Z:ERL THKR
LET,

LED Blinkv =) trigger 15 (] APPLED [ ;ﬁim [ ] \

K46 LED %# 1 WRERETRRI 570

1. BEALD [F7OA] 28 ULET, 77U Tr—2a >y LED D 1 BEBICRRERDRIEEZT
NIEMINTI,
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442 . CPU DHIEEEZETET S

Z 2Tk, Armadillo-loT #“— ko« A9E ® CPU DHIEEE%. 1 MR TSI 7O0—%1E
BUEd, £7T Node-RED 027 /—R%Z={FERALXJ, /sys/class/thermal/thermal zoned/temp 7 7
TIDEEZFAHET EICE> THEREEXREITZIENTEET, BEREIVC DB TRRSN
Zfcéh. C BAANDEBREITWET,

1. XLy b5 [inject] /—RZET—VAR—=XICKRZvY, ROVYIULET,

2. [inject] /—RDZ7ONRT s %RELE T, [inject] (& 1 WERTERITLE T,

BYSEL: $5%E LSRR
B 1R

inject J— RZEIRE

HilbR Pk T
& JONT+ & 3 H
® &l Get CPU temp
msg. payload = « Bbs x
msg. topic = v x
+iE inject=E4T
0J Node-RED#ZEhD wE. LUT=EFTD
CHEDEL S LI RiREmE v
FSRIRIRS 1 o v
& | O B

K 4.7 [inject] / — RO FOIF 1« AE
3. [read file] /—RERSYZ, ROvZLET,

4. [readfile] /—RD7AONT 1 ZHwREL XTI, /sys/class/thermal/thermal zoned/temp 7 7 -
WOEZFAHELUET,
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7 74)b%&: /sys/class/thermal/thermal _zone®/temp
HAFK: XFF

XFIA—K: F74) b0

ZHa1: CPU temp

read file ./ — RERE

HlBR sk

ﬁ
|_\I

& JO0/)NF+ & B =

k77L&  ~ /XX sys/class/thermal/thermal_zoneO/temp

B R | v
NFI-R | FIAILE v
© &l CPU temp

FIR: [J7-0ILE] (T2 CRESETFE LIDUVESE. Node-RED S
TADETT A LI FUNSOER) (A ENET,

& | O B

X 4.8 [read file] /—RD70O/XF 1 RE

5. [Get CPU temp] /—RDHEMICHDimTFZET Yy L. [CPUtemp] /— RDERDiHF 2 E
RUTHULEY,

6. [function] /—KZKZvZ, ROy FULZXT,

7. [function] /—RDO7ONXTFT 1 =2iRELX T, CPU DRIERENIUC OEMDI=6H, °C DE
RINZTHLL 9, msg.payload TESINfE%Z 1000 TEID. msg.payload CELZX T,

£81: CPU temp calc
J—RK:
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msg. pay load = msg. payload / 1000;
return msg;

function J — RZ&iEE

I St
& JONF+ & B =
® &5 CPU temp calc g~

o OFE B SIS dJ—k BTiIE

1  msg.payload = msg.payload / 16@0;
2 return msg;

& O 8'BY
4.9 [function] /—R®70/8F 1« RE

8. [CPU temp] /—ROEMICHZImT%E2 ") v L, [CPU temp calc] /—RKRDOERIDIHTF %=
BIRULTHULET,

9. [debug] /—KRZRZwvY, ROYFLET,

10. [CPU temp calc] /—RDHAIICH BimFz=2 ") v U, [debug] /— RDER DinF % FEIR
LTHUET,

(] e ]
Get CPU temp U CPU temp CPU temp calc debug 2

4.10 CPU 0flIFEEEZ 1 WERTREI S 70—

1. BEAELD [F7OA] 28 ULEIT. TNy I XyvE—JiC 1 BEIC CPU DAIERENRRS
nx9J,

443. BERAADAALRILVZEIRT %

Ze TR, BRANOADLANE 1 BERTIVET 3 70— %R LET, Node-RED 037/ —
RDIEMIC GPIO in /—RZEALEXI, Armadillo-loT — k7o = A9E @ CON3 [ZH2ERAN
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ZERUET ASILNILOIELOW LN, TIFHIGH LRI ERDLUEY, EEANDBZFRICDOWTIE
33. AV —Tx—ALAT T &HHERLEZL,

& 4.2 CON3 E5ES(ERANBEE)

EYES Ev4# I/O G

8 DIl In BERAN]

9 DI2 In BEAAN2

10 COM In BRANTZXOAEY

DI E>I& GPIO & L THIEEIAIEETH D MIGT % GPIO HSZXRICRLE T,
R A3 ERAAICHET S CON3 EVHES

EYES Er# GPIO F¥v 7/ GPIO #%5
8 DI1 gpiochip1 12
9 DI2 gpiochip1 14

BERADIKAHER LU TLWAWGERIRE)HEES., B TEDZAADLANILIE
(HIGH L) i b £9,

=

EmIcB T 2 ERFEIIUTTY,
& 4.4 CON3 ke g2 EiR

g UL IEC
EIREEH 26~18 AWG 0.12~0.9mm?2
BRAZRS 5~6mm
ERTEET o /L—ILiRT BFE . MFL25-5BE
X—hH— 1 ZIXX
HER UROH NIV 0.2Nm

: BIRDEIHICFHEEALLBVWTLLEE W, FULWEENTEAR< AN FT,

BIAICBEEEET B, BFAICBERAEMABNT REV, &
A FENWIBT ZENIBD £,

Armadillo-loT =~k 4 A9E DIESANA VI —T 1 —R@F T4 NAT ST TWET,
FDH, 7NN TSERESEDHICEV U LEOEEZNMT ZHENH D E£I, ANERER%ZEFEL
TI7ANDTSERBSEZIBEEDERTECOVWTUTIRRULET,
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FRFEZITS

lvAvivivivioNe K-
0000EgOs=
== NN = lw)
>m>rm
- o 4
C
—
1

X 4.11 BRANOERAEDI EV)
BlELT DN EYHSDAALNILEZRETZ70—2ERLET,
1. )XLv D5 [inject] /—RZT—JZAR—=XICRZvY, ROYFIULEY,
2. [inject] /— R 70ONXRT 1 %ZfREL X, [inject] (& 2 BB TERITLET,

Za1: Get DIT
BYRL: 18E L BRI
FFEIERR : 157
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RFEZITS

inject / —R&&EE
HilBx
& JoNT+
© Zl Get DI
msg. payload = ~ B
msg. topic = v 3
+i2h

(J Node-REDAEEND
CEMRL g7F L7=FRAREME

B RERE 1

&8 | O &M

. LTEITD

4.12 [inject] /— RO 70O/F7 1« AR

3. [GPIOin] /—RZRZvJ, FAYTILET,
4. [GPIOin] /—RoO70ONXRT 1 ZiwmELET,

injectsEAT

Device : gpiochipl
Type : Digital pin
Pin: 12
Name : DI1
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GPIO in J—RERE

li73 FRiE T
& JO/\+ & 3 =
@ Device gpiochip1
& Type Digital pin v
@ Pin 12
¥ Name DI1

Note: You can't use the same pin for both output and input.

& O B8

413 [GPIO in] /—RoZONXT AR
5. [GetDIl] /—ROERICHBmTFZET Y v I U, [DI] /—ROERIDKEFZERL TRULET,
6. [debug] /—kRZRZvT, FAYTULET,
7. [DN] /—RoBEMICHZiHmFZET Y v T U, [debug] /—RDERDIRFZFERL THRLEXT,

@ GetDitv O— DI :;:—:‘.|

® get 1

414 BBRANDAALARNIZ 1 WERTIRGI 2 70—

8. HEALOD [F7OA] ZHULET., TNy I Xyt—Jic 1 BEIC DIT EYDAALANILHEK
RENFET, ABERLTBVEETHNIEEIC 1 MRRSNET,
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4.4.4. FREDOHAD LRIV ZHET S

ZITlE. BREADEALRILE 1 BEIC HIGH LR)LE LOW LR)LEYIDEZ 27 0—%1F
BUZEY, Node-RED @7/ —RDIFhIc GPIO out / —RZFEALE T, Armadillo-loT ¥—ko x
1 A9E O CON3 ILH2ERENEFEALET, HALANIL 0 iF LOW LARJL, 1 (& HIGH LXI)L%E
KOULET, EBERHADBAMICOWTIE 33. 4 YF—Tx—ALAF7 T by ETHERILIW,

% 4.5 CON3 F5 7 (= th N BE)

EY&S Ev& [/O A

4 DOTA - R 1A
5 DO1B - ERHN 1B
6 DO2A - ERHA 2A
7 DO2B - ¥R 2B

DO E>id GPIO & L CHIEHAIgETH . XWind b GPIO HE=SZRICRULET,
% 4.6 EAEAICHET 3 CON3 PV ES

EVES By GPIO 7v 7/ GPIO &5
4 DOTA gpiochip1 0
5 DO1B gpiochipl 0
6 DO2A gpiochip1 1
7 DO2B gpiochip1 1

EmICB T 2EREEIIUTTY,
3 4.7 CON3 #=ft Al R ES

R UL IEC
EIREH 26~18 AWG 0.12~0.9mm?2
HEAZRS 5~6mm
ERATEET o )L—ILIRT BFE . MFL25-5BE
X—Hh—1 XX
HEBR UHESD LY 0.2Nm

If BROFEIRICTFRFEALBVNTIZEZ W, ELWERDTERLED T,

HFEICERZIERT B, mMFEICBERAZEMABWTLIEE W, i
FANBIET BB/NLH D E T,

Armadillo-loT “— ko x4 AQE OEEHHA VI —T 1 —RAE 74 MW TS THREINTWET,
FDeH, 7NN TSERIFEIES0HIC BV U EOEEZEMT Z2RENHD X9, NEPERZEZRL
T74 MO 7o %2EBES B EEEDERAEICOVWTUTICRULET,
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viod
da10d
veod
geoda
TId
cId
W02
NIA
ano

X 4.15 #RENDOERAEGFEHIRA T ZXIEYDHED DO EY)

UUUUUU(‘)SO
OOOO:SOZZ
== NN = lw)
>mW>rw

=

(0]

= 3]

SIS

K 4.16 #ERH A OERAEEENRNTAFXAIEYOZED DOT EY)
fle LT DOl EYOEALAN) Z#liHT 5 70—21ERKULEX T,
1. )XLv hH5 [inject] /—RZT—JANR—XICRZvY, ROYIULEY,
2. [inject] /— RO 7ONXRT1ZMREL X, [inject] (& 2 WRERTEITLE T,

£ZHi: Set DO1
BYIERL: 1BE LEERER
FrEIERR: 2 7
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RREZITS

inject ./ — R&{RE
& JONT+ - ARRE AR =i
W ZEi Set DO1
msg. payload = « Bbs x
msg. topic =|v & x
+ iEh inject=AT
(J Node-REDAZEND wig, LIT=TD
CHEDIEL EFE LIZEEREREIR v
B5RERERS 2 : I v
& | O &%

X 4.17 [inject] /— RO 70O/F7 14 AR
3. [trigger] /—RZzRZvJ, ROYZULET,
4. [trigger] /—RO70O/T 1 #iRELE T,

EEF— 11
SR DI : 1578 L 7 BRI
1%

BRET—4 1 0
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trigger J — R&EIRE

Bk I -7
& JONT+ & B =
REF—S v 4

EEROWMIE | 457 UIchsRam v

1 # v
O FTTIEA Y T—2EBITERO ERICEE R IR
O msg.delayz= A\ CEIERREE FE=
BXET—9 |v% 0
O 22HOHENRF(C2BBOAY T—JF1X(E

BB« msg.reset®iHE
« msg.payload i ROIE

VBESSET FAYVE-Z v

L E2E]]

& | O Bx

X 4.18 [trigger] /— RO 70/8F 1 AR
5. [GPIOout] /—RZKZvY, ROy IULEY,
6. [GPIOout] /—RD7ANKT1sZ=iwELET,

Device : gpiochipl
Type : Digital (0/1)
Pin: 0

Name : DO1
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GPIO out J—RE{RE

HIR elln T
& 0O\« & B H
@ Device gpiochip1

# Type Digital (0/1) v

@ Pin 0

¥ Name DO1

Note: You can't use the same pin for both output and input.

& | O B

4.19 [GPIO out] /— RO Z7O0/XF 4« RAAE

7. [SetDO1] /—ROBEMICHZiHEFZ=I ") v T U, [DO1] /—ROERIDIEFZERL TRU X
ER

8. [debug] /—kZRZvT, ROYTULET,
9. [DO1] /—FDEMICHBImTFZET Y YT U, [debug] /—RDEBIDIEFZFERL THRULET,

[ ] Set DOT U [ =i trigger 1s O=——(  DO1 ( :—:E [ ]
] @ set 1

K420 #IEAOOEALRILE 1 #EIC HIGH LRILE LOW LRIILEYIDEZZ 70—

10. BEA LD [F7OA4] 28 ULEI. 1 WEIC DOT EYDOHALANJLA HIGH LANJLE LOW
LNILTEDEDLDET,
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445 BRADDAALRIVDILE END Ty IZREHT B

ZITIE BRANDAALNILOILE ERD Ty YV %EERETSZT70—%Z2/EMLET. Node-RED D
7 /—ROIEHIC rising edge / —RZFEALE I, Armadillo-loT — ko 1 A9E @ CON3 I
HIDERANEERENZERLUET. ABDLANIL, HALANILD 0 1& LOW LAJL, 1 & HIGH LA
WERDLULET, EAAN, BEEHEIHDOBRICOWTE B3. AV y—TJx—ALAT7U ) %=HSE
<EE W,

FlELTDI2 EYDUE EAD Ty YEREBT 2 70— EHERLET, £ho. TEEND Ty I
DIDITI— TNy FEEETVE T, EHICETZIBEEEEUT T,

& 4.8 CON3 ##t Pl aE 7 B

I uL IEC
iR 26~18 AWG 0.12~0.9mm?2
BEEAERS 5~6mm
fERTRE Y = L—ILigF BFE . MFL25-5BE
X—Hh—1 XX
HRLUHEDONILY 0.2Nm

n EBIROERIC T RERULBVWTLIEEWN, ELWEENTERLLBEDET,

BFRICERETERT IR BFSICBELRAZMZBWTLIEE W, iF
FEDBIBTZENIB D ET,

CON3 [LHBERAN, BEREADE Y ZRICRULET,
5 4.9 CON3 E5E5(#ERAN. HHEE)

EVES By /0 e

4 DOTA - BERHEA 1A

5 DO1B - ERHN 1B

6 DO2A - ERHI2A

7 DO2B - ERHI 2B

8 DIl In BRAN]

9 DI2 In BERAR2

10 COM In BRANTZAIEY
11 VIN In ANBE

12 GND In GND

DI E>& DO EVIid GPIO & U THIEIFEETH D T % GPIO S5 ZRICRULET,
Rz 410 ERAN. HAKHNIET S CON6 EVES

EVES Er# GPIO Fv 7 GPIO &5
4 DOTA gpiochip1 0
5 DO1B gpiochip1 0
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RREZITS

EYES Er# GPIO F¥v 7/ GPIO #%5
6 DO2A gpiochip1 1

7 DO2B gpiochip1 1

8 DI1 gpiochip1 12

9 DI2 gpiochip1 14

Armadillo-loT =k T x4 A9E DERAAN, BEHA VI —T 1 —RET7 4 NAT T THEHEI TV
9, FDeH, T7A NN TSHEEEBISEDHICEV U EOEBEELZNMT Z2HENHDET,

W=7\ I#EHEERAVWT DO2 EYOHEALRNILEZEELT, D2 VTS END Ty IEBREL

xJ. BEBEVERIIUTTY,

-VIN E> - COM E>
GND E~ -D02B EV
-DI2 EY - D02A EY

992828329
;;UHHNNHN
Pr->m>o

W02
NIA
dNdD

K 4.21 DI2 EYDIIE EHD Ty IZEIET % fc & DEEHE

1. BUBHICD2 EYOIEENDTY I ZRHTZ2T7O0—ZEHRLET, /ALy hD5 [inject]
J—=RZT—=UAR—=RICRZvT, ROYZLET,

2. [inject] /—RDZ7ONT A %RELET,

£81: Get DI2
BYRL: B8E LEERERE
RFfEIfERR - 0.1 8
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inject J— R&ERE
& 0\ & B =
© £l Get DI2
msg. payload = |~ BEF x
msg. topic = -8 x
+ & inject=4T
(J Node-RED#2END . LIT=EED
CEMDEREL EIE L7-ERERES v
ISRERAME 0.1 s v
& | O 8

X 4.22 [inject] /— RO 70871« AR
3. [GPIOin] /—RZKRZvJ, ROy ZIULZET,
4. [GPIOin] /—RoO7ONRT1ZRELE T,

Device : gpiochipl
Type : Digital pin
Pin: 14
Name : DI2
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GPIO in J— R&iRE

& 7’0/« & B H
@ Device gpiochip1

# Type Digital pin v

@ Pin 14

W Name DI2

Note: You can't use the same pin for both output and input.

g O &%

423 [GPIO in] /—RoZO/IXT 1 AR
5. [GetDI2] /—RDOHMAICHDImF=T Yy T U, [DI2] /—ROERIDIHFZERL THULET,
6. [risingedge] /—RzZzKZvJ, ROYILET,
7. [risingedge] /—RDOZ7ONXT 1 =iRELET,

Name: notify rising edge
Threshold: 0
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rising edge ./ — REIRE

HllBR fik T
& JONF+ & 2=
Name notify rising edge

Threshold 0

& || O B

X 4.24 [rising edge] /— RO 70O/\F7 1 AR

8. [DI2] /—RoDAEMAIcHBimTFZEY ")y U, [notify rising edge] / — K DABI DT % F#IR U
THRUE T,

9. [change] /—KRZzKZwvo, ROYIULET,
10. [change] /— RO 70O/XT 1 #fRELE T,

£ZHi: notification

Jb—IL: {EDEH#E msg. payload
MBI BXFEH: 1

BB DOXFF: notify!
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change ./ — R%&EE

Hlhs it
& JONF+ - BENE RN =
© &A1l notification

Z=)L—I)L

BB v | v msg. payload
BFRIZINFF v % 1 x

EIRBONFS - & notify!

-+
I|||||

& O B

4.25 [change] /—RD 70/ F 1« RA

11. [notify rising edge] / —ROE/ICH 2ImTFZ=2 ') v U, [notification] ./ — KD LRI DixF
EERIRLTHRULEY,

12. [debug] /—RZERS Y4, ROYZULET,

13. [notification] /—RDHBIICH ZiHFETZ Y v Y L. [debug] /—RDERIDIHFZFEIRL T
mLUZEI,

14. RIC DO2 EYDHALNILZEET 2 T7A—ZEMULET, [Get DI2] OTFIC [inject] /—R
Z2RZvT, ROYTULET,

15. [inject] /— RO 70O/XF 1 #RBELE I,

£Z87: Output LOW
msg. pay load: 0
BURL: &RL
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inject J —RZ&EE
HiBz dayk ST
| e IO ¢ B =
¥ il Output LOW
msg. payload =/v5%0 x
msg. topic =|v g x
+ &0 inject=4T
0O Node-REDIZEID g LT&ET2
CHDEL AW v
& | O B

K 4.26 [inject] /— RO 707 1+ AR
16. [Output LOW] @ FIC [inject] /—RZRZwvo, ROV ZIULET,
17. [inject] /—RO7ONXT 1 ZRELET,

£8i1: Output HIGH
msg. pay load: 1
BYRL: 2L
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inject J—RZ&EE
HllBx thik T
o 70T+ o4 B =
® &l Output HGH
msg. payload = v 01 x
msg. topic =3 x
+ iz inject=4T
O Node-REDAZEND . LUTZETD
C#®gDREL 2L v
& O B

B 4.27 [inject] / — RO 70/8F 1« NA
18. [GPIO out] /—K&Z2RZwZ, KOVYIULEY,
19. [GPIO out] /— R 7ONXFT 1« =ZiwmELE I,

Device : gpiochipl
Type : Digital (0/1)
Pin: 1

Name : D02
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GPIO out J—RERE

HlbR ik 5T
& J0)\F~+ & 3 H
@ Device gpiochip1
& Type Digital (0/1) v
@ Pin 1
¥ Name DO2

Note: You can't use the same pin for both output and input.

8 | O &N

4.28 [GPIO out] /—ROZ7ONXT 1 AR

20. [Output LOW] /—RDHERICH BimFz2 ) v U, [DO2] /— K DERIDIRFZFERL TR
LEJ,

21. [Output HIGH] /—ROAERIICH DimTFET7 )y U, [DO2] /—ROERDIHTFZEEIRL T
BMUZET, [DO2] /—ROEAINZZDD ./ — RKRHOEN > TWBIREEICHZD T,

B 4.29 RANDAALRILDIE LMD Ty IZRHT B T70—T/NyITXyE—Y

22. BEA LD [Z70O41] ## U £ T, [Output LOW] #3# L 7z#Ic [Output HIGH] Z# U f2i8&
IZ. IBEEAD IV IEBRHL T "notify!" B+ RNN—DF Ny I Xy E—JICRRINET,
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4.4.6. RS-485 modbus RTU A H ULZITS

ZZTlE. RS-485 Zf#EA U Modubus RTU 5t UA7A—%1ER L E 9, Node-RED @07
/ — R ®DIEHIc modbus-client /— R, Modbus-Read /— K. modbus-response /— K% ERH L
F£9, Armadillo-loT Z— k7 1 A9E ® CON3 (cd 5 RS-485 #{HEALXJ, RS-485 U 7)1
V=T —ADTINA AT 7A)LIE. /dev/ttyrpmsg30 Z{EAL £9 ., RS-485 DIFFRICDWTIE
B3 AVI—TI—RALAT I, ZHERILEIW,

& 4.11 CON3 {555 (RS-485 BEE)

EYVES Ev%&

1 DATA+
2 DATA-
3 GND

BeE - RRT—FYEEL— b BMbps
- ETENIG

- RS-485 VU7 AVH—T 2 —RADTINA X7 7). /dev/ttyromsg30 AL %
ElF

imiEHT 120Q O ON/OFF ZXA v F (SW3) TUIDEZZZENTEET. REAERIUTZ S
wLIEE W,

4.30 21 v F DIRFE & KimiEHLD ON/OFF
© &S 120Q AONICRDFET,

@ &IHIEH 120Q M OFF ICAED FT,

i RS-485 DIESHRDREH CTITWE T . Armadillo-loT ¥—k U
1 AQE W&REIRICRDIGEIFKRETIZ ONIC LTS,

=

EinIcE T 2 ERFEIIUT T,
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3 4.12 CON3 £zHirIaE7R B

R UL IEC
EiREEH 26~18 AWG 0.12~0.9mm?2
HEAZERS 5~6mm
FERTEET o )L—ILIRT BFE . MFL25-5BE
X—Hh—1 XX
HEBR UHESD LY 0.2Nm

: BROLHICFEEALRNTLES W, ELVERNTERRDET,

O CEEEEET B BFAICBESNEMABNT REN,
‘C; FENBIBTZBRNLBD £,

RS-485 EEXILT/\A A & DIEFHAEICDOVWTUTICRUET,

B vzod
m  9z0d
110

z1a

WOD

NIA

ano

RS-4853@18
YT /81 R

4.31 RS-485 BEXILT/\A X & DI ITE

SEIFUTD RS-485 BEMIGT/NA AZRELVLIHGEDRENBTERD XTI, EERICHFEERT S
HZalE. AT % RS-485 BEXIGT/NA ADREICEEL TLLS W,

a=—w M ID: 1

BEO M3JL: Modbus RTU
AR—L—k: 9600
SAHAHELT KL Z: 0x00
Jr7voava—RK: 1

1. XLy kb5 [Modbus-Read] /—RZT—JZAR—=XICRZyvT, RAYTULET,
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FFRZITS

2. [Modbus-Read] /— RO 7ONFT 1 #iRELE T,

3. %EIT Server ZRET DZMENH D £, [FRIC modbus-client ZBIN] DEBEDIREMRSY >

%L T [modbus-client] Z/ERL L £,

ZH1: RS485 slave device
Type: Serial

Serial port: /dev/ttyrpmsgl
Serial type: RTU

Baud rate: 9600

Unit-Id: 1

Modbus-Read ./ — F&#&S% > modbus-client ./ —
HlIBR
& 7ONF«
Settings Queues
Al RS485 slave device
Type Serial v

28 Serial port (devi/ttyrpmsg1

Serial type RTU v
Baud rate 9600 v
Unit-Id 1

Timeout (ms) 1000

18f Reconnect on timeout

& OBy | &z

kRS

-

Optionals

£COIJO-F v

4.32 [modbus-client] /—R®DZ70/8F 1« "B

4. [Modbus-Read] /—RDOZ7O/NT 1 #iREL £,

ZHi: slave device
YD

Unit-Id:

FC: FC 1:Read Coil Status
Address: 0

Quantity: 1

Poll Rate: 1 Second(s)
Server: RS485 slave device

64




Armadillo-loT #°*— ko =« A9E Node-RED BAFH 1 R HARETS

Modbus-Read ./ — REIEE
HlIER ElIn T
o 70/\Fo ¢ B =
Settings Optionals

&nl slave device

Unit-Id

FC FC 1: Read Coil Status v
Address 0

Quantity 1

Poll Rate 1 second(s) v

O Delay to activate input

Server RS485 slave device v rd

8 | OB

4,33 [Modbus-Read] /— R 70O/XF 1+ RAE
5. [Modbus-Response] /—KRZzRZv o, ROV ZIULET,

6. [slave device] /—RODHRlCHBimFEY ") v o U, [Modbus-Response] / — K DRI Dk
FEBEIRUTBUET,

] ol
slave device Modbus Response [t

O connected

4.34 RS-485 M U fc Modubus RTU & U7 0—

7. BHGLED [F704] ZHULET, StAHUICHIIT 2 E 1 BEICHRAL UIENEHFTIN
[Modbus-Response] / —RDTFICRREINET,

4.4.7. CPU DRIEREDT 7 7% v Y aIR—RICRRT S

442 CPU DHIEEEZEE TS, THEULIL CPURBREZY YY1 Rh—RICTSTELTERRT
270—%=ZEHRULEXT,

1. YA RN—DBEHICHBI=ZAFDORT VWL, [FYYaR—R] ZERLEXT,
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FRRZITS

i 1A% i &8 w8 S~
a 1 J—ROBEREFRR
v JO— & ~LT
» B 7o0-1 w 7)\WwoAvE—=
> JJoO— & BE/—REFER
> JO—-)ULEE/—F S 5 FRAK—H
Ll Dashboard

435 [¥y 2 aR—R1ZBRI S
2. [Fv¥aiR—NF] REEEIRREND I EZHERBLET,

Ll w3 R— K il & % &S ~
BoiE Y1~ T— Angular Eq
7 &VUD alv| #8740y

B 4.36 ¥'v ¥ 1/R— FiEKEH
3. +¥71REVERLT [Tabl] ZBINL X,
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BLi& U1 T—Y Angular =
'97" & U:/g Al w| T | )T
v & Tab1

M 4.37 v aR—RIic [TAb1] Z&HN
4. [Tabl] 7ANXT 1 ZRELE T,

£Z81: Armadillo
74 3 : dashboard
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dashboard tab ./ — R&iEE

Hifg ik 30
& 70/ 8 B
2l ‘ Armadilld ‘

& 77-raz dashboard
@ 1REE © 53
@ ATI1— O TR

P4 1> T« —JL R (3 Material Design icon (f3l: ‘check’, ‘close’). Font
Awesome icon (: fa-fire’). &L <3 Weather icon (f5l: ‘wi-wu-sunny’)
FIEECEFY,

& O Aazm O 0ED./—FF COBREERERALUTNEY

] 4.38 [Tab1] 7ANXT AR
5. [Armadillo] ¥ 7% EmMmEnE Lz,

Za1: Armadillo
774 3> : dashboard

68



Armadillo-loT *— k7 =1 A9E Node-RED FA%AH 1 K

6.

Ll Fy = 21 R— R i & w2 v
BciEd U1 T—~ Angular “
27 &UT alv|+57[+Uss
v [@ Armadillo +OIL—T | SREE| S LATI

X 4.39 ¥'v ¥ 2 7/Rh— RiEEEMHIC [Armadillo] ¥ 7hH%EN
[Armadillo] #®D [+7)L—7] "7 > &#L T [Groupl] =&ML X,

ZHi: Armadillo
74 3 : dashboard
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Ll 'y 23 R— R i | & % &S -
BCiE A1~ T £y
T &UD Al v |+87 |40
v & Armadillo +OL-T | S RE | # LTI

> BB Group 1

4.40 ¥ ¥ aR— RREEHEIC [Groupl] 7' )L—7h%EHN
7. [Groupl]l 7ONXT 1 %iRELE T,

Za1: Group 1

4 7+ Armadillo

fE4E:

fg: 15
OJIV—7T&%ERRT 3

70



Armadillo-loT #*— k™ = A9E Node-RED Bi%H A Rk

RFEZEITS

dashboard group ./ — RZ&{RE

CU[ES fk
& J0ONF+
® #Ai Group 1

|
@By Armadillo v
<> TEHE

‘ — g 15

0O PIL—T&%=FrTD

B OBy O 1ED—BE CORFEEFERALTVNET

4.41 [Group1] 70/8F 4 AE

[chart] /—R&ZETJ—9JZAR—RICRZvY, ROvIULET,
[Group1] ZI)L—ZlcBMEnizc & =R LET,

8.

5w aiR— RiREBEE D
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Ll w23 R— R i 8 | % o S -
Aoid 1 - T—Y «
5T &V alv|+57 | +uzs

v & Armadillo

v B Group 1

] chart

X 4.42 % Y aR— REEEHEIC [chart] / — RA%E&M
9. [chart] /—ROZ7ONRT 1 =iRELE T,

ZIV—7: [Armadillo] Group 1
Y4 X: BE

Z~)b: CPU temp

B gy > 7

X#h: B3R 1 58

X&EHS~NJL: HH:mm:ss

Y&l &/ 20 &K 50

R FERER fise: BER
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chart J—R%EEE

HIBx ik 5T

: & JO)F+ & B3 =
B)L—F [Armadillo] Group 1 v | & :
Hu-rX =E)
Is~L CPU temp
= e RIS v O RA> EER
XEf B 1 B v XE& Vi
b
XEh=YL » HH:mm:ss O utc=
&=/
YEf &/ 20 BAX 50
R TR v T ER v

|| & o B

K 4.43 [inject] /— RO ZO/8F 1« NA

10. [CPU temp calc] /—RDHEM[IICH BimTFZEo Yy L, [CPUtemp] /—RDERIDIHT %
BRUTHRULEY,

\g | Get CPU temp (}:-—-:{j ‘ CPU temp (}:—-ij CPU temp calc c —:‘j]
1 z

K 4.44 CPU QRIBREDYV Z 7% v Y amR—RIckRI S 70—

1. BEELD [T7O4] Z#ULET, ¥y YaR—RREEHEOD [7—Y] ¥ 7OHRICH 2 A
ICREDEB SR VY ZBRT D E. Ty Y aR—RPIRRENET,
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Armadillo

CPU temp

0
BT e ]

X 4.45 CPU QHIERBEDT 705 v aR—R
12. v aiR— RO CPUBEDYTZ 73—MWEICEHRINET,
AA8. ANE7OT S L EETITS
ZITlE. A0V LERITUZOR/RREZIEIZ 7O—52ERULET, AETOT S AL [exec]
J—RTEFTITBZENTEXT, TTTOALTZOY T LERFRIYATALAIAYY R —BEHIE
L7005 LD E%ZIBELEY,
& LT date ANV RERTID7O0—%ERULE T,

1. XLy hH5 [inject] /—RET—IIAR—=RICRZvY, ROYZULET, 7ANT 1 ET
TAILEDSEBEHD XA,

2. [exec] /—RZRZvJ, ROVvIULET,
3. [exec] /—ROZ7ONT A ERELET,

a< v R: date
Bl AL
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exec J—REGE

HllER ik

dl
=

& 01T - ARNE RN =i

| date

+ 813 (] = msg. payload

= 7 OV F¥ETE -execE—F v
OFTLTI- il
mIOvvY—lE =T O

W Bl

& || O 'Y

446 [exec] /—ROZ7O/IF AR
4. [indect] /—ROHBICHDiHFEV ) v U, [exec] /—ROERIDIHFZEFEIRL THUET,
5. [debug] /—RZRZvJ, RAYZ7ULET,

6. [exec] /—RODABIO—FBLICHZmTZY ") YT U, [debug] /—RODERIDIHFZEIRL T
MUET,

Y
e —— e

: [j BALZIVT

K447 ABT7OT 5 L0%RITIH 70—
7. BEALO [FT7OA] Z#ULET,
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8. [inject] /—ROEDEA%IFT & [exec] / —RNICRE U date AV Y RARITI NIZER S
DEENTFTNYy T Ay E—IICRRENET,

[exec] /—ROAEDHFIEF ENSEFNZN TEER ) MBEIS—EHD) DRANO—K) &B->TH
D, BB ULEWHEAIRK > TEWRFTERZENTEEXT,

4.49. Node-RED %##&T9 3%

ZZTlE&. Node-RED ZEEDHA I VI THTIS70—%EKRULET, Node-RED @7/ —
RDIFMIT exit /—RZEFEAHULZET,

Node-RED #T#. Node-RED ZBEE# I 2= Ic X Armadillo-loT
T—ho x4 AE DERZBEREATIDNENHD £,

1. XLy bH5 [inject] /—RZT—UZAR—=XICRZvY, RAYIUERT
2. [inject] /—ROZ7ONT A %=RELE T,

Zai: Finish Node-RED
BYiRL: 2L
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RFEZITS

inject / —RZ&iEE
HiBx
& JONFo
® Zl Finish Node-RED
msg. payload = v B
msg. topic = 7
+ &0

J Node-REDAZEND

inject=E4T

. LITETD

4.48 [inject] /— RO 70O/XF 1« AR

3. [exit] /—KRZRZvJ, ROVYIULET,
4. [exit] /—ROZ7ONXT1 =2RELET,

Name: exit
Exit code: 0
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RFEZITS

exit J — REiEE
B

& 70N\«

¥ Name kxit

M Exit code 0

& OB

B 4.49 [exit] /—ROTZ7ANRT AR

5. [Finish Node-RED] / —ROHRICH dimFzT v 7 U, [exit] / —ROEAIDmFZERL

THRULET,

Finish Node-RED

— exit I
L

X 4.50 Node-RED ZERDY A I VI TR TI S 70—
6. HEEHAGLOD [70O41] Z# UL XY, [Finish Node-RED] / —ROERICH ZRY V=T &

Node-RED & T UL %9,
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45. -9 75 ZHIIRT %

Node-RED (B %1 —%F—% (& /var/app/rollback/volumes/node-red/root ([CIRESNET, H
T4 LI NI ZHBRU BRI —TFT—F BETHRENEX T, ZDHBE Node-RED O 75 UHH 5
AVAN=IUIchRY L/ —RIFHIFRENZX T,

4.6. AWS \NT/NNA REWZEXEET 57 A—%1ERT %

Armadillo-loT “— Kk 1 A9E 'S5 AWS H—EIANTNA REREFXEITDcHO—ED 7 O—
ICDWTEHBBULE T, T/NA1 RIREEDXE(EICIE AWS loT Device Shadow H—EXE#FIFHL X T,

COBER BRI BICiE. /N\—Y 3> 1.1.0 LD Node-RED J>F+
[5 PBHETT,

FIEZLUTICRUE T,

RAIC AWS ETHEENDRETT,

- AWS 7H 7> b DIERL

- 1AM 21— —DER

CFENARTF—=HYITYRRA Y NDEE

BUF I Node-RED ETigtELE T,

- TINA AFRAE ZES Y % 7 O — DIERL

- TINA 2Z BT D7 O—DIER

- AWS loT /R ¥ —%1ERS % 7 O—DIER

- TINA RFERAEEBIRT BT O—DIER

R Y—%TFHYvFI270-DIERK

CCETOFIRETNA RBEDEHIC—EDHAEITIDRENHDEXT, DL, TNARXZER>T
iﬂl??ob'c ULEocima Y. BERULIHAEOHENMINILEEBRENHNIE. BERTIZIDLENHD
AWS loT Device Shadow U —EXZFBALT. TNA A v RUZFIHLE T, ARF2 XV KT
. BEIEULETNA Ry RUZAWSZET, TNRAZARREICOVWTED X1 7ICBELEXRT,
FINA Ry ROZEFIEITZ70—ICDOVWTIE, UTICRDET,

- FIA RV RUEREBY 2 70—

C TINA Ry RUZEHY 5 70— DIER

- TIA Ay RUZHIBRY 57 0—DIERL
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4.6.1. AWS 7 ho > ~DYERX

AWS 7 ho Y NDERAERICDOWTIE, AWS XY+ hD AWS ZHU Y MERDTRN [https://
aws.amazon.com/jp/register-flow/] Z&B LU T fZ2E L\,

46.2. 1AM 2 —H5—DERL
AWS IAM (Identity and Access Management) (&, AWS UY —ZAND7 IV A ZzRZEICEET 3
DUz THY—EXTY, IAKM LD, #EZREE(T AV V)L. HICUY—RXDERZERT 5(7
JEAFAERICER)NEERITHIENTEXT,
ARETHEUTOFIBICOWTHBALET,
- IAM 2 —H—D1ER
- IAM 2 —H—[CRY ¥ —DRE
- AM - =07 7 X F—DIERK
46.2.1. 1AM 21— —%Z{ERT 3

IAM 2 —HDERICDOWVWTIE ARXD RF 2 XK~ [https://docs.aws.amazon.com/ja_jp/IAM/
latest/UserGuide/id_users_create.html] #Z8B U T<7ZE L\,

4622 1AM 21— —cRU>Y—Z2RET S

BB U T AWS IAM Z—4[C & AWS loT Device Shadow U —E X ZFBT 7 HICHERF =
BEZ2RENHDET, DEBRYI D—CDWTIE ARD RF 2 X >~ [https://docs.aws.amazon.com/
ja_jp/IAM/latest/UserGuide/access_policies_examples.ntml] Z&R U T<EE W, UTIERY > —
DFITT MU I—RICDVWTIFERDERZEZITLRE W,

"Version”: "2012-10-17",
"Statement”: [
{
"Effect”: "Allow”,
"Action”: [

”jam:CreateRole”,
"iam:Getx”,
”iam:PutRolePolicy”,
”iam:DeleteRolePolicy”,
”iam:DeletePolicy”,
”iam:DeleteRole”,
”iam:AttachRolePolicy”,
"iam:List*”,
”jam:Pass*”,
”iot:Connect”,
“iot:Publish”,
”iot:Subscribe”,
"jot:Receive”,
"iot:AcceptCertificateTransfer”,
”iot:AddThingToThingGroup”,
"iot:AssociateTargetsWithJob”,
“iot:Attachx”,
”iot:Cancelx”,
"iot:ClearDefaultAuthorizer”,
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»!

"iot:Createx”,

"iot:Deletex”,
"iot:DeprecateThingType”,
”iot:Describex”,

"iot:Detachx”,
"iot:DisableTopicRule”,
"iot:EnableTopicRule”,
"iot:Getx”,

"iot:Listx”,

”iot:Registerx”,
"iot:RejectCertificateTransfer”,
”iot:RemoveThingFromThingGroup”,
"iot:ReplaceTopicRule”,
"iot:SearchIndex”,

"iot:Setx”,
”iot:StartThingRegistrationTask”,
"iot:StopThingRegistrationTask”,
"iot:TransferCertificate”,
"iot:Updatex”,
"autoscaling:Describex”,

"¢ loudwatch:x”,

" logs:*”,

”s3:PutObject”,

”s3:ListBucket”,

”s3:GetObject”,
”s3:CreateBucket”,
"cloudformation:*”

1,
9"

"Resource”: "%

"Effect”: "Allow”,
"Action”: "iam:CreateServiceLinkedRole”,
"Resource”: “arn:aws:iam::*:role/aws-service-role/events. amazonaws. com/
AWSServiceRoleForCloudWatchEventsx”,
"Condition”: {
"StringLike”: {
”iam:ANSServiceName”: "events.amazonaws. com”

}

451 RY>—ofl
46.23. 1AM 21— —DF7 7 L AF—%EKT S

EB LTz AWS IAM 2—H5 D7 7 AFx—%ZEHULE T, AWSIAM 2—H—DF7 VXA F—DEE
KDOWTIRAKDKF 2 XV~ [https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/
id_credentials_access-keys.html] Z2B UL T EEW, ERULIETZ 7 ERF—V—2U Ly bF—IC
DWTlE. AWS loT Device Shadow ' —E XDF|ED =6 Node-RED @/ — KICKRET 2NENH
51z, L IBRWTLIEET W, U ET AWS ETIRBENRERFIBICOWTIZRTTY,
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463. TINAAT—HITYVRMNRA VN ZERRTT S

TINA R v RUDBE - B - HIRICETNNA ATF—F TV RIRA Y hN2ERALET, T/NMRXT—
YTV RRA Y NOBEAEIE ARD RF 2 XV~ [https://docs.aws.amazon.com/ja_jp/iot/latest/
developerguide/iot-connect-devices.ntml] Z&8B L TSI,

4.6.4. TI\A RGEEEZE I 5 7 O—D1ER

Armadillo Base OS ##EHas 3. EH#TEXF 2 7ILAYNEBEHLTED, WIHELIEEBS{EARD
WEFRVCAFRAE Z T2 ICRTF - FIA T2 2 &A'AEETY . Edgelock SEO50 (& loT 77U —> 3 Y
FITDOEF2T7ILAYRNTY, 779 VaXTEIVZHRBLTED.,. RESNWERZNASBICELT
BT LR BENBICHATEXT,

X2 T7ILAVNII2ZC TFNNARELVTRBEINET, HRAICE>TI2ZC NANERZHEER
{712& W, Armadillo-loT &— ko x4 AQE TERT % 12C /\X% XK 4.13.12C F/\1 X) TR UL
£,

F41312C FTINA R

12C /XX 12C F/)IN1 X
FRLZA TINARE
6(12C6) 0x48 SEOS0(EF+a 7T L X K)

ZOT7O—TlFWERE 7T/\1 XFEAE% EdgelLock SEO50 & DERS L T. /var/app/rollback/
volumes/node-red/cert [C{RTEL £ T,

1. XLy k5 [inject] /—RZET—IJIAR—XICRZYY, ROy TIULET, 7ONT 1 ET
TAIKDSEEHD T A,

2. [exec] /—KRZzRZvJ, ROVIULET,
3. [exec] /—ROZ7ONXT« Z#RELE T,

Ov > K: sebbx_getkey 0xF0000111 /cert/device cert.pem /dev/i2c-6:0x48
Bl#: Fxv oL

HA: OV RI&THF - exec E— R

EA-THE VA @ &1 EJ0): e
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| exec J—FEiEE

B i <
‘ & o)+ L AlEIES
‘ | "puiady o se05x_getkey OxFO000111 /cert/device_cert.pem /dev/i2c-6:0x48

+5[% ] | msg. payload

= 17 a7 F#ETE -execE— v

QFTLFI E

| vU—ILEERER O

W &El 7/ ZEERZE OEE

& | o &Y

& 4.52 [T\ AFARAFORT] /—RO70O/NT AR

4. [inject] /—RDHEAICHBImFZT )y I U, [T/\A AFARSOEF] / — FOERIDIRFZ
BIRULTRULET,

5. 5—D [exec] /—RZRZSvJ, ROVvIUET,
6. [exec] /—ROZ7ONT A ERELET,

a< Y R: Ls /cert

518 FxvorL

HA: OV RETHE - exec E— R
ZEI: 774 IVORER
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10.

exec J—REEE

IR i

b
=

lil)
H

‘ o OG-+ o

‘ k<K Is /cert

+ 313 ) msg. payload
C eV} OV FHETE - execE— B v
@ FA LTI i

WO YLEERR O

L X2

-l

7 ILODFER

& O B

X453 [77 1 ILORE] /— RO 70O/XT 1 RAE

[T\A RFARZBDOET] / —ROBRAICH ZimFes Vv I U, [771ILDOWHER] / —RDEAR
Dl F 2 #R L THRU X T,

H>5—2. [inject] /—RZTV—JAR=XICRZvT, FOYTULET, 7ANRT A FTT 4
IWEDSEEHD XA

[exec] /—RERZYY, ROvIULET,
[exec] /—RO7ONT 1 =#iRELE T,

vV R: se@bx_getkey 0xF0000110 /cert/key.pem /dev/i2c-6:0x48
518 Fxv il

H: Oy R#ETHE - exec E— KR

ZEl: V77 LY AE—DEE
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RFEZITS

exec J—P&EIEE
3
& o)+
o< F se05x_getkey 0xF0000110 /cert/key.pem /dev/i2c-6:0x48
+ 5|3 [ | msg. payload
[C Jaays) OV FETHE -execE— F
[oR=E givriwl L

|IV—LERER O

L =t WI7 L AF—0E

&8 | O &Y

L AlEIE!

K454 [VT7 7LV RF—DEE] /—Ro7O/XF7 1 WE

11. Z2B8® [inject] /—ROERICHZImFEI )V I [VT7LYAF—DWE] /—RDE
B DImFZEIRL TRULE T,

12 [U77LYRF—0BE] /—ROEAICHBHFZI7 Vv I U, [771ILOWHER] /—RDE
B DimFZEIRL TRULE T,

13. [debug] /—RZzRkZvo, ROYZFULET,

14. [Z771ILOWER] / —FOERIO—FELEICHDmFZI VYT L.

ZERLTHMUET,
BA LT 7/ A SR EOEGS
FA LRI T VD7 L2 RF—0E

[debug] / — R OERIDIHF

debugE

X 4.55 /N1 AERAEZAIS 95 70—
15. BEE4G LD [F704] 28 LET,

16. [inject] / — ROEDOWBEZNZNET L, AT RORFERERNF /Ny F X v -l
FRENET, FTR7 7 MLDHEASHTONRIBEEICRH L TWES,

AmazonRootCA1. pem
device cert.pem
key. pem

456 771 IIL—=X
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FITICTRRIN U T8 4&1E /var/app/rol lback/volumes/node-red/cert/ [T /\A ZREEEEIREFI N TL
£9,

4.6.5. TINA A2 EHFKI 57 A—DIERK

AWS loT Device Shadow —E X %#F|B9 %7<6h. AWS IoT Core ICT/NA R (E/) #&EZEFT S
MWENRBDFET, SET/DEZFINET/INAZADI Y7 ILF>/N— fHl: 001234567890) =FERAULEY,

1. XLy D5 [inject] /—RET—UIAR=RICRZ YT, ROvIULET, 7O/XT 1T
A EHSEELHDEE A,

2. [credentials] /—KZRZvo, KOy FULED,
3. [credentials] /— RO 7AONXF 1 ZiRELF T, [BIN RY V=L TEZEMULET, private

DAT—Y AN [XFI] ODRXLEEABDRRSNICXT Do, HERERIL [hidden] ICEET
SDEHRLET,

Name: 3E#EIHE#RD B Ek

Values:

private: [hidden] (1)

to: [msg.] aws_access_key
private: [hidden] @

to: [msg.] aws_secret key
private: [x=51] ©

to: [msg.] aws iot region

private: [hidden] @
to: [msg.] aws iot host

'46.2. 1AM 21— —0D1ER) THELEZ 7 X+ —

'46.2. IAM 2 —H—D1Ep, THR LY —J Ly hF—

') —3) 3 > (fl: ap-northeast-1)

loT Core REST API T~ KRR > b (fl: iot.ap-northeast-1.amazonaws.com)

(o)
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credentials ./ — R&EEE

ey il T
& 0N+« & B H
Name EREmROERE
= Values
pri\,rate W kik  ssssssssssssssssssss
x
fo = msg. aws_access_key
pri\,rate B -
x
fo  ~ msg. aws_secret_key
private | ¥ % ap-northeast-1
4

o  ~ msg. aws_iot_region

& O B#

X457 [FERBEROERE /—RFO7ONXT AR

4. [inject] /—ROERICHDHFET YT U, ERIEROZEE] / — ROLRIOHFZRRL
THRULET,

5. [function] /—RKRZzRZvJ, ROV TIULET,
6. [function] /—ROZ7ONRT 1 =iRELET,

2 TN RBEDBIBERE

J—RK:

msg. payload = msg.aws_access _key + ”:” + msg.aws_secret key
+ 7 7 + msg.aws_iot region
+ 7”7”7 + msg.aws_iot_host;

return msg;
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RFEZEITS

function ./ — R%E{EE

HllBR ik T
& JONF+ # B H
W &l T\ REROB | HEYE &~
£ S AR J—k Erna

1 msg.payload = msg.aws_access_key + ":" + msg.aws_secret_key

2 + " " + msg.aws_iot_region

3 + " " 4+ msg.aws_iot host; ™

4 return msg;
8 || O B

X 4.58 [exec queue] /— RDZ7O/XF 1 NAB

7. FERBROEBE] /—FORMICHZImETFET VYT U, [T/ RAEBFRDIIHERTE
Al F 7z RL THRULET,

8. [execqueue] /—RZKZvY, RAYZULET,
9. [exec queue] /—RDZ7ONT1=RELET,

] /—RDE

ZHI: TN RBE
<> R: bash $file
Queue: 1

Debug Mode: v

Append msg. payload:
#>2: Shell

AAE:

AWS_ACCESS="$1"

AWS REGION="$2"
ENDPOINT="$3"
URI=/things/${AT SERIAL NUMBER}

RESULT=$ (curl ¥
—--cacert /cert/AmazonRootCA1. pem ¥
—-user "${AWS ACCESS}” ¥
——aws-sigv4 "aws:amz:${AWS REGION} :execute-api” ¥
--request POST -v ¥
-w " ¥n%{http _code} ¥
-d "{}” ¥
"https://${ENDPOINT}${URI}"”)

RESULT BODY=$(echo "${RESULT}” | sed "$ d”)
RESULT STATUS=$(echo "${RESULT}” | tail -n 1)

if [ "${RESULT_STATUS}” = 200 1; then
echo "${RESULT BODY}”

else
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echo ' {"statusCode”: ’${RESULT STATUS}’, ”responseBody”: ’${RESULT BODY}’}’
fi

exec queue J— F#EEE

. FE =T
@ JONFr & B =
L X1 FIARER e-

| micaags bash Sfile

& Ouete 4 Nooups [ vmies [ Agpens msg paysss e v

1 ANS_ACCESS="$1"

2 ANS_REGION-"$2"

3 ENDPOINT="$3"

4 URI=/things/${AT_SERIAL_NUMBER}
5

6

8

RESULT=$(curl \
--cacert /cert/AmazonRootCAL.pem \
--user "${AWS_ACCESS}" \

9 --aws-sigva "aws:amz:${AKWS_REGION}:execute-api” \

10 --request POST -v \

1 -u "\n¥{http_code}' \ L

12 —d A

13 “https://${ENDPOINT}${URI}")

14

15  RESULT_BODV=$(echo "${RESULT}" | sed "$ d")

16  RESULT_STATUS=$(echo "${RESULT}" | tail -n 1)

17

18 if [ "${RESULT_STATUS}" = 26@ 1; then

19 echo "${RESULT_BODY}"

20 else

21 echo '{"statusCode”: '${RESULT STATUS}',"responseBody": '${RESULT BODY}'}

22 i
— IR Plain text ~ ® Mode exec mode- v = JO/{Z+ ~ msg. payload E |
& | O B3

X 4.59 [exec queue] /— RD7O/XF 1 RA

10. [TINA REBFDSIHRE] /—ROERICHDiHFZI Vv I U, [T/INAREE] /—RDER
D F 2 #IRL THRU X T,

11. [function] /—K%ZRZvJ, ROv7IULET,
12. [function] /—ROZ7ONXFT 1 =wRELE I,

ZHI: TN AZDERE
J—RK:
var str = msg.payload;
var json = str.substr(str. index0f(”{”), str. lastIndex0f("}”) + 1);
try {
var res = JSON. parse(json);
msg. payload = "thingName:” + res. thingName;
} catch {
msg. payload = json;
}

return msg;
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| function ./ — RERE

. gk

& 70T+ 8 2 H
W &l T\ REDEE a-
o 3E FDER{ kAR J—k &g
1 var str = msg.payload;
2 wvar json = str.substr(str.indexof("{"),str.lastIndexof("}") + 1);
3 try {
4 var res = JSON.parse(json);
5 msg.payload = "thingName:" + res.thingName; |
6 } catch {
7 | msg.payload = json;
g8 1
9 return msg;
& | O B

K 4.60 [V RZOERE] /—ROZ70O/85F AR
13. [debug] /—RZERS w4, ROV IULET,
14. [FINA REDEE] / — ROBERIOHFES U w4 U, [debug] / — ROEBIDEHFEBIRL T

BUET,
CRIN T | meREmoss § FIrzERO3NEE
L @
CEEE o oeone — I
Qo)

K461 FI\A R&&FKITH7A0—
15. BEA LD [F7O1] 2HULET,
16. [inject] /—ROEDOEABZH T EEFJRUICE/ DEZFINT/NY I Xy E—JILRRENET,

”thingName:001234567890”

X 4.62 &$FUIE/ DEH

RRSNFCE/ DERDBTNA Ay RUVDHRICEDTT, U, TNAXDEFKICKB U B
FBIS—ICHURAT—FYXOA—RZERRLET,

4.6.6. AWS loT R > —= {9 %5 70— D1ERX

ZHRUIE/ICX LT AWS loT Device Shadow Y —EXZFIBT B/1cHDHFR 252 2ENHD
£9, 2D, BHER AWS loT RY V—2ERLTTZ Y VY FIBIRENRHDET, £9. RUY—
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ZHMUSIERLE T, 465 TNA R Z2&FKI 2 T7O0—DER TERU ERIEHROER] /—F
ZERLET,

1. [ERBEROER] /—Ro7O/NXTaic [RUY—%] ZEMULET,

Name: 3EHIBEHRD Bk
Values:

private: [hidden] (1]

to: [msg.] aws access key
private: hidden: 9

to: [msg.] aws secret key
private: [xx=5I] ©

to: [msg.] aws iot region
private: [hidden] (4]

to: [msg.] aws iot host

private: [hidden] (5]
to: [msg.] aws policy name

f46.2. 1AM 21— —D1ER, TERLETZ 7 EXF—

1462 1AM 2—H%—D1Epl TRBLIEY—FL Y hF—

') —3 3 > (fl: ap-northeast-1

loT Core REST API T~ KRR > b (fl: iot.ap-northeast-1.amazonaws.com)
Y > —2%(#Bl: node-red-thing-policy)

©O0000Q
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credentials J — REIRE

ey Hak T
& 0N+« & B H
Name ESEIROER
= Values
pri\,rate R R T T T ——
x
fo = msg. aws_access_key
pri\,rate R T LT T p—————
x
fo  ~ msg. aws_secret_key
private | ¥ % ap-northeast-1
4

o  ~ msg. aws_iot_region

& O B'B®
X 4.63 [EHRIBHROERE] /—ROo7O/NXT1 AR
2. [function] /—RzZzKZvo, RAYZFULET,
3. [function] /— RO 7O/NXT 1 =iRBELE T,

ZET: B —BEOB| BT

J—RK:

msg. payload = msg.aws_access _key + ”:” + msg.aws_secret key
+ 7 7 4+ msg.aws_iot region
+ 7”7 ” + msg.aws_iot_host
+ 7 7 4+ msg.aws_policy name;

return msg;
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FRFEZITS

function ./ — REiRE
S

& JONT+

L EZE) RS —SERO3HEE

£ S5E AR a—k
1 msg.payload = msg.aws_access_key + ":"
2 + " " + msg.aws_iot_region

3 + " " + msg.aws_iot host

4 + " " + msg.aws_policy name;

5 return msg;

& | OB

+ msg.aws_secret_key

TR

B 4.64 [[RJ>—EFROSIHRE] /—ROT7ANT AR
FERBEWROER] / —ROBAIICHZmTFET Vv I L. RUY—FROSIHERE] /—ROE

BIDIHFZEIRL THRUET,
[exec queue] /—RzZRZvy, ROV ZFTULET,
[exec queue] /— RO 7ONT 1 EfRELE T,

ZE: FHLWERY O —DERK
< K: bash $file
Queue: 1

Debug Mode: v

Append msg. payload:
2 Shell

NA:

AWS ACCESS="$1"
AWS_REGION="$2"
ENDPOINT="$3"

POLICY NAME="$4”
URI=/policies/${POLICY NAME}

RESULT=$ (curl ¥
-H "Content-type: application/json” ¥
--cacert /cert/AmazonRootCAl. pem ¥
--user "${AWS_ACCESS}” ¥
——aws-sigv4 "aws:amz:${AWS REGION} :execute-api” ¥

¥ Al Llow¥”, ¥ Action¥”: ¥ iot:x¥", ¥ Resource¥”: ¥'x¥"}]}"} ¥
--request POST -v ¥
-w " ¥n%{http code}’ ¥
"https://${ENDPOINT}${URI}"”)

RESULT BODY=$(echo "${RESULT}” | sed "$ d”)
RESULT STATUS=$(echo "${RESULT}” | tail -n 1)

-d " {"policyDocument”: ”{¥”Version¥’: ¥"2012-10-17¥", ¥"Statement¥”: [{¥"Effect¥”:
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if [ "${RESULT_STATUS}” = 200 ]; then
echo "${RESULT BODY}”

else
echo ' {"statusCode”: ’${RESULT STATUS}’, ”responseBody”: ’${RESULT BODY}’}’

fi

exec queue J —REIEE

&
g
g
G
A
&
®
i}

L =0} # LU RL = — AL &~
BT F bash Sfile
® Queue 1 o Ot (]

1 AWS_ACCESS="$1"

2 AWS_REGION="$2"
3 ENDPOINT="$3"

4 POLICY NAME="$4"

5 URI=/policies/${POLICY_NAME}

6

7 RESULT=$(curl \

8 -H "Content-type: application/json” \

9 --cacert /cert/AmazonRootCAL.pem \

1@ --user "${ANS_ACCESS}" \

11 --aus-sigvd "aws:amz:${ANS_REGION}:execute-api” \

12 -d *{"policyDecument”: "{\"Version\": \"2@812-18-17\",\"Statement\": [{\"Effect\”: \"Allow\",\"Actiol
13 --request POST -u \

14 -w \nE{http_code]l’ \

15 "https://${ENDPOINT}${URI}" )

16

17 RESULT 80DY=$(echo "${RESULT}" | sed "$ d")

18 RESULT_STATUS=$(echo "${RESULT}" | tail -n 1)

26 if [ "${RESULT_STATUS}" = 209 ]; then

21 echo "${RESULT_BODY}"

22 else

23 echo '{"statusCode”: '${RESULT_STATUS}',"responseBody”: '${RESULT_BODV}'}'

24 fi

25
ad==Va}i Plain text v @ Mode exec mode- v « F0JTF | v msg. payload splittn [
&8 > B/

] 4.65 [ LLWRY Y—0ERK] /—Ro70/XT 1 HAE

7. DRUD—EFOSIHERE] /—ROBAIICH2mFET v I U BLWRY —D1ER] /—
R OERDmF2RIRL THRU XTI,

8. [function] /—K#ZKZvZ, ROy LY,

9. [function] /—RoO7ONXTFT 1 ZiRELE T,

ZHi: RYP—ZBORE
J—RK:
var str = msg. payload;
var json = str.substr(str.index0f("{”), str.lastIndex0f("}”) + 1);
try {
var res = JSON, parse(json);
msg. payload = "policyName:”
} catch {
msg. payload = json;

+ res.policyName;

}

return msg;
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| function ./ — R&EiRE

L En R —EDEE &~

AEA bR aJ—F e

o
K8
it

var str = msg.payload;

var json = str.substr(str.indexof("{"), str.lastIndexof("}") + 1);

try {
var res = JSON.parse(json);
msg.payload = "policyName:" + res.policyName;

} catch { —
msg.payload = json;

Lo A W

return msg;

& | O &

B 4.66 [RYU>—ZDOEE] /—ROZ7O/T1 AR

10. BRLWRU Y —DER] /—ROERICHZmFZET )y L. PRYS—ZOEE] /—ROE
Al DiHF 2R L TRU T,

11. [debug] /—kZRZvT, RAYTULET,
12. [RU>Y—Z0OHIE] /—ROGERAIDHEFZI Y v o U, [debug] /—ROERIDLGFZEIRL T
BUET,

O srsxesg T EwERoen | — U -snosmEE )

:;_:—: ) aus—zoms  o— JNEBigY 0

0o (0/1)

B 4.67 RYY—%FKI570—
13. BEAGLD [7701] 2 ULET,
14. [inject] / —ROEDOMAZRY ERY Y —FROERNT /Ny T Xy E—JILKRRINET,

”policyName:node-red-thing-policy”

4.68 B UK > — DA

I TICEFTEADIEEIE "Policy cannot be created - name already exists AA&RRENET., b L.
RY Y —DIERICKB UG EIE IS — KIS UIcRT—7 XA I—REZXRRULE T,
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46.7. T/I\A ASEHHEX ZEIKT 5 7 O—DERK

BRULETINA ROTINA AFPREZEZHZLUE T, 465 TN\NA XA ZEHKIT S T7O0—DIERKL THERK
LJTC [Eli'%%ﬁ@ﬁﬁ] J — P%ﬁﬁﬁbig—o

1. XLw kD5 [function] /—RZT—IAR—=X|[cRZvY, ROV TULET,
2. [function] /—RoOZ70/XF1 2RELZX T,

BHEl: TN, RFARAEEZROSIHEETE
J—RK:
msg. payload = msg. aws_access_key +
+” " + msg.aws_iot_region
+7 7 + msg.aws iot host;
return msg;

» .

+ msg.aws_secret key

function ./ — RZEIEE

bR FHIC g
o T0/F & 2| =
L ) T A ASTREE RO I E &~
£ S5E HIER AL J—Fk FET I

1 msg.payload = msg.aws_access_key + ":" + msg.aws_secret_key

2 + " " + msg.aws_iot region

3 + " " + msg.aws_iot_host;

4 return msg;
& O &Y

X 4.69 [T/\1 RAFBHEZFFROSIBRE] /—RO70O/XF7 1 AR

3. [BEEmIBWOER] /—ROBRICH2mTFET )Y T U [T\ XAAERAEZBRDSIHERE] / —
R DOERDmF 2 #IRL THRU XTI,

4. [exec queue] /—RzZzRZvYJ, ROYZUET,
5. [exec queue] /—ROT7ONXT 4« #iRELET,

2l TN RFEBAZE DB
<> R: bash $file
Queue: 1

Debug Mode:

Append msg. payload: v
#>2: Shell

RA:
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RREZITS

6.

7.
8.

AWS_ACCESS="$1"
AWS_REGION="$2"
ENDPOINT="$3"

RESULT=$(curl ¥

else

fi

echo ' {"statusCode”:

URI=/certificate/register-no-ca
CERT=$(cat /cert/device cert.pem | sed -z ’s/¥n/¥¥n/g’)

if [ "${RESULT_STATUS}” = 200 ]; then
echo "${RESULT BODY}”

-H ”"Content-type: application/json” ¥

—-—cacert /cert/AmazonRootCAl. pem ¥

—-user "${AWS_ACCESS}” ¥

——aws-sigv4 "aws:amz:${AWS REGION} :execute-api” ¥
-d "{¥’certificatePem¥”:¥"${CERT}¥”, ¥’ status¥” :¥”ACTIVE¥"}” ¥
--request POST -v ¥
-w " ¥n%{http _code} ¥
"https://${ENDPOINT}${URI}")

RESULT BODY=$(echo "${RESULT}” | sed "$ d”)
RESULT STATUS=$(echo "${RESULT}” | tail -n 1)

"${RESULT STATUS}’, ”responseBody”:

" ${RESULT BODY}’ }’

exec queue J — RERE
HiBR
anlivag
® &l 7 A RIAASOER
BI<>R bash $file
® Queue 1 O VmMede (]  Debughoce Append msg payload
1 AWS_ACCESS="$1
2 AWS_REGION="$2"
3 ENDPOINT="$3"
4 URI=/certificate/register-no-ca
5  CERT=$(cat /cert/device_cert.pem | sed -z 's/\n/\\n/g')
6
7 arl\
8 -H "Content-type: application/json" \
9 --cacert /cert/AmazonRootCAl.pem \
10 --user "${ANS_ACCESS}" \
11 --aws-sigv4 "aws:amz:${AWS_REGION}:execute-api” \
12 -d "{\"certificatePem\":\"${CERT}\",\"status\":\"ACTIVE\"}" \
13 --request POST -v \
14 "https://${ENDPOINT}${URI}"
Iz =va}iz Plain text exec mode-\ v == 70){F v msg. payload
& O B

spitn (]

470 [TA AFRAEDER] / — RO 7O/ T AR

[T\ AFEEREBHRDSIHHRTE] / —ROBRICH2mFZT Uy I U, [T\ XAEREOE
%] / — ROERIOIRFZFEIRL TRUEXT,

[function] /—KZKZwvJ, ROY7ULXY,

[function] /—ROZ7O/XT 4« Z2iREL T,

&Hl: GEEAE ID OB

d—K:

var str = msg.payload;
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var json = str.substr(str. index0f(”{"), str.lastIndex0f("}”) + 1);
try {

var res = JSON. parse(json);

msg. pay load = "certificateArn:
} catch {

msg. payload = json;

+ res.certificateArn;

}

return msg;

| function J— REIRE

il it
& FONFr o B H=
% &l ZIBAE ID DES a-
& E HIEAEIIE a—k Erng

1 var str = msg.payload;

2 var json = str.substr(str.indexof("{"), str.lastIndexof("}") + 1);

3 try {

a var res = JSON.parse(json);

5 msg.payload = "certificateArn:" + res.certificateArn; ]

6} catch {

7 | msg.payload = json;

8

9 return msg;

8 | O EBD

X 4.71 [FLEAE ID OS] /—RO7ANT 1 RA

9. [TNARREDERK] /—ROEAICHDmFZY ") v o L, [REEAE ID ORF] /—RDE
Rl Tz RL THRULET,

10. [debug] /—RZzRkZvo, ROYZFULET,
11. [EERE ID OER] / — ROERIDIHFZ V) v U, [debug] /—ROERIDIHFEZEIRL T

BMUET,
[ jE sip2527 O— T EaRRoss | —)  7remREBod :':::
o e
0o = 1

X 4.72 TINA ASRREZ&&HFIT S 70—
12. BEALD [Z7040] 2#HUE I,
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13. [inject] /—RDEDOMAZRY &7 /\A AFAZOEFHERNT /Ny I Xy E—YICRRSN
x99, EERRFEALTWBR =Y 3vHE PATVYNIDDEENXT,

"certificateArn: arn:aws:iot:ap-northeast-1:00000000:cert/XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX"

473 EFAE ID &

I TICEIEHDIHZE L "The certificate is already provisioned or registered" NE&RRENE T,
HU. TNA RFREDEFRKICKBMUIBERIFT - UIERT—%X0—RZ2XRRULET,

46.8. AWS lIoT IRU >—ZFNA RIcFH v F9270—DIEK

4.6.6. AWS loT RU Y —ZERT 57 0—DFE, THERUCRI S —Z2TNA A7 Ty FUR
Yo 465 TINARAZEFI D T7O0—DEHR TERUK BEHREROER /—REFEALEI,

1. BEHREBEROERF /—RO7O/FT 1lc. T46.7. FINA AEEREEBEHITZ270—DER, T
S U [BEBBZ ID] ZEMUL X9,

Name: 3E#EIHE#RD EF

Values:

private: [hidden] (1)

to: [msg.] aws_access_key
private: [hidden] (2]

to: [msg.] aws_secret key
private: [x%5] ©

to: [msg.] aws_iot_region
private: [hidden] (4]

to: [msg.] aws iot host

private: [hidden] (5)
to: [msg.] aws cert arn

M46.2. 1AM 21— —D1ER) TRRLE7Z I EXF—

f46.2. IAM 21— —D1Epl) TRR LY=Ly hF—

I)—3 3 > (fl: ap-northeast-1)

loT Core REST API T KRR+ > k (f1: iot.ap-northeast-1.amazonaws.com)

i BB & ID ( # arn:aws:iot:ap-northeast-1:00000000:cert/
XXXXXXKKKXXXXXXXXXXXXKKKKKXXXXXXXXXX)

0000
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credentials J — REIRE

ey il T
& 0N+« & B H
Name EREmROERE
= Values
pri\,rate W kik  ssssssssssssssssssss
x
fo = msg. aws_access_key
pri\,rate B -
x
fo  ~ msg. aws_secret_key
private | ¥ % ap-northeast-1
4

o  ~ msg. aws_iot_region

g o B
K 4.74 [EHREROZEE] /—ROoZ7O/X71RE
2. /XLy D5 [function] /—RZT = ZAR—=R[cRZvY, ROy TULEY,
3. [function] /—RO7O/NXT 1 =iRBELE T,

ZHI: RV —BTHYFI2-ODEIHERE
J—RK:
msg. payload = msg.aws_access _key + ”:” + msg.aws_secret key
+ 7 7 4+ msg.aws_iot region
+ 7”7 ” + msg.aws_iot_host
+ 7 7 4+ msg.aws_policy name
+” ” + msg.aws_cert_arn;
return msg;
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function J — REiRE

& 0T+ & B =
L =] MU —EFIYFITBDOBIHERTE &~
O B IR EALE d—kK Mg

1 msg.payload = msg.aws access key + ":" + msg.aws secret key Bl

2 + " " + msg.aws_iot_region

3 + " " + msg.aws_iot_host —_

4 + " " + msg.aws_policy name

5 + " " + msg.aws_cert_arn;

6 return msg;

& | O &

475 IRV >—%F7 5 v FI3LHDIIHEE] /—ROTONRTA AR

4. [HEERBBOER] /—ROGRAICH2mTFETI Vv I U, (RUY—ZT T Y FI BHD5IHHK
E] / — ROEROIRF22ERL THRUL XTI,

5. [execqueue]l /—RzZKRZvZ, RAYZFTULET,
6. [exec queue] /—RDT7ONT A ZRELE T,

&l RO —%FIRAEICTY v F
<> R: bash $file

Queue: 1

Debug Mode: v

Append msg. payload:

#>2: Shell

NA:

AWS_ACCESS="$1"

AWS REGION="$2"

ENDPOINT="$3"

POLICY NAME="$4”

CERT_ARN="$5"
URI=/target-policies/${POLICY_NAME}

RESULT=$ (curl ¥
-H "Content-type: application/json” ¥
-—cacert /cert/AmazonRootCAl. pem ¥
--user "${AWS_ACCESS}” ¥
——aws-sigv4 "aws:amz:${AWS REGION}:execute-api” ¥
-d "{¥"target¥”:¥"${CERT ARN}¥"}” ¥
--request PUT -v ¥
-w " ¥n%{http _code} ¥
"https://${ENDPOINT}${URI}”)

RESULT BODY=$(echo "${RESULT}” | sed "$ d”)
RESULT STATUS=$(echo "${RESULT}” | tail -n 1)

101



Armadillo-loT *— k7 =« A9E Node-RED FA%H 1 K

Rz

N

3

>

if [ "${RESULT STATUS}” = 200 1; then
echo "${RESULT BODY}”

else
echo ’ {"statusCode”: ’${RESULT STATUS}’, ”responseBody”: ’${RESULT BODY} }’

fi

exec queue J— FEIGE

Bl ik FET
@ JONFa ellzlm=
W A MU —ZIRBC T IV F a-

| s bash Sfile

® Queue 1 Hotupd [ Mete ! ! v
1 AWS_ACCESS="$1"
2 AWS_REGION="$2"
3 ENDPOINT="$3"
4 POLICY_NAME="3$4" 7
5 CERT_ARN="$5"
6 URI=/target-policies/${POLICY NAME}
7|
& RESULT=$(curl \
9 -H "Content-type: application/json" %
10 --cacert /cert/AmazonRootCAl.pem \
1 --user "${AWS_ACCESS}" \
12 --aws-sigv4 "aws:amz:${ANS_REGION):execute-api” \
13 -d "{\"target\":\"${CERT_ARNJ\"}" \
14 --request PUT -v \
15 -w “\n¥{http_code}" \
16 “https://${ENDPOINT}${URT}")
17
18 RESULT_BODY=§(echo "${RESULT}" | sed "$ d")
15 RESULT_STATUS=§{echo "${RESULT}" | tail -n 1)
20
21 if [ "${RESULT_STATUS}" = 208 ]; then
22 echo "${RESULT_BODY}"
23 else
24 echo '{"statusCode”: '${RESULT STATUS}',"responseBody™: '${RESULT BODY}'}"
25 fi
— ENRER Plain text v ® Mode | execmode- v = 70/ » msg. payload spitn [
& D B/

476 [R) v —%ERBCTF I v F] /—ROTONT A RE

7. IRUY—ZT7 59 FI2ODIBRE] /—FOERICHBmFZET )Yy T U, RY>—%EE

BEICT7YVF] /—ROEADIRFZERLTHRULES,
8. [function] /—K#ZKZvY, ROy 7L,
9. [function] /—RO7O/NXT 1 %#iRELET,

LT KUY —T 8y FREOIME

J—K:

var str = msg. payload;

var json = str.substr(str.index0f("{”), str.lastIndex0f("}”) + 1);
var success msg = "{ ¥’policyAttach¥” : ¥’success¥” }”;

if (json. length === 0) {
msg. payload = success msg;
} else {
try {
var res = JSON. parse(json);
if (Object.keys(res). length === 0) {
msg. pay load = success _msg;
}
} catch {
msg. payload = json;
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}

return msg;

function ./ — RZEiEE

e G T
o JO0)F1 # 2 H
W & RUZ =Ty FEROERE &~

o RE YA J—Fk g
1 var str = msg.payload;
2 var json = str.substr(str.indexof("{"), str.lastIndexof("}") + 1);
3 var success_msg = "{ \"policyAttach\" : \"success\" }";
a
5 if (json.length === 8) {
6 msg.payload = success_msg;
7 } else {
8 try {
| 9 var res = JSON.parse(json); ]
1@ msg.payload = success_msg;
11 } catch {
12 msg.payload = json;
13 ¥
14 ¥

16 return msg;

8|0 B&o

AT77 [RUY—F &y FREREORE] /—ROZ7O/T 1 RE

10. PRY Y —ZFAZIC 7Y v F] /—ROBRAICH BmFZT7 Vv I U, IRUD—T 5y FHERD
S / — ROEAIDIRF2:ERL TRULET,

11. [debug] /—kZRZvT, RAOYTULET,

12. pRUY=7% v FREROIWE] /—ROAAIQHRFZY U v o U, [debug] /— RDERIDIHF
ZERUTRUET,

13. [exec queue] /—RzZzRZv o, ROYZULET,
14. [exec queue] /—RDZ7ONT 1 =#RELE T,

Ll ARAEAETNA RICT Yy F
<> R: bash $file
Queue: 1

Debug Mode:

Append msg. payload:
#>2: Shell

AAE:

AWS_ACCESS="$1"

AWS REGION="$2"
ENDPOINT="$3"

POLICY NAME="$4”
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CERT_ARN="$5"
URI=/things/${AT_SERIAL_NUMBER}/principals

RESULT=$(curl ¥
-H "x-amzn-principal:${CERT ARN}” ¥
--cacert /cert/AmazonRootCA1. pem ¥
--user "${AWS ACCESS}” ¥
——aws-sigv4 "aws:amz:${AWS _REGION} :execute-api” ¥
--request PUT -v ¥
-w " ¥n%{http _code} ¥
"https://${ENDPOINT}${URI}”)

RESULT BODY=$(echo "${RESULT}” | sed "$ d”)
RESULT STATUS=$(echo "${RESULT}” | tail -n 1)

if [ "${RESULT_STATUS}” = 200 ]; then
echo "${RESULT BODY}”

else
echo ' {"statusCode”: ’${RESULT STATUS}’, ”responseBody”: ’${RESULT BODY}’}’

fi

exec queve J— FEtafE

Bl sk FET
o TONF« 2B H
N & SEEASET /(A RAICT S F &~

| = bash Sfile
® Queue 1 Nedust ]
1 AMS_ACCESS="51"

2 AWS_REGION="$2"
ENDPOINT="§3"

3
4 POLICY_NAME="3$4"

5 CERT_ARN="§5"

& URI=/things/${AT_SERIAL_NUMBER}/principals
5

8

RESULT=$(curl %

El -H "x-amzn-principal:${CERT_ARN}" \ _

10 --cacert fcert/AmazonRootCAl.pem \

1 --user "${ANS_ACCESS}" \

12 --aws-5igvd “aws:amz:${ANS_REGION}:execute-api” \

13 --request PUT -v \

14 -w "\n¥{http_code}’ \

15 "https://${ENDPOINT}§{URT}")

16

17 RESULT_BODY=$(echo "${RESULT}" | sed "§ d")

18 RESULT_STATUS=S(echo "${RESULT}" | tail -n 1)

13

26 if [ "${RESULT_STATUS}" = 288 ]; then

21 echo "${RESULT_BODY}"

22 else

23 echo '{"statusCode”: '${RESULT_STATUS}',"responseBody”: '${RESULT_BODY}'}

24 fi
— WP Plain text v @ Mode | exec mode- v 70/ (Ft| * msq. payload seitn (]
& | O "/

X 4.78 FERREEZT/NA RICFHYvF] /—RO7ANRT1 AR

15. (RUY—ZTF T v FI2ODIIHEEE] /—ROERAICHBmTFET Yy o L. REAZEZTN
ATy TF] /= ROERDHEFEERL TRLUET,

16. [function] /—KZRKRZvJ, ROvIULET,
17. [function] /—RO70ONXT 1« ZiRELEX T,

£Rl: EERAE T Y v FRROIS
:I —_— -

R
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var str = msg.payload;
var json = str.substr(str. index0f(”{”), str.lastIndex0f("}”) + 1);
var success msg = "{ ¥'deviceCertAttach¥” : ¥’success¥” }”;

try {
var res = JSON. parse(json);
if (Object.keys(res). length === 0) {
msg. pay load = success _msg;

} catch {
msg. payload = json;
}

return msg;

function J— REIRE

Ak ik T
o JONF1 L MERE N =
L X2 SERE 7Yy FHAROATE &8~
o HE FHR AL -k HET R
1 var str = msg.payload;
2 var json = str.substr(str.indexof("{"), str.lastIndexof("}") + 1);
3 var success_msg = "{ \"deviceCertAttach\" : \"success\" }";
4
5 try {
6 var res = JSOM.parse(json);
7 if (object.keys(res).length === @) {
8 msg.payload = success_msg; -
9 }
10 } catch {
11 msg.payload = json;
12}
13
14 return msg;
& | OB

X 4.79 EEREF 5 v FREONE] /— RO 7O0/XF1 "B

18. fERZEZTNA XTIV F] /—ROARICH ZimF=r )y U, [ARET7 Y v FiiaROE
7 /—ROERADIRTZRRL TRULET,

19. fIARZE7 Y v FREROBRT] /—RORAIQRFZ2 ') v o U, [debug] /—RKDERIDIRT%Z
BIRULTRULET,
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CRIN TN : ‘Eﬁ%ﬁ@%ﬁ S RUS—ETIYF I BEHOIEETE
L RS EERRCTIYT
0o
RUS— 7oy FHB0mE debug E
mmEeAcTsyE
Do) ’ @

SERET Y Y FRROIES

K 4.80 FINA RCRYY—EFH vy F$370—
20. BEALD [F70O4] 2L ET,
21. [inject] /—ROEOEAERT EFNA RICHKY Y —DTF Iy FSNET,

TEYFICEKIN LB EE "success" BERRENEXT, L. KBRUIEHESERREIT - U T—
YAA—RZHRRLET,

46.9. TINA A+ RUZEIST 57 O—DER

FINA ADNBEFINTWBIHEE. T/INA AV RONPEBHETT, WRETZT/N1 XX T4.6.5.
TINA A% BRI 5 70—DER) THYS Uz thingName Z{ERL X9,

1. XLy hH5 [inject] /—RET—IZAR=RICRZvY, ROV ZULET, 7ANXT 1 1ET
THILEDSEEHD XA

2. [credentials] /—KRZRZvY, ROYFULET,
3. [credentials] /—RODZ7O/IXT 1 ZiRELE T, DBM] RY V=L TEEEBINULES, private

DAT—F AN [XFI] OXRXLEEABDRRESNCEXT Do, HERERIL [hidden] ICEET
SDEHERLET,

Name: $EHEIEERD S Ek

Values:

private: [hidden] @

to: [msg.] aws device endpoint

QO 463 FNARF—HFIVRRAYVMEEIET %) TEHEULETNAATFT—=FITY RRA
> K~ (f: aaaaaaaa.iot.ap-northeast-1.amazonaws.com)
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credentials ./ — RE{RE

HIBR Huk ST
& 70O\ - SERERE =
Name BEBROER
i= Values

PriVate | # sssssssssesssssessssssensesssssesssssnnss

to |+ msg. aws_device_endpoint

+3EM

& | OB/

K 4.81 EHREROZF] /—Ro7O/X7 AR

4. [inject] /—FOERADIHRFZT Vv I L. HERBEROER] / — FOERIDKEFZHEIRL TK
LET,

5. [function] /—KZRZvo, ROV 7IULEY,
6. [function] /—RO7O/NXT 1 %wRELE T,

HZEl: TNARAY v RUBREBORLODE|HEE
J—RK:

msg. payload = msg.aws_device endpoint;
return msg;
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| function ./ — R%EiRE

S HRIE T
e vinlicarg &% 3 =
W &Al T A RS v ROBUEDsH DS | HESE 8~

¥ SE HE bR aJ—Fk TR

1 msg.payload = msg.aws_device_endpoint;
2 return msg;

& O &

K 4.82 [T/NA R v RUBRBGDcHDIIBETE] /—ROT7ANT AR

7. [FEmBWOER] /- FORADRFEI VYT U, [TINA A2 v RTEE D126 D5 HERE]
/—ROERDIEFZERL THRULET,

8. [execqueue] /—RZRKRZvJ, RAYIULFET,
9. [exec queue] /—RDZ7ONXT 1 =iRELET,

ZHl: BELEFERLLETNNA AV ¥ RODORE
<Y R: bash $file

Queue: 1

Debug Mode: v

Append msg. payload: v/

#32: Shell

RA:

ENDPOINT="$1"

URI=/things/${AT_SERIAL NUMBER}/shadow

curl ——tlsvl.2 ¥
—-cacert /cert/AmazonRootCA1. pem ¥
--key /cert/key.pem ¥
--cert /cert/device cert.pem ¥
--request GET ¥
"https://${ENDPOINT} : 8443$ {URI}”
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N

)

Rz

>

10.

11.
12.

exec queue J— RZERE

[ELlES

& JO)Fr

» EHl SRR LT RS KOOGS
k<> bash $file

= Queue 1 No Output [

ENDPOTNT="$1"
URT=/things/${AT_SERTAL_NUMBER}/shadow

1
2
3
a curl --tlsvi.2 \

5 --cacert /cert/AmazonRootCAl.pem \
6 --key /cert/key.pem \

7 --cert /cert/device_cert.pem \

8 --request GET \

9 “https://${ENDPOTNT}:8443$ {URT}"

— EHER Plain text v ® Mode

8| 0 &Y

Vim Mode

O

exec mode- v

Debug Mode Append msg payload

= JO){F » msg. payload

K 4.83 [ESEFERALET/NNA AV RODOEE] /—RoZ7aRTF1RAE

[TIRA A2 v RUBHDIZHD5|BEKRE] /—FOEAIDIRF=I Uy I U, [lES{LEERLE
TINA R+ RODEE] /— ROERIDIRFZFERL THRUE T,

[function] /—KR%&Z RS v,

ROy FUET,

[function] /—RD70O/XT 1 ZiRELE T,

BHEl: TNA RV ¥y NURBORE

d—K:
var res =

msg. pay load. match(/¥{. x¥}/);

msg. pay load = res[0];

return msg;
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| function J — REIEE

ik . =7
& JO)NT+ # B =
| %z F) A R ROPRIEDERE &~
o =F PR a—k oL

1 var res = msg.payload.match(/\{.*\}/);
2 msg.payload = res[e];
3 return msg;l

8| 0B

484 [FINA AV v RORBROEE] /—Ro 70871« RB

13. Btz ERLLETNA A2y RUDES] / —ROABDOIHEFZI Vv I U, [TNRAAT v R
VABDOEE] / — ROEAIOHFZERL TRULET,

14. [debug] /—RZRZvJ, ROy 7ULET,
15, [FINA R+ RURBDOEE] /—ROGRIO®HFZY ') v L, [debug] /— RKRDEBIDiHF

ZERUTHRULED,
” ——— ]
L B WA T b EFIEROER T T/ A R RIBUEDITHDS | HESE
L Q.
0o 1)

485 F—5 DESLEERULUICTNAM AV vy RUZBGI S 70—
16. BEEALD [F704] ZHLET,
17. [inject] / —ROEDQEABZRT EBME LT /NA R+ RVODABH TNy I Ay —JILEK

Ranxzd, TNARAY v ROUNMERB SN TWEWESIE "No shadow exists with name:
001234567890" O &S ICRRENET,

46.10. FTINA AV ¥ ROEEHITZ7O—DER

FINAAV Y RIZFEHFRLE T, WRETEZT/INA RIE T4.65. F/INA R &2&iRT 5 70—DER,
THUB U 1= thingName Z{ERU X9,

1. XLy kb5 [inject] /—RZT—JAR=XICRZvT, ROYTULET,

2. [inject] /—ROZ7ONRT 1 ZRELET,

ZHI: TNAAY Y RURA
msg. payload: { "state”: {"desired”: {"message”: "success” }}}
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inject ./ —R&ERE

HillB Bk T
& JONF+ %3 H
W Al T 2 ROAE]
msg. payload =« & ["state™ {"desired": {"message": "success" }}} x
msg. topic = -3 x
+i&hl inject=AT
O Node-RED#EEID g, KTETD
CiighiEL 2l v
& | O B

X 4.86 [T/\1AYv RUANA] /—ROZ7ANRT1 AR
3. [credentials] /—K&ZKZvZ, ROy ILZE,

4. [credentials] /—RO70O/XT 1« ZiREL FT, [BM] MY V=L TEZEMULET, private
DAT—H AN [XFF)] DERFREANABDRRSINILFETDH, ERZIE [hidden] ICEFET
HDEHRLET,

Name: ¥EHIBEHRD E K

Values:

private: [hidden] (1]

to: [msg.] aws device endpoint

Q@ 463 FNAATFT—HYITVRIRAVNEZRIBT S THEULLETNAAT—FITY RRA
> ~ (f3: aaaaaaaa.iot.ap-northeast-1.amazonaws.com)
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credentials ./ — RE{RE

HIBR Huk ST
& 70O\ - SERERE =
Name BEBROER
i= Values

PriVate | # sssssssssesssssessssssensesssssesssssnnss

to |+ msg. aws_device_endpoint

+3EM

& | OB/

487 EHRBEROER] /—Ro7O/XF+RAE

5. [inject] /—ROBA[DIRFZI Y YT U, FEHREBROZIER] / — FOERDIRFZEIRL TR
LET,

6. [function] /—RKZKZvZ, ROy UL,
7. [function] /—RO70O/NXT 1 %#iRELE T,

Bl TNARAY v RUBHDOHDB|HERTE

J—RK:

msg. payload = "¥” + msg. payload + "¥
+” ” + msg.aws_device _endpoint;

return msg;

'y ’”
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RRZITS

function ./ — R%ERE

s

& T0)F+

L =tani F) A RS RO BSOI=hM3 T
0 =T IEHEE a—k

1 msg.payload = "\"" + msg.payload + "\'"

2 ‘ + " " + msg.aws device endpoint;
3 return msg;

& O B

ETne

4.88 [TINNARAY ¥ RUBHDI.HDIERTE] /—ROTONT AR
8. [EHIBHOER] /—ROBEADIRTEI U YT L. [TNA R v RUBREBDT8H D5 HEHE]

/—ROERDIHFZEIRL THUED,
9. [execqueue] /—RZKZvY, RAYTZIULET,
10. [exec queue] /—RDZ7ONRT 1 =iREL XTI,

ZHl: BESEEFERALET XA A v NODERH
< Y R: bash $file

Queue: 1

Debug Mode: v

Append msg. payload: v/

#32: Shell

AE:

MESSAGES="$1"

ENDPOINT="$2"
URI=/things/${AT SERIAL NUMBER}/shadow

curl ——tlsvl.2 ¥
—-cacert /cert/AmazonRootCA1. pem ¥
--key /cert/key.pem ¥
-—-cert /cert/device cert.pem ¥
--request POST -v ¥
-d "${MESSAGES}” ¥
"https://${ENDPOINT} :8443$ {URI}”
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exec queue / — REIRE

Hilk ealls SET
&4 J0/G1 L ANER =
© Za0 BES{LEERLES) (A A3 v RODES a8~

| e bash $file

@ Queue 4 NoOutput (] vimMoge (] Debug Mode Append msg payloa @ Shel v
1 MESSAGES="$1" &
2 ENDPOINT="$2"
3 URI=/things/${AT_SERIAL_NUMBER}/shadow
4 L
5 curl --tlsvi.2 \
6 --cacert /cert/AmazonRootCAl.pem \
7 --key /cert/key.pem \
8 --cert fcert/device cert.pem \
9 --request POST -v \
10 -d "${MESSAGES}" \
1 "https://${ENDPOINT}:8443$ {URT}"
— HhREN Plain text M ® Mode | execmode- v = 0/ v msg. payload spitn (O
a |0 B

489 [BE{EFERULETNNA AV Y RUDEH] /—ROZO/XTF AR

11 [TIARY v RUBERDcHDIIHHRE] /—FOERADIRFZI Uy 7 U, [BES{EZERLT
TINA R v RUDEH] /— ROERIDIRFZFERL THRUE T,

12. [function] /—KRZzRZv 7, ROV T7IULEY,
13. [function] /— RO Z70O/XT 1 =iRELE T,

ZH: TINA RV v RUARDOEE
J—RK:

var res = msg.payload.match(/¥{.*¥}/);
msg. pay load = res[0];

return msg;

| function ./ — RZEIESE

HlIBR fuk T
o 7J0) G+ & B =
% 2al T A3 BOREDENE &~
& 3F FER{LmE J—Fk TR
1 var res = msg.payload.match(/\{.*\}/); e

2 msg.payload = res[o0]; —
3 return msg;

& 08B

490 [F/IN1 AV v RURBOEE] /—Ro7aONFT1ARAA
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14. [BSteERLVLETNA A2y RUDERH] /—ROARBAOHEFZI Vv I U, [TNRAAT v R
VABDOEE] / — ROEAOIHFEEIRL TRULE T,

15. [debug] /—RZERS vy, ROvFUET,

16. [T/NNA R v RURBOHE] /—RFORfIDRFZ7 ') Y7 U, [debug] /— R DERIDIRF
ERERUTBRUET,

TSRS BURE EFIRROER FIA RS RIEHDIZsh D3| $ETE

S, o oreone — N

491 F—5 DESEZEERLUVIETNA Ay RO ZEHIZ 70—
17. BEALD [T7HA] 2R ULET,

18. [inject] /—ROEDOMAZHITEEHRULT/INA AT v RUDABHT /Ny I Xy E—JIck
RENEI,

46.11. FINA AV v RUZHIBRT 27 0O—DERL

FIA RV ROZBEIBRUET, WRETDBT/NA RIE T4.6.5. FINA RA=&ExKIT 2 70—DERK,
THUB L 1= thingName Z{ERAU XY,

1. XLy hH5 [inject] /—RZT—TZAXR—=XICRZvT, ROV IFIULERIT, 7ONT 1 FT
TAISDSEEHD T A,

2. [credentials] /—KZRKRZvJ, ROV ZULET,
3. [credentials] /—RO70O/NT 1 ZimELFIT, [BM] RT>ZH U TEZEMLE T, private

DRAT—F AN [XFI] OXXLEEABDRRESNCEXT D, HERERIL [hidden] ICEET
DEHRLIT,

Name: ¥EHIBEHRD E K

Values:

private: [hidden] (1]

to: [msg.] aws device endpoint

Q@ 463 FNAATFT—HFITVRIRAVNEZRIBT S, THEULLETNAAT—FITY RiRA
> ~ (f3: aaaaaaaa.iot.ap-northeast-1.amazonaws.com)
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credentials ./ — RE{RE

HIBR Huk ST
& 70O\ - SERERE =
Name BEBROER
i= Values

PriVate | # sssssssssesssssessssssensesssssesssssnnss

to |+ msg. aws_device_endpoint

+3EM

& | OB/

492 EHRBEROER] /—Ro7O/XTF+RAE

4. [inject] /—FOERADIHRFZT Vv I L. HERBEROER] / — FOERIDKEFZHEIRL TK
LET,

5. [function] /—KZRZvo, ROV 7IULEY,
6. [function] /—RO7O/NXT 1 %wRELE T,

2l TNA RV v RUBIBRO O DB EERE
ad—K:

msg. payload = msg.aws device endpoint;
return msg;
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RRZITS

function ./ — F&iEE

& O
W &l F) A 22w FOBIBOESDEIZERTE
& TE HR{ e -k

1 hsg.payload = msg.aws_device_endpoint;
2 return msg;

& | O BH

&% B H

ETnsE

4.93 [T/NA A2 v RUHBIBRD 7 HD3IERTE] /— RO T7ONT AR
7. ERBHROER] /—ROERIQRTFZEY VY I U, [TINA X2 v R THIBRD T8 D5 8ERE]

/= ROERIOHFEEIRUTHRULET,
8. [exec queue] /—RZRZwvY, ROVvIULET,
9. [exec queue] /—RDZ7ONRT1s=RELET,

ZHl: BESLEFERLEZT/NNA X v K7D
<> R: bash $file

Queue: 1

Debug Mode: v

Append msg. payload: v

#>2: Shell

AE:

ENDPOINT="$1"
URI=/things/${AT SERIAL NUMBER}/shadow

curl ——tlsvl.2 ¥
--cacert /cert/AmazonRootCA1. pem ¥
--key /cert/key.pem ¥
--cert /cert/device cert.pem ¥
--request POST -v ¥
-d "${MESSAGES}” ¥
"https://${ENDPOINT} : 8443$ {URI}”
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exec queue J— F&EE

% C 1 =T
o 7ONFs L ANE]
L =111 EEEERLET) AT OOk [-Ad
| “mEads bash Sfile
= Queue 1 feo O fim a Detug Mode e P h

1 ENDPOINT="$1"
2 URI=/things/S{AT_SERIAL_NUMBER}/shadow

3
4 curl —-tlsvi.2 \ L
s --cacert /cert/AmazonRootCAl.pem \

5 --key /cert/key.pem \

7 --cert /cert/device_cert.pem \

8 --request DELETE \

9 "https://${ENDPOINT}:8443${URI}"
— AR Plain text v & Mode exec mode-1 v = Z0J{5+ v msg. payload Splitin [
& || o By

K 4.94 [BEEbzERBLET/NAM AV RUDHIER] /—Ro7A/XFT AR

10. [T/INA R v RTHIBRD & DEIMERTE] / — ROERIDmFZ7 )y I U, [BSzERLE
TINA A v RUDHIBR] / — R OERIDIRFZ:ERL THRUL XIS

11. [function] /—KR%ZRZvY, ROV IULET,
12. [function] /—RO70ONXT 1« ZiRELEX T,

ZHI: TNA AV ¥ RORBEDOEE
J—RK:

var res = msg. payload. match(/¥{.*¥}/);
msg. pay load = res[0];

return msg;

| function ./ — REIREE

HIER thuk T
o JONT+ %3 =
W i F) AR v RORBEDEGE &~
& 3E #ER{ LIS J—Fk T
1 var res = msg.payload.match(/\{.*\}/); e
2 msg.payload = res[o]; =

3 return msg;

& 0O Bx

495 [FINA AV v RUARBROEE] /— RO 70871+ AB

13. [BESbeERLLETNA Ay RUDEH] /—ROARAOmFZEI I Y I U, [TNRAAT v R
VABRDOEE] / — ROEAIOIRFZEIRL TRULET,
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14. [debug] /—RZRKZvJ, ROy 7ULET,
15. [TIN1 R+ RURBOEE] /—ROARIDIHFE2 Y v U, [debug] /— RDOERIDIHF
EERIRLTHRULEY,
l] HALRGT | —D #FoBROER — S 22T FOSIBROIZHOSIEEE :

OISR, - reon — S0

0o o1

4.96 -5 DES{LEERLLTNNA AV ¥ RUZHIBRT 5 70—
16. BEEALD [F704] ZHLET,
17. [inject] / —ROEDEBZRT LHIBRLICT/NA A2+ RVDABH TNy I Ay E—JLK

MENFEIT, T/INA AV ¥ RUMNT TICHIRE N TWLWBIFEIE "No shadow exists with name:
001234567890" O LS ICERRENE T,
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b. EEY %

AETlF Armadillo ZHAAATERIKERZEERNEE - SEET DDA T, DEERDBERPIEE
[cDWTREHULET,

- 151, Bif%) T BEDEDHHICET 2B ZHEHL XTI,

. 15.2. BTO H—ERXRZFLRQRWEEEFESIHBEDELV, TlE. BTO(Build To Order) H—E X |(C
B9 25T LET,

- 53 BEROAX—YEZAHFER TR BARETTUILY I NI 7DEERA XA —I1FR -
ESAHTEZHRALET,

- 15.6. 7y 77— hA SWU QERFE Tl FARTT UlcA X—YZESAAKLERICT U T,
7y I7T—hBD SWU 24T 25 EZHBALET,

5.1. B

SEDESTOHIERZ "X 5.1. Armadillo EERKOHRK, (CRLUET. BEROEBIERPEIE
TEOEHICE > TR IDF L IFESTCIRIRE R BIHEY. TRDEM - HIFRNH SN H D T,

BERE

AT

FFRAAEE

sl
N
T

K 5.1 Armadillo EEROHEKE

51.1.YU—RIALEEE

BEETILER IR BERICHMEINEETICY—RIAMLDRELET, AEEY hPOEDE
ETTIVBADEEG, 7Y hN—0T7 0 /PREEEEICL> T, BBARTHRTESILEHDET,
ULHL., REFRSIBEDEETET/ILDHE. MM TICERBAZW LS ZENBDTT, HRICH
mEEE - BAI2HB8RY—RIAMLZERURATY2—-U V7 28BWLET, e YE—b
BEZT5H%AETCH. RMERISBVESBEYBEEOERZEEVNWNLLET,

D—RYALLIFRR - YA VTICE->TERBRDEXI DT, HE., BHEEZE, CHADRTGRE/EIIC
BEWEDLELEE L,
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5.1.2. Armadillo @B DOEE - BEFE

HBEED Armadillo ZMBRICRICRT KODBF VT4 VIEE, AU T, REZEREUEEZIT
W£d9,

- VIR PEZELAH
- Armadillo Base OS 77U —> 3y AV T A X—IDEEAH
- BRETFAILDEZAH
- BIEBERDMEMHILT
- SD 1—R/SIM 1— R/ RTC Ny 7 7 v TEMBZEDE
- HREREARER O T — - SRR DT
- BRERFAERNDHEHAH
- RE
- Armadillo D%} ANRE
- AL THROBEER - HERE
- BRRE
- EIESE
- RS
BEDBTO Y—ERZFATSHIET. INSDEED—BZT Y hN—0U T 0 /NFEFE - RfeEH
DIREET Armadillo Z#ImT 52 EHARETYT . BERIEWLLESTINREBRICK D ITIEILS LIS 5
i??ﬁ\¢¥%®ﬂﬁx%E%ﬁ%@F—&»]ZF%%i%té%bkﬁﬂf(%@#—zﬁ%m
e BTOUH—EXTRBRIFTERVWLSBF YT 427 BRE. FEICDOVWTIE. RiEFIRERE

BZCRBN T 5%, ERIONISZET B ETHRRTEZHELIEIVWEY, FUSRBEHBLDESE,
FfclZZHABDIRFERIBEIC SEAS LS L,

5.2. BTO 4 —EXZEbLRWGES EESHEDEL

Ty k=077 HER

BEENE
Armadillo® ey | SMEDROF JoTED . sEBONEE  sEREBLL
fescih e e i BOEhORT | ToMEhE

K 5.2 BTO Y—EX TxIind 5 HEHE
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52.1.BTO H—EXZFIALLBWERES 17 v 7h)

FEOEBEY—EXZFRALBWGE, BESA V7Y THERTOMBERD TT, RE< DT TH
FRREBETHEDS THEty b CEBERTO 'EBEETIL) O 2 BENHDEIT., BEAETE 8
EETIL Z2ZHALRLE W,

TEETTI, KX AC 7T TIEDA TV a Yy @EIMHEBESNTE D EFEADT. RAYEIERD L.
REEEBBEWWWELET, 2ETETILDSAV7 /7\b{"f)§uu CDOWTE, REROERNY 17 )%
SHRULTLEE L,

KETREKICIE. RRICDEREDZ—REBARL THEEY b BERICE. BRERNROEY MK
BlciRofc "TEERI UL T8ER—K) ZcBALLTW, TEER) BT —RXA. '8ER—RK
FT—XEEBDET,

521.1. BESA Y7y TRICEZEAETFNTWVWBY I U7

BESA VT TRICEZAEFNDY 7 774 X—Y(Armadillo Base OS)lE. 7v h~Y—2F %
JTRBELTWSIESEE 4x—/ta0$¢°§L\V7h7:7A—y3/;$ ETBIENTET,
TV F VI THRRERFREZER LU TWEXRT, <D, MEED Armadillo EETIE. FH
ERFE TSI L /= Armadillo Base OS E B4 2/\N\—Y 3 UNEZATN TWBAEEENSB D X,

Kfc, 77V 75—2a3 AT HICOVWTRAHESATNTVWARWREERD XTI,

NmE., BEFROEEIRTY IRV I POEZAMEENIREELRDET, FUKIF 5.3 EER
0)’]’)(—‘/‘\%%5&5'}¥5fj ‘—ﬁEn <7‘—L_é\/\

522.BTO Y—EXZFHAT3

BTO —ERiF, EIA—F—AAZ 21— 5FEIRLT Armadillo DEERZ —IEFEFRWEIT2E
BY—EXTY, BESA VTV ITROERER—IELT, BEHIZEY1—ILOBELT—X,. AC

FETYDERE, BEFEXHRED SD H—RP SIM H— RO#EF. BEFESIEEDY IR I T7AX—
/Eé?ﬂﬁé’%ac‘: XZa1—ADSIEERRRTY T« VY JIEB%ERIR - €I 22 ENABETT,

IRFEMRIBIERCE 7Yy hY—0T77 /OBODNSERULIAHWLLEITET,
BMECEIC. WD TEZEEETERWMEEN T VWE T, Ffe. RTBEROERZDIBERE BTO

P—ERXICKFIETHZDEEEHDFT, FU<IE Armadillo 1 h® BTO B —E X [https://
armadillo.atmark-techno.com/services/customize/bto] %z ZHEFE L £ & L\,

53. BERDAA—YBETAHFE

EERICHELRFETERERBICEI>TERDEIN, ARLEYV T I\ 7 = 7% Armadillo ICEEA
B%JE&&*LZ\T%H@?% &l D £9, Armadillo Base OS BHEZICHWT, EERICEEDY 7 ~
D P EEZADRICIE. LUTO2 D0FEDEELShZRAWVWEEERHTEEY,

cAYVAN=NUTARVZERWTY 7 NI 2 7 ZETIAD

- SWUpdate ZAHWTY 7 Dz 7 ZEZIAD

12U, SWUpdate [&ERAFD Armadillo D7y 77— NEBETH D, EERDA X —IEZIAHIFE
KERORZERTRHRWEZD, BERNICIEAA—IEZAHFELLTWEA YA N=ILT 1 ATV ZAWEA

FEBRLTLIEE W, ZDfcdh. A YA R=ILT A« ATAX=IDER, ESAHATEICDOVWT 54
REUVICVATLZA VAN =IVT A RATICT S ICEBLET,
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54 RAAUVICVATLZA VAR —ILTAAVICT S

ATDE & Visual Studio Code (L& VS Code EEEHUET) #FEAL T HREULIEIYRATLDA Y
AN=ITARIAA=I %R ULET, 6.4.2.VS Code DY 7wV, Z#ZESZE|[C. ATDE i VS
Code AERBRIIVAT>yavaEA YV AR=ILLTLEEIW, VS Code ZHEHLTA Y AN =T« X
VHEERT BGEIFUTOFIEICED T,

A REREOEY NTY T

- VS Code Oty h7v >/

- VS Code =R U fc#IEARRER SWU DARL

- YA EA SWU 7= ABOS Web i1 VYA h—JL

- VS Code ZER LA YA M—=ILT« AV1ERA SWU D4R

- Armadillo IZ USB XEY Z#EA

- AVAN=ILT « R7YERKE SWU Z ABOS Web 50 > X k—)b
- USBXEVLEICAYAN =T A RTAX—=IZHERK

CDOBERFERT BICIE. UTICRI/N—I3>yDY T NID T 7HRET
A'S 9,

. ABOSDE 1.6.0 Lk
- mkswu 5.3 Bk
. abos-base 2.3 M E

Visual Studio Code & & U' VS Code (. Microsoft Corporation Mk
EHELOZOMOEICHE T 2EHEERITHETI,

=

54.1. REEEOLEY N7V

EEBPCZEYNPYTUET, PYNN—UT0/TlE. HEDOY T NT x 7HECEHERESEZ
HEC{TS eI, Oracle VirtualBox IREY Y VY DF—F A X—I % EBHLTWET, TOTF—F A1
X—3% ATDE(Atmark Techno Development Environment) &FEONE S, ATDE DEs(ic i k8L
VIR 7THD VirtualBox ZERLET,

Oracle VirtualBox ICIZH T DE#EMH D £,

- BRIy —Ih GPLV3(GNU General Public License Version 3)
= TIEEINTVS
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- VMware e DIRE T « X7 (vmdKk) 7 7 1 JLICRIG L TWS

5.4.1.1. VirtualBox @1 >~ XA k—JL

ATDE #{#ERY 5fcthic. 1EZR PC IC VirtualBox =1 Y A ~—JLUZE T, VirtualBox ® Web R—
Y (https://www.virtualbox.org/) ZZB UL TA Y AR=)LLTLEE L,

Ffc. RA K~ OS A Linux DIBAE. T 7 4 )Lk TIE VirtualBox T USB /N1 XA &FERAT 22 &N
TEZXHF A, MAK OS (Linux) TUTOIOVYY REETH. "AK OS ZHEEFH LTI,

[PC ~1$ sudo usermod -a -G vboxusers $USER

MRZA K OS A Windows DIHE X DIREIIHREH D £t A,
5.4.1.2. ATDE O 7 —h+ T=E5E

ATDE @7 —Hh+ J(.ova 7 71 JL)% Armadillo %1 k (https://armadillo.atmark-techno.com/
resources/software/atde/atde-vO) 55 o> O—KULX9,

7y hY—0F0 /BROBET LITRIELTWS ATDE D=V 3>
NELDFT, KEFRICHIELTWS ATDE ON—=I a3 ViFUTOER

nT9,
VirtualBox ATDE9 v20240925 L&
VMware ATDE9 v20230123 5 ATDE9Q v20240826

ATDE9 (& Debian GNU/Linux 11 (31— Rx®—LA bullseye) ZX—X(Z. Armadillo-loT ¥— k7 x
1 A9E OV 7 N . PR ZIT O OICRERI OXERKY —IL®, Armadillo-loT — kD = A9E
DOEEERZIT D ICHICBHERY —ILDERIICA VA M—=ILENRTWVWET,

8% PC O&EERIE(/\— R £ 7. VirtualBox. ATDE DXt 7 —F
TUOFvRE)CKLD, ATDE NEBICEMELGZWABEMENH D XTI,

VirtualBox @ Web ~_— ¥/ (https://www.virtualbox.org/) 5. ERBL
TW3 VirtualBox D RF 2 XV NREZSHU THEREZRREL TL
W,

5.4.1.3. ATDE @1 ViR— b
1. VirtualBox Z#E U, [7 7 MI]-UREB7 7547 ADA ViR—KZERLET,
2. [V—XR]DEET., ¥7>vO—RUIc ATDE D7 —H+ T (.ova 7 71 )L)&ERL F T,
3. [BEIOEBET, /\=RRZ14T7ZVDI&ELTAVYR—NOFzvIZHULET,
4. [ET1Z22 Vv I ULET, 1 VIR—hDUBNTET I B THIMEELEXT,
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Armadillo-loT %*— k7 =1 A9E Node-RED FA%H 1 K

BEYD

5. AVIR—hDUMBHTET LS, RA K OS DREICEDLE
BRUTEE]ZZ Yy 7 LIcRICIOK]ZZ Uy 7 LET,

REICEFIDIHRBYI V%=

ATDE [CEID Y TREXAEUELOTOEY T HZEPLI & T, ATDE
ZEDRBICERTZIENTEXRT, REYIVDN—RT T T7RED

ZE AEICDWTIE. VirtualBox

www.virtualbox.org/) h5. VirtualBox D RF 2 XY MR EESBULT
{IEEWN,

5.4.1.4. ATDE DEE)

1. REXYYYVZERUTCERZIY v I LTLLIEE W,
2. ATDE onO7'4 YEENRRENE T,

X AE

D Web ~— ¥ (https://

ATDE [cAO4« VEggl1—H—%, & 51. 21— —&ZE/IX2T—R; [cRrRULET ],

x®5131—Y—-ZE&/NRXT—R

a2—H—%

IR —R

ER

atmark
root

atmark

__ﬂﬁ:l__tf__

root

Fg1—v—

5.4.1.5. AY Y R 51 ViR (GNOME iimK) D&

Armadillo ZFIFB U fzFAF I, CUI (Character-based User Interface)®miEZigfit 92 IV K<

1 VimAR%ZiBU T, Armadillo ¥ ATDE (cxf U TifE=

BENZRAHDET, AV RT4 Vink

ICIEWL DO DFBEENH D FITH., T2 TIEGNOME TRY by TEBEBICEBES VA N—)LahTWS

GNOME iR Z#E U F T

GNOME Rk z2#) 3 5iclE. "5 5.3. GNOME i RDi#EE) ) D& SICTRI MY TEEDT T T —
Ya3v® "A—FT«4UT a1 ATTUDS TR ZBRLTLLLEE W,

N1 —F—< GUI OV v ETS T EIRTEX A
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TFUT—2ay el A 12813H 1334 S % O

HEICAD
FoeTU o FEAAVREL-T—
TYI—whk

s Y kSt

H571wD3R AT
=

L

) E]UE—F?ADF";?E:—H
YoV REETH
YRF LY=L Play

IOH53
B mmuzy0-omE

& ms

vi XF

X 5.3 GNOME >R DACEh

2 5.4. GNOME i#RDV 1 Y Ry DESICT 1Y RIDRHEXT,

FFUug=2ar K L3 A 129138 1334 & @ O

o] atmark@atded: ~

atmark@atded:~$

@ [l stmark@atdes: - -

5.4 GNOME lwRkDV 1~ R
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5416. Y7 0707y TT—h

AX Y RSA VIRRDNSROBEZTV. VIRNT TP HERIFRAT Y 7TF—RUTLIEE W,

[ATDE ~1$ sudo apt update
[ATDE ~1$ sudo apt upgrade

55YT7h0z7ET7YITF—KTB
5.4.1.7. O A UARET /N1 A DfEA

VirtualBox I&. "X kb OS (ATDE)Ic K 2EXD A URIRET /N1 X (USB F/X\+1 A DVD 2 &) DER %

PBR—KLTWEXT, T/NARICK>TIE, RA K OS (VirtualBox Z#£&1 L TW5 OS)& ATDE TH
BICERITSZCENTEFTA,. FTFOLOHT/IN1A A% ATDE TEHT 2 HICiE. ATDE [CF/NA1 R
TS K 5.6. ATDE IcTF/I\A R =EHET S, DEBEEIREICHRDFET,

arf)l REwyy Rm AN FHAAR AT
FFUT—3Yw B @ EEEsY

{4 A7

W deba=h

¥ LEB

[ sE7H-

i T
[E Fowdaroyr

£ LSBOE

SunphsIT Inc Integrated Camera [5811]

Owenal Iteer ated Products e, GP210x UART Erides £ myAWR mySmartUSE liet [0100]
TBAGT) AR 10ARIZ00 [2333]

Fealtek Semiconductor Carp

v v v v v v

& Guest fdditions GO 42— OHEA,
) Guest AdditionsliPy 4 L —F..

K 5.6 ATDE IcT7/\1 A &K T
5.4.1.8. VirtualBox Guest Additions DEB—1 VA K—JL

ATDE (& VirtualBox k8~ > Y 7 kT 5 VirtualBox Guest Additions &S5 UH1 VR
M=l icRRETRRmEINTWET,

Guest Additions D /N\—3 3 > (E VirtualBox BED/N—Y 3V &EEILTWDH, BEWLD
VirtualBox ®/\— 3> & ATDE (T4 Y A ~M—)LiEHD Guest Additions D/\— 3 Y HRERZIHE
NHHEI,

VirtualBox & Guest Additions DJ/N— 3 YNER B 2 &IC L > THRBN L DR IFEWVWTT
M. ChiCERT 3B b3 AES (ATDEOEE - £E7 ALY — - 77Uy TIR—REDRHA)
REUBEIE. UTOFIEZSZEIC Guest Addltlons EBAVAN=ILLTLEE W, (EfTHIIC
ATDE DR Fv 72 a3y hZER L THELS I EZHRBLET)

1. ATDE Z&E#&#t. EZB/N—D[F/\1 X]-[Guest Additions CD 4 X—I DIEA]ZEIRL T 72
=LY,

2. HBFELD VirtualBox EREU/N—3 32D VBox GAs [VERSIONI A 77 A JLy LICRRENET,

3. VBox GAs [VERSION] Z~¥ U > hT BfHIic. "7 71 )1 D5 VBox GAs [VERSION] Z#H T L T<
k=Y AW

4, AYVAKN=I)LTBHEIC. UTOOAYY RTEICA YA M—=ILFEHAD Guest Additions =7 > 1
VAK=ILULZXYT,
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sudo /opt/VBoxGuestAdditions—-[VERSION]/uninstall. sh

5. UT0aAvY Y RTHFEWLD VirtualBox D/N— 3 v IcEH > 7z Guest Additions h' 1 A k—JL

SNEY,

cd /media/cdromd
sudo sh . /autorun. sh

5419 BT AT —DERK

RAKN OS & ATDE ETT7 7ML ERITETFERELT, HET7AINY—NH 2 EXREEFNTT, &
ZTlE. IRA S OS & ATDE BDOHB 7 A LT Z1ERT 2FIRZBNLEXIN. RELRARIOFIEZ

AFyFTLTLIEE L,

1. VirtualBox O LEZB/IN—DS[TNA RA-[HEBE7AINY=]-[HET7 AT —KREIZRBIRLET,
(M B.7. £E7AIY—FKEZFRL< 1)

2. "®MI58. HBT7AINY—KEI OFBRTRLETZAAVZEI )Y IULET,

3. "RI59. HBET7AIY—DEM DL, [ZAINT—D/IXR]-[ZDM]ZFIRLT. £ET7
W —ICHREUVCWRAKNOS LOT7 AT —%BRULET,

4. "M59.HBET7AIY—DEN DLSIC, [BEBINTY N EKGETRICF Vv IZANET,

5. [OKI1ZZ7 Uy 2 UTHBE7AINLY—ZEBMULET,

Jrd)l RIETLL F&T AR FHAL AT
FPFUT—23Yy 1B &) XFERAF
{2 +-F7

@ kD
¥ se

[] #EE7IE— 4
F] sy -kt 8
EN= A s

r vy v v

[T -

o Guest Addtions GO A A—JTHEA
B Guest Additions@Fy 4 |-

5.7 BT AT —REZR<
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HBFZHIHF)
B POCIME gE#vb iﬁF@

LN

—EEEE T A -

S

58 £H T A LT —RE

davat owg

AJVFH)

;’% oh EEIANS-0:EM r X
FAIA—MIA C¥lsers¥ ¥shae “
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< | > B sfshare ~

© BEBEVEI 7L
W Ef0F

o -1

L Fuvn—g

O RFaxvk

a BT

Eri=i

&1 i

o I=%

M sf_share

»

©® VBox_GAs_7...

»

+ {thDIERT

K510 "770) KRRENZDHET AT —
BMUIEHBT7 ALY —E T®5.10. "774)l) ERRShBHEETAINT—1 DELSIC 774

Uy D7 IR BH. £fld /media/sf _share (XET7 I —F8) HSFIEATEXY, (share
EVWS T A Y —ZTHERTZE. ATDE £ Tl sf share EUTERRENET,)

54.2.VS Code Dty b7 v

ATDE [Cc VS Code XU, AEAI VAT ayvEvOQRAVIMIVBAZA 72U A VA=)l
LTLEEL,

UTOFIEIFESTATDE ETEMmL £,
5421. VY70 7D7v7IT—h

ATDE @/\—2 3> v20230123 Bl EICiF. VS Code D1 Y A~ —JLEHDIcHFRICA Y A h—
IWIBRERHDXBAN. AT DAEIICIE M55 VI 7Z27yv7T7—r921 Z22RULT
BAHTIRAND Y Yy TTF— R Z{ToTLREW,

VS Code ZREEIT BICIE code ANV REETULET,

[ATDE ~1$ code

5.11 VS Code Zi&£&T %

VS Code Z##cE#Id25 &, HAEBIKLI VRT3 YDA VA N=I)L%1R
LZULTLKBIELHBDET, FOBICRRINZYA7O7ICE->TA Y
2Ah—J)LZE{TS5 & VS Code ZHAREILTEZT,
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54.22.VS Code ICHRERBTIVRAT>Ya>vEAVAMN=ILTS
VS Code ET7 7V —oavaREITDIRODIIRTVIayEZAVAMN=ILUET,

ITORATyoavR@N—T Y RTILAADSEAVARN=ILTEHIENTEXRT, VS Code Zi2E L.
EYARN=DIT VRT3 VB RLT BRI A—AIC Tabosy EAAL TS L,

EXTENSIONS: MARKETPLACE

abos

@ Armadillo Base OS Development Environment <1

Atmark Techno Install

X 5.12 VS Code ICHERITIRTYYa VeV AN—ILT S

FRE iz "Armadillo Base OS Development Environment; @ Minstally R V&g &1V R
A—=ILIFETULET,

5.4.3. VS Code Z{ER U T #IHIERER SWU DL

initial_setup.swu [FAY A Y /XX T — RO 1—F—EHDOERER E DHEIREZ Armadillo (T
VAR=ITBRHDT 7AILTT, initial setup.swu TA YA M=)l 31— —EHDIHARSH
BWEE, I—Y—pHERELLFTUT—vavEA YA M=) FLBPYTTF—RTBIENTE
FtHho IO, FIRFBREFIC initial_setup.swu D1 YA R—LEITSRENHD XY,

X 5.13. initial setup.swu Z1EBKT %, IKRT LSIC. VS Code DENRA D [COMMON
PROJECT COMMAND] 5 [Generate Initial Setup Swu] 217U TLEE W,

> CREATE NEW PROJECT
~ COMMON PROJECT COMMAND
Generate Initial Setup Swu

Generate Container Clear Swu

Generate Installer On USB Swu

~ OPENED PROJECT

5.13 initial_setup.swu Z{ERT S
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VILETHICEBEREDANZROSNET, ANTEIREDODHNEZ X 5.14. initial_setup.swu
FIEEREDOEBERES ICRULET,

Executing task: ./scripts/generate initial setup swu.sh

mkdir: 54 L% k') ’/home/atmark/mkswu’ % {ER L &E L7
HETFAINEFH L E L : /home/atmark/mkswu/mkswu, conf

HEAEQIE Y F—L(—E)EAS LTS L: [COMMON_NANE] @
SREBORDART— REAACES W (4-1024 x5) O
SERRZEDHED/NR T — K (HEER)

Generating an EC private key

writing new private key to ' /home/atmark/mkswu/swupdate. key. tmp’

Ty TF— N A—VEBSELETH? (Vy) O

TYRNT—0F 0 IR LA A=V B A VA =LA LETH? (/n) O
root K27 —k: ©

root M/XR 77— K (FEER) :

atmark I—H# D27 — K (ZOBEAET7AY Y raOv s LET) : O

atmark M/RA 77— R (FEER) :

Base0S/ ')A VA N—)LO>VFF% armadillo.atmark-techno.com H—/—HSBEH 7Y TTF— M LETH?
N/y) @

abos-web MD/XRT—REHRELTLIEIL,

abos-web D/SX T — K (ZDBPESIEHF—EREEMLET) : O

abos-web MD/XX 77— K (FEER) :

/home/atmark/mkswu/initial setup.swu Z{ERX L ZF L 7=,

”/home/atmark/mkswu/initial setup.swu” ZFDFEFIIENTEETH
EV21—IEEMLTA A=Y 5BERTZHBEIROIATY RTHER LTIV :
mkswu ”/home/atmark/mkswu/initial setup.desc” [fhD.desc 7 7 1 JL]

AVAN=IEIE, COT14L I M) EHBRLAEVWEIISERELTLEIWY,
BAEKXD EFHIART Y TT—MIF/INA XD /etc/swupdate. pem
EBELRVWEA VAN —ILTERLAYET,

* Terminal will be reused by tasks, press any key to close it.

[ATDE ~]$ Lls ~/mkswu
initial setup.desc initial setup.swu mkswu.conf

swupdate. aes—key swupdate. key swupdate. pem 9

X 5.14 initial_setup.swu #IEI4B O RERE

COMMON_NAME [TIZEFERfE®D "common name; & U TEHPEENDOND LS BEEDE
fmaE AL TSI WL,

SRR ZIRE T B /\RT7L—X%Z 2BANLET,

SWU A X—YVBHZIESILT 35aIC Tys ZABDULET,

PYNY=0FT0 /D7 TTF—hEAVAM=ILULIBWEEIEF Tny ZAALET,

root D/XXAT—R%Z 2EBADLET, AT Z/NZXT—REUTDOIL—ILICHE >TSS W,

000 ©

- HEICH-> TWAEEAFERALAN
- BIRBXFEIEFERLLZN
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- BXFHULEDIKXAT—RRICT S

(6) atmark 1——D/IXRXAT—K%Z2E8AHLVET, AHAHLLAWGESEFI——20Ov I LE
9, EFRATZS/{XXT—RDHIRIE root EREKRTY,

(7] BE 7Y 77— NEEHOEETEHET, 22T Tyy ZAND &, EPNICTF Y hNY—0TFT7
DY —=N=—D5F7yvTTF—NOFEZEZ L. BBNICAYAN—ILLET,

O abos-web ZFEAY BHHIF/RT—REREL T REW, T TREL/CRT— R abos-
web MEZEETEFT, FATES/XXT—ROFIRIL root EEKTT,

© 1EHULKET77CILEKERUET, "swupdate.aes-key, FESILDBRICOMEBEINET,

774 )Ll “/mkswu/initial setup.swu [CfRFESNET, <D SWU A1 X—I% T544 ¥HEEKE
B SWU = ABOS Web "5/ YA =)Ly ZZBUT Armadillo N VA R—=JLLTLEEE W,

A4 A KN=)L#&IC ~/mkswu T« L2 M ULITIC3 B mkswu. conf &, 7 71 )LD swupdate. * % 7%
EHRWVWESICLTLEE WL,

5.4.4. ¥IHAEXER SWU %Z ABOS Web 61> X k=)L

ABOS Web #{#ERHUL T, PC £E® SWU A4 X—I» HTTP H—/V\—_LE®D SWU 1 X—3I% Armadillo
ICAYVAN=ITBIENTEEXT, &L initial setup.swu Z1 VA M—=JLULET,

ABOS Web @ kv IR—=Ih5, "SWU A VX L—)L"Z20 Vv 3FB&, TR 5.15. SWU 1V X
=)Ly ODEEICEBLET,
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mkswu --init TIERL L 7= initial_setup.swu 24 > X b —JL L
TLEIL,

SWU 774 ILAH

SWU Z 74

PSR EREhTuEHEA
A A=)

SWU URL A A

SWU URL

R 5.15SWU 1A k=)

CODEETIE. PC LD SWU A X=YT771)bElE. HTTP H—/\—LED SWU 41 X—=3I T 7o
JLD URL Z3EEL T, Armadillo [C14 YA R—=ILT B ENTELT, Armadilo DV T RT 7D
7w 77— NBICRYICITSRETERT % initial_setup.swu %, F7Z Armadillo ([T YA KM—=)L&
hTwiziFnid, "mkswu —init TER U7z initial_setup.swu 24 Y AR —=JLLTLEE W, " EWS
Xy t—Y%ZBEELEICKRRUET,

HER UK initial_setup.swu ZRIRULET, ETHFOOTH ABOS Web LITRRENET, 1V X
N—ILICRRTHUTZ55% T T,

5.4.5.VS Code ZFERA LA Y A M—ILT 1« AV EEA SWU DEE

VS Code OERA > D [COMMON PROJECT COMMAND] h5 [Generate Installer On USB Swu]
EEITUED,
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~ COMMON PROJECT COMMAND

Generate Initial Setup Swu

Generate Container Clear Swu

Generate Installer On USBE Swu

5.16 make-installer.swu Z/ERKT 2
RIT, WREGEEBEIRLET,

1t to create an installation disc

517 NRMRZRERT S
EBECERSNBE. AV V- IILIUToOREAENE T,

/home/atmark/. vscode/extensions/atmark-techno. armadi l lo-base-os-deve lopment-environment-1.6. 0/
shell/desc/make installer usb.desc D/NX—T 3% 1 5 2 (CEBELE L,

Enter pass phrase for /home/atmark/mkswu/swupdate. key: 0

/home/atmark/mkswu/make installer usb.swu Z{EEL X L7=,

To create Armadillo installer on USB memory install /home/atmark/mkswu/make installer usb.swu in
Armadi llo

* Terminal will be reused by tasks, press any key to close it.

B 5.18 make-installer.swu &0 O

(1] INAT—=RDANZRSSNEIT DT, FHALAE swu 2ERLIcEEEBUNRT—RZADL
E3C)

/home/atmark/mkswu =« L2 N YU RIC make-installer.swu DMERE LT,

TRICUATO7 74 IV ZBERUTEDET -
. /etc/machine-id (T V4% LAEFEERIFHS)
. /etc/abos web/tls (ABOS-Web @ https ##)

. /etc/ssh/ssh_host *keyx (ssh H—/\—D#, RIFNITERLEE
A) ABOS 3.19.1-at.3 L&

/ X2V T A —DEEIS. A VAN —IUT A RATICEDA VA N—ILE
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Node-RED Tidmi— &S 1880 ##EAHLT. XY NT—I EHST Y
TAUTHELET, ULH L. EERICR—ME2RITTEL EAENS T
JEATETCULESRBRENHD £9, £D7sd. make-installer.swu &

FERAUVTA Y AN T A RIAAX=IZERT BHBEIF. CDR—h%&
FAUET,

5.45.1. Armadillo I USB XEU ZFA
Armadillo ICERZ/RAU. 1 VAN=ILT 4 RV &R EITBHICUSB XEUZFEALTLEE L,

USB XEY L vfat LK IF extd EXTT7A4—T v hU., ZEEREDN
10GB UL EDbDEFERL TLEE W, Armadillo-loT #— ko 1 A9QE
NDUSB XEUDNY Y MNMIFRETYT,

AVAN=ILT A RATA4AXA—IE installer.img EWSEZEITIREL X
T, I TICABZBD T 7 ILDEET DHEIELEEINET,

5452. 1 YA M—=ILT 1« AU EEA SWU Z ABOS Web iS5 VX h—JL

5.4.4. 8% FH SWU % ABOS Web 54 YA h—Jlby TEFULEELSIC. SEIFERL
make-installer.swu Z1 > AN—JLUZEY,

ABOS Web O kv IR—IHh5, "SWU AV N=)L"Z22 )y d2E. TR 5.19. SWU 1R
N—JLy OBEMEICEBRLET, ETEIE ABOS Web Fic T 5.20. make-installer.swu - Y XA k—JL
BoOs) &5BA7RKRREhET,
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mkswu --init TIERL L 7= initial_setup.swu 24 > X b —JL L

SWU Z 74

TPAVERER | BRENTLEEA

SWU URL

TLESW,

SWU 774 ILAH

Anetil==ll

SWU URL A A

K b5.19SWU 1L >YAN=)L
4B Ut make-installer.swu ZEIRULZX T,

[INFO ] : SWUPDATE
[INFO ] : SWUPDATE
[INFO ] : SWUPDATE
[INFO ] : SWUPDATE
[INFO ] : SWUPDATE

[INFO ] : SWUPDATE

[INFO ] : SWUPDATE

running :
started :
running :
running :
running :
running :

running :

make installer usb.swu #4 Y X h—JLLF T,
SW 7y FO—Kx7T

SWUpdate v2023.05 git20231025-r0

Licensed under GPLv2. See source distribution for detailed copyright notices.

[main] : Running on iot-a6e Revision at]l

Software Update started !

[install single image] : Installing pre script

[read Llines notify] : No base os update: copying current os over
[read lines notify] : Waiting for btrfs to flush deleted subvolumes
[install single image] : Installing Copying installer to USB device

[install single image] : Installing swdesc command nochroot ’podman
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kill -a’

[INFO ] : SWUPDATE running : [install single image] : Installing swdesc command nochroot —--stdout-
info “abos-ctrl make-installer —-noprompt --output /target/mnt/installer. img’

target/mnt/installer. img

customization script at the end of

[INFO ] : SWUPDATE running : [read lines notify] : Using installer image on image file.
[INFO ] : SWUPDATE running : [read lines notify] : Would you like to create a windows partition?
[INFO ] : SWUPDATE running : [read lines notify] : That partition would only be used for

[INFO ] : SWUPDATE running : [read lines notify] : install, leave at @ to skip creating it.

[INFO ] : SWUPDATE running : [read lines notify] : Custom partition size (MB, [0] or 16 - 364): 0
[INFO ] : SWUPDATE running : [read lines notify] : Checking and growing installer main partition
[INFO ] : SWUPDATE running : [read lines notify] : Resize device id 1 (/dev/loop@p1) from 513.00MiB
to max

[INFO ] : SWUPDATE running : [read lines notify] : Copying boot image

[INFO ] : SWUPDATE running : [read lines notify] : Copying rootfs

[INFO ] : SWUPDATE running : [read lines notify] : Copying appfs

[INFO ] : SWUPDATE running : [read lines notify] : At subvol app/snapshots/volumes

[INFO ] : SWUPDATE running : [read lines notify] : At subvol app/snapshots/boot volumes

[INFO ] : SWUPDATE running : [read lines notify] : At subvol app/snapshots/boot containers_storage
[INFO ] : SWUPDATE running : [read lines notify] : Trying to shrink the installer partition...
[INFO ] : SWUPDATE running : [read lines notify] : Shrinking the installer partition..

[INFO ] : SWUPDATE running : [read lines notify] : Cleaning up and syncing changes to disk..

[INFO ] : SWUPDATE running : [read lines notify] : Installer updated successfully!

[INFO ] : SWUPDATE running : [read lines notify] : -rwxr-xr-x 1 root root 687.0M Jan 23 15:12 /

[INFO ] : SWUPDATE running : [install single image] : Installing post script

[INFO ] : SWUPDATE running : [read lines notify] : Removing unused containers

[INFO ] : SWUPDATE running : [read lines notify] : Command 'command podman rm -a -f’ output:
[INFO ] : SWUPDATE running : [read lines notify] :

9f4f64ec1926d17e75de4060dac4a448e666a3d9535c408f632e4e2de4bafa4f

[INFO ] : SWUPDATE running : Installation in progress
[INFO ] : SWUPDATE successful ! SWUPDATE successful !
[CINFO ] : No SWUPDATE running : Waiting for requests...
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swupdate exited

AVAM=IBEILE L,

5.20 make-installer.swu 1 > XA k—JLEO O

SET#. USB XEUZIKWTLZE W, U, T5—NHEHEEIE Armadillo-loT — ko x4 A9E
DEREBERALTPHDELTLREE W,

546.USBXEY LEICA VAN =T A RIARXA—IBER
ME(CERIZT UBES. USB XEY EIT installer. img BMREEINTWET, D installer. img
% microSD h—RICEZADCETA VAN =T 1 RV EERT B ENTEET, BIEERICDWL

TlE 55 A Y AM=ILT 4« RV DENMERERZ1TD1 ZCSRBRLEE WV, INT. VS Code ZfERAL T
AVAN=INT ARV ZERT DHEICDODVWTIFRT T,

55 A YAM=IT 1 XU DEMFHERZ1TS

UM VYA N=ILT« AU DENMERER T B Icid. FAFRICHERL 2 Armadillo A DEED
ME[CHEDET, £leo 1V A M=)LED Armadillo ® eMMC RDTF—% Z LEESNTHEZ SO
MWEBRT—FIEFHNY I Ty THR > TEWTLEE 0,

RAUVICVRATLZA VAN =T« RA7ICTBFIRZESICKTLTWEHE, USB XEUHIC

installer. img DFEE L £9, microSD 1— KRI(C installer.img” ZE£ZAA T, 1V AN=ILT 1RV
ZERULE T,

55,1. 41 VAN—=ILT+1 RV %ERT D
55.1.1. Windows PC Lt AL YA N=ILFT 1 RV ZEHRT S

Wlndows PC @55, [Win32 Disk Imager Renewal] Z{#H LU Timg 7 71 JL%Z microSD #1—R
EXAHET, [Win32 Disk Imager Renewal] [ TS5 T >vO—RULTLEETWL,

- Win32 Disk Imager Renewal J Y —ZX~X—3

Win32 Disk Imager Renewal J 'J — X X — ¥ [https://qgithub.com/dnobori/DN-
Win32DisklmagerRenewal/releases/]

RO EXE 774250 YO—RULTEELE T, UTICimg 77 M ILOESAHAFIRICDONT
~ULET,

1. [image File] IC installerimg 7 71 JLZIBEL X,
2. [Device] IClE microSD MMEASNTWSZXOY hZEEELET,
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%2 Win32 Disk Imager Renewal - by dnobori 2022.11 — X

Image File

img7 7 A Jlb % iR |E| 104G

Device

SD Card v 1.87 GB

Hash

MNone

[_J Read Only Allocated Partitions

Progress
Cancel Read Write Verify Only Exit
Win32 Disk Imager Renewal (5]
=
MNow working without problems in combination with Google Drive. ¢

5.21 Win32 Disk Imager Renewal X EEIH
3. [write] RY Yz EEENHFITOT, MERITNEIEWZEIRL TEEIAHFT,
4. EZAHETYAT7ATDRREINEESAVAN=ILT 4 ATV DERHIEET T,
5.5.1.2. Linux PC ETA YA =T« RV ZEHT %

Linux PC D&, UTD LS microSD h— RICEZ AL T EMNTEZX T, sd[X] D [X] IE microSD
DRZATHIBELTLIEE L,

[PC 1% sudo dd if=installer. img of=/dev/sd[X] bs=1M oflag=direct status=progress

522 A VA M=IT 1 RV ZERT B
EERAHDPRTUISA YA M=ILT 1 AV DIERIETET T,

5S2. A VAN=IT 4RV Z2ERT S

1. 4YXAM=)LT«4 X% Armadillo-loT '— ko 14 A9E @ microSD [T EA UL E T, microSD
Z20Y MDOBFAICDOWTIE 133. 419 —Tx—RALATF7 o) #BLTLEEIL,

2. Armadillo-loT ¥ — kU = A9E OEEIT/\A ABERAAYF%Z ON ICLET, BEIT/N1 X
BERAMYFOBAICDOVWTE 33 125 —Tx—ALAF7 T b ZZRUTLLEE W,

3. Armadillo-loT =k 7+ AOE O AC 75 75— vty M BETERZRAT S &, 20
PEETAYAN—IHTETULET,
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4. AVAN—IDET T2 EBRMINK I (2 AT L LED HYELT).

5. Armadillo-loT Z— kx4 ASE ©® AC 7% 75—t hHhSIRE. W TEET/\1
AEBEAA Y F% OFF [CHE L. microSD A—REALTLEE L,

6. 10 WLULEF> THSHBUERZHRAT S E. Armadillo-loT ¥— kDU =+ A9E DEEL XY,

5.6. 7v 77— kA SWU OERFE

BFETHRD Node-RED ICDWT., 7O—DEELENRERIGE. BELL7O— %28 RICEEY
SZMENHBDERT, £DAHEE LT SWUpdate Z#HE LU X9, SWUpdate ZAHWS ERELGY 7 b
DI FDHETYTT—RTBIENTRETYT, LUTIC SWUpdate THERT S SWU OAERAEICD
WTsEEULXY,

- BFAT7O—0HE
. ATDE £T7v 7F— A SWU D4R

- Py T7TF—rASWU D1V K=)L

CDOMEERFERT ZICIE. (5.3 BERBDA XA —VEZAATFE OHNR
ERTUTWBRENBD T,

5.6.1. EXMA 7 O—DEE
Node-RED M5 70— EBEBLEY, XZ1—h5 [EEHU] BBRLET,
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EoE

FrAHAG
S=hU

HEE/ R
J0O—
HJo0—
IN—F

Iy hOER

23— Y hF— 05
Node-RED™I T JH k
v3.1.0

523 7O0—DE=H UL

EIHULERD BREDY T] Oiga. 7Y v THR—KICEEND / —RO—EBIRRINET, BRE
RIINIETETIKHZ[FY7>O—RIKY =B LTYo7O—-RULET,
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JO—%EEHL
s=L | BRLuEDO-|| BE0sT ||laTovd
HYwTHR—R JO—zEEEHUL JSON
v JO—1
H=7 [E)) LeD Bink o
D-:zet 1
trigger 1s
App LED

o

K524 7O0—0D¥o>vO—R
flows. json MY U VO—RESNfcZ EZERL TSI,
5.6.2. ATDE ET7v 75— A SWU Z 4R

ATDE ZEBILEX I, UTDFT v L7 hUIC SWU ERICER desc 77 A ILDEDNIcT A LT
NJZIE—ULEXI, AE—ULT«LIKNJICFIO—RULT7O— flows. json ZIEBL 9,

[ATDE ~J$ cp -r /usr/share/mkswu/examples/node-red/ ~/mkswu/node-red/
[ATDE ~1$ cp flows. json ~/mkswu/node-red/

X 5.25 7O0—0DEE
LTodY Y REETLT SWU 24U ET,

[ATDE ~]$ mkswu --update-version ~/mkswu/node-red/update flows. desc (1)
/home/atmark/mkswu/node-red/update flows.desc M/X—Tava 1 H 2 ICEELE LA,
[ATDE ~1$ mkswu ~/mkswu/node-red/update flows.desc -o update flows. swu

Enter pass phrase for /home/atmark/mkswu/swupdate. key: (2]
update flows.swu Z{ERK L ZF L7,

5.26 SWU D4R

SWU ONN—Y 3y DOEHRETVET,
SERZEDRRD/IAT—REZAHLET,

®©0Q
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BINTBEREDT ¢ Lo T update flows. swu BNER SN FE T,

56.3. 7v 77— MR SWU OiEH

'5.6.2. ATDE 7y 77—bH SWU Z4/1 THER U update flows. swu Z & FICEBL X
9, 6.44 #HERTFER SWU %= ABOS Web 51>V X =)Ly ZZBBRU T Armadillo N1V A ~—
JLLTLEE L,

AV ARN=I)LICEII LTS Armadillo IZBEEMICEBREEILET,

%5 TFAILURE ERROR : Signature verification failed; & W3 I 35—
NREUVEXT, Z0HEIEF. 75.4.3. VS Code Z{#ER L I=#1HAEH SWU
DERL & 544 FHEERER SWU Z ABOS Web 51 >V A ~—JL;
2R U T, MHERER SWU 04K E Armadillo N4 Y X ~—)L%
ToTLIEEEW,

/ HEAZRER SWU Z#EA U TWRLVVREET update flows. swu Z@ERA U T:

HIERESE R SWU %@, T update flows. swu ZBEAHAL TLZE LY,
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