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CHAPTER
ONE

NXP PLUG & TRUST MIDDLEWARE

The NXP Plug&Trust Middleware documentation covers following Secure Elements:
e EdgeLock™ SE050 (Including variants A, B and C)
e EdgeLock™ SEO51 (Including variants A and C)
e A7ICH (refer to the A7/CH section at the end of this document)
Setting up SE05x and A71CH development environment for:
e Linux:
e i.MX: Section 4.4 i. MX Linux Build
e RaspberryPi: Section 4.5 Raspberry Pi Build
e Microcontroller:
e Section 11.5.3 Freedom K64F
e Section 11.5.4 i MX RT 1060
e Section 11.5.5 LPC55569
e Section 11.5.7 MIMXRT1170
e Android: Section 11.5.6 Android: Hikey960
e Windows: Section 4.1 Windows Build
Documentation also covers:
e Using the CLI Tool to configure the Secure Element for the Demos.
e Setting up the iMX and Kinetis Freedom boards to be used with the CLI Tool.
e Setting up and executing Demo Examples Section 5 — Demo and Examples.
Dedicated application notes:
e Overview of all available HW, SW and documentation:
e SE05x Support Package
e Secure Element configurations are available here:
e SE050 Configuration
e SEO051 Configuration
e Some of the important Application Notes are as shown below:

o MCU/RTOS: K64F iMXRT1060 LPC55S69



https://www.nxp.com/docs/en/application-note/AN13013.pdf
https://www.nxp.com/docs/en/application-note/AN12436.pdf
https://www.nxp.com/webapp/Download?colCode=AN12973
https://www.nxp.com/docs/en/application-note/AN12396.pdf
https://www.nxp.com/docs/en/application-note/AN12450.pdf
https://www.nxp.com/docs/en/application-note/AN12542.pdf
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e MPU/Linux: iMX6UL iMX8MQ
e Windows: AN12398

o Details regarding SE050 and other detailed application notes can be found at https://www.nxp.com/
products/:SE050

e Details regarding SE051 and other detailed application notes can be found at https://www.nxp.com/
products/:SE051

1.1 Organization of Documentation

This documentation is organized into following parts/sections.
e What has changed so far in the middleware stack be found in Section 2 — Changes.
o The overall middleware stack is explained in Section 3 — Plug & Trust MW Stack
e The common SSS APIs, a subset of the overall stack, is explained in Section 3.3 — SSS APIs
e How to build MW for various reference platform/IDEs is explained in Section 4 — Building / Compiling.
e Section 4.1 — Windows Build

e Section 4.2 — Import MCUXPresso projects from SDK. Steps for i.MX RT 1060 and LPC55S are similar
to those for Import MCUXPresso projects from SDK

e For advanced users to take power of CMake’s capabilities, Section 4.3 — Freedom K64F Build (CMake -
Advanced). Steps for i.MX RT 1060 and LPC55S are similar to those for Freedom K64F Build (CMake -
Advanced)

e Section 4.4 — i.MX Linux Build
e Section 4.5 — Raspberry Pi Build
o The MW package has lots of examples, they are part of Section 5 — Demo and Examples.
e Section 5.1.1 — DEMO List has an itemized list of the demos.
e Section 5.1.1 — Platforms List
e Section 5.1.1 — Cloud connectivity Examples
e Section 5.1.1 — OpenSSL Engine Examples
e Section 5.1.1 — mbedTLS Examples
e Section 5.1.1 — OPC UA Examples
e Section 5.1.1 — SE05X Specific Examples
e Section 5.1.1 — NFC (DESFire) Examples
e Section 5.1.1 — Ease of Use Configuration Examples
o Integration with other middlewares/systems is explained in Section 8 — Plugins / Add-ins.
e Section 8.1 — Introduction on OpenSSL engine
e Section 8.2 — Introduction on mbedTLS ALT Implementation
e Section 11.5.6 — Android: Hikey960
e Section 8.5 — Introduction on Open62541 (OPC UA stack)
e Section 8.7 — PKCS#11 Standalone Library

2 Chapter 1. NXP Plug & Trust Middleware
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e The CLI Tool is explained in Section 9 — CLI Tool

e Section 9.7

— List of ssscli commands

1.2 Folder Structure

Folder / File Name

Description

README . First .
txt

PLEASE Read this file before using the Software Package

EULA pdf

Contains the End User License Agreement.
Required to be agreed mandatorily before using the PlugAndTrustMW software

Third _ Party _ Li-

This file lists the Third Party license(s) in text that are part of this software package.

cense.pdf
akm This folder has the files corresponding to Android Key Master implementation as part of
Plugé&Trust MW
Currently AKM solution is supported only on HiKey 960 development platform.
binaries This folder has pre-build binaries and executables.
e.g. It has firmware binaries to emulate Virtual COM port on freedom K64F, etc. binaries
for platforms supported. For Ex: FRDM-K64F, . MX RT1060.
binaries/PCWindows/8hscfblder contains pre-compiled ssscli tool.
This tool runs on Windows.
demos This folder contains various Demonstration Examples for the supported platforms.

See DEMO List for list of supported Demos.

demos / Certifi-

This folder contains the certificate chains as per OEF configuration

cate_Chains The intermediate and RootCA certificates are required to connect to clouds using trust pro-
visioned device certificates.
See Certificate Chains

doc This folder contains the documentation for Plug&Trust MW in the form of html files

ext This folder contains files related to external dependencies that are required to build the
Middleware and it’s demo examples.
e.g. amazon-FreeRTOS, openSSL, mbedTLS, JRCP, etc.

hostlib This folder contains the common part of host library e.g. T=10I12C communication protocol

stack, SEO5x APIs, etc.

hostlib/hostlib/acces

sBtanégder contains the source code of the Access Manager application. The Access Man-
ager supports concurrent access from multiple linux processes to an SE05x IoT applet.

nxp_iot_agent

This folder contains source code of the EdgeLock 2GO agent and demonstration examples.

projects This contains MCUXpresso projects that can use CMake generated gnu-arm-gcc cross com-
piled build directories for easy download and debug.

pycli This folder contains the NXP proprietary command-line tool (ssscli) for configuring and
provisioning the SE05x (Secure Element)
Please ensure that PYTHON Version 3.6 or later (32 bit) is installed. The default pre-
compiled DLLs are 32bit and hence this tool needs a 32 bit Python.

scripts This folder contains scripts for creating CMake projects

semslite This folder contains source code of the SEMS Lite agent, demonstration examples and
generator tools.

Sss This folder contains the “SSS” APIs interface to the Application Layer

tools This folder contains the pre-built binaries and DLLs.

1.2. Folder Structure
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1.3 List of Platform Prerequisites

All the examples assume that build environment is setup and refer these sections for guidance.

Platform Link

Windows Windows Build

FRDM-K64F Import MCUXPresso projects from SDK or Freedom K64F Build (CMake - Ad-
vanced)

RaspberryPi-3 /| Raspberry Pi Build

RaspberryPi-4

IMX6UL / IMX8M i.MX Linux Build

RT1060 i.MX RT 1060

LPC55S LPC55569
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CHAPTER
TWO

CHANGES

2.1 Pending Refactoring items

The following items would be re-factored and changed in future releases. These topics are deemed to be deprecated
and to be used with vigilance.

2.2 Known limitations
The following known limitations exist in this package. And they would be addressed in subsequent releases.

o [SSS] Cipher init manages crypto object: The SSS layer’s implementation of multistep symmetric ciphers does
not allow concurrent execution of ciphers with the same cipher mode (e.g. twice kAlgorithm_SSS_AES_CBC).

e Workaround : Use lower layer api’s instead of sss api’s for creating multiple crypto objects.

Refer se05x Multiple Digest Crypto Objects example.

2.3 Release v04.01.01

2.3.1 SEMSLite

o Semslite header updated from a manually edited JSON file.

2.3.2 Other Miscellaneous Changes

e Fixed Prebuilt binaries for ssscli

2.4 Release v04.01.00

2.4.1 SEMSLite

o Semslite example updated for OEF ASFA.
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2.4.2 Examples / DEMO updates

o EDDSA example added. See: Section 5.2.1 EDDSA Example.

o SCPO3 session resume example added. See: se05x_scp03_boot se05x_scp03_boot.

2.4.3 Other Miscellaneous Changes

e User crypto implementation extended for AES ECB encrypt/decrypt

Added PlatformSCP keys of the generic types
PKCS#11: Refactored library with bugfixes

PKCS#11: Added support to cache object entries during C_FindObjects () to improve execution time. Max
cache entries controlled by macro USER_MAX_ID_LIST_SIZE.

e Bugfix: Access manager clients to stop when access manager process is killed.

2.5 Release v04.00.01

2.5.1 Build system changes

o New cmake option to enable unix sockets in access manager - -DWithAccessMgr_UnixSocket:BOOL=

2.5.2 Functional Changes

o Added unix socket support for access manager

2.6 Release v04.00.00

2.6.1 File/Folder relocation

2.6.2 Build system changes

e Support for new applet version 7.x

2.6.3 APIs & enum/types Changes

e Policy changes for 7.x applet (Also refer - Policies)
e Below policies removed from sss _policy sym key ufor applet version 7.x.
e Allow key derivation policy (can_XKD)
e Allow to write the object policy (can_Write)
e Allow to (re)generate policy (can_Gen)
e Below policies are added for sss_policy sym key ufor applet version 7.x.

e Allow TLS PRF key derivation (can_TLS_KDF)

6 Chapter 2. Changes
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Allow TLS PMS key derivation (can_TLS_PMS_KD)
Allow HKDF (can_HKDF)
e Allow PBKDF (can_PBKDF)

e Allow Desfire key derivation (can_Desfire_KD)
e Forbid External iv (forbid_external_iv)
e Allow usage as hmac pepper (can_usage_hmac_pepper)
e Below policies removed from sss_policy asym key ufor applet version 7.x.
e Allow to read the object policy (can_Read)
e Allow to write the object policy (can_Write)
o Allow key derivation policy (can_KD)
e Allow key wrapping policy (can_Wrap)
e Below policies are added for sss_policy common _u for applet version 7.x.
e Allow to read the object policy (can_Read)
o Allow to write the object policy (can_Write)
o Added new policy - ALLOW_DESFIRE_CHANGEKEY, sss_policy desfire changekey authId value_i
e Added new policy - ALLOW_DERIVED_INPUT, sss_policy key drv_master_keyid value_u

e can_Read and can_Write polices are moved from symmetric and asymmetric object policy to com-
mon policy in applet 7.x. PLEASE UPDATE THE APPLICATIONS ACCORDINGLY.

e New attestation scheme for applet 7.x
e Updated APl Se05x_API_TriggerSelfTest_W_Attst () for applet version 7.x.
e Updated API Se05x i2c master_attst_txn () for applet version 7.x.
e Updated API sss_se05x_key_ store_get_key_attst () for applet version 7.x.

e New API added for PBKDF2 support: Se05x_API_PBKDF2_extended (). Supports optional salt object
id and optional derived object id.

e New mode kMode SSS Mac Validate added to support MAC validation feature in
sss_mac_one_go () and sss_mac_ multistep APIs.

e New API added for ECDH calulation with option to select ECDH algorithm:
Se05x_API_ECDHGenerateSharedSecret_InObject_extended(). ECDH algorithms sup-
ported - EC_SVDP_DH and EC_SVDP_DH_PLAIN.

e New API added sss_cipher._one_go_v2 () with different parameters for source and destination lengths
to support ISO/IEC 9797-M2 padding.

e Internal IV generation supported added for AES CTR, AES CCM, AES GCM modes:
kAlgorithm SSS_AES_GCM_INT_ IV, kAlgorithm SSS_AES CTR_INT_IV,
kAlgorithm SSS_AES _CCM_INT _IV.

e New MAC algorithm - kAlgorithm SSS_DES_CMACS supported.
e New api Se05x_API_ECPointMultiply_InputObj () added.

e New api Se05x_API_WriteSymmKey_ Ver_extended () added to set key with minimun tag length for
AEAD operations

e Removed all deprecated defines starting with With and replaced with SSS_HAVE_

2.6. Release v04.00.00 7
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2.6.4 Functional Changes
e ECKey authentication is updated to read SE.ECKA public key with attestation using
Se05x_API_ReadObject_W_Attst_V2 () or Se05x API_ReadObject_W_Attst () (based on
applet version) instead of GetData APDU. To authenicate the public key read with attestation, signature verifica-

tion is performed on the data received from SE. See details of Se05x_API_ReadObject_W_Attst_V2()
/ Se 05x_API_ReadObject_W_Attst ().

2.6.5 New platform support

e Section 11.5.7 MIMXRT1170 platform support added.

2.6.6 New feature support
2.6.7 SEMSLite

2.6.8 SSSCLI Changes

e Python version 3.9 supported

e Applet 7.x version policies updated

2.6.9 Documentation Changes

2.6.10 Examples / DEMO updates

o Attestation examples updated to handle new attestation scheme of applet 7.x. See: Section 5.2.1 ECC NIST256
Key Attestation Example,
Section 5.2.1 ECC MONTGOMERY-25519 Key Attestation Example,
Section 5.7.13 Read object with Attestation,
Section 5.7.7 I2C Master Example
e Example added to demonstrate FIDO protocol. Section 5.7.31 FIDO ECDAA Example
e Example added Section 5.7.30 SE05X Allow Without SCP example

2.6.11 Communication Layer Changes
2.6.12 EdgelLock 2GO agent
2.6.13 User Interface Changes

2.6.14 External modules Changes

e MCU-SDK updated to SDK version 2.10.0
o mbedTLS updated to version 2.26.0
o Amazon-FreeRTOS updated to version 202012.00

e Openssl windows precompiled binaries updated to 1.1.11
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2.6.15 Other Miscellaneous Changes

e sss_se05x_cipher_update() and sss_se05x_aead_update() APIs modified to use input buffer directly.

2.7 Release v03.03.00

2.7.1 File/Folder relocation

2.7.2 Build system changes

e Option added to allow create-cmake-project.py to run deterministically for Raspberry Pi Raspberry Pi Build

2.7.3 APIs & enum/types Changes

2.7.4 Functional Changes

e Added call to xLoggingTaskInitialize () to enable FreeRTOS prints.

2.7.5 New platform support

2.7.6 New feature support

e Extended access manager to support A71CH. Refer Build options for A71CH in Access
Manager in Access Manager: Manage access from multiple (Linux) processes to an SE05x loT Applet

2.7.7 SEMSLite
2.7.8 SSSCLI Changes

e Added API to set and get binary data. Refer - List of ssscli commands

2.7.9 Documentation Changes

2.7.10 Examples / DEMO updates

e Added example to demonstrate managing multiple crypto objects from application -
se05x_MultipleDigestCryptoObj

o se05x_ConcurrentEcc demo modified to use runtime generated key

2.7. Release v03.03.00 9
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2.7.11 Communication Layer Changes
2.7.12 EdgelLock 2GO agent

2.7.13 User Interface Changes

2.7.14 External modules Changes

2.7.15 Other Miscellaneous Changes

e sss_openssl_cipher_one_go() api modified to use EVP calls for AES (ECB, CBC, CTR)
e sss_se05x_cipher_update() api modified to use block size of 256 to enhance performance.

e Session open retry feature added for accessManager clients - (Only with ~-DSMCOM: STRING=JRCP_V1_AM
build option)

2.8 Release v03.01.01

2.8.1 File/Folder relocation

o N.A.

2.8.2 Build system changes

o N.A.

2.8.3 APIs & enum/types Changes

o N.A.

2.8.4 Functional Changes

e “READY=1" start up notification by access manager is disabled by default. Refer - Access Manager: Manage
access from multiple (Linux) processes to an SEO05x IoT Applet

2.8.5 New platform support

o N.A.

2.8.6 New feature support

o NA.

2.8.7 SEMSLite

o N.A.
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2.8.8 SSSCLI Changes

e Prebuilt ssscli binary updated to support both SE050 and SE051

2.8.9 Documentation Changes

o N.A.

2.8.10 Examples / DEMO updates

o N.A.

2.8.11 Communication Layer Changes

o N.A.

2.8.12 EdgelLock 2GO agent

e N.A.

2.8.13 User Interface Changes

o N.A.

2.8.14 External modules Changes

o N.A.

2.8.15 Other Miscellaneous Changes

o NA.

2.9 Release v03.01.00

2.9.1 File/Folder relocation

o NA.

2.9.2 Build system changes

e Updated build tools installation for rpi build.

2.9. Release v03.01.00
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2.9.3 APIs & enum/types Changes

Extended kSSS_KeyPart_Default for other objectType.

e Earlier: Object type kSSS_KeyPart_Default is used for Binary Files, Certificates, Symmetric Keys,
PCR and HMAC-key.

e Now: UserID and Counter are added for kSSS_KeyPart_Default. This means objectType of UserID
and Counter will be kSSS_KeyPart_Default after calling sss_key object_get_handle.
Comment for enum sss_key_part_t is updated accordingly.

Added new API Se05x_API_WritePCR_WithType () with support to write transient PCR objects also.

Deprecated API Se05x_API_WritePCR (). Added macro ENABLE_DEPRECATED_API_WritePCR to
enable compilation of deprecated APl Se05x API WritePCR (). Support will be removed by Q1 2022.

Bugfix - Handling of result tag in case of failure in Se05x_API_AeadOneShot (),
Se05x_API AeadFinal () and Se05x_API AeadCCMFinal ()

2.9.4 Functional Changes

Cleanup for heap management macros. Added support to redirect macros to FreeRTOS APIs. Section 3.19 SSS
Heap Management.

Changed from Heap_3 to Heap_4 for Section 11.5.3 Freedom K64F and Section 11.5.4 i. MX RT 1060
Bugfix - KVNI12 key can be used for PlatformSCP authentication now in SE051.

Access manager will send “READY=1" start up notification to systemd. (Enabled by default on iMX and Rpi
platforms)

AKM - Improved error handling

SE05x APDU - Response length set to 0 in error condition - t 1vGet_u8buf ().

Created separate library (mwlog) for logging framework. See Section 3.7 Logging

Order of log level reversed. Current log level is - { "ERROR", "WARN ", "INFO ", "DEBUG"}.

Added reserved commands for access manager - hostlib/hostLib/accessManager/inc/
accessManager.h.

// For future use

#define RESERVED_ID1 0x60
#define RESERVED_ID2 0x61
#define RESERVED_ID3 0x62
#define RESERVED_ID4 0x63
#define RESERVED_ID5 0x70
#define RESERVED ID6 0x71
#define RESERVED_ID7 0x72
#define RESERVED_IDS8 0x73

2.9.5 New platform support

N.A.

12
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2.9.6 New feature support

e Mbedtls ALT is extended with ECDSA verify operation using MBEDTLS_ECDSA_VERIFY_ALT define. (Dis-
abled by default). Using this all EC public key verify operations can be performed using SE05x.

2.9.7 SEMSLite

e N.A.

2.9.8 SSSCLI Changes

o N.A.

2.9.9 Documentation Changes

o N.A.

2.9.10 Examples / DEMO updates

e Added Secure Boot demo for LPC55S. Refer Section 3.20 Secure Boot.

2.9.11 Communication Layer Changes
e New smcom option —~-DSMCOM: STRING=JRCP_V1_AM added for client (using access manager) build. When

using multiple clients with user authentication, this will ensure the user session is established in an atomic way
per client connect.

2.9.12 EdgelLock 2GO agent

e Updated RTP server demo example to support RSA keys and Static Public Key for offline remote trust provi-
sioning.

2.9.13 User Interface Changes

o N.A.

2.9.14 External modules Changes

o N.A.

2.9.15 Other Miscellaneous Changes

e Changed files under BSD3 License with NXP Copyright to Apache2 License.

o Changed files under Proprietary license to Apache 2 License.

2.9. Release v03.01.00 13
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2.10 Release v03.00.06

2.10.1 Examples / DEMO updates

o Getlnfo to use Channel O instead of Channel 1 to query information from JCOP.

e Azure demo in KSDK using FreeRTOS needs more heap to perform data exchange. Heap increased to fix the
issue.

2.10.2 EdgelLock 2GO agent

e Edgel.ock 2GO agent demo example now provides report of provisioning result.
e Added client - server examples to demonstrate offline remote trust provisioning.

o Added support for i.MX RT1060.

2.11 Release v03.00.05

2.11.1 Functional Changes

o Added Platform SCP03 keys for SE051 (Variant A2 and C2).

2.11.2 New feature support

e Added support for Key Attestation when multiple digests are specified during key creation in Android Keymas-
ter.

2.11.3 SSSCLI Changes

e Read ID list has been sorted based on object index.

2.11.4 Documentation Changes

e Updated documentation to include links to SE051 specific documents and Application Notes.

2.11.5 Examples / DEMO updates

o Added examples Section 5.7.26 ECC Concurrent Example and Section 5.7.27 Symmetric Multi Step Concurrent
Example for Access Manager

e Access Manager (Access Manager: Manage access from multiple (Linux) processes to an SE05x IoT Applet):
miscelaneous implementation improvements.
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2.12 Release v03.00.04

2.12.1 File/Folder relocation

2.12.2 Build system changes

o Building the OpenSSL Engine with OPENSSL_NO_HW defined is now triggering a build error. This changes
the old behaviour where the OpenSSL Engine built did not support integration with the Secure Element.

2.12.3 APIs & enum/types Changes
2.12.4 Functional Changes

2.12.5 New platform support

2.12.6 New feature support

2.12.7 SEMSLite

2.12.8 SSSCLI/ PyCLI Changes

e Added support for session authentication with Platform SCP03 combinations:
e UserID_PlatfSCP03
o AESKey_PlatfSCP03
e ECKey_PlatfSCP03

2.12.9 Documentation Changes

e SEMS Lite documentation update
e Access Manager documentation update

e Yocto flow to create iMX8 SD card updated to Yocto Zeus

2.12.10 Examples / DEMO updates

e demos/se05x/se05x_ReadWithAttestation : Updated parsing of Object attributes. Take into ac-
count differences between SE050 and SE051 regarding Object attributes. (Read object with Attestation)

e hostlib/hostlib/accessManager : Additional functionality and miscelaneous bug improvements on
an embedded Linux system. (Access Manager: Manage access from multiple (Linux) processes to an SEO5x loT

Applet)

e Added command line option to allow incoming connections on all IP addresses, previously this was the
default behaviour

e Improvement: Server now closes STREAM connection in case Client has closed it.
e Improvement: Fix applet version detection

e Compile time removal (default) of incomplete and un-tested lock / unlock handling

2.12. Release v03.00.04 15
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2.12.11 Communication Layer Changes
2.12.12 User Interface Changes
2.12.13 External modules Changes

2.12.14 Other Miscellaneous Changes

e Bug Fix : Fix for attestation read of symmetric objects which have no read policy.

2.13 Release v03.00.03

2.13.1 File/Folder relocation

2.13.2 Build system changes

e Embedded Linux: Support for building against mbedTLS shared libraries

2.13.3 APIs & enum/types Changes
e smCom_Init: return type is now U6 instead of void. Return value indicates success/failure to create mu-

tex/semophore.

e The enumerated type SE05x_EDSignatureAlgo_t contained a value KSE05x_EDSignatureAlgo_ED25519PH_SHA_512.
The mnemonic name of the value was misleading as it actually corresponded to the Pure EDDSA algorithm
not the Prehashed (PH) EDDSA algorithm. This has now been corrected. This will require corresponding
update in the application code.

e EDDSA signature algorithm enumerated value KSE05x_EDSignatureAlgo_ED25519PH_SHA_512 is
changed into kKSE05x_EDSignatureAlgo_ED25519PURE_SHA_512.

e EDDSA attestation algorithm enumerated value kSE05x_AttestationAlgo_ED25519PH_SHA 512 is
changed into as kKSE05x_AttestationAlgo_ED25519PURE_SHA_512.

2.13.4 Functional Changes

2.13.5 New platform support

e Embedded Linux / Yocto: using Yocto Zeus (5.4.24_2.1.0) as iMX reference environment

o Integrated KSDK Rel.12 specific changes into Plug&Trust MW

2.13.6 New feature support

e Multithreaded support extended from Posix to FreeRTOS

e SE05x Garbage collection API and example using the Garbage collection API
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2.13.7 SEMSLite

o Support for MulticastPackageFormat 1.2
o KSDK Examples added

e SEMSIite CLI application now available as a pre-compiled Windows binary
2.13.8 SSSCLI/ PyCLI Changes

2.13.9 Documentation Changes

2.13.10 Examples / DEMO updates

e hostlib\hostlib\accessManager illustrates how multiple processes can share access to a Secure Ele-
ment on an embedded Linux system. (Access Manager: Manage access from multiple (Linux) processes to an
SEO05x IoT Applet)

2.13.11 Communication Layer Changes

e Select Applet: No prequel with Select CM required for SEO5x

2.13.12 User Interface Changes

2.13.13 External modules Changes

e simw-top/ext/amazon-freertos updated to KSDK version 202002.00_rev 1
e simw-top/ext/mbedtls updated to KSDK version 2.16.2_rev2
e simw-top/ext/mcu-sdk updated to public release 2.8.0

e simw-top/ext/paho.mgtt.c updated to version 1.3.5

2.13.14 Other Miscellaneous Changes

e Fixed warnings when compiling with GCC 9.2

Fixed typo in example code API: ex_sss_kestore_and_object_init() is now ex_sss_key_store_and_object_init()

Extended SE051 specific APDU command and response buffer size to match SE051’s capabilities.

Removed support for intermediate versions of the SE051 product

SSS API blocks SHAS512 attestation, signing and verification for RSA512 key

2.13. Release v03.00.03 17
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2.14 Release v03.00.02

2.14.1 File/Folder relocation

2.14.2 Build system changes
o Cmake workareas for iMX/RspPi created by scripts/create_cmake_projects.py now default to linking against
shared libraries
e Shared libraries installed by Cmake all go into /ust/local/lib (paho libraries no longer go into /ust/local/lib64)

e New Host Crypto library cmake option MBEDCRYPTO added: mandatory for PSA TF-M demo (Platform Secu-
rity Architecture). Use MBEDTLS for other use cases and demos where mbedTLS host crypto is required.

e Supported Secure element versions (SE05X_Ver) are 03_XX (SE050) and 06_00 (SE051) only.

2.14.3 APIs & enum/types Changes

e AEAD APIs are added as a part of Se051.
sss_aead_context_free ()
Sss_aead_context_init ()
sss_aead _finish /()
sss_aead_init ()
sss_aead_one_go ()
sss_aead_update ()

sss_aead_update_aad()

2.14.4 Functional Changes

o Added heap management macros for SSS layer. SSS Heap Management

e Extend support to SE051 (default build is for SE050, to make SEO051 specific features available in the host
software, set SEO5X_Ver to 06_00)

2.14.5 New platform support

2.14.6 New feature support

SEMS Lite - Enables the deployment and update of applets in the field, while enabling preservation of on device applet
data.

2.14.7 SSSCLI/ PyCLI Changes

e ssscli connect se050 has been replaced with ssscli connect se05x
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2.14.8 Documentation Changes

2.14.9 Examples / DEMO updates

e Examples Added for Se051
-se05x_ReadState : SEO5X Read State example
-se05x_Perso_Delete_Mod_RSAKeyGen : SEO5X Personalization Remove RSA Key Generation Module

e iMX/RspPi Linux cloud demos now link against Paho libraries that are included in the Plug&Trust MW in the
siwm/ext folder. Except for Azure cloud demo which links against downloaded Paho from git master.

e PSA TF-M demo on LPC55S69 (PSA Non Secure Example or Platform Security Architecture)

2.14.10 Communication Layer Changes
2.14.11 User Interface Changes

2.14.12 Other Miscellaneous Changes

e Tlol2C:

e Fixed: potential null pointer dereference

e Fixed: RSYNC _ + CRC error results in saving response to uninitialised buffer.
e Yocto recipe for Plug&Trust Mw Package: contained in scripts/yocto folder

e hostlib/hostLib/platform/linux/i2c_a7.c: A call to axI2CTerm() now closes the 12C file de-
scriptor associated with the I2C communication channel.

e Fix OpenSSL Engine Issue: Key Creation was not handed back to SW implementation (issue introduced in
v02.16.00 and linked to X25519 and X448 curve support)

2.15 Release v02.16.01

Note: This release fixes an issue introduced in v02.16.00 (see under ‘APIs & enum/types Changes’). If you are using
v02.16.00 please migrate to v02.16.01.

2.15.1 APIs & enum/types Changes
e Removed member object_exist from C structure Se05xPolicy_t. This solves a potential issue with the direct
usage from the following APIs:
® Se0b5x API WriteECKey
e Se0b5x API_WriteRSAKey
e Se0bx_API WriteSymmKey
e Se0bx API WriteBinary

e Se05x API WritePCR
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The potential issue prevented by this change is as follows: In case object_exist was not properly initialized, the
specific object policy passed as an argument for an object to be created would not be applied, instead the default
policy would be applied.

The invocation of the above API’s from the SSS layer has been modified accordingly.

2.15.2 Documentation Changes
e The enumerated type SE05x_EDSignatureAlgo_t contains a value kKSE05x_EDSignatureAlgo_ED25519PH_SHA _512.

The mnemonic name of the value is misleading as it actually corresponds to the Pure EDDSA algorithm not the
Prehashed (PH) EDDSA algorithm.

2.15.3 Other Miscellaneous Changes

e Tlol2C:
e Fixed: potential null pointer dereference
e Fixed: RSYNC _ + CRC error results in saving response to uninitialised buffer.

e Include pre-compiled a7x_vcom_to_* binaries for the iMX.RT1060 host platform (instead of iMX.RT1050) in
the simw/binaries folder.

e Fixed issue with VCOM on RT1060

2.16 Release v02.16.00

2.16.1 File/Folder relocation
e se(5x_Inject_Certificate renamed to se05x_InjectCertificate
e se(5x_minimal renamed to se05x_Minimal
o se05x_Get_Info to se05x_GetInfo
o se(5x_Get_Certificate to se05x_GetCertificate
e ex_i2cMaster to se05x_I2cMaster
2.16.2 Build system changes
2.16.3 APIs & enum/types Changes
2.16.4 Functional Changes
2.16.5 New platform support

o Added support for MIMXRT1060
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2.16.6 New feature support

o Added EdgeLock2go examples
e Montgomery X25519 curve support added for Openssl engine

2.16.7 SSSCLI/ PyCLI Changes

e Added support to create object policy and attach to objects

e Sign and Verify input data restricted to file, Command line facility is removed

2.16.8 Documentation Changes

2.16.9 Examples / DEMO updates

e Added example for LPC55S based Key Injection to PUF
e Added example for LPC55S based Key Rotation using PUF
e Examples renamed
o se(5x_setAppletFeatures =>se05x_SetAppletFeatures
e se05x_TInject_Certificate =>se05x_InjectCertificate
e se(05x_minimal =>se05x_Minimal
e ex AT71CHMain=>a7lch_Main
e se05x_Get_Info=>se05x_GetInfo
e se05x_Get_Certificate =>se05x_GetCertificate
e ex_1i2cMaster =>se05x_I2cMaster
® ex_i2cMaster_with Attestation=>se05x_TI2cMasterWithAttestation
e cloud_demo_aws =>cloud_aws
e cloud_demo_gcp =>cloud_gcp
e cloud_demo_ibm_watson =>cloud_ibm_ watson

e cloud_demo_azure =>cloud_azure

2.16.10 Communication Layer Changes

e smComSerial for Linux PC: Do not translate CR (carriage return) into NL (newline) character when reading
data

2.16.11 User Interface Changes

2.16.12 Other Miscellaneous Changes

e MIMXRT1050 support replaced with MIMXRT 1060

e ImportExternalObjectCreate example is removed. ImportExternalObjectPrepare prepares and sends the object.
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2.17 Release v02.15.00

Internal Milestone - Not published to NXP Website

2.17.1 Build system changes

e Changed FIPS Selection. Now use cmake-option-FIPS -DSSS_HAVE_FIPS=ON is no longer valid. Use

—-DFIPS=SE050 to enable FIPS mode or -DF IPS=None to disable FIPS mode.

2.17.2 APIs & enum/types Changes

Added support for extended applet features to be used with Se05x_API_SetAppletFeatures ().

Updated Se05x_API_SetAppletFeatures () and sss_se(05x_set_feature () signature. Defined
new structure with applet features and extended features.

Added kAlgorithm SSS_ECDAAin sss_algorithm_t for Barreto Naehrig curves.

Refactored sss_algorithm t, added common algorithm kAlgorithm SSS_RSAES PKCS1_VI1_5,
removed SHA dependency.

Added APIs Se05x_API_WriteSymmKey_with_version(),Se05x_API_WriteECKey_with_version(),
Se05x_API_WriteRSAKey_ _with_version () and Se05x_API_WriteBinary_with_version ()
to create key with version information.

Added API se05x_API_TLSCalculateRsaPreMasterSecret () to support RSA Pre-master secret
with client version.

Updated PCR functionality to not pass hash value from outside. Application should pass an input which will be
hashed inside the applet.

2.17.3 Functional Changes

e Enable usage of usleep for clang.

e Moved PSA driver initialization to secure application on LPC55S.

e Added support for flash storage of PSA keystore on LPC55S. See Managing KeyID:s.
o Added support for Platform SCP03 using PUF on LPC55S.

2.17.4 New feature support

o SEMS Lite added for applet install, upgrade, delete etc.
e Added support for AES GCM on AKM

2.17.5 Documentation Changes

e Added Documentation on ota-greengrass for Greengrass.

e Added documentation for SEMS Lite.
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2.17.6 Examples / DEMO updates

e Updated example Section 5.7.18 Configuring Applet Features to demonstrate use of extended features.
o Added attestation examples. Section 5.2.1 and Section 5.2.1

e Added example to demonstrate kAlgorithm SSS_ECDAA signing operation.

e Added example for secure pairing on LPC55S

o Added examples for SEMS Lite

e Added examples for Perso scripts to demonstrate how to personalize the applet.

2.17.7 Other Miscellaneous Changes

e Files simw-top/hostlib/hostLib/platform/imx/i2c_a7.c and simw-top/hostlib/
hostLib/platform/rsp/i2c_a7.c have been merged and the resulting I2C wrapper file is now located
at simw-top/hostlib/hostLib/platform/linux/i2c_a7.c

e Memory leak fixes in T10I2C layer

e Buffer size fixes, support for CKA_LABEL, CKA_CERTIFICATE_TYPE and
CKA_ALWAYS_AUTHENTICATE in PKCS#11.

2.18 Release v02.14.00

2.18.1 File/Folder relocation

e Renamed DTLS/SSL2 Server and client executables. New names are:
e mbedtls_ex_orig_ssl_server2
e mbedtls_ex_sss_dtls_client
e mbedtls_ex_orig_dtls_server
e mbedtls_ex_sss_ssl2 client
e Renamed project greengrass to sss_pkcsll
e Renamed file greengrass.cto sss_pkcsll.c
e Renamed folders of Reader Library examples.
e cx_prepare_MFDFEV2 =>ex_Ev2Prepare_Card

o ex_prepare_sel5x=>ex_Ev2Prepare_se(05x

2.18.2 Build system changes
e Extensively revamped £s1_sss_ftr.h file for finer control of build configuration selection. This design will
be extended extensively in future releases.
e On LPCS55S with FreeRTOS, using native malloc instead of Heap_4.c for mbedTLS
e Compile time asserts added for sizes of structures.

e scripts/env_setup.sh, scripts/env_setup.sh prints info on which tools are used from which
paths.
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e Changed Applet selection in CMake (See cmake-option—-Applet cmake-option-Applet). We no longer use
name SE050_A, SE050_B or SE050_C for builds / Applet selection. New names are SE05X_A, SE05X_B
or SEOS5X_C

e CMake Option Applet_SE05X_Ver is no longer used. Instead, cmake-option-SE05X_Ver cmake-
option-SEQ5X_ Ver is introduced for future use.

e See cmake-option—-SE05X_Auth cmake-option-SE0SX_Auth
e FastSCP is now called ECKey.

e AppletSCP is now called AESKey.

2.18.3 New platform support

e 1.MX8 support added (Setup i. MX 8MQuad - MCIMXSM-EVK)

2.18.4 APIs & enum/types Changes

e Use Se05x_API_ReadObject_W_Attst () insteadof sss_se05x_key store_get_key_attst ()
to read with attestation large binary files greater than 500 bytes. See example Reading large binary objects with
attestation

e For Montgomery curves the key arguments, DH Shared secret and Signature are passed in Little Endian Con-
vention. Refer to SSS api key format (asymmetric keys) for details on Endianness.

e sss_derive_key_go () is deprecated and is replaced by sss_derive key one_go ()

o Added sss_status_sz () toconvert SSS API Return code to string.

e Updated Enumeration from SE05x_TransientType_ tto SE05x_INS_t in the following API’s:
e Se05x_API WriteECKey
e Se0bx API_ WriteRSAKey
® Se05x _API_WriteSymmKey

e Define T1oI2C_UM1225_SEO050 is no longer applicable, use T1oI2C_UM11225_SE05X instead.

o Added SE050 APIs Se05x API_CreateCounter, Se05x_API_ SetCounterValue,
Se05x API IncCounter

e smCom Layer is refactored so that Application send down the connection handles/parameters to lower layer.

e.g. SSCLI and Demos on PC which can take command line argument can now use the I2C device over com-
mand line at run time without recompiling the middleware/example.

2.18.5 Functional Changes

e Extensive support for A7/CH.
e Added enable pin support for SEOSX on Raspberry Pi
e Modified SE policy of keymaster HAL in Android

e Updated RSA reference key format for Android Key Master. It now uses prefix A5 to import import Key ID
00000001.
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2.18.6 New feature support

Added tool se05x_setAppletFeatures to configure applet features
Added support to use Platform SCP keys from file system
Added support to retrieve existing certificates in pem format
Added tool to mandate Platform SCP03

Integrated mBED Crypto PSA interface

Added Secure-NonSecure example based on PSA for LPC55S

Added examples of SEO5SX Import Transient objects, SEOSX Export Transient objects, Import External Object
Prepare and Import External Object Create

Added example to demonstrate object read with attestation

Added example to demonstrate how timestamp is incremented in SE

Added example to demonstrate how to create APDU buffer to import external key objects.
Lock and unlock secure element using transport key

Upgraded mbedTLS to version 2.16

2.18.7 SSSCLI/ PyCLI Changes

Added support for ECC ED25519 and MONTH DH 25519 curves
Fixed sign and verify operation for ED25519.
Added API to inject HMAC key

Endianness of ed25519 and mont_dh_25519 keys, signature and shared secret are updated to little endian.

2.18.8 Communication Layer Changes

VCOM Interface updates on OSX and PC Linux

Added connection handle in smCom layer. This allows connection data to be passed from application. Tested
on windows, raspberry pi and imx platform.

2.18.9 APIs & enum/types Changes

Re-Wrote (internal) low level Tx/Rx APIs for APDU TxRx.

1) DoAPDUTxRx_s_Case2

2) DoAPDUTx_s_Case3

3) DoAPDUTxRx_s_Case4

4) DoAPDUTxRx_s_Case4E
Define T10I2C_UM1225_SE05X is no longer applicable, use TLoI2C_UM11225 instead.
SE05x_CryptoModeSubType_t

SE05x_CryptoModeSubType_t: :u8renamedto SE05x_CryptoModeSubType_t::union_8bit

e Endianness of ed25519 and mont_dh_25519 signature and shared secret are updated to little endian.

2.18.
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2.18.10 Examples / DEMO updates

Updated Examples:

e Section 5.7.2 SEO5X Get Info example Updated to show CPLC data.
New Examples:

e Section 5.7.11 Import External Object Prepare

e import-external-obj-create import-external-obj-create

e Section 5.7.13 Read object with Attestation

e Section 5.7.14 SE05X Transport Lock example

e Section 5.7.15 SE05X Transport UnLock example

e Section 5.7.16 SEO05X Timestamp

e Section 5.7.19 Write APDU to buffer

2.18.11 Documentation Changes

e Updated notes on ssscli se05x reset and Se05x _API _DeleteAll Iterative()

e Updated documentation of SE05X layer of SSS APIs, e.g. sss_se05x_key_ store_load () now mentions

that this API does not do anything special on SE05X.
e Updated wifi-eap document.
e Changed logging styles and updated misc documentation with the same information.
o Added documentation for PKCS#11 standalone library
e Updated Greengrass documentation with new PKCS#11 project name
e Added documentation for Import External Object example

e Extended API Documentation for SEO5X Low Level APIs

2.18.12 Other Miscellaneous Changes

e Bug fix: Remaining cache data and input data handled in sss_cipher_finish API

e OPC-UA Example enabled for compilation/running from Raspberry PI

e mbedTLS Upgraded to v02.16.02

o Added mbedCrypto for LPC55S / TF-M related work. (Ongoing, NXP Internal work)

2.19 Release v02.12.05

Handle PC Linux for VCOM Interface.

2.20 Release v02.12.04

Minor touch ups.
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2.21 Release v02.12.03

AKM: Fix processing of keys without read policy.

2.22 Release v02.12.02

2.22.1 AKM Specific changes

e Fixed limitation in importing Key ID 00000001. (Using prefix 0xAS.)

2.22.2 Example Updates

e Updated example Section 5.2.1 RSA Example to also inject RSA key and run with FIPS compiled option.

e Added compile time check to skip examples Section 5.2.1 HKDF Example and Section 5.2.1 ECDH Example
when compiled with FIPS

2.22.3 Other Miscellaneous Changes

o Added check to skip attempt to erase Trust Provisioned objects.

2.23 Release v02.12.01

2.23.1 AKM Specific changes

e Modified SE policy of keymaster HAL in Android
e Added Section 5.7.6 SEO5X Rotate PlatformSCP Keys Demo to be build by Android build system.

2.23.2 New example / example updates

o Added support to retrieve existing certificates in pem format

e Ex se05x_Minimal.c shows kSE05x_MemoryType PERSISTENT memory. (Earlier it used
kSE05x_MemoryType TRANSIENT_DESELECT)

e Extended Section 5.7.6 SEO5X Rotate PlatformSCP Keys Demo & it’s documentation.

2.23.3 Other Miscellaneous Changes

e Updated Platform SCP Keys & SSD_NAME from Application Note
o Added Using Platform SCP Keys from File System

e Logging. Added USE_COLORED_LOGS inside nxLog.c

Support FastSCP with and without KDF counter.
Added support of VEN pin support for SEO5SX on Raspberry Pi / iMX6.

Supports applet version 03.06.00
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2.24 Release v02.12.00

2.24.1 New feature support

o Added demos HMAC Example and ECDH Example

e SHA (one shot and multi step) and HMAC (one shot and multi step) implementation in SCCP A71CH layer
e Added support for AWS Cloud example with Ease-of-Use configuration

e Added support of Multistep update for HMAC in Android Keymaster

2.24.2 SSSCLI/ PyCLI Changes

e Updated AWS Provisioning certificate chain to remove Intermediate CA

2.24.3 Documentation Changes

e Added documentation for AWS Ease-of-Use

2.25 Release v02.11.03

2.25.1 File/Folder relocation

Moved this files: hostLib:

a7lch/src/a7lch_com.c => libCommon/infra/sm_connect.c
tstUtil/app_boot.h => libCommon/infra/app_boot.h
tstUtil/app_boot_nfc.c => libCommon/infra/app_boot_nfc.c
tstUtil/app_boot_nfc.h => libCommon/infra/app_boot_nfc.h
tstUtil/a7x_app_boot.c => libCommon/infra/sm_app_boot.c

tstUtil/tst_utils_kinetis.c => libCommon/infra/sm_demo_utils.c
tstUtil/tst_utils_kinetis.h => libCommon/infra/sm_demo_utils.h

tstUtil/tst_utils_rtos.c —-> libCommon/infra/sm_demo_utils_rtos.c

inc/a7lch_const.h => sm_const.h

hostLib/libCommon/scp:

scp.c split to scp.c and scp_a7x.c

2.25.2 New feature support

e WiFi and cloud demos support for LPC55S
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2.25.3 Scripts and Build changes

e I2C isnot longer a valid define. Use SCI2C to select SCI2C for A71XX Family.
o NON Cmake based MCUXPresso projects from projects/ folder are removed and no longer supported.

These examples are now separately released as KSDK Packages.

2.25.4 Documentation Changes

e Updated API usage description for T10I2C protocol stack

2.25.5 Other Miscellaneous Changes

o PKCS#11 Testbench Integration

2.26 Internal Release v02.11.01

2.26.1 APIs & enum/types Changes

o Added phNxpEse_datain iFrameInfo_t alsoin sFrameInfo_t

e Changed order of parameters to sss_channel_context_init:

// Earlier:
sss_status_t sss_channel_ context_init (
sss_session_t #*session, sss_channel_t =xcontext);

// Now: Parameters are swapped
sss_status_t sss_channel_context_init (
sss_channel_t *context, sss_session_t =*session);

e Changed order of parameters to sss_rng_context_init ():

// Earlier:
sss_status_t sss_rng_context_init (
sss_session_t *session, sss_rng_context_t xcontext);

// Now: Parameters are swapped
sss_status_t sss_rng_context_init(
sss_rng_context_t *context, sss_session_t xsession);

e Renamed sss_channel_context_init to sss_tunnel context_init

e Renamed sss_channel_context_freeto sss_tunnel context_free

2.26.2 Functional Changes

e Added support for jrcp server on Android platform
e Fixed bug in VCOM Close for A71XX Family
e Handle WTX for CCID/PCSC Interface
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e Added open62541 (OPC UA)

e Added RSA support to <simw-top>/demos/linux/tls_client/scripts/tlsServer.sh,
tlsSeClient.shand tl1sExtendedSeClient. sh scripts.

e Added /reset support for jrcp server V1.

2.26.3 New feature support

o Added support for AWS Greengrass core on Rpi.

2.26.4 Scripts and Build changes

e Fixed MSVC Compiler warnings
e CMake option SSS_HAVE_FIPS is not a boolean. Earlier it was a string.
o AKM android based system set to build with SSS_HAVE_FIPS and SSS_HAVE_SCP_SCP03_SSS

e SSS_HAVE_TESTCOUNTERPART and WithSSS_TestCounterPart are deprecated.  Please use
SSSFTR_SW_TESTCOUNTERPART

e InfilehostLib/platform/imx/i2c_a7.c,check I2C_FUNC_SMBUS_READ_BLOCK_DATA only for
SCI2C (A71CH)

e Removed obsolete variables ENGINE_DRIVEN_LIB_TYPE and BUILD_A71CH_OPENSSL_ENGINE from
cmake build scripts. Only the cmake option WithSharedLIB now determines the type of library (shared or
static) that will be built / installed.

e AKM android based system set to build with All authentication types

2.26.5 Documentation Changes

e Fixed ssscli pre-steps documentation for RaspberryPi.
e Updated documentation
e Added ssscli commands list.

e Added Ease-Of-Use documentation for Azure IoT Hub.

2.26.6 Communication Layer Changes

e Removed unwanted buffer handling from T10I2C.

2.26.7 User Interface Changes

e Updated input parameters in <simw-top>/demos/linux/tls_client/scripts/
provisionTlsClient.py script. Usage example:

python provisionTlsClient.py --key_type ecc —--connection_data 169.254.0.1:8050

They are documented in Section 8.1 Introduction on OpenSSL engine
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2.26.8 Other Miscellaneous Changes

o ECC Key overwrite on different curve id not allowed

o IwIP stack updated. Current version of IwIP is based on IwIP 2.1.2 and IwIP-contrib 2.1.0.

Freertos version upgraded to 1.4.7_rev0

openSSL conf file.

openSSL 1.1.1 warnings fixed.

2.27 Release v02.11.00

2.27.1 File/Folder relocation

boards folder has been moved from
simw-top\ext\imcu-sdk to

simw-top\demos\ksdk\common

Added NO_REGISTER_ALL flag for openSSL engine (openssl 1.1.1) to use the capabilities specified in

boards

evkmimxrt1060
project_template
se_hostlib_examples
cloud_demo

L linker

mainA71CH
L linker

xip

frdmk64f
project_template
se_hostlib_examples

cloud_demo

L linker

mainA71CH

se_hostlib_test

vcomA71CH

frdmk82f
\:project_template
se_hostlib_examples
mainA71CH
se_hostlib_test

vcomA71CH
frdmkwdlz

\:project_template
se_hostlib_examples
\:mainA7 1CH
se_hostlib_test
——1pc54018iotmodule
project_template
se_hostlib_examples
aws_jitr_demo_enet

aws_jitr_demo_wifi
mainA71CH

(continues on next page)
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(continued from previous page)

L———lpcxpressoSBs
project_template
se_hostlib_examples
L———cloud_demo
L linker

freertos folder moved from
simw-top\ext\freertos to

simw-top\demos\ksdk\common\freertos

—freertos
| FreeRTOSConfig.c

other boards folder has been moved from
simw-top\ext\boards to

simw-top\demos\ksdk\common\freertos\boards

L———boards

evkminmxrt1060
app.h
aws_bufferpool_config.h
aws_mgtt_agent_config.h
aws_mgtt_config.h
aws_secure_sockets_config.h
CMakeLists.txt
FreeRTOSConfig.h
FreeRTOSIPConfig.h
fsl phy.h
lwipopts.h

frdmko64f
app.h
aws_bufferpool_config.h
aws_mgtt_agent_config.h
aws_mgtt_config.h
aws_secure_sockets_config.h
CMakeLists.txt
FreeRTOSConfig.h
FreeRTOSIPConfig.h
fsl phy.h
lwipopts.h

——1lpcxpresso55s
app.h
aws_bufferpool_config.h
aws_mgtt_agent_config.h
aws_mgtt_config.h
aws_secure_sockets_config.h
CMakeLists.txt
FreeRTOSConfig.h
FreeRTOSIPConfig.h
fsl_phy.h
lwipopts.h
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2.27.2 APIs & enum/types Changes

e Removed SE05x_AuthCtx_UserID_t. Use SE05x AuthCtx_ID_t instead

Removed SE_ConnType_t. Use SSS_Conn_Type_t instead

Removed SEConnType_t. Use SSS_Conn_Type_t instead

Removed AppletConfig_SM from SE05x Applet_Feature_t

Renamed se05x_TP_PlatformSCP03keys to se05x_RotatePlatformSCP03Keys

2.27.3 Functional Changes

e Added CCID/PCSC Interface (Experimental):
e Added kType_SE_Conn_Type_PCSC

o Added weak function SysTick_Handler_ APP_CB () to allow unblocking of threads. This is
needed to handle the IRQ based design of CCID Middleware.

e Added support for hmac-sha224 in mbedtls and openssl SSS MAC apis:
e Added kAlgorithm SSS HMAC SHA224
e Fix acrashseenin sss_mbedtls_mac_context_free.

e Renamed and modified project se05x_Get_UID as se05x_Get_Info toinclude platform information also.

2.27.4 New platform support

e Added support for secure world and non secure world implementation of LPC55S.

2.27.5 Scripts and Build changes

e Added AOSP build support for Android keymaster.

e Added Host=1pcxpresso55s_s and Host=1pcxpresso55s_ns to support secure world implementa-
tion of LPC55S.

e No longer supporting ~-DApplet_SE05X_Ver=02_02_00

e Creating cmake_options.mak similar to £fsl_sss_ftr.h so that customer build systems can be
used/extended.

2.27.6 SSSCLI/ PyCLI Changes

e Switched to Python 3

e Prvoisioning scripts refactored to be more consistant with internal variable names for keys and certificates. (No
behaviour change)

Updated cryptography patch to support BrainpoolP256R1 curve

Refactored scripts to use different variable names.

For some versions of python cryptography module, key_size was not available. Handling this within python
library now.
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Added PKCS#12 format reference key creation.

Enabled pcsc connection method

2.27.7 Documentation Changes

Documentation for Demos updated. Earlier, KSDK demos were mentioning Raspberry Pi steps as well. This is
removed now.

Included documentation on how to get SE UID
Included documentation for Ease of Use with IBM Watson and GCP
Added default cmake options for imx and rpi build document.

i.MX / Yocto instructions updated to include Python3 and func-timeout Python package

2.27.8 Communication Layer Changes

Optimized T10I2C transreceive time by 3-8 ms.
Poll waiting time has been reduced from 5Sms to 1ms.

T=1 I2C support for GP 0.39 specification.

Warning: You need to add both -DT10I2C and -DT10I2C_UM1225_SE(050 in your build system
makefile to select T=1 over 12C Interface of SE050.

Earlier only -DT10I2C was needed.

2.27.9 Other Miscellaneous Changes

Support for DTLS example

Included certificate chain in middleware for trust provisioned keys

Included pre-built binary to get SE UID for FRDM-K64F, iMX-RT1060 and LPC55S

Included pre-built binary for VCOM for LPC55S

Added azure root certificate

Key generation added for a71ch openssl engine (openssl 1.1.1)

Compile time directives for SEOSOA/B/C in openssl engine

Added EX_SSS_BOOT_OPEN_HOST_SESSION to let application decide on opening a host session

Extended legacy openssl engine test scripts with multiple ecc keys testing. Also replaced ssscli tool with a71ch
config tool for testing

Added sampleConfig.json file for aws (linux) demo
Added pre-built binaries to configure applet flavour (A, B or C) on iMX6 platform
Added pre-built EXEs to configure applet flavour (A, B or C) from PC and VCOM Connection
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2.28 Release v02.10.00

2.28.1 APIs & enum/types Changes

Renaming of structures to follow convention:

e auth scp03_dyn_context_t —->NXSCPO3_DynCtx_t

e auth_scp03_static_context_t —> NXSCP03_StaticCtx_t

e se05x_auth_mech_scp03_context_t —> NXSCPO3_AuthCtx_t

e se(05x_auth_mech_fastscp_context_t —>SE05x_AuthCtx_FastScp_t
Re-factored structure for cleaner isolation of static and dynamic objects:

e SEO05x_ AuthCtx_FastScp_t, NXSCP03 AuthCtx t

e Moved members to separate structure NXFast SCP03_StaticCtx_t

Re-factored structure to reclaim static memory when not needed:

e NXSCP0O3 AuthCtx_t, SE05x_AuthCtx_FastScp_t and SE05x AuthCtx ID_t Now uses
pointers to objects that can be freed eventually by the application after they are used during intial suthen-
tication.

e a7lch_auth context_t
e Removed a7lch_auth_context_t and using only SE_Connect_Ctx_t
e sss_sscp_session
o Added member mem_sscp_ctx : sscp_context_t for memory.
Added configurability:
e NXSCP03_StaticCtx_t - Added keyVersioNo for platform SCP.
e sss_se05x_channel_context_t
e Added member channelLock : pthread_mutex_t for simultaneous access.
Moved SE050 specific parameters to the end of structure:

e NXSCP03 _DynCtx_t - authType is now the last member of the structure. Earlier it was the first
structure.

New structure added:
e Added sss _connect_ctx tand SE_Connect_ Ctx_t
Promoted Auth to be generic instread of being SE050 Specific:
e kSEO05x_AuthType_UserID —>kSSS_AuthType_ID
e kSEO05x_AuthType_SCP03 —>kSSS_AuthType_SCP03
e kSEO0Sx_AuthType_FastSCP —>kSSS_AuthType_FastSCP
e kSEO5x_AuthType_AppletSCP03 > kSSS_AuthType_ AppletSCP03
e kSEO05x_AuthType_None —>kSSS_AuthType_None
Add new use cases:

e smCommState_t Added skip_select_applet to skip selecting the applet.
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2.28.2 New platform support

o Added LPC55s

e WiFi is not yet integrated on LPC55s demos
e Raspberry PI

e Tested using Raspbian OS for SE050

2.28.3 Scripts and Build changes

e iMX RT 1050 drivers updated to SDK Release 2.6.1

2.28.4 SSSCLI/ PyCLI Changes

o Added timeout mechanism in ssscli

2.28.5 Other Miscellaneous Changes

o In few files, NON-ASCII characters are replaced with their ASCII equivalents.

2.29 Release v02.09.00

e Integration Applet release v02.05.00
e Renamed hostLib/se05x_02_02_00tohostLib/se05x_02_02_ xx
e No longer using the term PIN. Using UserID for Authentication Objects

e Integration Applet release v02.03.00

2.29.1 Middleware

e Refactor: Changed kSSS_KeyType_Certificate to kSSS_KeyType_Binary

2.29.2 CLI Tool

e Updated ssscli —-—help documentation
e option ——format has been added to CLI commands to specify file format.
e option ——hashalgo has been added to sign and verify commands.

e option ——auth_type has been added to connect command.
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2.30 Release v02.07.00

2.30.1 Middleware

e Re-Wrote CMake build system to use Drop Down for selection of values intead of Check Boxes.

e WithSMCOM_SOCKET renamed to WithSMCOM_JRCP_V1

e WithSMCOM_JRCP renamed to WithSMCOM_JRCP_V2

e Added support for Applet_SE05X_Ver_02_02_xx, removed support for other version of Applet.
e Renamed eSEOSXxTAG_t to SEO5x_TAG_t

e Added Negative test cases to check T10I2C functionality.

e Hard reset recovery Mechanism implemented.

e [ogging implemented for Android platform

2.30.2 SMCom

e Added Thread smCom Layer (Experimental)
Changed T=1 over I2C layer to support JCOP SR6 (Handling of CRC Changed)

Note: This change makes it in-compatible with older CES release of SE050.

API exposed for clearing T10I2C 7816 params to SMCom Layer (smComT10I2C_ComReset())
e Hard Reseting IC using ENA pin is implemented.

Read polling count decreases.

2.30.3 SSS APIs

e Refactored RSA/CRT RSA Key types. RSA Deemed RAW By default.
e Added separate policies for Symmetric / Asymmetric keys

e Added policies for counters

2.30.4 CLI Tool

e Changed set ecc NIST_P256toset ecc
e Session Open uses PIN with pin ID “0x7DA00001” and key “[0xCO0, 0x01, 0x02, 0x03, 0x04]”
e CLI Failure Stack dump captured in log file.

e Added ‘se05x’ specific commands
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2.30.5 Development Platform

o (Hikey960) Added support for SE050 v2.2.4
o (Hikey960) Support for HMAC

o (Hikey960) Support for HMAC sign/verify

e (Hikey960) Support for AES encrypt/decrypt
o (Hikey960) Support for Attestation

2.31 Release v02.06.00

2.31.1 Demos

2.31.2 Plug & Trust Middleware

o (SE050) Added basic policies

e (SE050) Updated enums for EC Curve IDs

e (SE050) Support v1.1.0 and v1.2.0 from same stack

e (SSS, SE050) Added policies

e (CLI-Tool) Changed ecc 256toecc NIST_P256

2.31.3 Documentation

e Updated section on Logging
e Updated section on AOSP build Environment Setup
e Added/Updated CMake Options

e Updated navbar and searchbox placement for handling of html display

2.31.4 Development Platform

o (Hikey960) Added support for SE050 v1.2.0
o (Hikey960) Support for ECC-521 and AES-128

2.32 Release v02.05.00

Added Android Key Master.

2.33 Release v02.04.00

Added SE050 EAR CH and SE050 EAR CL Applet supports.
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2.34 Release 02.03.00

Added support for SSS APIs.

2.34. Release 02.03.00
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CHAPTER
THREE

3.1 Features

Supported development platforms: Development Platforms
The Plug & Trust Middleware Stack supports:
e Directly accessible standard APl/integration
e mbed TLS
e OpenSSL
e Android KeyStore
e PKCS #11
o Examples for quick integration
e TLS examples
e Cloud service on-boarding examples

e Integration with NXP EdgeLock 2GO cloud service

PLUG & TRUST MW STACK

Note: The supported features will vary according to the specific Secure Element used (e.g. A71CH, SE050A,
SE051C). Refer to the Secure Element specific Data Sheet (e.g. SE050 Configuration) to find out what functionality

is available.
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3.2 Plug & Trust MW : Block Diagram

Examples / Use Cases / Tools

SSS APIs

Session Manager

SEOSOMW | A71CH MW
APDU

Host Crypto

Secure Element

3.3 SSS APIs

A71CH

3.3.1 SSS: Introduction

SSS is an acronym for Secure Sub System

The SSS APIs are functional APIs to abstract the access to various types of Cryptographic Sub Systems. Such secure
subsystems could be (but not limited to):

e Secure Elements
e Secure Enclaves

e Cryptographic HWs
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3.3.2 Session

Opening a Session

‘ Application | SSS ‘ Secure Element l

SSS session opens>
2C O
pen >
Session

Ll . e

I:i :
communication with SE } ‘}

sss session close

[2C Close
- hal

T

‘ Application | ‘ SSS I ‘ Secure Element l

See sss_session_open (), sss_session_close ()

Opening a Session

Sessions are tightly coupled with underlying system. For opening a session, sss_session_open (), subsystem is
passed from sss_type_t, while the parameter connectionData plays a pivotal role where there are subsystem
specific parameters to be handled.

Note: sss_session_open() must not be called concurrently from multiple threads. The application must ensure this.

SE05x Session

For example, a dedicated SE_Connect_Ctx_t is passed while opening a session to the SEO5x Secure Element.
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/* Opening a password/user id based session x/

sSss_session_t session {0};

SE_Connect_Ctx_t connectCtx {0};

sss_object_t ex_id = {0}; /x Object to store the id value =*/
sss_status_t status;

/+ we need a host session and key store to access
* values from host =*/

sss_session_t host_session = {0};

sss_key_store_t host_keystore = {0};

/* Value which we are going to use eventually.
* We will not use it directly, but indirectly.
* We will store this in in ex_id
*/
const uint8_t value_user_id[] = EX_SSS_AUTH_SE05X_UserID_VALUE;

/* Open host session and key store «*/

status = sss_session_open (&host_session, kType_SSS_Software, 0, kSSS_ConnectionType_
—Plain, NULL);

TEST_ASSERT_EQUAL_HEX (kStatus_SSS_Success, status);

status = sss_key_store_context_init (&¢host_keystore, &host_session);
TEST_ASSERT_EQUAL_HEX (kStatus_SSS_Success, status);

/* Set the auth object in Connect context =/

connectCtx.auth.ctx.idobj.pObj = &ex_id;

status sss_key_object_init (connectCtx.auth.ctx.idobj.pObj, &
—host_keystore);

TEST_ASSERT_EQUAL_HEX (kStatus_SSS_Success, status);

/+ On the host, allocate object and set value */
status = sss_key_object_allocate_handle (connectCtx.auth.ctx.idobj.pOb]j,

__LINE__,

kSSS_KeyPart_Default,

kSSS_CipherType_UserlID,

sizeof (value_user_id),

kKeyObject_Mode_Transient);
TEST_ASSERT_EQUAL_HEX (kStatus_SSS_Success, status);
status = sss_key_store_set_key (&host_keystore,

connectCtx.auth.ctx.idobj.p0Obj,

value_user_id,

sizeof (value_user_id),

8 * sizeof (value_user_id),

NULL,

0);
TEST_ASSERT_EQUAL_HEX (kStatus_SSS_Success, status);

/* Now we connect to the SE. In this example, we

* are connecting to over JRCP V2 interface x/
connectCtx.portName = gszAT71lSocketPortDefault;
connectCtx.connType = kType_SE_Conn_Type_JRCP_V2;

connectCtx.auth.authType = kSSS_AuthType_1ID;
const uint32_t authObjectIdForPasswordSession = EX_SSS_AUTH_SEOS5X_UserID_AUTH_ID;

/+ Open the session to the secure element */
status = sss_session_open (

(continues on next page)
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(continued from previous page)

&session, kType_SSS_SecureElement, authObjectIdForPasswordSession, kSSS_
—ConnectionType_Password, &connectCtx);
TEST_ASSERT_EQUAL_HEX (kStatus_SSS_Success, status);
with the SE
to secure element =*/

/* .... operations

/+ Close the connection

sss_session_close (&session);

APIS

group sss_session
Manage session.

Enums

enum sss_session_prop_au8_t
Properties of session that are S32
From 0 to kSSS_SessionProp_Optional_Prop_Start, around 2724 = 16777215 Properties are possible.
From 0 to kSSS_SessionProp_Optional_Prop_Start, around 224 = 16777215 Properties are possible.
Values:

kSSS_SessionProp_au8_NA =0
Invalid

kSSS_SessionProp_szName
Name of the product, string

kSSS_SessionProp_UID
Unique Identifier

kSSS_SessionProp_au8_Optional_Start = 0xOOFFFFFFu
Optional Properties Start

kSSS_SessionProp_au8_Proprietary_Start = 0x01FFFFFFu
Proprietary Properties Start

enum sss_session_prop_u32_t
Properties of session that are U32

From 0 to kSSS_SessionProp_Optional_Prop_Start, around 2724 = 16777215 Properties are possible.
From 0 to kSSS_SessionProp_Optional_Prop_Start, around 2724 = 16777215 Properties are possible.
Values:

kSSS_SessionProp_u32_NA=0
Invalid

kSSS_SessionProp_VerMaj
Major version

kSSS_SessionProp_VerMin
Minor Version

kSSS_SessionProp_VerDev
Development Version

kSSS_SessionProp_UIDLen
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kSSS_SessionProp_u32_Optional_Start = 0xOOFFFFFFu
Optional Properties Start

kSSS_KeyStoreProp_FreeMem Persistant
How much persistent memory is free

kSSS_KeyStoreProp_ FreeMem Transient
How much transient memory is free

kSSS_SessionProp_u32_Proprietary_ Start = 0x01FFFFFFu
Proprietary Properties Start

Functions
void sss_session_close (sss_session_t *session)
Close session between application and security subsystem.

This function closes a session which has been opened with a security subsystem. All commands within
the session must have completed before this function can be called. The implementation must do nothing
if the input session parameter is NULL.

Parameters

e session: Session context.

§ss_status_t sss_session_create (sss_session_t *session, sss_type_t subsystem, uint32_t applica-
tion_id, sss_connection_type_t connection_type, void *connec-

tionData)
Same as sss_session_open but to support sub systems that explictily need a create before opening.

For the sake of portabilty across various sub systems, the applicaiton has to call sss_session_create before
calling sss_session_open.
Parameters

e [inout] session: Pointer to session context

e [in] subsystem: See sss_session_open

e [in] application_id: See sss_session_open

e [in] connection_type: See sss_session_open

e [in] connectionData: See sss_session_open

void sss_session_delete (sss_session_t *session)
Counterpart to sss_session_create

Similar to contraint on sss_session_create, application may call sss_session_delete to explicitly release all
underlying/used session specific resoures of that implementation.

§ss_status_t sss_session_open (sss_session_t *session, sss_type_t subsystem, uint32_t applica-
tion_id, sss_connection_type_t connection_type, void *connection-

Data)
Open session between application and a security subsystem.

Open virtual session between application (user context) and a
security subsystem and function thereof. Pointer to session
shall be supplied to all SSS APIs as argument. Low level SSS
functions can provide implementation specific behaviour based
on the session argument.

(continues on next page)
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(continued from previous page)

Note: sss_session_open() must not be called concurrently from
multiple threads. The application must ensure this.

Return status
Parameters
e [inout] session: Session context.
e [in] subsystem: Indicates which security subsystem is selected to be used.
e [in] application_id: Objectld/Authentication]D Connecting to:
e application_id ==0=> Super use /Plaform user
e Anything else => Authenticated user
e [in] connection_type: How are we connecting to the system.
e [inout] connectionData: subsystem specific connection parameters.

sss_status_t sss_session_prop_get_au8 (sss_session_t *session, uint32_t property, uint8_t
*pValue, size_t *pValueLen)
Get an underlying property of the crypto sub system.

This API is used to get values that are numeric in nature.
Property can be either fixed value that is calculated at compile time and returned directly, or it may involve
some access to the underlying system.
Return
Parameters
e [in] session: Session context
e [in] property: Value that is part of sss_session_prop_au8_t
e [out] pValue: Output buffer array
e [inout] pValueLen: Count of values thare are/must br read

sss_status_t sss_session_prop_get_u32 (sss_session_t *session, uint32_t property, uint32_t
*pValue)
Get an underlying property of the crypto sub system.

This API is used to get values that are numeric in nature.

Property can be either fixed value that is calculated at compile time and returned directly, or it may involve
some access to the underlying system.

For applicable properties see sss_session_prop_u32_t

Return
Parameters
e [in] session: Session context
e [in] property: Value thatis part of sss_session_prop_u32_t

e [out] pValue:

3.3.
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struct sss_session_t

#include <fsl_sss_api.h> Root session.

This is a singleton for each connection (physical/logical) to individual cryptographic system.

Public Members

uint8_t data[(0 + (1 * sizeof(void *)) + (1 * sizeof(void *)) + (8 * sizeof(void *)) + 32)]

struct sss_session_t::[anonymous] extension
Reserved memory for implementation specific extension

sss_type_t subsystem

Indicates which security subsystem is selected.

This is set when sss_session_open is successful

3.3.3 Key Store

KeyStore is a container for all secure keys and objects inside a secure storage.

Normal usage of Session and Key Store

Application

SSS session open

sss_key store_lo

|

|

|

| y
' sss_key_store_context_init
; Ll

|

i

Session Key Store
I I
I I
I I
> | I
I I
I
S
I I
ad '
. St
I

= Operation with SSS objects %

|
sss_key_store_save |
|

| |
| |
' -1
| |
' sss_key_store_context_free >:
| | |
| | | |
e sss_session_close > |
| | |
Application Session Key Store
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APls

group sss_key_store
Secure storage for keys and certificates.

Enums

enum sss_key_ store_prop_au8_t
properties of a Key Store that return array
Values:

kSSS_KeyStoreProp_au8_Optional_Start = OxOOFFFFFFu
Optional Properties Start

enum sss_tunnel dest_t
Entity on the other side of the tunnel

Values:

kSSS_TunnelDest_None =0
Default value

kSSS_TunnelType_Se05x_Iot_applet
SE05X IoT Applet

Functions

sss_status_t sss_key_store_allocate (sss_key_store_t *keyStore, uint32_t keyStoreld)
Get handle to key store. If the key store already exists, nothing is allocated. If the key store does not
exists, new empty key store is created and initialized. Key store context structure is updated with actual
information.

Parameters

e [out] keyStore: Pointer to key store context. Key store context is updated on function
return.

e keyStoreId: Implementation specific ID, can be used in case security subsystem manages
multiple different key stores.

void sss_key_ store_context_free (sss_key_store_t *keyStore)
Destructor for the key store context.

sss_status_t sss_key_store_context_init (sss_key_store_t *keyStore, sss_session_t *session)
Constructor for the key store context data structure.

Parameters

e [out] keyStore: Pointer to key store context. Key store context is updated on function
return.

e session: Session context.
sss_status_t sss_key_store_erase_key (sss_key_store_t *keyStore, sss_object_t *keyObject)

Delete / destroy allocated keyObect .

Return The sss status.
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Parameters
e keyStore: The key store
e keyObject: The key object to be deleted
sss_status_t sss_key_store_freeze_key (sss_key_store_t *keyStore, sss_object_t *keyObject)
The referenced key cannot be updated any more.
Return The sss status.
Parameters
e keyStore: The key store
e keyObject: The key object to be locked / frozen.

sss_status_t sss_key_store_generate_key (sss_key_store_t *keyStore, sss_object_t *keyObject,
size_t keyBitLen, void *options)
This function generates key[] in the destination key store.

sss_status_t sss_key_store_get_key (sss_key_store_t *keyStore, sss_object_t *keyObject, uint8_t
*data, size_t *dataLen, size_t *pKeyBitLen)
This function exports plain key[] from key store (if constraints and user id allows reading)

sss_status_t sss_key_store_load (sss_key_store_t *keyStore)
Load from persistent memory to cached objects.

sss_status_t sss_key_store_open_key (sss_key_store_t *keyStore, sss_object_t *keyObject)
Access key store using one more level of encryption.

e.g. Access keys / encryption key during storage

Return The sss status.
Parameters
e keyStore: The key store
e keyObject: The key object that is to be used as a KEK (Key Encryption Key)

sss_status_t sss_key_store_save (sss_key_store_t *keyStore)
Save all cached persistent objects to persistent memory.

sss_status_t sss_key_store_set_key (sss_key_store_t *keyStore, sss_object_t *keyObject, const
uint8_t *data, size_t datalen, size_t keyBitLen, void *op-
tions, size_t optionsLen)
This function moves data[] from memory to the destination key store.

Return
Parameters
e keyStore: Key store context
e keyObject: Reference to a key and it’s properties
e data: Data to be stored in Key. When setting ecc private key only, do not include key header.
e datalLen: Length of the data
e keyBitLen: Crypto algorithm key bit length
e options: Pointer to implementation specific options

e optionsLen: Length of the options in bytes
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struct sss_key_ store_t
#include <fsl_sss_api.h> Store for secure and non secure key objects within a cryptographic system.

e A cryptographic system may have more than partitions to store such keys.

Public Members

uint8_t data[(0 + (1 * sizeof(void *)) + (4 * sizeof(void *)) + 32)]

struct sss_key_store_t::[anonymous] extension
Reserved memory for implementation specific extension

sss_session_t *session
Virtual connection between application (user context) and specific security subsystem and function
thereof.

Key Format

The sss_key_store_set_key and sss_key_store_get_key API’'s do not impose a specific format on
the data parameter. Different implementations of the SSS API can have different capabilities in dealing with
an input format (relevant for sss_key_store_set_key) and will use a specific output format (relevant for
sss_key_store_get_key). The following section illustrates this by taking the example of the SE050 imple-
mentation in the context of EC Key pairs.

EC Key pair

When passing an EC key pair as data argument to the sss_key_store_set_key API, the key pair data must be
DER encoded using either the pkcs#8 format or classic OpenSSL format.

When retrieving an EC key pair as data argument from the sss_key_store_get API, the full key pair cannot be
retrieved. Instead the public key value is returned. The public key is retrieved in ANSI X9.62 uncompressed format.

3.3.4 Key Object

Objects / Key Objects are Low level entities of key/certificates in SSS domain.

Below we can see UML Hierarchy of an object:

3.3. SSS APIs 51



Plug & Trust MW Documentation, Release v04.01.01

Container : Session / Key Store / Objects

KeylD : uint32_t

@Public Keys

@ Symmetric Keys

Create / Provision

To create a key, the sequence of APIs looks as under. This is generally done during provisioning stage.

52
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Creation of key

Application l Key Stare l

Session & Key Store Init

sss_key_object_init

>
sss_key_ohject_allocate_handle

sss_key_store_generate_key(
keyld : uint32_t,
keyType : sss_key_type_t
keyByteLenMax : size_t ,
options : uint32_t)

sss_key_store_save

Key is now persisted inside the SE

sss_key_ohject_free

)}

Session & Key Store Close

Application l Key Stare l

To set (inject) values in a previously allocated key, the sequence of APDUs look as under.

Note: Policies

This section would be updated later to show case creation of keys with different policies attached to it.

Change value of previously created Objects

To create a key, the sequence of APIs looks as under:
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Change value of previously created object

‘Application | ‘ Key Stare '

| l.

. Session, Key Store & Key Object Init

sss_key_object_get_handle(
keyld : uint32_t)

>
sss object
<

sss_key_store_set_key(
key : const uint8_t
keyBitLen : size_t)

>
Session, Key Store & Key Object Free
i i

‘Application l | Key Store |

Use previously provisioned/created Keys/Objects

To use a key, the API sequence is as under:

54 Chapter 3. Plug & Trust MW Stack



Plug & Trust MW Documentation, Release v04.01.01

Use of previous generated key

Application l Key Stare l

= Session & Key Store Init %

sss_key object_init >
sss_key _object_get_handle(
keyld : uint32_t) >
sss_object
Use the sss_object
sss_key _ohject_free
>

Session & Key Store Close

Application l Key Store l

APIs

group sss_key_object
Low level iota of key/certificates in SSS domain.

Functions

sss_status_t sss_key_object_allocate_handle (sss_object_t *keyObject, uint32_t keyld,
sss_key_part_t keyPart, sss_cipher_type_t
cipherType, size_t keyByteLenMax, uint32_t
options)
Allocate / pre-provision memory for new key.

This API allows underlying cryptographic subsystems to perform
preconditions of before creating any cryptographic key obiject.

Return Status of object allocation.
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Parameters

e [inout] keyObject: The object If required, update implementation defined values inside
the keyObject

e keyId: External Key ID. Later on this may be used by sss_key_object_get_handle
e keyPart: See sss_key_part_t
e cipherType: See sss_cipher_type_t

e keyByteLenMax: Maximum storage this type of key may need. For systems that have their
own internal allocation table this would help

e options: 0= Persistant Key (Default) or Transient Key. See sss_key_object_mode_t
void sss_key_object_free (sss_object_t *keyObject)
Destructor for the key object. The function frees key object context.
Parameters
e keyObject: Pointer to key object context.
sss_status_t sss_key_object_get_access (sss_object_t *keyObject, uint32_t *access)
Check what are access restrictions on an object
Return
Parameters
e keyObject: Object
e access: What is permitted

sss_status_t sss_key_object_get_handle (sss_object_t *keyObject, uint32_t keyld)
Get handle to an existing allocated/provisioned/created Object.

See (@ref sss_key_object_allocate_handle.

After calling this API, Ideally keyObject should become equivlant
to as set after the calling of @ref
sss_key_object_allocate_handle api.

Return The sss status.
Parameters
e keyObject: The key object
e [in] keyId: The key identifier
sss_status_t sss_key_object_get_purpose (sss_object_t *keyObject, sss_mode_t *purpose)
Check what is purpose restrictions on an object
Return
Parameters
e keyObject: Object to be checked
e purpose: Know what is permitted.

sss_status_t sss_key_object_get_user (sss_object_t *keyObject, uint32_t *user)
get attributes
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sss_status_t sss_key_object_init (sss_object_t *keyObject, sss_key_store_t *keyStore)
Constructor for a key object data structure The function initializes keyObject data structure and associates
it with a key store in which the plain key and other attributes are stored.
Return Status of the operation
Parameters
e keyObject:
® keyStore:
Return Value
e kStatus_SSS_Success: The operation has completed successfully.
e kStatus_SSS_Fail: The operation has failed.

e kStatus_SSS_InvalidArgument: One of the arguments is invalid for the function to exe-
cute.

sss_status_t sss_key_obJject_set_access (sss_object_t ¥*keyObject, uint32_t access, uint32_t op-

) o ] tions)
Assign access permissions to a key object.

Parameters
e keyObject: the object where permission restrictions are applied

e access: Logical OR of read, write, delete, use, change attributes defined by enum
_SSs_access_permission.

e options: Transient or persistent update. Allows for transient update of persistent attributes.

sss_status_t sss_key_object_set_eccgfp_group (sss_object_t *keyObject, sss_eccgfp_group_t

*group)
Set elliptic curve domain parameters over Fp for a key object.

When the key object is a reference to one of ECC Private, ECC Public or ECC Pair key types, this function
shall be used to specify the exact domain parameters prior to using the key object for ECDSA or ECDH
algorithms.
Parameters

e keyObject: The destination key object

e group: Pointer to elliptic curve domain parameters over Fp (sextuple p,a,b,G,n,h)

sss_status_t sss_key_object_set_purpose (sss_object t *keyObject, sss_mode_t purpose,
uint32_t options)
Assign purpose to a key object.
Parameters
e keyObject: the object where permission restrictions are applied
e purpose: Usage of the key.
e options: Transient or persistent update. Allows for transient update of persistent attributes.
sss_status_t sss_key_obJject_set_user (sss_object_t *keyObject, uint32_t user, uint32_t options)

Assign user to a key object.

Parameters
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e keyObject: the object where permission restrictions are applied

e user: Assign User id for a key object. The user is kept in the key store along with the key data
and other properties.

e options: Transient or persistent update. Allows for transient update of persistent attributes.

struct sss_object_t
#include <fsl_sss_api.h> An object (secure / non-secure) within a Key Store.

Public Members
uint32_t cipherType
cipherType type from sss_cipher_type_t
uint8_t data[(0 + (1 * sizeof(void *)) + (2 * sizeof(int)) + (4 * sizeof(void *)) + 32)]

struct sss_object_t::[anonymous] extension
Reserved memory for implementation specific extension

uint32_t keyId
Application specific key identifier. The keyld is kept in the key store along with the key data and other
properties.

sss_key_store_t *keyStore
key store holding the data and other properties

uint32_t objectType
The type/part of object is referneced from sss_key_part _t

3.3.5 Asymmetric
Sign

To perform sign operation , the sequence of APIs looks as under.
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Asymmetric : Sign

Application Asymmetric

Session & Key Store Init %

Get KeyObject F

sss_asymmetric_context_init(
algorithm
mode)

sss_asymmetric_sign_digest(
input msg)

Y

sss_asymmetric_context_free

Y

Y Y Y _--

Free KeyObject F

Session & Key Store Close F=

Application Asymmetric

Note:

1) To perform rsa sign and verify on plain data (with hash calculated inside SE), use sss_se05x_asymmetric_sign
and sss_se05x_asymmetric_verify apis.

2) Sign / Verify operations with Twisted Edward curve is supported only on plain data with hash calculated inside
SE. Use sss_se05x_asymmetric_sign and sss_se05x_asymmetric_verify apis. Only SHAS512 is supported.

Verify

To perform sign verify operation , the sequence of APIs looks as under:
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Asymmetric : Verify

Application l Asymmetric l

= Session & Key Store Init }=

: Get KeyObject } :

sss asymmetric_context_init(

| |
| |
| |
| |
| algorithm :
' mode) '
L )]
| |
| ssg_astymmetric_sign_digest( |
! input msg) 3
: sss_asymmetric_verify _digest( :
| input msg |
: signature to verify) >:
|

sss_asymmetric_context_free ):
|

i

|

|

: Free KeyObject }
= Session & Key Store Close %

Application l Asymmetric l

Encryption

To encrypt the data , the API sequence is as under:
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Asymmetric : Encrypt

Application l Asymmetric I

Session & Key Store Init }=

: Get KeyObject } :

sss_asymmetric_context_init(

| |
| |
| |
| |
| algorithm |
' mode) '
L >|
| |
| sss_asymmetric_encrypt( |
[ source [
| destination) |
| >l
| . |
, §ss_asymmetric_context_free _ |
| >l
| |
| |

; Free KeyObject }

L L

= Session & Key Store Close }=

‘ Application | ‘ Asymmetric |

Decryption

To Decrypt the encrypted data , the API sequence is as under:
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Asymmetric : Decrypt

Application l Asymmetric l

Session & Key Store Init %’
Get KeyObject k’

sss_asymmetric_context_init(

algorithm
mode)
>
sss_asymmetric_decrypt(
source
destination)
>

sss_asymmetric_context_free >

Free KeyObiject k’
= Session & Key Store Close k='

| Application | ‘ Asymmetric '

Reference Example

|
|
'
|
|
|
|
|
|
|
L
|
|
|
|
|
|
|
|
|
|
|
|
A
|
|
L

e — = ] - - _=T— -

Before we use any Cryptographic operations, we need relevent Keys to be declared.

Here is a reference snippet to inject a key into the Secure Domain. (If the key was already existing in the Key Store,

these steps are not needed)

/+x Pre-requisite for Signing Partx/
status = sss_key_object_init (&¢keyPair, &pCtx->ks);
ENSURE_OR_GO_CLEANUP (status == kStatus_SSS_Success);

status = sss_key_object_allocate_handle (&keyPair,

(continues on next page)
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(continued from previous page)

MAKE_TEST_ID(__LINE_ ),

kSSS_KeyPart_Pair,

kSSS_CipherType_EC_NIST_P,

sizeof (keyPairData),

kKeyObject_Mode_Persistent);
ENSURE_OR_GO_CLEANUP (status == kStatus_SSS_Success) ;

status = sss_key_store_set_key (&pCtx->ks, &keyPair, keyPairData,
—sizeof (keyPairData), EC_KEY_BIT_LEN, NULL, O0);
ENSURE_OR_GO_CLEANUP (status == kStatus_SSS_Success);

Signing on a digest of length digestLen is performed as below.

status = sss_asymmetric_context_init (&ctx_asymm, &pCtx->session, é&keyPair, |
—kAlgorithm_ SSS_SHA256, kMode_SSS_Sign);

ENSURE_OR_GO_CLEANUP (status == kStatus_SSS_Success);

signaturelen = sizeof (signature);

/+ Do Signing =/

LOG_I("Do Signing");

LOG_MAUS8_TI ("digest", digest, digestLen);

status = sss_asymmetric_sign_digest (&ctx_asymm, digest, digestlLen, signature, &
—signaturelen);

ENSURE_OR_GO_CLEANUP (status == kStatus_SSS_Success) ;

LOG_MAU8_TI ("signature", signature, signaturelen);

LOG_I("Signing Successful !'!!");

sss_asymmetric_context_free (&ctx_asymm) ;

After the above operation, signature has the signature using the key object keyPair.

RSA Encryption algorithms supported

Supported rsa encyption / decryption algotithms - PKCS1_OAEP and PKCS1_V1_5.

kAlgorithm_SSS_RSAES_PKCS1_OAEP_SHA1 = S$SS_ENUM_ALGORITHM (RSAES_PKCS1_OAEP,
—0x01),

kAlgorithm_SSS_RSAES_PKCS1_OAEP_SHA224 = SSS_ENUM_ALGORITHM (RSAES_PKCS1_OAEP,
—0x02),

kAlgorithm_ SSS_RSAES_PKCS1_OAEP_SHA256 = SSS_ENUM_ALGORITHM (RSAES_PKCS1_OAEP,
—0x03),

kAlgorithm_SSS_RSAES_PKCS1_OAEP_SHA384 = SSS_ENUM_ALGORITHM (RSAES_PKCS1_OAEP,
—0x04),

kAlgorithm_SSS_RSAES_PKCS1_OAEP_SHA512 = SSS_ENUM_ALGORITHM (RSAES_PKCS1_OAEP,
—0x05),

kAlgorithm SSS_RSAES_PKCS1_V1_5 = SSS_ENUM_ALGORITHM(RSAES_PKCS1_V1_5, |,
—0x01),

RSA Signature algorithms supported

Supported rsa sign / verify algotithms - PKCS1_PSS_MGF1,PKCS1_V1_5 and No_Padding.

Hash algorithms supported for sign/verify - SHA1, SHA224, SHA256, SHA384, SHAS512
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5,

-5,

-5,

5,

-5,

kAlgorithm SSS_RSASSA_PKCS1_V1_5_NO_HASH

0x01),
kAlgorithm_SSS_RSASSA_PKCS1_V1_5_SHAl
0x02),
kAlgorithm_SSS_RSASSA_PKCS1_V1_5_SHA224
0x03),
kAlgorithm_ SSS_RSASSA_PKCS1_V1_5_SHA256
0x04),
kAlgorithm_SSS_RSASSA_PKCS1_V1_5_SHA384
0x05) ,
kAlgorithm_SSS_RSASSA_PKCS1_V1_5_SHAS512

-5, 0x06),

kAlgorithm SSS_RSASSA_PKCS1_PSS_MGF1_SHAl =

MGF1, 0x01),

kAlgorithm SSS_RSASSA_PKCS1_PSS_MGF1_SHA224 =

—MGF1, 0x02),

kAlgorithm SSS_RSASSA_PKCS1_PSS_MGF1_SHA256

—MGF1, 0x03),

kAlgorithm_ SSS_RSASSA_ PKCS1_PSS_MGF1_SHA384 =

LMGF1, 0x04),

kAlgorithm_ SSS_RSASSA_PKCS1_PSS_MGF1_SHAS512

—MGF1, 0x05),

SSS_ENUM_ALGORITHM (RSASSA_PKCS1_V1_

SSS_ENUM_ALGORITHM (RSASSA_PKCS1_V1_

SSS_ENUM_ALGORITHM (RSASSA_PKCS1_V1_

SSS_ENUM_ALGORITHM (RSASSA_PKCS1_V1_

SSS_ENUM_ALGORITHM (RSASSA_PKCS1_V1_

SSS_ENUM_ALGORITHM (RSASSA_PKCS1_V1_

SSS_ENUM_ALGORITHM (RSASSA_PKCS1_PSS_

SSS_ENUM_ALGORITHM (RSASSA_PKCS1_PSS_

SSS_ENUM_ALGORITHM (RSASSA_PKCS1_PSS_

SSS_ENUM_ALGORITHM (RSASSA_ PKCS1_PSS_

SSS_ENUM_ALGORITHM (RSASSA_PKCS1_PSS_

kAlgorithm_SSS_RSASSA_NO_PADDING = SSS_ENUM_AL

GORITHM (RSASSA_NO_PADDING, 0x01),

When using PKCS1_PSS_MGF1 padding, there are few limitations on hash algorithm with rsa key size as below,

RSA Bit Length Valid Hash Algorithm

512 SHA1, SHA224

1024 SHA1, SHA224, SHA256, SHA384

1152 SHA1, SHA224, SHA256, SHA384, SHA512
2048 SHAI, SHA224, SHA256, SHA384, SHA512
3072 SHA1, SHA224, SHA256, SHA384, SHA512
4096 SHA1, SHA224, SHA256, SHA384, SHAS512

ECC Signature algorithms supported

Supported hash values for ecc sign / verify - SHA1,

SHA224,

SHA256, SHA384, SHAS512

kAlgorithm SSS_ECDSA_SHAl = SSS_ENUM_ALGORITHM (ECDSA, 0x01)
kAlgorithm_SSS_ECDSA_SHA224 = SSS_ENUM_ALGORITHM (ECDSA, 0x02)
SSS_ENUM_ALGORITHM (ECDSA, 0x03),
( )
( )

kAlgorithm_SSS_ECDSA_SHA256
kAlgorithm_SSS_ECDSA_SHA384
kAlgorithm_ SSS_ECDSA_SHA512

SSS_ENUM_ALGORITHM (ECDSA, 0x04
SSS_ENUM_ALGORITHM (ECDSA, 0x05

’

’

’

4

OR
kAlgorithm_SSS_SHAL = SSS_ENUM_ALGORITHM (SHA, 0x01),
kAlgorithm_SSS_SHA224 = SSS_ENUM_ALGORITHM (SHA, 0x02),
kAlgorithm_SSS_SHA256 = SSS_ENUM_ALGORITHM (SHA, 0x03),
kAlgorithm_ SSS_SHA384 = SSS_ENUM_ALGORITHM (SHA, 0x04),
kAlgorithm_SSS_SHAS512 = SSS_ENUM_ALGORITHM (SHA, 0x05),
ECDAA algorithm
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kAlgorithm_ SSS_ECDAA = SSS_ENUM_ALGORITHM (ECDAA, 0x01),

APIs

group sss_crypto_asymmetric

Asymmetric cryptographic operations like RSA /ECC/etc.

Functions

void sss_asymmetric_context_free (sss_asymmetric_t *context)
Asymmetric context release. The function frees asymmetric context.
Parameters
e context: Pointer to asymmetric context.

sss_status_t sss_asymmetric_context_init (sss_asymmetric_t *context, sss_session_t *session,
sss_object_t *keyObject, sss_algorithm_t algo-
rithm, sss_mode_t mode)
Asymmetric context init. The function initializes asymmetric context with initial values.

Return Status of the operation
Parameters
e context: Pointer to asymmetric crypto context.
e session: Associate SSS session with asymmetric context.
e keyObject: Associate SSS key object with asymmetric context.
e algorithm: One of the asymmetric algorithms defined by sss_algorithm_t.
e mode: One of the modes defined by sss_mode_t.
Return Value
e kStatus_SSS_Success: The operation has completed successfully.
e kStatus_SSS_Fail: The operation has failed.

e kStatus_SSS_InvalidArgument: One of the arguments is invalid for the function to exe-
cute.

sss_status_t sss_asymmetric_decrypt (sss_asymmetric_t *context, const uint8_t *srcData,

size_t srcLen, uint8_t *destData, size_t *destLen)
Asymmetric decryption The function uses asymmetric algorithm to decrypt data. Private key portion of a

key pair is used for decryption.

Return Status of the operation

Parameters
e context: Pointer to asymmetric context.
e srcData: Input buffer
e srcLen: Length of the input in bytes

e destData: Output buffer
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e destLen: Length of the output in bytes

Return Value
e kStatus_SSS_Success: The operation has completed successfully.
e kStatus_SSS_Fail: The operation has failed.

e kStatus_SSS_InvalidArgument: One of the arguments is invalid for the function to exe-
cute.

sss_status_t sss_asymmetric_encrypt (sss_asymmetric_t *context, const uint8_t *srcData,

size_t srcLen, uint8_t *destData, size_t *destLen)
Asymmetric encryption The function uses asymmetric algorithm to encrypt data. Public key portion of a

key pair is used for encryption.
Return Status of the operation
Parameters
e context: Pointer to asymmetric context.
e srcData: Input buffer
e srcLen: Length of the input in bytes
e destData: Output buffer
e destLen: Length of the output in bytes
Return Value
e kStatus_SSS_Success: The operation has completed successfully.
e kStatus_SSS_Fail: The operation has failed.

e kStatus_SSS_InvalidArgument: One of the arguments is invalid for the function to exe-
cute.

sss_status_t sss_asymmetric_sign_digest (sss_asymmetric_t *context, uint8_t *digest, size_t

digestLen, uint8_t *signature, size_t *signatureLen)
Asymmetric signature of a message digest The function signs a message digest.

Return Status of the operation
Parameters
e context: Pointer to asymmetric context.
e digest: Input buffer containing the input message digest
e digestLen: Length of the digest in bytes
e signature: Output buffer written with the signature of the digest
e signatureLen: Length of the signature in bytes
Return Value
e kStatus_SSS_Success: The operation has completed successfully.
e kStatus_SSS_Fail: The operation has failed.

e kStatus_SSS_InvalidArgument: One of the arguments is invalid for the function to exe-
cute.

66 Chapter 3. Plug & Trust MW Stack



Plug & Trust MW Documentation, Release v04.01.01

sss_status_t sss_asymmetric_verify_digest (sss_asymmetric_t *context, uint8_t *digest, size_t
digestLen, uint8_t *signature, size_t signature-

Len)

Asymmetric verify of a message digest The function verifies a message digest.

Return Status of the operation

Parameters

context: Pointer to asymmetric context.

digest: Input buffer containing the input message digest

digestLen: Length of the digest in bytes

signature: Input buffer containing the signature to verify

signatureLen: Length of the signature in bytes

Return Value

e kStatus_SSS_Success: The operation has completed successfully.

e kStatus_SSS_Fail: The operation has failed.

e kStatus_SSS_InvalidArgument: One of the arguments is invalid for the function to exe-

3.3.6 Policies

cute.

Policies can be used to restrict & control the usage of session or objects.

Policy Types (TODO)

©sss_policy_t

1

0

©sss_p0licy_u

T\ S

©sss_policy_ﬁle_u

©sss policy_key_u

sss _policy_pcr_u sss _policy_userid_u

sss _policy_auth_u

© sss_policy_common_u

3.3. SSS APIs
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Policies applicable to different objects

Ob- | Applet 3.x Applet 6.x Applet 7.x

ject

Type

com-| forbid_All, can_Delete, | forbid_All, can_Delete, | forbid_All, can_Delete, req_Sm, req_pcr_val,
mon | req_Sm, req_pcr_val req_Sm, req_pcr_val can_Read, can_Write

sym-| can_Sign, can_Verify, | can_Sign, can_Verify, | can_Sign, can_ Verify, can_Encrypt,
met- | can_Encrypt, can_Encrypt, can_Decrypt, | can_Decrypt, can_Import_Export, for-
ric can_Decrypt, can_Import_Export, for- | bid_Derived_Output, can_TLS_KDF,
ob- | can_Import_Export, bid_Derived_Output, allow_kdf ext rnd, can_TLS _PMS KD,
jects| can_Wrap, allow_kdf ext_rnd, can_HKDF, can_PBKDF, can_Wrap,

can_Desfire_Auth,
can_Desfire_Dump,

can_Wrap, can_Desfire_Auth,
can_Desfire_Dump, can_KD,

can_Desfire_Auth,
can_Desfire_KD,

can_Desfire_Dump,
forbid_external_iv,

can_KD, can_Write, | can_Write, can_Gen can_usage_hmac_pepper

can_Gen
Asym-can_Sign, can_Verify, | can_Sign, can_Verify, | can_Sign, can_ Verify, can_Encrypt,
met- | can_Encrypt, can_Encrypt, can_Decrypt, | can_Decrypt, can_Import_Export, for-
ric can_Decrypt, can_Import_Export, for- | bid_Derived_Output, can_Gen, can_KA,

ob- | can_Import_Export, bid_Derived_Output, can_Attest,
jects| can_Gen, can_KA, | can_Gen, can_KA, can_Attest,
can_Attest, can_Read, | can_Read, can_Write,
can_Write, can_KD, | can_KD, can_Wrap
can_Wrap
User| can_Write can_Write can_Write
Id
File | can_Read, can_Write can_Read, can_Write can_Read, can_Write
pol-
icy
Counteran_Read, can_Write can_Read, can_Write can_Read, can_Write
pol-
icy
PCR| can_Read, can_Write can_Read, can_Write can_Read, can_Write
pol-
icy
Note:

1. can_Read and can_Write polices are moved from symmetric and asymmetric object policy to common policy
in applet 7.x. PLEASE UPDATE THE APPLICATIONS ACCORDINGLY.

2. Invalid policies on objects will be rejected at SSS software layer and only result in warning message.

Usage

Policy can be declared like below:

/+ Policies for key =/
const sss_policy_u key_withPol = {
.type = KPolicy_Asym_Key,
'xAuthentication object based on SE05X_AUTH%

(continues on next page)
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(continued from previous page)

.auth_obj_id = EX_LOCAL_OBJ_AUTH_ID,
.policy = {
/+*Asymmetric key policy=*/

.asymmkey = {
/+*Policy for sign=/
.can_Sign = allow_sign,

/*Policy for verifyx/
.can_Verify = allow_verify,
/+xPolicy for encryptx*/
.can_Encrypt = 1,

/+*Policy for decryptx/
.can_Decrypt = 1,

/+Policy for Key Derivationx/
.can_KD = 1,

/+Policy for wrapped objectx*/
.can_Wrap = 1,

/+*Policy to re-write objectx/
.can_Write = 1,

/+Policy for reading objectx/
.can_Read = 1,
/*Policy to us

e object for attestation=/
.can_Attest =1,

}i

/* Common rules =*/

const sss_policy_u common = {
.type = KPolicy_Common,
/*Authentication object based on SE05X_AUTH=x/
.auth_obj_id = EX_LOCAL_OBJ_AUTH_ID,
.policy = {
.common = {
/*Secure Messagingx/
.req_Sm = O,
/+*Policy to Delete objectx*/
.can_Delete = 1,
/+*Forbid all operations on objectx/
.forbid_All = O,

/

/* create policy set x/
sss_policy_t policy_for_ec_key = {
.nPolicies = 2,
.policies = { &key_withPol, &common }
}i

To create an object with that policy, usage is as below:

status = sss_key_store_generate_key (
&pCtx—>ks,
&object,
ECC_KEY_BIT_LEN,
&policy_for_ec_key);
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Note: When creating a policy with KPolicy_Common_PCR_Value, KPolicy_Desfire_Changekey_Auth_Id and KPol-
icy_Derive_Master_Key_Id, set the policies to sss_policy_t variable in the following order always,

‘Common_PCR_Value‘ , ‘Desfire_Changekey_Auth_Id¢, ‘Derive_Master_Key_Id*

Example,

const sss_policy_u pcr_val_policy = {

.type = KPolicy_Common_PCR_Value, .auth_obj_id = 0,
.policy = { .common_pcr_value = {} } };

const sss_policy_u desfire_change_key_auth_id_policy = {
.type = KPolicy_Desfire_Changekey_Auth_Id, .auth_obj_id = 0,
.policy = { .desfire_auth_id = {} } };

const sss_policy_u master_key_id_policy = {

.type = KPolicy_Derive_Master_Key_Id, .auth_obj_id = O,
.policy = { .master_key_id = {} } };

// create policy as,

sss_policy_t key_policy = { .nPolicies = 3,.policies = { &pcr_val_policy, &desfire_
—change_key_auth_id_policy, &master_key_id_policy } };

)R

VA

sss_policy_t key_policy = { .nPolicies = 1,.policies = { &desfire_change_key_auth_id_
—policy } };
sss_policy_t key_policy = { .nPolicies = 2,.policies = { &pcr_val_policy, &master_key_

—id_policy } };

APIs

group sss_policy
Policies to restrict and control sessions and objects.

Enums

enum sss_policy_type u
Type of policy
Values:

KPolicy None
No policy applied

KPolicy Session
Policy related to session.
See sss_policy_session_u

KPolicy_ Sym Key
Policy related to key.
See sss_policy_key_u

KPolicy_ Asym_Key
KPolicy_ UserID

KPolicy File
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KPolicy_ Counter

KPolicy_ PCR

KPolicy_Common

KPolicy_ Common_PCR_Value

KPolicy Desfire_Changekey_ Auth_Id
KPolicy Derive_Master Key Id

struct sss_policy asym key u
#include <fsl_sss_policy.h> Policies applicable to Asymmetric KEY

Public Members
uint§_t can_Attest
Allow to attest an object

uint8_t can_Decrypt
Allow decryption

uint8_t can_Encrypt
Allow encryption

uint8_t can_Gen
Allow to (re)generate the object

uint8_t can_Import_Export
Allow to imported or exported

uint8_t can_KA
Allow key agreement

uint8_t can_KD
Allow key derivation

uint8_t can_Read
Allow to read the object

uint§_t can_Sign
Allow signature generation

uint8_t can_Verify
Allow signature verification

uint8_t can_Wrap
Allow key wrapping

uint§_t can_Write
Allow to write the object

uint§_t forbid_Derived_Output
Forbid derived output

struct sss_policy_ common_pcr_value_u
#include <fsl_sss_policy.h> Common PCR Value Policies for all object types
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Public Members
uint8_t pcrExpectedValue[32]
Expected value of the PCR

uint32_t pcrObjId
PCR object ID

struct sss_policy_ common_u
#include <fsl_sss_policy.h> Common Policies for all object types

Public Members
uint8_t can_Delete
Allow to delete the object

uint8_t can_Read
Allow to read the object

uint8_t can_Write
Allow to write the object

uint8_t forbid All
Forbid all operations

uint8_t req_pcr_val
Require PCR value

uint8_t req_Sm
Require having secure messaging enabled with encryption and integrity on the command

struct sss_policy_counter_u
#include <fsl_sss_policy.h> All policies related to secure object type Counter

Public Members
uint8_t can_Read
Allow to read the object

uint§_t can_Write
Allow to write the object

struct sss_policy_desfire_changekey_ authld_value_u
#include <fsl_sss_policy.h> DESFire ChangeKey - authentication key identifier.

Public Members
uint32_tdesfire authId
DESFire authentication object ID

struct sss_policy file_u
#include <fsl_sss_policy.h> All policies related to secure object type File
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Public Members
uint§_t can_Read
Allow to read the object

uint8_t can_Write
Allow to write the object

struct sss_policy key drv_master keyid value_u

#include <fsl_sss_policy.h> Key Derive - Master key identifier.

Public Members

uint32_t master_keyId
Master key ID

struct sss_policy pcr_u

#include <fsl_sss_policy.h> All policies related to secure object type PCR

Public Members
uint8_t can_Read
Allow to read the object

uint8_t can_Write
Allow to write the object

struct sss_policy session_u

#include <fsl_sss_policy.h> Policy applicable to a session

Public Members

uint§_t allowRefresh
Whether this session can be refreshed without losing context. And also reset maxDurationOfSes-
sion_sec / maxOperationsInSession

uint8_t has_MaxDurationOfSession_sec
Whether maxOperationsInSession is set. This is to ensure ‘0 == maxDurationOfSession_sec’ does
not get set by middleware.

uint8_t has_MaxOperationsInSession
Whether maxOperationsInSession is set. This is to ensure ‘0 == maxOperationsInSession’ does not
get set by middleware.

uint16_t maxDurationOfSession_sec
Session can be used for this much time, in seconds

uint16_t maxOperationsInSession
Number of operations permitted in a session

struct sss_policy sym key_ u

#include <fsl_sss_policy.h> Policies applicable to Symmetric KEY
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Public Members

uint§_t allow_kdf ext_rnd
Allow kdf(prf) external random

uint8_t can_Decrypt
Allow decryption

uint8_t can_Desfire_Auth
Allow to perform DESFire authentication

uint8_t can_Desfire_Dump
Allow to dump DESFire session keys

uint§_t can_Desfire_ KD
Allow Desfire key derivation

uint8_t can_Encrypt
Allow encryption

uint8_t can_Gen
Allow to (re)generate the object

uint8_t can_HKDF
Allow HKDF

uint8_t can_Import_Export
Allow to imported or exported

uint8_t can_KD
Allow key derivation

uint8_t can_PBKDF
Allow PBKDF

uint§_t can_Sign
Allow signature generation

uint8_t can_TLS_KDF
Allow TLS PRF key derivation

uint8_t can_TLS_PMS_KD
Allow TLS PMS key derivation

uint8_t can_usage_hmac_pepper
Allow usage as hmac pepper

uint8_t can_Verify
Allow signature verification

uint8_t can_Wrap
Allow key wrapping

uint§_t can_Write
Allow to write the object

uint8_t forbid Derived_Output
Forbid derived output

uint8_t forbid_external iv
Forbid External iv

struct sss_policy_t
#include <fsl_sss_policy.h> An array of policies sss_policy_u
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Public Members
size_t nPolicies
Number of policies

const sss_policy_u *policies[(10)]
Array of unique policies, this needs to be allocated based nPolicies

struct sss_policy u
#include <fsl_sss_policy.h> Unique/individual policy. For any operation, you need array of sss_policy_u.

Public Members

sss_policy_asym_key u asymmkey

uint32_t auth_obj_id
Auth ID for each Object Policy, invalid for session policy type == KPolicy_Session

sss_policy_common_u common

sss_policy_common_pcr_value_u common_pcr_value
sss_policy_counter_u counter
sss_policy_desfire_changekey_authld_value_u desfire_auth_id
sss_policy_file_u £ile

sss_policy_key_drv_master_keyid_value_u master_key_id
sss_policy_pcr_u per

sss_policy_userid_u pin

union sss_policy_u::[anonymous] policy
Union of applicable policies based on the type of object

sss_policy_session_u session
sss_policy_sym_key_u symmkey

sss_policy_type_u type
Secure Object Type

struct sss_policy_ userid_u
#include <fsl_sss_policy.h> All policies related to secure object type UserID

Public Members

uint§_t can_Write
Allow to write the object

3.3.7 Example Boot-Up

The Examples and use cases based on SSS APIs are them selves (more or less) Cryptosystem agnostic, how ever the
platforms where they run and how they run would be very specific.

e.g. While running from PC with a Secure Element, you may need to choose and connect to specific COM Port /
Socket. On the other hand, when running from different embedded platforms like FREEDOM K64F, iMX RT 1050,
etc., few board specific steps are needed.
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To simplify examples, them selves, the files in sss/ex/inc and sss/ex/src try to isolate such details.

Some of the scenarios of boot up are:

Booting from Windows / Linux

In such a system, many decisions are taken at run time. e.g. COM Port for interface to the secure element, etc.
In such a system, examples also have access to command line arguments and environment variables.

Such a setup is mostly for testing and early prototyping.
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On Windows / Linux

main ex_sss_boot 5SS

Parse CLI arguments / ENV for portName

ex_sss_boot_connectstring()

>
Connectto SE  /
ex_sss_boot_open() >
sss_session_open(); >
Formatthe IC  /
ex_sss_boot_factory_reset(); > if EX_SSS_BOOT_DO_ERASE_ALL B]

Native APls
>

Setup KeyStore /

ex_sss_kestore_and_ohject_init >

sss_key_store_init();
sss_key_object_init();

Actual Example /

ex_sss_entry(&exContext) | The Example l

Example API Calls >

Example API Calls
>

e T -

CleanUp /

ex_sss_session_close

sss_key_object_free();
sss_key_store_free();
sss_session_cloge();

main ex_sss_boot | | The Example SSS

3.3.
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Booting from an embedded system, without any RTOS

In such a system, the example is pre-compiled for specific platform/combination. There are very less decisions to be
taken at run time, and most decisions are pre-selected during build/compile time.

Without RTOS On Embedded Systems

main ex_sss_boot Platform SSS
I |
Initial code needed for embedded platforms /
ex_sss_hoot_direct o
PIN/Clock/Peripheral Config
Connectto SE  /
ex_sss_hoot_open() -
sss_session_open(); -
Formatthe IC /
ex_sss_hoot_factory_reset();, _||if EX_SSS_BOOT_DO_ERASE_ALL B]
Native APls -
Setup KeyStore /
ex_sss_kestore_and_object_init |
sss_key_store_init();
sss_key_object_init(); -
Actual Example /
ex_sss_entry(&exContext) The Example
Example API Calls
L Example API Calls _
.( vvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvv —
CleanUp /
ex_sss_session_close -
sss_key_object_free();
sss_key_store_free();
sss_session_close(); -
main ex_sss_boot Platform The Example SSS
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Booting from an embedded system, with RTOS

In such a system, the example uses RTOS. And the example itself is to be run from an RTOS Thread context.

With RTOS On Embedded Systems

]
I | |

Initial code needed for embedded platforms
PIN/Clock/Peripheral Config _

RTOS::Init() o
RTOS::CreateTask() -
RTOS:: StartTaskScheduler() -

In RTOS Context /

ex_sss_rtos_task() _| rtos task

Pre-requisites under RTOS Task /

9

Initialize peripherals ;
that nesd RTOS  Peripher

Config()

Connectto SE
ex_sss_hoot_open()

sss_session_open();

Y

Formatthe IC /
ex_sss_boot_factory_reset(); if EX_SSS_BOOT_DO_ERASE_ALL Iﬁ

Native APls

>
-

Setup KeyStore  /
ex_sss_kestore_and_object_init

sss_key_store_init();
sss_key_object_init();

Y

Actual Example  /
ex_sss_entry(&exContext) | The Example I
>

Example API Calls _|

| Example API calls |

CleanUp /
ex_sss_session_close

Y

sss_key_object_free();
sss_key_store_free();
sss_session_cloge();

i TF TF i i
[ o) [reome]  [3]

3.3.8 SSS api key format (asymmetric keys)

Y
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NIST-P, NIST-K and BRAINPOOL ECC Keys
When passing the key pair / public key, the key should be passed DER encoded using PKCS #8 or traditional openssl
format. When passing the private key alone, do not include the key header.

When retrieving the key pair as data argument from the sss_key_store_get api, the full key pair cannot be retrieved.
Instead the public key value is returned in ANSI X9.62 uncompressed format.

Note: Keys, signature and shared secret key generated all follow the big endian convention.

EDWARD and MONTGOMERY ECC keys
When passing the key pair / public key, the key should be passed DER encoded using the format specified in RFC
8410. When passing the private key alone, do not include the key header.

When retrieving the key pair as data argument from the sss_key_store_get api, the full key pair cannot be retrieved.
Instead the public key value is returned in ANSI X9.62 uncompressed format.

Note: Keys, signature and shared secret key generated all follow the little endian convention.

A set of examples of a X25519 keypair encoded according to RFC 8410:

$ dumpasnl X25519_keypair.der

0 81: SEQUENCE ({
2 1: INTEGER 1
5 5: SEQUENCE {
7 3: OBJECT IDENTIFIER curveX25519 (1 3 101 110)
: }
12  34: OCTET STRING, encapsulates {
14 32: OCTET STRING
58 5D B1 E3 50 0B 71 24 F6 B1 E1 41 83 54 93 12
F4 4B 0C A3 44 F7 52 Al 8A 12 2F E7 DA D9 CE 52
: }
48 33: [1]

00 A2 8E 04 FF 1C DC 1C 3D 60 91 OF BC 98 EF 01
BF 9F OF 69 CO B7 EF 70 61 35 34 62 F3 06 28 C7
29

}

$ dumpasnl X25519_priv.pem
0 46: SEQUENCE {

2 1: INTEGER O

5 5: SEQUENCE {

7 3: OBJECT IDENTIFIER curveX25519 (1 3 101 110)
: }

12 34: OCTET STRING, encapsulates {

14 32: OCTET STRING

58 5D B1 E3 50 0B 71 24 F6 Bl E1 41 83 54 93 12
F4 4B 0C A3 44 F7 52 Al 8A 12 2F E7 DA D9 CE 52

}

$ dumpasnl X25519_pub.pem
0 42: SEQUENCE {

(continues on next page)
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(continued from previous page)

2 5: SEQUENCE {

4 3: OBJECT IDENTIFIER curveX25519 (1 3 101 110)
: }

9 33: BIT STRING

A2 8E 04 FF 1C DC 1C 3D 60 91 OF BC 98 EF 01 BF
9F OF 69 CO B7 EF 70 61 35 34 62 F3 06 28 C7 29

The X25519 keypair from the example above can be created with the asnlparse OpenSSL tool. The command line
invocation is as follows:

openssl asnlparse —-genconf key_config.txt —-out X25519_keypair.der

The file key_config.txt contains the different ASN.1 components and values of the keypair to create. The resulting
DER representation of the keypair is stored in the file X25519_keypair.der. The contents of the key_config.txt file is
as follows:

asnl = SEQUENCE:seq_section
[seg_section]

fieldl INTEGER: 1

field2 = SEQUENCE:seq_section_oid

field3 = OCTWRAP, FORMAT:HEX,
—0OCT:585DB1E3500B7124F6B1E14183549312F44B0CA344F752A18A122FE7DADI9CES2
fieldd4 = IMP:1C,
—INT:0x00A28E04FF1CDC1C3D60910FBC98EF01BFOF0F69COBR7EF7061353462F30628C729

[seqg_section_oid]

fieldl = OID:X25519

Note: Additional information on the asnlparse command and the key configuration format is available under the
manpages of respectively asnlparse and ASNI_generate_nconf

Set Edwards and Montgomery keys using pycli

On generting keys using openssl, pycli tool can be used to set edwards and montomory keys.

Example - Set key pair as:

“openssl genpkey -algorithm ed25519 -outform PEM -out test_ed25519.pem”
“ssscli set ecc pair <KEYID> test_ed25519.pem”

Set public key as:

“openssl pkey —-in test_ed25519.pem -out test_ed25519_pub.pem -pubout”
“ssscli set ecc pub <KEYID> test_ed25519_pub.pem”
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BN Curve ECC keys

When passing key pair, private key or public key do not include key header. When retrieving the key from the
sss_key_store_get api, the public key value is returned without any header.

RSA keys

When passing the key pair / public key, the key should be passed DER encoded using PKCS #8 or traditional openssl
format. When passing the private key alone, do not include the key header.

When retrieving the key pair as data argument from the sss_key_store_get API, the full key pair cannot be retrieved.
Instead the public key value is returned in ANSI X9.62 uncompressed format.

See also Section 5.2.1 SSS API Examples

3.4 SSS APIs: SE051 vs SE050

SSS API name SEO051 SEO050
sss_session_open () Available Available
sss_session_close () Available Available
sss_key_ store_set_key POLICY_OBJ_FORBID_DERIANEDa6J TPUT

can be set to a SymmKey

object
sss_key store general Avadable Available
sss_key_ store_get_ kel Available Available
sss_key store open_kgAyailable Available
sss_key store_erase kdwdilable Available
sss_key store_ contex| Avaitable Available
sss_key object_init () Available Available
sss_key object_allocatwvaitablelle () Available
sss_key object_get_harvadable Available
sss_key object_free () Available Available
sss_symmetric contex| Awvaildblg Available
sss_cipher_one_go () | Available Available
sss_cipher _init () Available Available
sss_cipher_update () | Available Available
sss_cipher _finish () Available Available
sss_cipher crypt_ctr|()Available Available
sss_symmetric contex| Avaitable Available
sss_aead context_init Available NA
sss_aead _one_go () Available NA
sss_aead_init () Available NA
sss_aead _update_aad () Available NA
sss_aead _update () Available NA
sss_aead finish /() Available NA
sss_aead context_freg Available NA
sss_digest_context_ ihAvdilable Available
sss_digest_one_go () Available Available
sss_digest_init () Available Available
sss_digest_update () Available Available

Continued on next page
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Table 1 — continued from previous page

SSS APl name SE051 SE050
sss_digest_finish () Available Available
sss_digest_context_ fré&wdilable Available
sss_mac_context_init|()Available Available
sss_mac_one_go () Available Available
sss_mac_init () Available Available
sss_mac_update () Available Available
sss_mac_finish () Available Available
sss_mac_context_ free|(Available Available
sss_asymmetric contekiAvaibable/) Available
sss_asymmetric_encryptAyailable Available
sss_asymmetric_decryptAyailable Available
sss_asymmetric_sign_d#Ayaildble Available
sss_asymmetric_verifly Avadable () Available
sss_asymmetric contektAvaitable/) Available
sss_derive key contektAvaibable/) Available
sss_derive_key_go () Deprecated Deprecated
sss_derive_key_one_gp Derived Key object can be | Available
stored in Secure Element
sss_derive_key_sobj_pberiyed Key object can be | Available
stored in Secure Element
sss_derive_key_dh () Derived Key object can be | Available
stored in Secure Element
sss_derive key contektAvaitable/) Available
sss_rng_context_ init|(Available Available
sss_rng_get_random ()| Available Available
sss_rng_context_ free|( Available Available

3.5 Parameter Check & Conventions

3.5.1 Parameter Convention

APIs for which a buffer is input. e.g.:

smStatus_t Se05x_API_VerifySessionUserID (
pSelO5xSession_t session_ctx,
const uint8_t =*userId,
size_t userIdLen);

In the above case userId is a buffer input. It is assumed that the lengh as set in userIdLen is same as that pointed
to by userId. This parameter is used as is and any mistake by the calling API will have unpredictable errors.

APIs for which a buffer is input. e.g.:

smStatus_t Se05x_API_ReadObject (
pSel5xSession_t session_ctx,
uint32_t objectID,
uintl6_t offset,
uintl6_t length,
uint8_t =*data,
size_t xpdatalen);
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In the above case data is a buffer output and pdataLen is both input and output. It is assumed that the lengh as set
in pdataLen is set to the maximum as available to the pointer pointed by data. This parameter is used as is and
any mistake by the calling API will have unpredictable errors.

PCSC/CCID Interface and 64 Byte packet

See the note “USB 64 byte boundary” at host1ib\\hostLib\\1libCommon\\smCom\\smComPCSC.c

3.5.2 Helper Macros

Helper macros are available as a part of the stack to capture warnings if some parameters are not as expected.
During debug builds, it is recommended to enable the logging to capture mistakes during integration.

During Retail/Release builds, they may be kept silent.

3.5.3 Apis
group param_check
Parameter Checks.
nxEnsure.h: Helper parameter assertion check macros.
Pre Condition: The source file must have included nxLog header file.

Project: SecureloTMW

Defines

ENSURE_OR_BREAK (CONDITION)
If condition fails, break.

Sample Usage:

int SomeAPTI ()
{

do {
status = Operationl();
ENSURE_OR_BREAK (0 == status);
status = Operation2();
ENSURE_OR_BREAK (0 == status);
} while (0);

return status;

}

ENSURE_OR_EXIT_WITH_STATUS_ON_ERROR (CONDITION, STATUS, RETURN_VALUE)
If condition fails, goto quit with return value status updated.
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int SomeAPT ()
{

int status = 0;
value = Operationl();

value = Operation2();
ENSURE_OR_QUIT_WITH_STATUS_ON_ERROR (0 ==
<»SPACE) ;

quit:
return status;

ENSURE_OR_QUIT_WITH_STATUS_ON_ERROR (0 == value,

status,

status,

ERR_FAIL);

ERR_NOT_ENOUGH__

Warning This macro introduces system of mutliple returns from a function which is not easy to de-

bug/trace through and hence not recommended.

ENSURE_OR_GO_CLEANUP (CONDITION)
If condition fails, goto :cleanup label

{

status = Operationl{();

ENSURE_OR_GO_CLEANUP (0 == status);

status = Operation2();

ENSURE_OR_GO_CLEANUP (0 == status);
cleanup:

return status;

ENSURE_OR_GO_EXIT (CONDITION)
If condition fails, goto :exit label

{

status = Operationl();

ENSURE_OR_GO_EXIT (0 == status);

status = Operation2();

ENSURE_OR_GO_EXIT (0 == status);
exit:

return status;

ENSURE_OR_RETURN (CONDITION)
If condition fails, return

3.5.
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void SomeAPT ()
{

status = Operationl();
ENSURE_OR_RETURN (0 == status);
status = Operation2();
ENSURE_OR_RETURN (0 == status);
return;

Warning This macro introduces system of mutliple returns from a function which is not easy to de-
bug/trace through and hence not recommended.

ENSURE_OR_RETURN_ON_ERROR (CONDITION, RETURN_VALUE)
If condition fails, return

int SomeAPT ()
{

status = Operationl();

ENSURE_OR_RETURN_ON_ERROR (0 == status, ERR_FAIL);

status = Operation2();

ENSURE_OR_RETURN_ON_ERROR (0 == status, ERR_NOT_ENOUGH_SPACE) ;

return 0;

Warning This macro introduces system of mutliple returns from a function which is not easy to de-
bug/trace through and hence not recommended.

NX_ ENSURE_DO_LOG_MESSAGE
Build time over-ride if we want to enable/disable Warning Prints

During debug builds, it makes sense to print them, During retail builds, such loggings would be of any use
and remove and reduce code size.

NX_ENSURE_MESSAGE (strCONDITION)

Waring print of the parameter st rtCONDITION

Warning NX_ENSURE_MESSAGE is an internal message/API to this file. Do not use directly.
NX ENSURE_MESSAGE (strCONDITION)

Waring print of the parameter st rCONDITION

Warning NX_ENSURE_MESSAGE is an internal message/API to this file. Do not use directly.
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3.6 12CM / Secure Sensor

For an example regarding this, see Section 5.7.7 I2C Master Example

3.6.1 Normal Read/Write

The sequence to read from I2CM Sensor is as below:

Normal read write transaction

SE050x IC

Host l SEO0Sx Applet | [2CM Driver l

|

|
i 2CM Transacfion |
|

[Config, Writd], Read]):
|

Sensor '

|
|
|
I
|
: Configure 12C as "I2CM Driver"> :
|
i Done :
Write Frame >E i
| |
I 'Write Frame _ !
o i >,
ea | |
> |
| |
: Read >H
|
:< Read |Buffer .
Read Buffer : |
| |
Config Status | |
+ Write Status I |
+ Read Stat(s | |
X + Read Buffdr E E

Host | | SEO0S5x Applet l | I2CM Driver l

Sensor .

3.6. 12CM / Secure Sensor
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3.6.2 Attested Read

The sequence to read with attestation from I2CM Sensor is as below:

Read with attestation

SE050x IC
Host SEO05x Applet

|

: I2CM Transaction :

| [Config, Security, Read]>:
|

: Configure 12C as "[2CM Driver"

| I2CM Driver I Sensor

Config Status
e ig u

Set Attestation Logic

—

Read

P Read Status & Read Buffer

I

I

|

I

I

:

> |

: Done :

:

[} |

I |

4 I

} |

| |

I |

} |

[} |

I |

> :

| Read -
| -~
E< Read [Buffer

Config Status
+ Read Status
+ Read Buffer
+ Attestation

Host SE05x Applet

Attest { TL(I2CM_response) | TL(time) | TL(Chip_UID) }

| I2CM Driver I Sensor

3.6.3 Transaction

A sample I2CM Transaction can be performed as below:

Code:

FujAddr[0] 0x03;

FujAddr[1l] = 0x00;

TLVI[O0] .type = kSE05x_TI2CM_Configure;

TLV[O0] .cmd.cfg.I2C_addr = FUJITSU_I2C_ADDR;

TLV[0] .cmd.cfg.I2C_baudRate = kSE05x_I2CM_Baud_Rate_100Khz;

TLV[1].type = kSE05x_I2CM Write;
TLV[1l].cmd.w.writeLength = sizeof (FujAddr);

(continues on next page)
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(continued from previous page)

TLV[1l].cmd.w.writebuf = FujAddr;

TLV[2] .type = kSE05x_TI2CM_Read;

TLV[2] .cmd.rd.readlLength = I2C_MAX_DATA;
TLV[2] .cmd.rd.rdBuf = pFujMemRead;

status = Se05x_i2c_master_txn(&gtCtx.session, &TLV[0], 3);

3.6.4 Read with Attestation

A sample I2CM read with Attestation can be performed as below:
Code:

TLV[O0] .type = kSE05x_TI2CM_Configure;
TLV[O0] .cmd.cfg.I2C_addr = FUJITSU_I2C_ADDR;
TLV([0] .cmd.cfg.I2C_baudRate = kSE05x_I2CM_Baud_Rate_400Khz;

TLV[1l] .type = kSE05x_TI2CM_Write;
TLV[1l].cmd.w.writeLength = sizeof (FujAddr);
TLV[1l].cmd.w.writebuf = FujAddr;

TLV[2] .type = kSE05x_TI2CM_Read;
TLV[2] .cmd.rd.readlLength = I2C_MAX_DATA;
TLV[2] .cmd.rd.rdBuf = pFujMemRead;

attest_data.timeStamplLen = sizeof (attest_data.timeStamp.ts);
attest_data.chipIdlLen = sizeof (attest_data.chipId);

#if SSS_HAVE_SEO0S5X_VER_GTE_07_02
attest_data.objSizelen = sizeof (attest_data.objSize);

#endif // SSS_HAVE_SE05X_VER_GTE_07_02
attest_data.signaturelen = sizeof (attest_data.signature);
rspbufferlLen = sizeof (rspbuffer);
status = Se05x_i2c_master_attst_txn(&gtCtx.session,

&gtCtx.key,
sTLVI[O],
random,

sizeof (random),
attest_algo,
&attest_data,
rspbuffer,
&rspbufferlen,
3);

3.6.5 12C Master APIs

group se050_i2cm
12C Master APIs in SE050 for secure sensor.

Enums

enum SEO05x I2CM Baud Rate_t
Configuration for 2CM
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Values:
kSEO05x I2CM Baud Rate 100Khz =0
kSE05x_I2CM Baud_ Rate_400Khz

enum SEO05x_I2CM_securityReq t

Additional operation on data read by 12C
Values:

kSE05x_Security None =0
kSEO05x_Sign_Request
kSEO05x_Sign_Enc_Request

enum SE05x TI2CM status_t

Status of [2CM Transaction

Values:

kSE05x I2CM Success = 0x5A
kSEO05x_I2CM I2C_Nack_Fail =0x01
kSEO5x_I2CM I2C Write Error =0x02
kSE05x I2CM I2C Read Error =0x03
kSEO05x_I2CM_I2C_Time_Out_Error = (0x05
kSEO05x_I2CM Invalid Tag=0xl1
kSEO05x_I2CM Invalid_Length =0x12
kSEO05x_I2CM Invalid_Length_Encode =0x13
kSEO05x_I2CM_I2C_Config=0x21

enum SE05x I2CM TAG_ t

12C Master micro operation.

Values:
kSEO05x_TAG_I2CM_Config = 0x01
kSEO5x_TAG I2CM Write =0x03
kSE05x TAG_I2CM Read = 0x04

enum SEO05x_TI2CM_TLV_type_ t

Types of entries in an I2CM Transaction
Values:

kSE05x I2CM None =0
Do nothing

kSE05x_I2CM Configure
Configure the address, baudrate

kSE05x I2CM Write=3
Write to I2C Slave

kSEO05x_I2CM_Read
Read from I2C Slave
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kSE05x_ I2CM_ StructuralIssue = 0xFF
Response from SE05x that there is something wrong

Functions

smStatus_t Se05x_i2c_master_attst_txn (sss_session_t *sess, sss_object_t *keyObject,
SEO05x_I2CM_cmd_t *p, uint8_t *random_attst,
size_t random_attstLen, SEO05x_AttestationAlgo_t
attst_algo, sss_se05x_attst_comp_data_t  *pat-
test_data, uint8_t *rspbuffer, size_t *rspbufferLen,
uint8_t noOftags)
Se05x_i2c_master_attst_txn.

I2CM Read With Attestation

Pre p describes I12C master commands.

Post p contains execution state of [2C master commands, the I2C master commands can be overwritten to
report on execution failure.

Parameters
e [in] sess: session identifier
e [in] keyObject: Keyobject which contains 4 byte attestaion Keyld
e [inout] p: Array of structure type capturing a sequence of i2c master cmd/rsp transactions.
e [in] random_attst: 16-byte freshness random
e [in] random_attstLen: length of freshness random
e [in] attst_algo: 1 byte attestationAlgo
e [out] ptimeStamp: timestamp
e [out] timeStampLen: Length for timestamp
e [out] freshness: freshness (random)
e [out] pfreshnessLen: Length for freshness
e [out] chipId: unique chipId
e [out] pchipIdLen: Length for chipld
e [out] signature: signature
e [out] psignatureLen: Length for signature
e [in] noOftags: Amount of structures contained in p

smStatus_t Se05x_i2c master txn (sss_session_t *sess, SEO5x_I2CM_cmd_t *cmds, uint8_t

cmdLen)
Se05x_i2c_master_txn.

I2CM Transaction

Pre p describes I2C master commands.

Post p contains execution state of [2C master commands, the I2C master commands can be overwritten to
report on execution failure.

Parameters
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e [in] sess: session identifier

e [inout] cmds: Array of structure type capturing a sequence of i2c master cmd/rsp transac-
tions.

e [in] cmdLen: Amount of structures contained in cmds

struct _SEO05x I2CM cmd
#include <fsl_sss_se05x_types.h> Individual entry in array of TLV commands, with type

Se05x_i2c_master_txn would expect an array of these.

Public Members
SEO05x_I2CM_INS_type_t cmd

Individual entry in array of TLV commands.
SEO5x_I2CM_TLV type_t type

struct SEO05x_TI2CM_configData_t
#include <fsl_sss_se05x_types.h> Data Configuration for 2CM

Public Members

uint8_t I2C_addr
7 Bit address of I12C slave

SEO5x_I2CM_Baud_Rate_t I2C_baudRate
What baud rate

SEO5x_I2CM _status t status
return status of the config operation

union SEO5x_T2CM_INS_type_ t
#include <fsl_sss_se05x_types.h> Individual entry in array of TLV commands.

Public Members

SEO05x_I2CM_configData_t c£g
Data Configuration for [2CM

SEO5x_I2CM _structurallssue_t issue
Used to report error response, not for outgoing command

SEO05x_I2CM_readData_t rd
Read to I2CM from I2C Slave

SEO05x_I2CM_securityData_t sec
Security Configuration for [2CM.

SEO5x_I2CM_writeData_t w
Write From I2CM to 12C Slave.

struct SE05x I2CM readData_ t
#include <fsl_sss_se05x_types.h> Read to [2CM from I2C Slave
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Public Members
uint8_t *rdBuf
Output. rdBuf will point to Host buffer.

SEO5x_I2CM _status_t rdStatus
[Out] status of the operation

uint16_t readLength
How many bytes to read

struct SEO05x TI2CM_securityData_t
#include <fsl_sss_se05x_types.h> Security Configuration for [2CM.

Public Members
uint32_t keyObject
object used for the operation

SEO05x_I2CM_securityReq_t operation
Additional operation on data read by 12C

struct SE05x I2CM structuralIssue_t
#include <fsl_sss_se05x_types.h> Used to report error response, not for outgoing command

Public Members

SEO5x_I2CM_status_t issueStatus
[Out] In case there is any structural issue

struct SEO05x I2CM writeData_t
#include <fsl_sss_se05x_types.h> Write From [2CM to I12C Slave.

Public Members

uint8_t *writebuf
Buffer to be written

uint8_t writeLength
How many bytes to write

SEO5x_I2CM _status_t wrStatus
[Out] status of the operation

3.7 Logging

In order to efficiently debug and diagnose the Plug & Trust Middleware and its supported use-cases and examples, it
supports logging. The logging Framework is written in such a way that embedded platforms are kept in mind and at
priority. The choice of logging is done at compile time and not at run time like other high-level languages. Logging
library mw1log is compiled and linked to all projects.
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3.7.1 Logging level

The logging is divided into following levels:

Error Some kind of unrecoverable or unexpected error has happened and the behaviour from this point
on is most likely to be out of specifications/expectations. The suffix for this in Logging APIs is E.

Warn Whatever happened is unexpected but not fatal, the severity of the warning requires the judgement
of the user. The suffix for this in Logging APIs is W.

Info This is information for the user. The suffix for this in Logging APIs is 1.

Debug These are verbose low level diagnostic debug messages and not to be used/enabled in normal
circumstances. The suffix for this in Logging APIs is D.

3.7.2 Adding log messages into the source code

1) Add one of Logging Header Files to the C source code.

code.

Warning: Only for C source code. Never add the logging files to header files, only add them to C source

2) Call applicable Logging APIs at respective Logging level

3) Re-compile and re-run the software.

3.7.3 Logging APIs

The following are the loggings APISs to be called from the source code.
LOG_I(...) Log any value. C language format specifiers and values can be used if needed.
LOG_XS8_I(VALUE) Log a HEX number 8 bits wide
LOG_U8_I(VALUE) Log an unsigned decimal number 8 bits wide
LOG_X16_I(VALUE) Log a HEX number 16 bits wide
LOG_U16_I(VALUE) Log a unsigned decimal number 16 bits wide
LOG_X32_I(VALUE) Log a HEX number 32 bits wide
LOG_U32_I(VALUE) Log an unsigned number 32 bits wide
LOG_AUS8_I(ARRAY, LEN) Log an array of 8bits of length LEN
LOG_MAUS8_I(MESSAGE, ARRAY, LEN) Same as LOG_AUS8_ I, but use MESSAGE.

e The logging APIs effectively use preprocessor directives like # and ## and therefore, if the variable names
are verbose enough, API calls like LOG_X16_T (statusOfDeleteKey) are enough to log response with

relevent information, and efficient for the developer to add a logging instruction.

e The suffix _T can be replaced with _E, _W or _D based on Logging level. The convention of logging remains

the same.

e Use HEX Values to log enums and other hexadecimal numbers. For items that are not treated as HEX (e.g.

length), use the decimal logging APIs.

For example, the APIs can be called as below.
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retStatus = DoAPDUTxRx_Case3( /% ..., =/
rspbuf,
&rspbuflen);

LOG_X16_D (retStatus);

LOG_AU8_D (rspbuf, rspbuflen);

If needed, the same can be made more verbose as below.

LOG_D ("Sending FOO Command") ;

retStatus = DoAPDUTxRx_Case3( /* ..., x/
rspbuf,
&rspbuflen);

LOG_D ("FOO retStatus=0x04X", rtStatus);
LOG_MAU8_D ("FOO Command", rspbuf, rspbuflen);

Logging - Information

Code:

uint32_t xu32val=0x12341234u;
uint8_t xu8val=0x44;

LOG_I ("Values are xu32val=0x%08X xu8val=0x%02X", xu32val, xu8val);

Output:

App:INFO :Values are xu32val=0x12341234 xu8val=0x44

Logging - Variable Names

Code:

uint32_t xu32val=0x12341234u;
uint8_t xu8val=0x44;

unsigned int some_int_value = 783;
unsigned char some_byte_value = 96;

LOG_I ("Values are:");

LOG_X8_TI (xu8val);

LOG_U8_I (some_byte_value);

LOG_X16_T (xu8val) ;

LOG_Ul6_TI (some_byte_value);

LOG_X32_T1 (xu32val);

LOG_U32_TI (some_int_value);

/+ Logging that will be mis-intepreted =/
LOG_X16_TI (some_byte_value);

Output:

App:INFO :Values are:
App:INFO :xu8val=0x44

(continues on next page)
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(continued from previous page)

App:INFO :some_byte_value=96
App:INFO :xu8val=0x0044

App:INFO :some_byte_value=96
App:INFO :xu32val=0x12341234
App:INFO :some_int_value=783
App:INFO :some_byte_value=0x0060

Logging - Arrays

Code:

const uint8_t some_array[] = {
0x5A, O0x5B, 0x5C, 0x5D,
Ox5E, Ox5F, 0x60, 0x61,
0x62, 0x63, 0x64, O0x65,
0x66, 0x67, 0x68, O0x69,
Ox6A, O0x6B, 0x6C, O0x6D};

const uint8_t buffer[] = {
0x2A, O0x2B, 0x2C, 0x2D,
0x2E, O0x2F, 0x30, 0x31,
0x32, 0x33, 0x34, 0x35,
0x36, 0x37, 0x38, 0x39,
0x3A, O0x3B, 0x3C, 0x3D,
O0x3E, Ox3F, 0x40, 0x41,
0x42, O0x43, O0x44, 0x45};

LOG_AU8_I (some_array, ARRAY_SIZE (some_array));

LOG_MAU8_I ("meaningful name", buffer, ARRAY_SIZE (buffer));
Output:
App:INFO :some_array (Len=20)
5A 5B 5C 5D 5E 5F 60 61 62 63 64 65 66 67 68 69
6A 6B 6C 6D
App:INFO :meaningful name (Len=28)

2A 2B 2C 2D
3A 3B 3C 3D

2E 2F 30 31
3E 3F 40 41

32 33 34 35
42 43 44 45

36 37 38 39

Logging - Levels

Code:

uint32_t xu32val=0x12341234u;
LOG_X32_D (xu32val);

LOG_X32_T (xu32val);
LOG_X32_W(xu32val);
LOG_X32_FE (xu32val)

’

Output:
App:INFO :xu32val=0x12341234
App:WARN :xu32val=0x12341234
App:ERROR:xu32val=0x12341234
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3.7.4 Logging Header Files

Some of the header files for logging are as under.
nxLog_UseCases.h High level use cases.
nxLog_App.h Applications and tools.
nxLog VCOM.h Logging specifically for VCOM Layer.
nxLog_sss.h Logging specifically for SSS Layer.
nxLog_hostLib.h Logging specifically for Host Library Layer.
nxLog_smCom.h Communication and common layer.

They can be found at host1lib/hostLib/libCommon/log. These files are machine generated and hence is is
not recommended to hand edit them.

3.7.5 Changing logging level

To change the level of logging, the following approaches are valid and based on the need of the problem, they can and
should be used.

Full source-code

hostlib/hostLib/libCommon/log/nxLog_DefaultConfig.h can be modified to change logging level.
nxLog_DefaultConfig.h is self documented.

/+ See Plug & Trust Middleware Docuemntation --> stack --> Logging
for more information =*/

/ *
* — 1 => Enable Debug level logging - for all.
x* — 0 => Disable Debug level logging. This has to be
* enabled individually by other logging
* header/source files «/
#define NX_LOG_ENABLE_DEFAULT_DEBUG 0

/* Same as NX_LOG_ENABLE_DEFAULT_DEBRUG but for Info Level =*/
#define NX_LOG_ENABLE_DEFAULT_INFO 1

/* Same as NX_LOG_ENABLE_DEFAULT_DEBRUG but for Warn Level =*/
#define NX_LOG_ENABLE_DEFAULT_WARN 1

/* Same as NX_LOG_ENABLE_DEFAULT_DEBUG but for Error Level.
* Ideally, this shoudl alwasy be kept enabled */
#define NX_LOG_ENABLE_DEFAULT_ERROR 1

/* Release — retail build =/
#ifdef FLOW_SILENT

#undef NX_LOG_ENABLE_DEFAULT_DEBUG
#undef NX_LOG_ENABLE_DEFAULT_INFO
#undef NX_LOG_ENABLE_DEFAULT_WARN
#undef NX_LOG_ENABLE_DEFAULT_ERROR

#define NX_LOG_ENABLE_DEFAULT_DEBUG 0

(continues on next page)
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#define NX_LOG_ENABLE_DEFAULT_ INFO 0
#define NX_LOG_ENABLE_DEFAULT_WARN 0
#define NX_LOG_ENABLE_DEFAULT_ERROR 0
#endif

Logging at component level

For example, changing logging level of App, hostlib/hostLib/libCommon/log/nxLog_App.h can be
updated. As shown below, in nxLog_App . h, the values of NX_LOG_ENABLE_APP_INFO, etc. can be updated.

/* If source file, or nxLog_Config.h has not set it, set these defines
*

* Do not #undef these values, rather set to 0/1. This way we can

* jump to definition and avoid plain-old-text-search to jump to

x undef. */

#ifndef NX_LOG_ENABLE_APP_DEBUG

# define NX_LOG_ENABLE_APP_DEBUG (NX_LOG_ENABLE_DEFAULT_DEBUG)

#endif

#ifndef NX_LOG_ENABLE_APP_INFO

# define NX_LOG_ENABLE_ APP_INFO (NX_LOG_ENABLE_APP DEBUG + NX_LOG_ENABLE DEFAULT
< INFO)

fendif

#ifndef NX_LOG_ENABLE_APP_WARN

4 define NX_LOG_ENABLE_APP_WARN (NX_LOG_ENABLE_APP_INFO + NX_LOG_ENABLE_DEFAULT
—WARN)

#endif

#ifndef NX_LOG_ENABLE_ APP_ERROR

# define NX_LOG_ENABLE_APP_ERROR (NX_LOG_ENABLE_APP_WARN + NX_LOG_ENABLE_DEFAULT_
< ERROR)

#endif

Individual files

Rather than applying logging levels to full stack, if the need is to set the logging level in individual files, the individual
source file can set required defined before including the respective log file.

e.g. The below lines will set log level to maximum:

#define NX_LOG_ENABLE_APP_DEBUG 1
#include <nxLog_App.h>

e.g. The below lines will set log level to just error:

#define NX_LOG_ENABLE_APP_DEBUG 0
#define NX_LOG_ENABLE_APP_INFO O
#define NX_LOG_ENABLE_APP_WARN 0
#define NX_LOG_ENABLE_APP_ERROR 1
#include <nxLog_App.h>

nxLog_App.h and _APP_ needs to be replaced with respective names as per the list in Logging Header Files.
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3.8 Feature File- £fs1 sss _ftr.h

The Plug & Trust Middleware uses a feature file to select/detect used/enabled features Within the middleware stack.
When using CMake this file is automatically generated into the generated and used build directory. when not using
CMake (e.g. using demo/example from the MCUExpresso KSDK package, this file is kept at the root of the source
folder.

3.8.1 When Using CMake

Please be careful that when you’re using C Make this file is overwritten every time CMake is invoked or it re-generates
the make files.

You do not have to hand modify £s1_sss_ftr.h feature file. Selections from CMake edit cache would automati-
cally make relevant updates into the generated feature file.

This file is auto generated from simw-top\sss\inc\fsl_sss_ftr.h.in

3.8.2 When Using MCUXpresso IDE

As mentioned in above sections this file is kept in the root folder of the imported project. The file is filled with checks
and balances so that at compile time some of the invalid selections are handled up front

3.8.3 £s1 sss_ ftr default.h

There is also provision to use a default fall-back file in case this feature file is not generated.

In the relevant parts the Middleware uses the following snippet to select the main or fall-back feature file:

#if defined(SSS_USE_FTR_FILE)
#include "fsl sss_ftr.h"

#else

#include "fsl_sss_ftr_default.h"
fendif

It must be obvious that if the macro SSS_USE_FTR_FILE is not defined by the build system, default feature file gets
used. In the reference demos and use cases from the Middleware, SSS_USE_FTR_FILE is always defined and only
fsl_sss_ftr.hisused.

3.8.4 Using feature file to reduce code size

By setting below items to 0, either in CMake or the £s1_sss_ ftr.h relevant sections of the code is removed from
compilation and thereby reducing the code consumption.

SSSFTR_SW_TESTCOUNTERPART

For some of the demos we use cryptography both from the secure element and the host. For example, this makes an
easy check for comparison where use comparison where we ask the host crypto to encrypt something and the secure
element to do the counterpart (in this case encrypt) decrypt. Similarly for sign, verify.

Setting this to Zero, removes the implementation of counterpart.
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SSSFTR_SW_ECC
When we set this to 1, this feature exposes the asymmetric cryptography from the host for ECC. When using ECKey

Authentication (See Auth Objects : ECKey) this feature needs to be enabled. Please note that SSSFTR_SW_AES also
needs to be enabled for ECKey Authentication

SSSFTR_SW_RSA

When we set this to 0, RSA related implementation from the host SW is removed.

Symmetric cryptography on Host

If for some reason there is no cryptography used at all on the host side then these macros can also be set to 0 to remove
relevant code from the host.

e SSSFTR_SW_AES
e SSSFTR_SW_KEY_GET
e SSSFTR_SW_KEY_SET

SSSFTR_SE05X AuthECKey

When set to O the authentication using (See Auth Objects : ECKey) mode is disabled from the Host.

SSSFTR_SE05X_ AuthSession

When set to O then only Platform SCP or default session can be used to talk to the secure element.

SSSFTR_SEO05X_AES

When set to 0 then the symmetric cryptography related APIs from the Secure Element is removed from compilation.

SSSFTR_SEO05X CREATE_DELETE_ CRYPTOOBJ

When we set this to zero the host never creates new crypto objects or neither delete them. under such situation crypto
objects should already be created once in the lifetime of the secure element explicitly.

SSSFTR_SEO05X_ECC

Feature related to various elliptic curves is removed when we set this to 0.

SSSFTR_SEO05X_KEY_GET

When there is no use case to fetch a key from the secure element to the host via the SSS APIs, this can be set to 0.
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SSSFTR_SEO05X_KEY_SET

When there is no use case to inject a key into the secure element from the host this can be set to 0. note that the keys
can still be provisioned remotely for authenticated sessions this just removes the code from the host middleware.

SSSFTR_SEO05X_RSA

Removes the code related to RSA features of the secure element from the middleware when we set this to 0.

3.9 Using Platform SCP Keys from File System

Warning: Keeping keys in plain on file system is not secure. This mechanism is just to test quick prototyping /
testing.

Note:
e This is valid only for hosts with filesystem access e.g. : Windows/Linux

e CLI Tool does not use this mechanism.

Using this mechanism, pre-compiled windows/linux demo examples can pick up platform SCP Keys from file system.
1) Create a file as set by EX_SSS_SCP03_FILE_PATH
You can over-ride value for this variable in sss/ex/inc/ex_sss_scp03_keys.h

For Android

#define EX_SSS_SCPO3_FILE_DIR "/data/vendor/SE05x/"
#define EX_SSS_SCPO3_FILE_PATH EX_SSS_SCPO3_FILE_DIR "plain_scp.txt"

For Linux

#define EX_SSS_SCPO3_FILE_DIR "/tmp/SE05X/"
#define EX_SSS_SCPO3_FILE_PATH EX_SSS_SCP03_FILE_DIR "plain_scp.txt"

For Windows

#define EX_SSS_SCPO3_FILE_DIR "C:\\nxp\\SE0O5X\\"
#define EX_SSS_SCPO3_FILE_PATH EX_SSS_SCPO3_FILE_DIR "plain_scp.txt"

2) Let us assume the Platform SCPO03 keys provisioned in SE050 are as follows
e ENCis 35C256458958A34F6136155F8209D6CD
¢ MACis AF177D5DBDF7COD5C10A05B9F1607F78
e DEKis A1BC8438BF77935B361A4425FE79FA29

The format of a reference file is as below:
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# This is a comment, empty lines and comment lines allowed.

ENC 35C256458958A34F6136155F8209D6CD # Trailing comment

MAC AF177DS5DBDF7CODS5C10AQ05BO9F1607F78 # Optional trailing comment
DEK A1BC8438BF77935B361A4425FE79FA29 # Optional trailing comment

The Default Platform SCP keys for ease of use configurations are present in https://www.nxp.com/docs/en/
application-note/AN12436.pdf

3.9.1 How to Run examples with Platform SCPO03 keys
Once the plain_scp.txt file is filled with the correct SCP keys for the sample, run any example e.g.: ECC

Example. The example will automatically pick up the keys from the file at this location, if the file exists. If the file
does not exist, it uses keys from pre-compiled values in the example.

3.10 Auth Objects

There are 3 types of Auth Objects:
e Auth Objects : UserID : Sometimes referred to as Identifier or password
e Auth Objects : AESKey : Uses AES Key as authentication
e Auth Objects : ECKey : Uses ECC Key for authentication

These are needed to have an authenticated session to the Applet. Also, in SE05X, access to many objects can be
controlled via policies. Many of these polices are related to which Auth Object was used for the session to the SE05X.

3.11 Auth Objects : UserIiD
As user ID is kind of Symmetric Identifier that is used to authenticate a session.

3.11.1 User ID - Provisioning / Injection

To provision / inject the key, the process is like this:
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Create User ID Object

Host SE

10 Connect

Y

Sel5x_API_WriteUserld(
[IN] Userld

1"
[IN] UserldValue
[IN] AttestationType=Auth) >
Host SE
Table 2: Steps to provision
Step Operation
10 We establish physical connection to SE
11 We create a Userld object, Attestation Type is Auth

3.11.2 User ID - Use for connection / authentication

To use the key, the process is like this:
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Use User ID Object

20 Connect (T1 = 12C)

| 21 Se05x_API|_CreateSession(
| [IN] pinld)
I
|

Sel5x_API_VerifySessionUserlD(
23 [IN] SessionlD,
[IN] keyVal)

Se05x_API_ExchangeSessionData(
[IN] SessionID)

Table 3: Steps

Step Operation

20 Host establishes physical connection to SE

21 Host calls Se05x_API_CreateSession () and use the 32bit id of Userld that we are
going to use.

22 As a part of Se05x_API CreateSession () API, Applet returns an 8 byte Session
ID. We use this in future communication with the SE.

23 Host calls Se05x_API_VerifySessionUserID ().

At this point, we pass the Value that we are going to use. (Host must already know the value
of the PIN that is used/chosen in step 21.)

24 Finally, Host calls Se05x_API ExchangeSessionData () API

3.11.3 User ID - Applet Spec Notes

From SE050 APDU Spec:

3.2.1.9 UserID

A UserID object is a byte array that holds a value that is linked to a
user.

UserID objects can only be created as Authentication object. By default,

(continues on next page)
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(continued from previous page)

the maximum number of allowed authentication attempts is set to 255.

Length = 1 up to 16 bytes

From SE051 APDU Spec:

3.3.1.9 UserID

A User ID object is a value which is used to logically group secure objects. UserID
objects can only be created as Authentication objects (see Section 3.3.3). They cannot
be updated once created (i.e. the value of an existing UserID can not be changed).

A session that is opened by a UserID Authentication Object is not applying secure
messaging (so no encrypted or MACed communication).

By default, the maximum number of allowed authentication attempts is set to infinite.
—Its

length is 4 up to 16 bytes. It is intended for use cases where a trusted operating,
—system

on a host MCU/MPU is isolating applications based e.g. on application ID.

3.12 Auth Objects : AESKey

Applet SCPO03 is applet level secure channel protocol, which involved single symmetric key as static ENC, MAC, DEC
key. First applet scp session is created using auth object provisioned in the SE, and then it follows the standard SCP03
protocol — Initialized Update and External Authenticate.

3.13 Auth Objects : ECKey

ECKey is secure channel protocol tailored for secured authentication and communication between a Host and a con-
nected SE.

Please contact NXP CAS/FAE for the specification of ECKey.
The Secure Channel Protocol consists of two logical phases:
1) Authentication phase

2) Secure messaging phase

3.13.1 ECKey - Keys Used

The table below gives an overview of the required keys and their presence at SE and Host as required for the ECKey
setup, authentication phase
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Table 4: Auth Keys

key SE Host Purpose

SK.SE.ECKA Yes Static SE key pair for Key Agreement Private key

PK.SE.ECKA Yes Yes Static SE key pair for Key Agreement Public key

SK.Host. ECDSA Yes Host signing key pair Private key

PK.Host. ECDSA Yes Host signing key pair Private key

eSK.Host. ECKA Yes Ephemeral private key of the Host used for key agree-
ment

ePK.Host. ECKA Yes Ephemeral public key of the Host used for key agree-
ment

3.13.2 ECKey - Use for connection / authentication

Authentication Phase:

1) In the Secure Channel authentication phase, a Host-generated ephemeral key pair, the static SE key pair
and SE-generated random data are used to compute a shared master secret

2) The Host generates an ephemeral ECC key pair and exchanges the public key component ePK.Host. ECKA
with the SE. The ePK.Host. ECKA is signed to prove its authenticity.

3) Both the Host and the SE compute the shared secret ShS from (eSK.Host.ECKA , PK.SE.ECKA) and
(SK.SE.ECKA, ePK.Host. ECKA) respectively.

4) The SE generates random bytes DR.SE and exchanges this with the Host.

5) Both the Host and the SE compute the shared master secret MK from the shared secret ShS and random
bytes DR.SE.

6) Optionally:
A) Both Host and SE compute the Key-DEK.
B) Both Host and SE compute the S-RMAC session key (used for the receipt).
C) Both Host and SE compute the receipt.

D) The Host verifies the receipt.

Secure Messaging phase:

1) In the Secure Channel secure messaging phase, first a setup is performed, where the shared master secret
is used to compute the AES session keys (S-ENC, S-MAC and S-RMAC) and initialize the encryption

counter
2) Both the Host and the SE compute the AES session keys from MK.

3) Both the Host and the SE apply an OWF to MK. Note that this is performed after the validation of the
command’s C-MAC (to exclude DOS attacks on the SE).

4) Both the Host and the SE initialize the encryption counter to 1 for the first command/response with C-
DECRYPTION or R-ENCRYPTION.

5) After the secure messaging setup has been performed, the AES session keys are employed to realize SCP03
secure messaging between Host and SE

6) Command APDUs are MACed.
7) Response APDUs are optionally MACed.
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8) Command and response APDUs are optionally encrypted. For each command/response with C-
DECRYPTION or R-ENCRYPTION, the encryption counter is incremented.

The phases inclusive the optional Key-DEK and receipt are shown in the figure below

HOST

! [ —r—— !
l‘ h phase IF

HOST generates ephemeral key pair
(eSK.HOST.ECKA, ePK.HOST.ECKA)
HOST computes signature SIG.HOST.ECKA
on PK.HOST.ECKA using SK.HOST.ECDSA
HOST sends ePK.HOST.ECKA to SE

cmd_authenticate(ePK.HOST.ECKA, SIG.HOST.ECKA) |
>

SE verifies SIG.HOST.ECKA using PK.HOST.ECDSA

SE computes ShS from ePK.HOST.ECKA and SK.SE.ECKA
SE generates random bytes DR.SE

SE derives master key MK from ShS and DR.SE

SE derives Key-DEK from MK

SE derives S-RMAC session key from MK (used for receipt)
SE computes receipt

HOST computes ShS from PK.SE.ECKA and eSK.HOST.ECKA &

HOST derives master key MK from ShS and DR.SE

HOST derives Key-DEK from MK

HOST derives S-RMAC session key from MK (used for receipt)
HOST computes and verifies receipt

resp_authenticate(DR.SE, receipt)

| P ———
1 Secure g setup IF

HOST derives AES session keys from MK B
HOST applies OWF to MK

HOST sets encryption counter to 1

HOST optionally encrypts command data
HOST computes c-mac

cmd_apdu(cmddata, c-mac)

SE derives AES session keys from MK

SE sets encryption counter to 1

HOST optionally validates r-mac

HOST optionally decrypts response data

HOST optionally increments encryption counter

HOST derives AES session keys from MK

HOST applies OWF to MK

HOST sets encryption counter to 1

SE validates c-mac and optionally decrypts command data
SE executes command

SE optionally encrypts response data and computes r-mac
SE optionally increments encryption counter

HOST optionally validates r-mac
HOST optionally decrypts response data
HOST optionally increments encryption counter

resp_apdu(respdata, sw, r-mac)

3

:Secure i phase:,

i

I

1| SE validates c-mac and optionally decrypts command data B

|| SE executes command

|| SE optionally encrypts response data and computes r-mac
cmd_apdu(cmddata, c-mac) ' SE optionally increments encryption counter

|

I

I

I

]

|

|

I

HOST optionally encrypts command data
HOST computes c-mac

HOST optionally validates r-mac
HOST optionally decrypts response data
HOST optionally increments encryption counter

resp_apdu(respdata, sw, r-mac)

HOST

3.14 Key Id Range and Purpose

These key ranges are used as a convention by the Middleware. Functionally (from applet point of view) they are the
same. Only the “Applet reserved” keys have a special functionality as defined in the APDU specification of the secure
element.
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Purpose Range

Customer keys Start | 0x00000001
End | Ox7BFFFFFF

AKM Dynamic Start | 0x7C000000
End | Ox7CFFFFFF

Middleware Use Cases and Demos Start | 0x7D000000
End | Ox7DFFFFFF

Applet Reserved Start | Ox7FFF0000
End | Ox7FFFFFFF

Managed by EdgeLock 2GO for different cloud onboarding | Start | 0x80000000
End | OXEEFFFFFF

Middleware testing Start | OxEF000000
End | OxEFFFFFFF

Required for EdgeLock 2GO Start | 0xFO000000
End | OxFFFFFFFF

3.15 Authentication Keys

Authentication object type | KeyID

UserID 0x7DA00001
UserID 0x7DA00011
AESKey 0x7DA00002
AESKey 0x7DA00012
ECKey 0x7DA00003
ECKey 0x7DA00013

Note: These authentication objects are used by the examples listed in Section 5 — Demo and Examples and are used
as default authentication objects by the Middleware examples in case an applet session authentication is configured in
the build options (See cmake—-option—-SE05X_Auth cmake-option-SE05SX_Auth)

3.16 ECDAA Keys For Random Number

A random number(r) is reuqired when doing ECDAA sign. EC private key(key-r) is used to hold r. To reduce NVM
operation, MW will not generate new key-r for each ECDAA sign. On the contrary, it will generate a specific key for
each session. All the ECDAA sign operations in the same session will share the same key-r. Key ID 0x7DB0,0000 -
0x7DBO,FFFF is reserved for key-r. These keys are used internally by MW and can’t be generated or set by SSS APL

The mapping between session and key-r is calculated as following:

e Default session will use Key-r ID 0x7DB00000
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e Applet session: Key-r ID = 0x7DB00001 + (Session Authentication ID) % 65535

Session Authentication ID | Random Key ID
Default session(session less) 0x7DB00000
0x00000001 0x7DB00001
0x00000002 0x7DB00002
0x0000FFFE 0x7DBOFFFE
0x0000FFFF 0x7DBOFFFF
0x00010000 0x7DB00001
0x00010001 0x7DB00002

Note: The reserved Key-r ID should be enough for most use cases. But in some corner case, 2 session may mapped
to same Key-r(e.g., session auth ID 0x00000001 and 0x00010000 both are mapped to key 0x7DB00001). If that is the
case, user can define their own mapping by changing sss_se05x_get_ecdaa_random_key_id ().

3.17 Trust provisioned KeylDs

The secure element gets as well trust provisioned with further keys and certificates which are ready to be used. The
below table lists the usually used ones. Not all keys and certificates are available on all types, for a complete definition
refer to “AN12436 SE050 Configurations” respectively “AN12973 SE051 configurations (1.0)”

Trust Provisioned object type | KeyID
ECC-256

Device Key 0xF0000100
Device Certificate 0xF0000101
Gateway Key 0xF0000102
Gateway Certificate 0xF0000103
RSA-2K

Device Key 0xF0000110
Device Certificate 0xF0000111
Gateway Key 0xF0000112
Gateway Certificate 0xF0000113
RSA-4K

Device Key 0xF0000120
Device Certificate 0xF0000121
Gateway Key 0xF0000122
Gateway Certificate 0xF0000123

3.18 SCP03 with PUF

To keep Platform SCPO3 keys secure, on the LPC55S e.g. PUF can be used. PUF will have the actual keys stored and

we can perform cryptographic operations with it using HashCrypt block.

3.17. Trust provisioned KeylDs
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3.18.1 Activation Code

The Activation Code (AC) is a 1192-byte code used to start PUF. The AC is generated during PUF_Enrol1l operation.
This must be generated once for the lifetime of the device and stored in PFR region of flash.

Each PUF has a different AC and cannot be used with any other device.

Note: For testing, we use pre-compiled activation code from ex_scp03_puf.h instead of reading from PFR. In
actual use case, it MUST be stored and read from PFR.

3.18.2 Key Code

For every key stored in PUF, we get a Key Code (KC) which is used to access the key. Hardware keys stored in PUF
cannot be exported. SCP03 keys must be stored as hardware keys.

3.18.3 Using with LPC55S
PUF is integrated with sss_session_open () in the supplied LPC55S example. Use the following CMake con-
figurations to compile with PUF on LPC55S:

e Host=lpcxpressob55s_s

e SCP=SCP03_SSS

e SEO5X_Auth=PlatfSCP03

When we compile any application on LPC55S secure zone, it will try to read HW keys provisioned in PUF. If in case
the keys are not provisioned in PUF, the implementation will fallback on software implementation.

Note: You need to pass keyCodes in connectionData to sss_session_open instead of actual keys provisioned in
PUFE.

Only the static SCP03 keys are injected inside the PUF. Dynamic keys are derived from the static keys using CMAC
operations with Hashcrypt module.

For example on how to enroll PUF and store SCPO3 keys, refer Key Injection to PUF.

3.19 SSS Heap Management

For effective heap management, macros SSS_MALLOC, SSS_CALLOC and SSS_FREE are available in sss/
port/ksdk/fsl_sss_types.h for embedded build and in sss/port/default/fsl_sss_types.h for
PC/Linux build.

#if defined (USE_RTOS) && USE_RTOS ==
#include "FreeRTOS.h"

void spvPortCalloc(size_t num, size_t size); /+Calloc for Heap3/Heap4d.«/
#ifndef SSS_MALLOC

#define SSS_MALLOC pvPortMalloc
#endif // SSS_MALLOC

(continues on next page)
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(continued from previous page)

#ifndef SSS_FREE
#define SSS_FREE vPortFree
#endif // SSS_FREE

#ifndef SSS_CALLOC
#define SSS_CALLOC pvPortCalloc
#endif // SSS_CALLOC

#else // !'USE_RTOS
#include <stdlib.h>
#ifndef SSS_MALLOC
#define SSS_MALLOC malloc
#endif // SSS_MALLOC
#ifndef SSS_FREE

#define SSS_FREE free
#endif // SSS_FREE
#ifndef SSS_CALLOC
#define SSS_CALLOC calloc

#endif // SSS_CALLOC

#endif // USE_RTOS

These macros are used for heap management operations in middleware and examples. All malloc/calloc/free calls
should redirect to the same implementation. The same macro is also used for mbedTLS so that we are consistent across
all malloc/free calls. In case of CMake configuration RTOS=FreeRTOS, we define the macros to use FreeRTOS
implementation.

Warning: Not using same implementation across the solution could lead to memory corruption.

It is recommended that these macros should be used for all applications. The user can also define their own implemen-
tation of heap APIs as platform dependent calls to malloc, calloc and free.

3.20 Secure Boot

In this section we describe the process of secure boot followed by Secondary Bootloader (SBL) to initialize SE05X
and MCU for secure binding and communication.

3.20.1 Secure Boot flow
1) LPC55S ROM Bootloader verifies Secondary Bootloader (SBL) image (see AN12283) and hands over control
to SBL
2) SBL performs Secure Binding and opens session to SE05X
3) SBL uses pre-provisioned key K_PUB_OEM in SE05X to verify secure application image

4) After successful verification, SBL loads verified image
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5) (Optional) Secure Application can perform further initialization, non-secure image verification, hand over con-
trol to Non-Secure applications, or use SE050 with provided credentials (Secure Binding)

3.20.2 Secondary Bootloader

Secondary Bootloader (SBL) performs the following tasks to enable secure boot:

e Secure Binding: Preparing SE05X for PlatformSCP
e Establish a pairing between the host MCU and the SE
e MCU is only able to use services offered by the paired SE
e SE is only able to provide services to the paired MCU
e Mutually authenticated, encrypted SCP03 channel
e Preparing host MCU for PlatformSCP session

o Securely storing PlatformSCP keys in PUF, protected by keyCodes

e Verifying secure application

o Check the signature of secure application to verify that it is signed by a trusted key

e KeyCode handover to secure application

e Handing over reference to ENC and MAC keyCodes prepared by SBL to secure application to open

PlatformSCP session

3.20.3 Secure Binding

1) First boot
e SBL performs key rotation of the PlatformSCP key

PlatformSCP keys are stored in PUF

KeyCodes stored in flash to be used in subsequent boots

Flag set in flash to disable key rotation in subsequent boots

Verifies secure application

112
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Secure Boot - First Boot

SEO050 PUF LPC Flash LPC BootROM SBL Secure Application
1 I 1 I I |
| | 1 |
! ' ' SBL image verification and loading |
| | U_‘ :

X ' X oot SBL2.1 _ |
| | | T -

X ' < Start PUF X

l ) 1 ; >
| | 1 |

| I 1 Check binding state |

1 | T

: | Not Bound | -
| I T -~

| |
' Session open with default SCPO3 keys using PUF !

!
|

Sessioh close

L
1
U
1
I
1
1

Insert new SCPO3 keys and get keyCodes

I.
|
I
|
I
r
I
I
T
1 1 .
I
I
1
|
I
I
I
T
L

g

| 1
Perforrh key rotatior with new SCP03 Keys
| 1

i T

Session open with new SPCO3 keys using PUF

U I
' Write keyCodes for new SCP03 keys

1
|
|
|
! ! >
|
|
|
|
|

I 7

Set flag to disable key rotation in next boot
]

|
! Fetch secure application image !
|

! .
| | el
Verify $ecure applichtion image with key stored at K_PUB_JOEM
| 1 |
i i | -
Session close [ |
) | L >
| | | | -
X ' X X Boot secure application >
| | 1 | |
X X \ _ Read SCP03 keyCodes X X
: : [ I— I— >
| 4 Session Open with new SCP03 keys using PUF : :
- ) 1 L L
1 | 1 | | |
SEO050 I PUF I LPC Flash I LPC BootROM SBL Secure Application
W T T W

2) Next boot
o Checks for flag to disable key rotation

e Uses keyCodes from flash to verify secure application
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Secure Boot - Next Boot

SE050 PUF LPC Flash LPC BootROM SBL Secure Application
I I I I I I
i E | < SBL image verification and loading E
X ' \ oot SBL2.1 _ |
[ | | i -
! | _ Start PUF :
| - 3 : >
i E | Check binding state :
I I I
! : Bound ! >

Sessioin open with n'ew SCPO3 keys using PUF |

I
I
g‘ ! 1 L >
I I 1 I
X ' \ _ Fetch secure application image |
| | u‘ |
| L e >
I I 1 I
1 Verify secure application image with key stored at K_PUB_OEM
: : : >
Sessioh close ! X
| 1 | -
1 i T >
| | | | . .
| | | | Boot secure application
I I 1 I -
| : | _ Read SCPO3 keyCodes : :
! : < T : >
I I 1 I I
' Sessioh Open with hew SCPO3 keys using PUF ! !
l r ! ! | |
T I 1 I I
SE050 PUF LPC Flash LPC BootROM SBL Secure Application

Also see Secure Boot Demo
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CHAPTER
FOUR

BUILDING / COMPILING

The Plug & Trust Middleware uses CMake for compiling / building.

4.1 Windows Build

Building the Plug & Trust MW on Windows enables to explore the MW stack and examples in a rich IDE. Only the
low level communication to the secure element is done on a connected host as interface to the secure element. This
process and the hardware setup to connect to SE05x is shown in AN12398 Quick start guide se05x Visual Studio
Project examples.

4.1.1 Prerequisite

e Visual studio installed
e Python 3 32 bit installed

Refer https://www.nxp.com/docs/en/application-note/AN12398-Quick_start_guide_se050_vs_projects.pdf for more
details on prerequisite installation steps.

4.1.2 Create Build files

e Use <SE05X_root_folder>/simw-top/scripts/create_cmake_projects.py to generate
the build files, Run as

@REM Setup environment variables and PATH
call env_setup.bat

@REM Use CMake to generate .sln files
python create_cmake_projects.py

Note: There should not be any spaces in SE05X_root_folder

e Build files are generated at <SE05X_root_folder>/simw—top_build/

e Use the visual studio solution at <SE05X_root_folder>/simw-top_build/se_x86/
PlugAndTrustMW. s1n to build sample examples and demo examples
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4.1.3 SSS Examples

e Sample examples can be found at <SE05X_root_folder>/simw-top_build/se_x86/bin

e Run the example as

’<example_name>.exe <COM_PORT>

Refer Demo and Examples for details on these examples and for running cloud/tls demo applications

4.2 Import MCUXPresso projects from SDK

With Plug & Trust middleware, MCUXPresso SDKs are supplied for supported boards. Projects can be im-
ported/executed from these SDKs.

For more details refer - https://www.nxp.com/docs/en/application-note/AN12396-Quick_start_guide_kinetis_k64.pdf

4.2.1 Prerequisite

o MCUXpresso installed. Refer to Setting up MCUXPresso IDE for details on installation
e Plug & Trust Middleware SE050 MCUXPresso SDK Package is downloaded and available

4.2.2 Importing an example

e Drag and drop SDK to “Install SDKs” windows of MCUXPresso. Even if you have older SDK, you can drag
and drop. MCUXPresso will take the latest SDK based on version number.

@ Inst.. 52 | Pro.. [21 Pro..; €« v « Dow... > releasepac.. v
A Name
' Installed SDKs ¢ se050_ksdk-frdmk64f_v02.11.03_20191107.

To install an SDK, simply drag and

Name

# SDK_2.x_EVKB-IMXRT1050
+ SDK_2.x_FRDM-K64F
4 SDK_2.x_LPCXpresso55569

v £

1item 1 item selected 51.0 MB

e Accept the request to import the SDK.
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DE SDK import a -

Are you sure you want to import the following SDK in the common 'mcuxpresso’
folder?

C:\Users\ing05193\Downloads\releasepackage\se050_ksdk-
frdmk64f_v02.11.03_20191107_144551.zip

e You should see a new / updated entry. In this case version 2.6.5. Based on the release, this version may change.
If you have Newer version of SDK, and you would like to use this version, you must delete the old SDK.

@ Inst.. 22 [Pro.. [&]Pro.. BECon.. @Ter.. Gyim.. EDeb.. = O
O %_{:| E 3
~

ooe
[

P Installed SDKs

To install an SDK, simply drag and drop an SDK (zip file/folder) into the ‘Installed SDKs' view
Name SDK Version Manifest Version Location

M £ SDK 2.x EVKB-IMXRT1050 2.6.1 (236 2019... 3.5.0 & <Commor

. tbSDK 2.x_FRDM-K64F 2.6.5 34.0 &, <Commor
@ <Common>\S

e From the “Quickstart Panel” —> “Import SDK Example(s)”

D [ ==}

) Quickstart Panel 3 ariables ©g Breakpoints 8

MCUXpresso IDE - Quickstart Panel
1 ) No project selected

v Create or import a project \

. Import SDK example(s)...

¥ Build your project v

e You must see K64F with SE050 marked. For other SDKs, same convention follows. If you do not see SE050
there, it means you have newer version of the SDK and you must delete them.
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. Board and/or Device selection page

v SDK MCUs Available boards

R ——— Please spyect an available board for your project.

Target | typeto filter
> Kéx

> LPC55xx

> MIMXRT1050

frdmkb4f evkbimxrt1050

e When you import and click next, you will see support examples for that board.

e Select the example you would like to run/test. In this case, we go for “minimal”
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. Import projects

Project name prefix: frdmk64f

Use default location
Location: | C\_ddm\n\se05x\_e.wa\PlugAndTrustimport\frdmk64f

LL | Project name suffix:

Browse...

Project Type Project Options
® C Project C++ Project C Static Library C++ Static Library SDK Debug Console O Semihost (@) UART Example default
Copy sources
Import other files
Examples Il\;i|._/_@&|5
I type to filter I
Name Description Version N
[ = se_SE05x_cloud_aws This demo demonstrates connection to AWS loT Console using pre-provisione...
[0 = se_SE05x_cloud_azure This demo demonstrates connection to Azure loTHub using pre-provisioned d...
[J = se_SE05x_cloud_gcp This demo demonstrates connection to Google Cloud Platform using pre-prov...
[J = se_SE05x_cloud_ibm This demo demonstrates connection to IBM Watson loT platform using pre-pr...
[] = se_SE03x_ex_ecc This example does a elliptic curve cryptography signing and verify operation.
[] = se_SED5x_ex_hkdf This example does a HMAC Key derivation operation based on the info and salt.
[J = se_SE05x_ex_md This example does a Message Digest hashing operation.
[J = se_SE05x_ex_rsa This example does a RSA signing and verify operation.
[0 = se_SE05x_ex_symmetric This example does a symmetric cryptography AES encryption and decryption o...
[J = se_hostlib_mainA71CH The mainA71CH demo application demonstrates the usage of Secure Module f...
[ = se_hostlib_se05x_ex_i2cMaster This example reads Accelerometer data via the 12C master interface.
[J = se_hostlib_se05x_get_info This project can be used to get SE05X platform information.
= se_hostlib_se05x_minimal This is a bare minimum example for se030. This gets the amount of free memo...
[ = se_hostlib_vcomA71CH The veomAT71CH demo application allows the board to be used as a bridge bet...
[ = se_hostlib_vcomSE050 The vcomSE030 demo application allows the board to be used as a bridge bet...
v

e You can choose different settings if you like to as supported by MCUXPresso

4.2. Import MCUXPresso projects from

SDK
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. A
. Advanced Settings
v C/C++ Library Settings
Set library type (and hosting variant) | NewlibNano (nohost) v
Redlib: Use floating point version of printf [[JNewlibNano: Use floating point version of printf
Redlib: Use character rather than string based printf [JNewlibNano: Use floating point version of scanf
Redirect SDK "PRINTF" to C library "printf" [JRedirect printf/scanf to ITM
Include semihost HardFault handler Redirect printf/scanf to UART
v Hardware settings
Set Floating Point type | Fpy4-SP (Hard ABI) v
¥ MCU C Compiler
Language standard vGNU C99 (-std=gnu99) vl
¥ MCU Linker
[JLink application to RAM
~ Memory Configuration
Memory details
Default LinkServer Flash Driver I ’ Browse
Type Name Alias Location Size Driver '{?i ‘
Flash PROGRAM_FLASH Flash 0x0 0x100000 FTFE_4K.cfx
RAM SRAM_UPPER RAM 0x20000000 0x30000 {}i ‘
RAM SRAM_LOWER RAM2 Ox1fff0000 0x10000
RAM FLEX_RAM RAM3 0x14000000 0x1000
Add Flash| | AddRAM | Split| | Join | Delete | Import... | Merge...| |Export...| Generate.
| | ©

o Now the examples are ready to be tested.
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5 Proje.. &2 2, Perip.. ifiiRegis.. Ry Faults = O

S #% @ v
v =5 frdmk64f_se_hostlib_seD5x_minimal <Debug>

. & Project Settings
- Y Includes
. (2 CMSIS
. (2 board
. (2 component k
. (2 device
. (2 drivers
. (2 libs
. (2 mbedtls
. (2 mmcau
. (2 se_hostlib
v (2 source

. || fsl_sss_ftr.h

» €] se05x_minimal.c

. || semihost_hardfault.c

=| readme.rst

. (2 startup
. (2 utilities
» (= doc

4.2.3 Running / Debugging example

o Click on Build to compile and generate the executables
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. screenshot - Welcome page - MCUXpresso IDI?
= — . M SR M ——

File Edit Navigate Search Project ConfigTo
i HvHR®~Rv@RIIL @ ~iB!
O~ Qvid Y ViR E MY
P, R FP. WER. #F. LS. T O
eEE s% B~ ~

1= frdmk64f_mbedtls_sss_gcp_jwt_demo <Del
» € Project Settings ’

v @ Includes

» (B demo/gcp_jwt_demo

» R ext

i B hostLib

b B sss

» y demo

[g fsl_sss_ftr.h

4

< 11l | >

OQ. ®=Gl. w=V.. %B, 0. =~ O
s st S hescorotreait Mk el ococs

-~

~ Create or import a project

B New project...
3. ,8
[} Import SDK example(s)...
84 Import project(s) from file system..

11

~ Build your project

4 Build
& Clean

- Nahiin vAanr nraiact N -
< | 11 | >

1= frdmk64f_mbedtls_sss_gcp_jwt_demo
£ O NXP MK64FN1MOxxx12 (frdmk64..wt demo

e Click on debug to program the binary into the device
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. screenshot - Welcome page - MCUXpresso IDE

File Edit Navigate Search Project ConfigTc
Nl @ ®~{ @IV @B
F O QU i® Y viEid
ByP. 2 |FP. WIR. #F. £s. T O
eE@ e @ ~
4 =5 frdmk64f_mbedtls_sss_gcp_jwt_demo <Del
» @ Project Settings
» mY Includes
» 8 demo/gcp_jwt_demo
b (B ext
I @8 hostLib
b (8 sss
b [y demo
[g fsl_sss_ftr.h
< | I} ] »
O Q. ®=Gl. W=V B. 0. =~ O
~ Build your project 14
A Build
& Clean
~ Debug your project M~
¥ Debug
~ Miscellaneous
® Edit project settings l:’fi
< | 1 | »
= frdmk64f_mbedtls_sss_gcp_jwt_demo
£ O NXP MK64FNIMOxox12 (frdmk64..wt demo)

e Select J-Link OpenSDA and click on OK. For more details on OpenSDA, refer to

https://www.nxp.com/support/developer-resources/run-time-software/kinetis-developer-resources/
ides-for-kinetis-mcus/opensda-serial-and-debug-adapter: OPENSDA
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s .
B8 Probes discovered | @ = |

Connect to target: MK64FN1MOxoox12
1 probe found. Select the probe to use:

Available attached probes

Name Serial number/ID  Type Manu... IDE Debug Mode
ﬂ J-Link OpenSDA 621000000 use SEGGER All-Stop

Supported Probes (tick/untick to enable/disable)
MCUXpresso IDE LinkServer (inc. CMSIS-DAP) probes
P&E Micro probes

SEGGER J-Link probes

Probe search options

Remember my selection (for this Launch configuration)

@ [ ok [ cancel |

o Click on the Resume button to start program execution
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. screenshot - frdmk64f_mbedtls_sss_gcpJ‘wt_demo/demo/gcp_jwt_demo/gcpJWTDemo_Main_lwip.c - MCUXpresso IDE @M
File Edit Source Refactor Nawgate Search Project ConfigTools Run FreeRTQS_Window Help
A 4 “5} QV 09 : @ viB: \Q‘DP El'-’"fi&_“;v,.‘-'fA MR ReviSiL X%
5#{sv0vq;vr@~;;v' : RV 2 vt v v QuickAccess: %’I
. £5s.. T O  4sDebug R %|i» v =0
| @~ v 4Bl frdmk64f mbedtls _sss_gcp_jwt_demo JLink Debug [GDB SEGGER Interface Debugging] &
4 1= frdmk64f mbedtls SSS gcprt demo < 4 4 (P frdmk64f_mbedtls_sss_gcp_jwt_demo.axf \:
© Project Settings 4 ® Thread #1 57005 (Suspended : Breakpoint) r
- ¥ Binaries = main() at gcpJWTDemo_Main_lwip.c:74 0x2bb50
¥ Includes B Aren nAna Anki ~dk 70 1 N 9N10N21EY ¥

1

4 (f demo/gcp_jwt_demo [¢ gcp/WTDemo_MainI.. 2 = B

[% gcp_default_root_certificates.h BTE [RRKKKKFAKKKKKKKAA KKK KK AR KKK F AR KKK FAK KKK KK FAK KKK FAKKKKKKKS
» [® gcp_iot_config.h 68 * FUNCTIONS
X [}gcpJWTDemo Main |W|pC 3 69 3K 3K 3K K 3K K K KK KK K K K K K K K K K K K K K K 3K K K K K K K K K K K K K K 3K OK K K K K K K K K K K K KK K ROK KOR ROK KoK K
[¢ gcp)WTDemo.c 705 /*1
. [& gcp)WTDemoh 71 * @brief Main function.
oy i 72| ¥/
B ocplwilaskwips " 73-int main(void)
> [ gcpNTPGetEpoch_lwip.c s 74

» [% gcpPubSub.c BB app_boot_Init();

4.2.4 Logging on console
For UART, a serial terminal application(for e.g Tera Term) on PC for serial device needs to be configured as follows (
in Tera Term goto Setup —> Serial port)

e 115200 baud rate

e & data bits

No parity

One stop bit
e No flow control

Once the program execution begins, logs are printed on the terminal(e.g. Tera Term) indicating the status of execution
and test results. The ATR and the various module versions are printed followed by a SELECT-DONE after which the
respective test logs are printed.

4.3 Freedom K64F Build (CMake - Advanced)

For the advanced users and users who are aware of CMake / want to use true potential of CMake, the plug and trust
MW supports build system where developers can run exactly the same example on PC/Windows/Linux and embedded
targets.

e.g. Using this, developer can develop/extend example on a Windows Machine with visual studio which supports
multiple break points, watch points, etc. and then recompile same example for K64F and test it there.

4.3.1 Prerequisite

o MCUXpresso installed. Refer to Setting up MCUXPresso IDE for details on installation
e CMake is installed .

e Python is installed and projects are created using scripts/create_camke_projects.py
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Refer https://www.nxp.com/docs/en/application-note/AN12396-Quick_start_guide_kinetis_k64.pdf for more details
on Prerequisite installation steps.

4.3.2 Importing the Project

e Import a project using the option provided by MCUXPresso. Do not use the “Quickstart Panel” to import
project.

File Edit Navigate Search Project ConfigTools Run Analysis Fre
BB R S~ -idD @ iBin| 0 @ &
5 Projec... 52 | 2, Perip... ifiiRegist.. g Faults = O

Sl 8% @ -

New >
Show In Alt+Shift+W >
Copy Ctrl+C
Copy Qualified Name

Ty Paste Ctrl+V
Delete Delete

Import...
port...

B

Refresh F5

C

Tools >

e Import existing projects into Workspace
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Select an import wizard:

type filter text

v (= General A
JE Archive File
1. Existing Projects into Workspace

i) FiIeSEem
g2y Imporsprojects(s) from XML description
("] Preferences
() Projects from Folder or Archive
= C/C++
» (= CVS
(= Device Cenfiguration Tool
= Git
. (= Install
» (= MCUXpresso Config Tools
(= Run/Debug

. Team

o First import the project generated by scripts/create_cmake_projects.py. We are going to use that
workarea to build the examples.

Never select “Copy projects into workspace” for this CMake configuration.
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. mport O

Import Projects S

Select a directory to search for existing Eclipse projects. ‘; A/

(®) Select root directory: | C:\_ddm\n\se05x\src\simw-top_build\simw l Browse...

(O Select archive file:

Browse...
Projects:
PlugAndTrustMW-Debug@simw-top-eclipse_arm (C:\_ddm'\n\sel Select All
Deselect All
Refresh
< >
Options
[[] Search for nested projects
[[] Copy projects into workspace
[[] Close newly imported projects upon completion
[]Hide projects that already exist in the workspace
| Working sets |
} [] Add project to working sets New...
Working sets: Select...

@ < Back Next > Cancel

e Then import the project from “projects” directory. Import only the project for your board. In this case we import
cmake_project_XXXX, where XXXX is the board name. This project is used to debug and download to the
target. It’s a manually maintained project.

Never select “Copy projects into workspace” for this CMake configuration.
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B mport O

Import Projects =
Select a directory to search for existing Eclipse projects. /4

(®) Select root directory: | C:\_ddm\n\se05x\src\simw-top\projects v| I Browse... ‘

(O Select archive file: : Browse...

Projects:

Select All

] cmake_project_frdmk64f (C:\ddm\n\seOSx\src\simw-top\projects
0 Deselect All

= aRe PIo - uu y wJYAYYIL"
[] emake_project_lpc55s_ns (C:\_ddm\n\se05x\src\simw-top\project
[] emake_project_lpc35s_s (C:\_ddm\n\seD5x\src\simw-top\projects

< >

Options

|| Search for nested projects

|| Close newly imported projects upon completion
[(]Hide projects that already exist in the workspace

Working sets
[CJ Add project to working sets
Working sets: v Select...

@ Next > Finish | Cancel

e You may have to run cmake’s edit_cache to change the configuration of your example. e.g. choice of RTOS,
Applet, Board, optimization level, etc.

4.3. Freedom K64F Build (CMake - Advanced) 129



Plug & Trust MW Documentation, Release v04.01.01

{5 Projec... 52 2, Perip.. ifiiRegist.. FyFaults = O

BES 8% @
v =% cmake_project_frdmk64f [simw-top feature/SIMW-1327 A
> @ Project Settings
> Y Includes
> (g amazon-freertos
> [y Debug
> (P frdmkoaf
>
>

(’gy hostlib
(7 PN7150Nfc
> (e sss
v =5 PlugAndTrustMW-Debug@simw-top-eclipse_arm
> & Project Settings
v (@ Build Targets
2 all

: edit_cache

&)

s install/local
: install/strip
: list_install_components
: rebuild_cache
> % Binaries
> B, Archives
> Y Includes
> (R [Source directory]
> [ [Subprojects]
> G [Targets] N
< >

e You would mostly have to change the target that you want to build and download.
cmake_project_XXXX/Debug/Makefile.

As you can see, the default selection is se05x_Minimal.

You can run the help target of this project a shown in next image to see which projects are supported.

. workspacel - cmake_project_frdmk64f/Debug/Makefile - MCUXpresso IDE
File Edit Navigate Search Project ConfigTools Run FreeRTOS Window Help
v | ®vq v@ @®viDiw » - SR PDUSARRG vV ISLAINF B YOvYQR Yy OISOl vivooy
& Project Explorer ag|les @~y =0
v & cmake_project_frdmk64f [simw-top feature/SIMW-926-plugandtrust-mw-doc
v @ Project Settings
= Associated SDK

» Makefile ©

imentatior 1

2# cmake_project_frdmké64f/Debug/Makefile
3

Modify

= Libraries (and semihosting)

@ amazon-freertos

4#Update these variables if needed
5TOP_NAME=simw-top

© MCU 6BUILD_DIR?= QP NAME}_build/${TOP_NAME}-eclipse_arm
m " 8
& Options 9#... a7x_utils

# Includes

10#... ex_A71CHMain
11#... a7x_a7lchMainTst

v @ Debug 12#... a7x_vcom
» Makefile 13#... ex_common
e frdmk64f 1-;” .. ex_ecq|
@ hostlib 16ifeq (help, $(ConfigName))
@ PN7150Nfc 17 BUILD_TARGET=help
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e cmake_project_XXXX project’s settings also supports helpful target to edit_cache or list supported projects
by that configuration.

R @ iB:iw|
v 1 Debug (Debug build) nk
* edit_cache (Edit CMake Cache)

fr % help (Print Help)

+

1gs 4 #U),
TNl

4.3.3 Running / Debugging example

o Click on Build to compile and generate the executables
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. screenshot - Welcome page - MCUXpresso IDI?
= — . M SR M ——

File Edit Navigate Search Project ConfigTo
i HvHR®~Rv@RIIL @ ~iB!
O~ Qvid Y ViR E MY
P, R FP. WER. #F. LS. T O
eEE s% B~ ~

1= frdmk64f_mbedtls_sss_gcp_jwt_demo <Del
» € Project Settings ’

v @ Includes

» (B demo/gcp_jwt_demo

» R ext

i B hostLib

b B sss

» y demo

[g fsl_sss_ftr.h

4

< 11l | >

OQ. ®=Gl. w=V.. %B, 0. =~ O
s st S hescorotreait Mk el ococs

-~

~ Create or import a project

B New project...
3. ,8
[} Import SDK example(s)...
84 Import project(s) from file system..

11

~ Build your project

4 Build
& Clean

- Nahiin vAanr nraiact N -
< | 11 | >

1= frdmk64f_mbedtls_sss_gcp_jwt_demo
£ O NXP MK64FN1MOxxx12 (frdmk64..wt demo

e Click on debug to program the binary into the device
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. screenshot - Welcome page - MCUXpresso IDE

File Edit Navigate Search Project ConfigTc
Nl @ ®~{ @IV @B
O QU i®d P viE L
ByP. 2 |FP. WIR. #F. £s. T O
eE@ e @ ~
4 =5 frdmk64f_mbedtls_sss_gcp_jwt_demo <Del
» @ Project Settings
» mY Includes
» 8 demo/gcp_jwt_demo
b (B ext
I @8 hostLib
b (8 sss
b [y demo
[g fsl_sss_ftr.h
< | I} ] »
O Q. ®=Gl. W=V B. 0. =~ O
~ Build your project 14
A Build
& Clean
~ Debug your project M~
¥ Debug
~ Miscellaneous
® Edit project settings l:’fi
< | 1 | »
= frdmk64f_mbedtls_sss_gcp_jwt_demo
£ O NXP MK64FNIMOxox12 (frdmk64..wt demo)

e Select J-Link OpenSDA and click on OK. For more details on OpenSDA, refer to

https://www.nxp.com/support/developer-resources/run-time-software/kinetis-developer-resources/
ides-for-kinetis-mcus/opensda-serial-and-debug-adapter: OPENSDA
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s .
B8 Probes discovered | @ = |

Connect to target: MK64FN1MOxoox12
1 probe found. Select the probe to use:

Available attached probes

Name Serial number/ID  Type Manu... IDE Debug Mode
ﬂ J-Link OpenSDA 621000000 use SEGGER All-Stop

Supported Probes (tick/untick to enable/disable)
MCUXpresso IDE LinkServer (inc. CMSIS-DAP) probes
P&E Micro probes

SEGGER J-Link probes

Probe search options

Remember my selection (for this Launch configuration)

@ [ ok [ cancel |

o Click on the Resume button to start program execution
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. screenshot - frdmk64f_mbedtls_sss_gcp_jwt_demo/demo/gcp_jwt_demo/gcpJWTDemo_Main_lwip.c - MCUXpresso IDEL@@._M

File Edit Source Refactor Navigate Search Project ConfigTools Run FreeRTQS_Window Help
TS e M B T u@m.bze.@zavigifja
Oy Ry ® g v g LIS A S EIREI A= QuickAccessiE,’l
BP. 2|2 P. |WIR. #F. &£S. = O 4 Debug % | v =0
EE) =% | @~ v 4B frdmk64f_mbedtls_sss_gcp_jwt_demo JLink Debug [GDB SEGGER Interface Debugging] -
4 =% frdmk64f_mbedtls_sss_gcp_jwt_demo < - 4 ¥ frdmk64f_mbedtls_sss_gcp_jwt_demo.axf \:
- @ Project Settings 4 @ Thread #1 57005 (Suspended : Breakpoint) ‘—
- 3% Binaries = main() at gcpJWTDemo_Main_lwip.c:74 0x2bb50
» @ Includes 5 aren nAna Anki Adk 701 NINTONDIEY 2
4 (B demo/gcp_jwt_demo = Welcome _555.5e05%_p. [¢ gcpJ)WTDemo_Main_l.. 2 = 8
» [® gcp_default_root_certificates.h BT [FRERRRRIIRI AR IAR KA AR KA KKK KKK KKK KKK KKK KKK KRR K
> [® gcp_iot_config.h 68 * FUNCTIONS
3 @‘gcpJWTDemo Main IWip.C L= 69 3 3 3 R iR RO R K R R SRR SROR ROK ROR SOR ROR OKR R R R KR R ROR SROR SR SOK SRR ORI OR R R RO R OROR SRR SRR RO R OR KR
v [% gcpJWTDemo.c 702 /*1 ) . _
v [& gcp)WTDemoh ;i :/@br‘lef Main function.
* Mophlasciwipe 7 73 int main(void)
» [% gcpNTPGetEpoch_lwip.c > 74
» [ gcpPubSub.c i 75 app_boot_Init(); =

4.3.4 Logging on console

For UART, a serial terminal application(for e.g Tera Term) on PC for VCOM serial device needs to be configured as
follows ( in Tera Term goto Setup —> Serial port)

e 115200 baud rate
e § data bits

e No parity

e One stop bit

e No flow control

Once the program execution begins, logs are printed on the terminal(e.g. Tera Term) indicating the status of execution
and test results. The ATR and the various module versions are printed followed by a SELECT-DONE after which the
respective test logs are printed.

4.4 i.MX Linux Build

4.4.1 Prerequisite

Linux should be running on e.g. the MCIMX8M-EVK or MCIMX6UL-EVK development board. Refer to Setup i. MX
S8MQuad - MCIMXSM-EVK for details on preparing the platform.

4.4.2 Build Instructions

1) Copy the plug and trust middleware package to the i.MX file system

2) Execute the below commands to build and install the se05x libraries on the system:
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cd simw-top

cmake —-build
make install
ldconfig /usr/local/lib

python scripts/create_cmake_projects.py # invoke this only once
cd ../simw-top_build/imx_native_se050_tloi2c

Default cmake options are shown below:

Applet SE050_C
Host iMXLinux
HostCrypto OPENSSL
I0T GCP
OpenSSL 111
RTOS Default
SCP None
SEO05X_Auth None
SMCOM TloI2C
WithCodeCoverage OFF
WithNXPNFCRdLib OFF
WithSSS_TestCounterPart ON
WithSharedLIB OFF
mbedTLS_ALT None

To get the list of enabled cmake options, execute the following command from the build area:

cmake -L

3) If required cmake options can be changed and libraries can be rebuilt and installed. Refer to CMake

ccmake

cd simw-top_build/imx_native_se050_tloi2c

ccmake (i.e. a text-ui to cmake) is not available by default on the Yocto distribution for i.MX.

An alternative approach to change cmake options is to set them on the command line.

Explicitly overruling cmake options (in this case changing SE05X_Auth to UserID):

cmake -DSE05X_Auth=UserID
cmake --build

cd simw-top_build/imx_native_se050_tloi2c

An easier approach is to use the script simw—top/scripts/cmake_options to enable command line

completion of the available cmake options.

First source the convenience script (simw—top/scripts/

cmake_options). In the fragment below the SW is built with the same SE05X_Auth option as above:

cd simw-top
source scripts/cmake_options.sh

${doPTMW_Applet_A71CH_ON}
${doPTMW_SE05X_Auth_AESKey_ON}
${doPTMW_Applet_A71CI_ON}

S{doPTMW_Host_Winl0IoT_ON}

cd simw-top_build/imx_native_se050_tloi2c
echo ${do # type double tab to enable command line completion hints

S{doPTMW_Host_evkmimxrt1060_ON}
${doPTMW_SEO05X_Auth_None_ON}
S{doPTMW_Host_frdmk64f ON}

${doPTMW_SCP_SCP03_SSS_ON}

(continues on next page)
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(continued from previous page)

cmake ${doPTMW_SE05X_Auth_UserID_ON}
cmake —--build .

Note: The SW package also includes an install script (scripts/imx/se05x_mw_install. sh) that assists in
installing the Plug&Trust MW on the iMX:

o Copy the Plug&Trust MW zip file into directory /home/root/install
e Copy the install script scripts/imx/se05x_mw_install. sh into directory /home/root/install

e Execute:

cd /home/root/install
chmod 755 se05x_mw_install.sh
./se05x_mw_install.sh <Plug&Trust>.zip

4.4.3 SSS Examples

Above build steps will also create a few examples that illustrate the usage of se05x. Location - simw—top_build/
imx_native_se050_tloi2c/bin A subset of these examples is installed (upon executing make install)
in /usr/local/bin.

Refer to Demo and Examples for details on these examples and for running cloud/tls demo applications

4.5 Raspberry Pi Build

Also Refer - https://www.nxp.com/docs/en/application-note/AN12570.pdf

4.5.1 Prerequisite

Linux should be running on the Raspberry Pi development board, the release was tested with Raspbian Buster (4.19.75-
v7l+)
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4.5.2 Connecting SE05X with RaspberryPi

Pin# NAME
——+— 3.3v DC Power °
03— GPIO02 (SDA1, 12C) ®
GPIO03 (SCL1 , 12C) O
07 GPIO04 (GPIO_GCLK) o
09 Ground ) ©O)
11 GPIO17 (GPIO_GEND DO
13 GPIO27 (GPIO_GEN2 ol e
- GPI022 (GPIO_GEN3) DO
suf@] | 126-SeL 17 3.3v DC Power ™ O
12C_SDA O ~r AMACT
¢ 19 GPIO10 (SPI_MOSI) O) Q
weer| @
olf G 21 GPIO09 (SPI_MISO) 06
o K 23 GPIO11 (SPI_CLK 0@
orer
ofrst o @ L~ Ground Y ©
on)
el e 27 ID_SD (12C ID EEPROM) [ONO)
o Arduino Shield oile. -
PYET SE050 e 29 GPIO05 ole
@ |cno or@
| @) @ | na 31 GPI006 0) ©
% I 33 GPIO13 ole
o)
ol IS 35 GPIO19 oo
o ol 37 GPIO26 o)le
s
Ll - 39 Ground D O

NAME

DC Power Sv

DC Power 5v

Ground

(TXD0) GPIO14
(RXD0) GPIO15
(GPIO_GEN1) GPIO18
Ground

(GPIO_GEN4) GPI1023
(GPIO_GENS) GPI1024

Ground
(GPIO_GEN®G) GPI1025
(SPI_CEO_N) GPIO08
(SPI_CE1_N) GPIO07

(12C ID EEPROM) ID_SC

Ground
GPIO12
Ground
GPIO16
GPIO20
GPIO21

Pin#

4.5.3 Enable Pin configuration for SE05X

Connect GPIO22 (P1_15) to enable pin of SE05X as indicated in the image above.

4.5.4 Build Instructions

1y
2)
3)

4)

5)

Copy the Plug & Trust middleware package to the raspberry pi file system

Install required build tools, if the image does not have them already

Enable I2C if not yet enabled on your board. If 1s /sys/bus/i2c/devices doesnotlist 12c-1,

12C needs to be enabled for your board..
e Run sudo raspi-config
e Use the down arrow to select Interfacing Options.

e Follow instructions and Enable 12C

Install extra build tools. e.g. on 2019-07-10-raspbian-buster-1lite. img, following packages are

also required:

sudo apt-get install cmake cmake-curses—-gui cmake-gui libssl-dev

libsystemd-dev

Execute the below commands to build and install the se05x libraries to the system

cd simw-top
python scripts/create_cmake_projects.py
cd ../simw-top_build/raspberrypi_native_se050_tloi2c

(continues on next page)
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(continued from previous page)

cmake —--build
make install
ldconfig /usr/local/lib

Note: If autodetection of RaspberryPi fails run the command with arguement python scripts/

create_cmake_projects.py rpi

Default cmake options are shown below:

Applet SE050_C
CMAKE_BUILD_TYPE Debug
CMAKE_INSTALL_PREFIX /usr/local
Host Raspbian
HostCrypto OPENSSL
I0T GCP

Log Verbose
NXPInternal ON

OpenSSL 1.1 1

RTOS Default
SCP None
SE05X_Auth None

SMCOM VCOM
SSS_HAVE_FIPS 0
WithCodeCoverage OFF
WithNXPNFCRdLib OFF
WithSSS_TestCounterPart ON
WithSharedLIB OFF

mbedTLS_ALT None

6) If required cmake options can be changes and libraries can be rebuilt and installed. Refer CMake

cd simw-top_build/raspberrypi_native_se050_tloi2c
# With Gui

cmake-gui

The cmake—-gui will bring up CMake GUI that can set up command with bring up the CMake UI using which
options like logging level, etc. can be changed.

If you are connected to Raspberry PI over a command line terminal, (which does not have GUI), you can use
ccmake . instead of cmake—-gui

4.5.5 SSS Examples

Above build steps will also build few sample examples for se05x test. Location: simw—top_build/
raspberrypi_native_se050_tloi2c/bin

Refer Demo and Examples for details on these examples and for running cloud/tls demo applications
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4.6 CMake

CMake is an open-source, cross-platform family of tools designed to build, test and package software. CMake is
used to control the software compilation process using simple platform and compiler independent configuration files,
and generate native makefiles and workspaces that can be used in the compiler environment of your choice. (From
https://cmake.org/). CMake can be downloaded from https://cmake.org/download/.

4.6.1 Reference Commands

We recommend to use out of the source build of Cmake and run it from other directory.

A reference command to compiling for SE050_C from Windows PC is:

cd <ROOT_DIR>

mkdir ..\build_se050

cd ..\build_se050

cmake ..\<ROOT_DIR> -DApplet=SE050_C -DHost=PCWindows

A helper python script scripts\create_cmake_projects.py is available as a part of the project.

Sample usage on Windows is:

call <ROOT_DIR>\scripts\env_setup.bat
python scripts\create_cmake_projects.py

Sample usage on Linux/POSIX is:

. <ROOT_DIR>/scripts/env_setup.sh
python scripts/create_cmake_projects.py

This will create a <ROOT_DIR>_build directory with some reference CMake projects.

Warning: It is recommend to keep <ROOT_DIR> to:
o A small path as much as possible. i.e. Closer to top most directory of the drive, instead of a deep long path.

e [s kept in a path that does not have spaces in it. This avoids issues faced with building some times.

Note: For sample paths of installation tools, please see scripts\env_setup.bat and scripts/
env_setup.sh

4.6.2 CMake - Cross compiling
CMake can also be used for cross compiling for non native platforms. For that tool-chain files have to be used. As
part of the Plug & Trust Middleware the following files are used.

Android SNDK_ROOT/build/cmake/android.toolchain.cmake

iMX6 scripts/ToolchainFile_imx6.cmake

FRDM K64F scripts/armgcc_force_cpp.cmake

NDK_ROOT is the environment variable set by Android Build system.
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4.7 CMake Options

4.7.1 PTMW_Applet

PTMW_Applet

The Secure Element Applet

You can compile host library for different Applets listed below. Please note, some of these Applets may be for
NXP Internal use only.

-DPTMW_Applet=None: Compiling without any Applet Support
-DPTMW_Applet=A71CH: A71CH (ECC)
-DPTMW_Applet=SE05X_A: SE050 Type A (ECC)
-DPTMW_Applet=SE05X_B: SE050 Type B (RSA)
-DPTMW_Applet=SE05X_C: SE050 (Super set of A + B)
-DPTMW_Applet=AUTH: AUTH

4.7.2 PTMW_SEO05X_Ver

PTMW_SEO05X_Ver

SE05X Applet version.

Selection of Applet version 03_XX enables SE050 features. Selection of Applet version 06_00 enables SE051
features.

-DPTMW_SEO05X_Ver=03_XX: SE050
-DPTMW_SEO05X_Ver=06_00: SE051

-DPTMW_SE05X_Ver=07_02: SE051

4.7.3 PTMW_Host

PTMW_Host

Host where the software stack is running

e.g. Windows, PC Linux, Embedded Linux, Kinetis like embedded platform
-DPTMW_Host=Darwin: OS X/ Macintosh
-DPTMW_Host=PCLinux32: PC/Laptop Linux with 32bit libraries
-DPTMW_Host=PCLinux64: PC/Laptop Linux with 64bit libraries
-DPTMW_Host=PCWindows: PC/Laptop Windows
-DPTMW_Host=Cygwin: Using Cygwin

-DPTMW_Host=frdmk64f: Embedded Kinetis Freedom K64F
-DPTMW_Host=evkmimxrt1060: Embedded Kinetis i MX RT 1060
—-DPTMW_Host=evkmimxrt1170: Embedded Kinetis i.MX RT1170

-DPTMW_Host=1pcxpresso55s: Embedded LPCXpresso55s (No demarcation of secure/non-secure
world)

4.7.

CMake Options 141



Plug & Trust MW Documentation, Release v04.01.01

-DPTMW_Host=1pcxpresso55s_ns: Non Secure world of LPCXpresso55s
-DPTMW_Host=1lpcxpressob55s_s: Secure world of LPCXpresso55s
-DPTMW_Host=1iMXLinux: Embedded Linux on i MX
-DPTMW_Host=Raspbian: Embedded Linux on RaspBerry PI

-DPTMW_Host=Android: Android

4.7.4 PTMW_SMCOM

PTMW__SMCOM

Communication Interface

How the host library communicates to the Secure Element. This may be directly over an I2C interface on
embedded platform. Or sometimes over Remote protocol like JRCP_V1/JRCP_V1_AM /JRCP_V2/VCOM
from PC.

-DPTMW_SMCOM=None: Not using any Communication layer
-DPTMW_SMCOM=JRCP_V2: Socket Interface New Implementation

—-DPTMW_SMCOM=JRCP_V1: Socket Interface Old Implementation. This is the interface used from Host
PC when when we run jrcpv1_server from the linux PC.

-DPTMW_SMCOM=JRCP_V1_AM: JRCP_V1 extended with Access manager features
—DPTMW_SMCOM=VCOM: Virtual COM Port

~DPTMW_SMCOM=SCI2C: Smart Card I2C for A71CH and A71CH
—-DPTMW_SMCOM=T1o0I2C: T=1 over I2C for SE050

—DPTMW_ SMCOM=PCSC: CCID PC/SC reader interface

4.7.5 PTMW_HostCrypto

PTMW_HostCrypto

Counterpart Crypto on Host

What is being used as a cryptographic library on the host. As of now only OpenSSL / mbedTLS is supported
-DPTMW_HostCrypto=MBEDTLS: Use mbedTLS as host crypto
-DPTMW_HostCrypto=MBEDCRYPTO: Use mbed-crypto as host crypto Required for ARM-PSA / TF-M
-DPTMW_HostCrypto=0OPENSSL: Use OpenSSL as host crypto

-DPTMW_HostCrypto=User: User Implementation of Host Crypto e.g. Files at sss/src/user/
crypto have low level AES/CMAC primitives. The files at sss/src/user use those primitives. This
becomes an example for users with their own AES Implementation This then becomes integration without
mbedTLS/OpenSSL for SCP03 / AESKey.

Note: ECKey abstraction is not implemented/available yet.

-DPTMW_HostCrypto=None: NO Host Crypto Note, this is unsecure and only provided for experimenta-
tion on platforms that do not have an mbedTLS PORT Many Feature Control have to be disabled to have
a valid build.
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4.7.6 PTMW_RTOS
PTMW_RTOS
Choice of Operating system

Default would mean nothing special. i.e. Without any RTOS on embedded system, or default APIs on PC/Linux

-DPTMW_RTOS=Default: No specific RTOS. Either bare matal on embedded system or native linux or
Windows OS

-DPTMW_RTOS=FreeRTOS: Free RTOS for embedded systems

4.7.7 PTMW_mbedTLS_ALT
PTMW_mbedTLS_ALT
ALT Engine implementation for mbedTLS

When set to None, mbedTLS would not use ALT Implementation to connect to / use Secure Element. This
needs to be set to SSS for Cloud Demos over SSS APIs

-DPTMW_mbedTLS_ALT=SSS: Use SSS Layer ALT implementation
-DPTMW_mbedTLS_ALT=A71CH: Legacy implementation
-DPTMW_mbedTLS_ALT=None: Not using any mbedTLS_ALT

When this is selected, cloud demos can not work with mbedTLS

4.7.8 PTMW_SCP
PTMW_SCP
Secure Channel Protocol
In case we enable secure channel to Secure Element, which interface to be used.
—-DPTMW_SCP=None
-DPTMW_SCP=SCP03_SSS: Use SSS Layer for SCP. Used for SE050 family.

-DPTMW_SCP=SCP03_HostCrypto: Use Host Crypto Layer for SCP03. Legacy implementation. Used for
older demos of A71CH Family.

4.7.9 PTMW_FIPS
PTMW_FIPS
Enable or disable FIPS

This selection mostly impacts tests, and generally not the actual Middleware
-DPTMW_FIPS=None: NO FIPS

-DPTMW_FIPS=SE050: SE050 IC FIPS
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4.7.10 PTMW_SBL

PTMW_SBL
Enable/Disable SBL Bootable support
This option is to enable/disable boot from SBL by switching linker address
-DPTMW_SBL=None: Not SBL bootable

-DPTMW_SBL=SBL_LPC55S: SE050 based LPC55S SBL bootable

4.7.11 PTMW_SE05X_Auth
PTMW_SEO5X Auth
SEO050 Authentication

This settings is used by examples to connect using various options to authenticate with the Ap-
plet. ~ The SEO5X_Auth options can be changed for KSDK Demos and Examples. To change
SE05X_Auth option follow below steps. Set flag SSS_HAVE_SCP_SCP03_SSS to 1 and Reset flag
SSS_HAVE_SCP_NONE to 0. To change SE05X_Auth option other than None and P1at £SCPO03, execute
se05x_Delete_and_test_provision.exe in order to provision the Authentication Key. To change SE05X_Auth
option to ECKey or ECKey_Plat£SCPO03, Set additional flag SSS_HAVE_HOSTCRYPTO_ANY to 1.

-DPTMW_SE05X_Auth=None: Use the default session (i.e. session less) login
-DPTMW_SEO05X_Auth=UserID: Do User Authentication with UserID
—DPTMW_SE05X_Auth=Plat£SCP03: Use Platform SCP for connection to SE

-DPTMW_SE05X_Auth=AESKey: Do User Authentication with AES Key Earlier this was called Ap-
pletSCPO3

-DPTMW_SEO05X_Auth=ECKey: Do User Authentication with EC Key Earlier this was called FastSCP
-DPTMW_SE05X_Auth=UserID_PlatfSCP03: UserID and PlatfSCP03
-DPTMW_SE05X_Auth=AESKey_PlatfSCP03: AESKey and PlatfSCP03

-DPTMW_SEO05X_Auth=ECKey_Plat £SCP03: ECKey and PlatfSCP03

4.7.12 PTMW_A71CH_AUTH

PTMW_A71CH_AUTH
AT71CH Authentication
This settings is used by SSS-API based examples to connect using either plain or authenticated to the A71CH.
-DPTMW_A71CH_AUTH=None: Plain communication, not authenticated or encrypted

—-DPTMW_A71CH_AUTH=SCPO03: SCP0O3 enabled

4.7.13 PTMW_Log
PTMW_Log
Logging
-DPTMW_Log=Default: Default Logging

-DPTMW_Log=Verbose: Very Verbose logging
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-DPTMW_Log=Silent: Totally silent logging

4.7.14 CMAKE_BUILD_TYPE
CMAKE_BUILD_TYPE
See https://cmake.org/cmake/help/latest/variable/CMAKE_BUILD_TYPE.html

For embedded builds, this choices sets optimization levels. For MSVC builds, build type is selected from IDE
As well

-DCMAKE_BUILD_TYPE=Debug: For developer
-DCMAKE_BUILD_TYPE=Release: Optimization enabled and debug symbols removed
-DCMAKE_BUILD_TYPE=RelWithDebInfo: Optimization enabled but with debug symbols

-DCMAKE_BUILD_TYPE=: Empty Allowed

4.7.15 Feature Control

Using these options, you can enable/disable individual features.
See Section 3.8.4 Using feature file to reduce code size for details on it’s usage and relevance.

SSSFTR_SEO05X_AES
SE05X Secure Element : Symmetric AES

SSSFTR_SEO05X_ECC
SE05X Secure Element : Elliptic Curve Cryptography

SSSFTR_SE05X_RSA
SE05X Secure Element : RSA

SSSFTR_SEO05X_ KEY_SET
SE05X Secure Element : KEY operations : SET Key

SSSFTR_SEO05X_KEY_GET
SE05X Secure Element : KEY operations : GET Key

SSSFTR_SE05X AuthECKey
SE05X Secure Element : Authenticate via ECKey

SSSFTR_SE05X_ AuthSession
SEO05X Secure Element : Allow creation of user/authenticated session.

If the intended deployment only uses Platform SCP Or it is a pure session less integration, this can save some
code size.

SSSFTR_SEO05X CREATE_DELETE_CRYPTOOBJ
SE05X Secure Element : Allow creation/deletion of Crypto Objects

If disabled, new Crytpo Objects are neither created and old/existing Crypto Objects are not deleted. It is assumed
that during provisioning phase, the required Crypto Objects are pre-created or they are never going to be needed.

SSSFTR_SW_AES
Software : Symmetric AES

SSSFTR_SW_ECC
Software : Elliptic Curve Cryptography

SSSFTR_SW_RSA
Software : RSA
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SSSFTR_SW_KEY_SET
Software : KEY operations : SET Key

SSSFTR_SW_KEY_ GET
Software : KEY operations : GET Key

SSSFTR_SW_TESTCOUNTERPART
Software : Used as a test counterpart

e.g. Major part of the mebdTLS SSS layer is purely used for testing of Secure Element implementation, and can
be avoided fully during many production scenarios.

4.7.16 Deprecated Defines

Keept and for time being for backwards compatibility. They will be removed in some future release.
WithNXPNFCRdLib

o Compile in NXP NFC RdLib support

e Default is OFF

e Use NXP NFC RdLib. This is used mainly for RC663 + SAM Use Cases. Package available under NDA
is needed to use this feature

WithOPCUA_open62541

e Compile With open62541 Support

e Default is OFF

e Compile with OPC UA. By default it is disabled from compilation.
WithSharedLIB

e Create and use shared libraries

e Default is OFF

e Create shared libraries. Applicable for Engine DLL and other use cases.
WithAccessMgr_ UnixSocket

e Compile Access Manager with UNIX socket support (Default is STREAM sockets).

e Default is OFF

e Compile Access Manager with unix socket support.

4.7.17 NXP Internal Options

These options are not supported outside NXP.
NXPInternal

e NXP Internal

e Default is OFF. (ON only within NXP)

Note: For deliveries outside NXP, this option is disabled.

WithCodeCoverage
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e Compile with Code Coverage

e Default is OFF

4.7.18 Other Variables

WithExtCustomerTPMCode
e Include code from ../customer/tpm?2
e Default is OFF

e Include code from external tpm2 folder. This way, TPM code can be included in build from outside the
simw-top repository.

SIMW_INSTALL_ INC_DIR
e Location where library header files are installed for linux based targets. (Used for iMX Linux)
e Default location is </usr/local/>include/se05x

SIMW_INSTALL_ SHARE_DIR
e Location where miscellaneous scripts get copiled for linux based targets. (Used for iMX Linux)
e e.g. cmake_options.mak which has current cmake build settings.

e Default location is </usr/local/>share/se05x
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CHAPTER
FIVE

DEMO AND EXAMPLES

Some of the examples below can be run on windows or raspberry-pi with optional connection string (VCOM or 12C
address) as command line argument. When running examples on raspberry pi connection string of secured element
should be passed in the format <i2c_port>:<i2c_addr>

Example Raspberry Pi:

’./ex_ecc "/dev/1i2c-1:0x48"

On Windows with VCOM:

’ex_ecc.exe COM1

5.1 Demo List

5.1.1 DEMO List

Platforms List

KSDK Embedded platforms like FRDM K64F, . MX RT1060, LPC55S

KSDK-CLOUD Embedded platforms like FRDM K64F, i.MX RT1060, LPC55S, that can connect to
cloud.

LINUX Linux based platforms/systems like iMX6, iMX8, Raspberry Pi
PC Windows PC
ALL KSDK, LINUX, PC
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SSS APIs Examples

Demo Description Platforms sup- | SE supported Authenticatiq
ported required
Section ECC Example Inject ECC Key and | ALL SE05X (A and C),
5.2.1 use it for sign and verify operation A71CH
Section RSA Example Generate RSA key | ALL SE05X (B and C)
5.2.1 and use it for signin and verify op-
eration
Section Symmetric AES Example Inject AES | ALL SE05X
5.2.1 key, encrypt and decrypt data with it
Section HKDF Example HMAC Key deriva- | ALL SEO05X, A71CH
5.2.1 tion operation based on the info and
salt. Inject HMAC key into SE and
derive a key using HMAC from the
SE into the host keystore
Section Message Digest Example Message | ALL SE05X, A71CH
5.2.1 Digest hashing operation. Calculate
SHA?256 over data.
Section HMAC Example Inject HMAC key | ALL SE05X, A71CH
5.2.1 and calculate a HMAC
Section ECDH Example Inject ECC key into | ALL SE05X, A71CH
5.2.1 SE and derive a key using ECDH
from the SE into the host keystore.
Section ECDAA Example Generate ECC | ALL SE05X (A and C)
5.2.1 Barreto-Naehrig key into SE and
perform sign operation (ECDAA).
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Cloud connectivity Examples

Demo Description Platforms sup- | SE supported Authenticatiq
ported required
Section AWS Demo for KSDK Connect to | KSDK-CLOUD SE05X, A71CH
5.3.1 Amazon Web Services IoT Core
Section AWS Demo for iMX Linux / Rasp- | LINUX SE05X, A71CH
5.3.2 berryPi Connect to Amazon Web
Services
Section GCP Demo for KSDK Connect to | KSDK-CLOUD SE05X, A71CH
533 Google Cloud
Section GCP Demo for iMX Linux / Rasp- | LINUX SE05X, A71CH
534 berry Pi Connect to Google Cloud
Section IBM Watson Demo for KSDK Con- | KSDK-CLOUD SE05X, A71CH
5.3.5 nect to IBM Watson
Section IBM Watson Demo for iMX Linux / | LINUX SE05X, A71CH
5.3.6 Raspberry Pi Connect to IBM Wat-
son
Section Azure Demo for KSDK Connect to | KSDK-CLOUD SE05X, A71CH
5.3.7 Microsoft Azure
Section Azure Demo for iMX Linux / Rasp- | LINUX SE05X, A71CH
5.3.8 berry Pi Connect to Microsoft
Azure
Section Greengrass Demo for Linux Con- | Raspberry PI SE05X
54.1 nect as AWS Greengrass Core
OpenSSL Engine Examples
Demo Description Platforms sup- | SE supported Authenticatiqg
ported required
Section OpenSSL Engine: TLS Client exam- | LINUX SE05X, A71CH
54.2 ple for iMX/Rpi3 Setting up a TLS
Link using OpenSSL Engine

mbedTLS Examples

Demos regarding the mbedTLS ALT implementation. See Introduction on mbedTLS ALT Implementation

Demo Description Platforms sup- | SE supported Authenticatig
ported required
SSL2 Client | Use extended SSL Client 2 & SSL | PC SE05X, A71CH
Server 2 from mbedTLS
DTLS Use extended dtls_client & | PC SE05X, A71CH
Client dtls_server from mbedTLS

5.1. Demo List
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OPC UA Examples

Demo Description Platforms sup- | SE supported Authenticatiq
ported required

Section OPC UA (Open62541) Demo OPC | PC,iMX6 SE05X

5.5.1 UA Server

PSA / TF-M Examples

Demo

Description

Platforms supported | Authentication re-

quired

Section 5.6.1

Non-secure example

PSA Non Secure Example PSA Secure

LPCS55S
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SE05X Specific Examples

Demo Description Platforms SE supported Authenticatiq
ported required
Section SEO5X Minimal example Showcase | ALL SE05X
5.7.1 usage of SE05X low level APIs
Section SEO05X Get Info example Showcase | ALL SE05X
5.7.2 Platform details of SE05X
Section APDU Player Demo Send RAW | PC, LINUX SE05X None / Plat-
5.7.3 APDUs to SE050 formSCPO03
Section Using policies for secure objects | ALL SE05X
5.7.4 Showcase usage of policies
Section Get Certificate from the SE Read the | ALL SE05X
5.7.5 certificate from the SE and store it | mbedTLS Only)
on the file system.
Section SE05X Rotate PlatformSCP Keys | ALL SE05X PlatformSCP()
5.7.6 Demo Showcase Rotation of SE05X
PlatformSCPO3 Keys
Section 12C Master Example Showcase us- | ALL SE05X
5.7.7 age of I2CM interface of SE050
Section SE05X WiFi KDF Example Show- | ALL SE05X
5.7.8 case usage of PBKDF
Section SEO05X Export Transient objects Ex- | PC, LINUX SE05X
5.7.9 port transient objects
Section SEO5X Import Transient objects Im- | PC, LINUX SE05X
5.7.10 port transient objects
Section Import External Object Prepare | PC, LINUX SE05X ECKey
5.7.11 Create ImportExternlObject raw
APDU
Section SE05X Mandate SCP example ALL SE05X
5.7.12
Section Read  object with Attestation | ALL SE05X
5.7.13 Demonstrate how to read object
with attestation
Section SEO5X Transport Lock example | PC, LINUX SE05X None / Plat-
5.7.14 Show transport lock feature formSCPO03
Section SE05X Transport UnLock example | PC, LINUX SE05X None / Plat-
5.7.15 Show transport unlock feature formSCP03
Section SE05X Timestamp Demonstrate in- | ALL SE05X
5.7.16 crement of timestamp inside SE
Section SEO5X PCR example Demonstrate | ALL SE05X
5.7.17 PCR feature as Policy
Section Configuring  Applet  Features | PC, LINUX SE05X ECKey
5.7.18 Demonstrate how to configure !/ ECKey-
applet features PlatformSCP(}
(FEATURE
ID)
Section Write APDU to buffer Demonstrate | ALL SE05X
5.7.19 how to write APDU to buffer
Section Inject Certificate into SE Example | ALL SE05X
5.7.20 to showcase injection of certificates
into SE
Section SE05X Read State example Exam- | ALL SE051
5.7.21 ple to Read the LockState, Restrict-
5.1. Demo Lisg/;sode and PlatformSCPRequest of 153
Section SEO5X  Personalization Remove | ALL SEO051
5.7.22 RSA Key Generation Module Ex-

amnle to choweace to delete rea ev

W

(98]



Plug & Trust MW Documentation, Release v04.01.01

Examples that use OpenSSL

Demo Description Platforms sup- | SE supported Authenticatiq
ported required
Section Tool to create Reference key file Na- | LINUX, PC SE05X, A71CH
5.8.1 tive example to generate refKeys.
(Only for NIST-P256 curve).
Section Building a self-signed certificate | LINUX, PC SE05X
5.8.2 Create self signed certificates

NFC (DESFire) Examples

Demos that interact with DESFire card via RC663. These examples can be run from:
e From KSDK with RC663
e From PC with FRDM-K64F & RC663

Warning: These examples are only included in a separate MW package (including nxpnfcrdlib). Please contact
your NXP FAE or sales for access

Demo

Description

Authentication re-
quired

Section 5.10.1

MIFARE DESFire EV2 : Prepare Secure Element Pre-
pare/Provision SE050 with reference Keys.
This example does not use RC663

Section 5.10.2

MIFARE DESFire EV2 :  Prepare MFDFEV2 Pre-
pare/Provision DESFireEv2 with reference Keys.
This example does not use SE050.

ex—-Ev2Auth-se(05x

ex-Ev2Auth-se05x Authenticate MIFARE DESFire EV2 us-
ing SE050 & RC663

Section 5.10.5

MIFARE DESFire EV2 : Change Key MIFARE DESFire
EV2 Change Key using SE050 & RC663

Section 5.10.6

MIFARE DESFire EV2 : Diversified Change Key MIFARE
DESFire EV2 Diversified Change Key using SE050 &
RC663

Ease of Use Configuration Examples

Seps for using the Ease Of Use Configuration of SE050.

Number

Description

Section 5.11.1

Ease of Use configuration - IBM Watson

Section 5.11.2

Ease of Use configuration - Google Cloud Platform

Section 5.11.3

Ease of Use configuration - Azure loT Hub

Section 5.11.4

Ease of Use configuration - AWS IoT Console
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SEMS Demos

See cmake-option-Applet. You need to compile with ~-DSE05X_Ver=06_00 -DSE05X_Auth=None

Demo Description Platforms supported | SE Supported
Section 5.12.1 | SEMS Lite Agent Demo (sems_lite_ex_update) | ALL SEO051
Section 5.12.2 | SEMS Lite CLI APP PC, LINUX SE051
LPC55S-PUF Based examples
Demo Description Platforms sup- | SE supported Authenticatign
ported required
Section Key Injection to PUF Example | LPC55S SE05X
5.13.1 to demonstrate inject PlatformSCP
keys into PUF
Section Key Rotation using PUF Example to | LPC55S SE05X PlatformSCP(3
5.13.2 demonstrate PlatformSCP key rota-
tion using PUF
Section Secure Boot Demo Example to | LPC55S SE05X PlatformSCP(3
5.13.3 demonstrate Secure Binding with
LPC55S and SE05X using PUF
EdgeLock 2GO Agent example
Demo | Description Platforms supported SE sup- | Authentica-
ported tion required
Sec- EdgeLock 2GO Agent Examples Example of | PC, iMX6, iMXS8, | SE05X None / Plat-
tion usage of the EdgeLock 2GO Client FRDM K64F, LPC55S formSCP03
6.8
5.2 SSS API Examples
5.2.1 SSS API Examples
ECC Example
This project demonstrates Elliptic Curve Cryptography sign and verify operation using SSS APIs
Refer - simw—-top/sss/ex/ecc/ex_sss_ecc.c
Prerequisites
e Build Plug & Trust middleware stack. (Refer Building / Compiling)
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About the Example

This example does a elliptic curve cryptography signing and verify operation.
It uses the following APIs and data types:

® sss_asymmetric_context_init ()

e kAlgorithm SSS _SHA256 from sss_algorithm t

e kMode SSS _Signfrom sss_mode t

® sss_asymmetric_sign_digest ()

e kMode_SSS_Verify from sss_mode t

® sss_asymmetric_verify digest ()

Console output

If everything is successful, the output will be similar to:

App :INFO :Running Elliptic Curve Cryptography Example ex_sss_ecc.c

App :INFO :Do Signing

App :INFO :digest (Len=32)
48 65 6C 6C 6F 20 57 6F 72 6C 64 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

App :INFO :signature (Len=72)
30 46 02 21 00 C8 4cC 40 74 35 42 D7 37 64 03 D9
Bl 1B 9C OB 44 50 DC 70 1E 92 07 92 78 BC OE C5
A4 07 FC 95 09 02 21 00 CA 70 02 36 13 65 47 72
OF 60 78 59 EA 59 81 82 DF 80 FD 89 2D FC 3E 7D
B2 FC 51 17 30 9B C4 15

App :INFO :Signing Successful !!!

App :INFO :Do Verify

App :INFO :digest (Len=32)
48 65 6C 6C 6F 20 57 6F 72 6C 64 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

App :INFO :signature (Len=72)
30 46 02 21 00 C8 4cC 40 74 35 42 D7 37 64 03 D9
Bl 1B 9C 0B 44 50 DC 70 1E 92 07 92 78 BC OE C5
A4 07 FC 95 09 02 21 00 CA 70 02 36 13 65 47 72
OF 60 78 59 EA 59 81 82 DF 80 FD 89 2D FC 3E 7D
B2 FC 51 17 30 9B C4 15

App :INFO :Verification Successful !!!

App :INFO :ex_sss_ecc Example Success !!!...

App :INFO :ex_sss Finished

RSA Example

This project demonstrates RSA sign and verify operations using SSS APIs.

Refer - simw-top/sss/ex/rsa/ex_sss_rsa.c

Prerequisites

e Build Plug & Trust middleware stack. (Refer Building / Compiling)
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About the Example

This example does a RSA signing and verify operation.

It uses the following APIs and data types:

® sss_asymmetric_context_init ()

e kAlgorithm SSS_RSASSA PKCSI1_PSS_MGFI1_SHA256 from sss_algorithm t

e kMode_ SSS _Signfrom sss_mode t

e kSSS_CipherType_ RSA from :cpp:enumerator: sss_cipher_type_t

® sss_asymmetric_sign_digest ()

e kMode_ SSS Verify from sss_mode t

® sss_asymmetric_verify_ digest ()

Note:

This example tries to delete key first. Deletion would be successful, if the key already exists. Otherwise it
would return an error message which is perfectly alright and the example could be successfully executed.

Console output

If everything is successful, the output will be similar to:

App
SSS
SSS
App
App
App

App
App

: INFO
:WARN
:WARN
: INFO
: INFO
: INFO
00 01
10 11
: INFO
: INFO
60 64
25 E6
2A 09
88 42
19 6oF
A2 37
58 EB
4A F4
BO 08
DB 80
35 38
53 2D
95 4E
55 D2
20 30
4F DE
12 20
0D C8
56 33
82 40

:Running RSA Example ex_sss_rsa.cC

:nxEnsure: 'ret == SM_OK' failed. At Line:5612 Function:sss_se05x_TXn

:Could not delete Key id EF000046

:Delete key succeeds only if key exists,

:Do Signing

:digest (Len=32)

02 03 04 05 06 07 08 09 0A
12 13 14 15 16 17 18 19 1A
:Signing successful !!!
:signature (Len=512)

Fl 3B DE 72 F7 91 05 29 A4
D4 35 67 32 78 37 45 90 03
26 CE 9A 81 4E 24 07 31 1E
6F 95 C6 3A 8A 6F 09 7B 80
99 66 F9 61 47 6E DO 52 8F
BO 3A 8B 34 32 A0 00 2D 0D
7D DO 7E E9 47 4E E1l E7 2C
16 4A 8E BB CO 1C 8F A5 AD
03 00 19 1C BD 7C E1l 4A 69
68 34 EA B9 96 1C D8 DE FO
6B FC 88 A3 A2 BS E9 15 18
92 12 58 7D 84 D1 7A 2E C1
21 EE 47 AC 29 80 4E D4 03
61 47 29 CD D1 AE B8 C4 89
BE A7 AB DA 5B 42 1C 10 F8
8F 3A 01 D1 ED 4C 79 CF D8
D4 B1 49 4A 27 A9 3A 72 34
C2 D1 91 E7 93 E5 54 D3 1B
9F 54 03 43 E9 44 OA 22 4D
F7 D8 83 3E 10 A8 31 43 A2

0B
1B

1D
56
B4
35
80
B7
96
c4
AC
E2
7B
c4
DE
85
3B
2A
B7
0D
D2
0D

ignore

0C OD OE

1C

AC
1E
18
4A
C5
BA
44
64
c7
09
5D
72
98
89
5E
47
35
D6
27
8A

1D

48
B4
04
F6
E4
10
OE
3A
1D
CA
81
6D
1B
FB
8A
4D
39
30
5C
1F

1E

47
97
BD
1D
D3
19
D5
13
B2
A0
B4
5F
6C
3E
Cco9
FD
4F
97
42
27

error message if any

OF
1F

D6
F5
B8
9F
Fé
Cc9
BF
89
A9
4D
Cé
29
82
BE
23
TE
87
CD
BD
FE

(continues on next page)
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App
App
App
App

66
96
95
92
DC
08
22
58
A8
2F
2B
BB

TA
EE
AB
07
61
61
2B
Bl
CA
B5
FD
06

:INFO
:INFO
:INFO
:INFO

12
94
14
ccC
84
5E
11
AF
F7
AE
6A
67

63
00
5D
18
A6
53
1D
13
e
30
98
2F

2F
5C
07
3F
84
43
13
8C
E9
oF
60
8E

DC
57
87
oF
19
06
88
86
B4
88
B9
BO

F5
9D
co
48
4E
c4
1D
55
1B
41
F8
5A

:Do Verification

:Verification successful
:ex_sss_RSA Example Success

:ex_sss Finished

9F
AB
14
80
9D
BB
CF
16
ED
D4
A9
A6

6C
D3
18
FA
60
72
03
3E
FE
2A
A3
55

83
3F
70
85
99
42
9C
15
Al
El
5E
Cc7

Bl
AQ
51
55
2A
8D
Cc2
BB
89
F8
A2
1E

C3
EB
A2
BD
A9
41
c7
EF
A3
4E
68
3A

AC
FO
EF
B9
84
A3
71
CD
AF
25
Al
FC

Fl
6B
0E
86
43
3D
DB
2F
03
88
Cco9
71

A9
El
1B
F3
38
64
4A
EC
7B
4c
11
cc

2F
33
c4
C2
42
3D
FA
CD
38
B2
F1l
1A

Symmetric AES Example

This project demonstrates symmetric cryptography - AES encryption and decryption operations.

Refer - simw-top/sss/ex/symmetric/ex_sss_symmetric.c

Prerequisites

o Build Plug & Trust middleware stack. (Refer Building / Compiling)

About the Example

This example does a symmetric cryptography AES encryption and decryption operation.

It uses the following APIs and data types:

® sss_symmetric context_init ()

kAlgorithm SSS _AES_CBC from sss_algorithm t

kSSS_CipherType AES from sss_cipher type_t

kMode SSS_Encrypt from sss_mode_t

sss_cipher_one_go ()

kMode SSS_Decrypt from sss_mode_t

Console output

If everything is successful, the output will be similar to:

App :INFO :Running AES symmetric Example ex_sss_symmetric.c
App :INFO :Do Encryption
App :INFO :iv (Len=16)
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
App :INFO :srcData (Len=16)
(continues on next page)
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(continued from previous page)

48 45 4C 4cC 4F 48 45 4cC 4C 4F 48 45 4C 4C 4F 31
App :INFO :Encryption successful !!!
App :INFO :encrypted data (Len=16)

32 A6 04 88 C5 B3 FF 40 50 AF 56 A5 68 AE D1 05
App :INFO :Do Decryption
App :INFO :1iv (Len=16)

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
App :INFO :Encrypted data (Len=16)

32 A6 04 88 C5 B3 FF 40 50 AF 56 A5 68 AE D1 05
App :INFO :Decryption successful !!!
App :INFO :decrypted data (Len=16)

48 45 4C 4cC 4F 48 45 4cC 4C 4F 48 45 4C 4C 4F 31
App :INFO :ex_sss_symmetric Example Success !!!...
App :INFO :ex_sss Finished

HKDF Example

This project demonstrates an HMAC Key derivation operation based on info and salt using SSS APIs.
Refer - simw-top/sss/ex/hkdf/ex_sss_hkdf.c

Prerequisites

e Build Plug & Trust middleware stack. (Refer Building / Compiling)

About the Example

This example does a HMAC Key derivation operation based on the info and salt.
It uses the following APIs and data types:
® sss_derive_key_context_init ()
e kAlgorithm SSS_HMAC_SHA256 from sss_algorithm t
e kMode_SSS_ComputeSharedSecret from sss_mode_t
e kSSS CipherType HMAC from sss_cipher type t

e sss_derive_key go ()

Console output

If everything is successful, the output will be similar to:

App :INFO :Running HMAC Key Derivation Function Example ex_sss_hkdf.c
App :INFO :Do Key Derivation
App :INFO :salt (Len=32)
AA 1A 2A E3 B2 76 15 4D 67 F9 D8 4C B9 35 54 56
BB 1B 2B 03 04 05 06 07 08 09 OA OB 0C 0D OE OF
App :INFO :info (Len=192)
00 01 02 03 04 05 06 07 08 09 OA OB 0C 0D OE OF
10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F

(continues on next page)
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App
App

App
App

20
30
40
50
60
70
80
90
AO
BO

21
31
41
51
61
71
81
91
Al
Bl

:INFO
:INFO

6E
97
E3
26
0A
DF
BB
81

69
FF
69
F7
Cc2
17
97
1F

:INFO
:INFO

22 23 24 25 26 27
32 33 34 35 36 37
42 43 44 45 46 47
52 53 54 55 56 57
62 63 64 65 66 67
72 73 74 75 76 77
82 83 84 85 86 87
92 93 94 95 96 97
A2 A3 A4 A5 A6 A7
B2 B3 B4 B5 B6 B7
Key Derivation successful
:hkdfOutput (Len=128)
25 DB 1D D7 37 64
80 78 36 A6 86 80
58 67 6B 41 EB 4A
87 DE 03 A1 18 B1
A0 Bl 65 7D 80 83
49 59 8B 66 62 TF
3F 35 47 06 4A EA
1F BO D7 95 4E F4

28
38
48
58
68
78
88
98
A8
B8

3C
6D
8B
D3
23
Cc7
15
25

29 2A
39 3A
49 4A
59 5A
69 6A
79 A
89 8A
99 9A
A9 AA
B9 BA

9F F5
B5 77
10 01
ED 11
7C 8B
EE 63
DA 15
5D C6

rex_sss_hkdf Example Success !!!
:ex_sss Finished

2B
3B
4B
5B
6B
7B
8B
9B
AB
BB

2C
3C
4C
5C
6C
e
8C
9C
AC
BC

0D
89
BB
CA
58
5A
5B
34

2D
3D
4D
5D
6D
7D
8D
9D
AD
BD

54
DD
67
0Aa
EE
1A
87
2B

2E
3E
4E
5E
6E
7E
8E
9E
AE
BE

Bl
61
7C

E4
F4
DA
0cC

2F
3F
4F
5F
6F
TF
8F
oF
AF
BF

0A
53
A4
02
DF
C3
AA
40

Message Digest Example

This project demonstrates a Message Digest / hashing operation using SSS APIs.

Refer - simw—-top/sss/ex/md/ex_sss_md.c

Prerequisites

o Build Plug & Trust middleware stack. (Refer Building / Compiling)

About the Example

This example does a Message Digest hashing operation.

It uses the following APIs and data types:

sss_digest_context_init ()

kAlgorithm SSS_SHA256 from sss_algorithm_t

kMode SSS_Digest from sss_mode_t

sss_digest_one_go ()

Console output

If everything is successful, the output will be similar to:
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App
App
App

App

App

App
App

:INFO
:INFO
: INFO
48 65
:INFO
:INFO
87 2E
1B EC
:INFO
:INFO

:Running Message Digest Example ex_sss_md.c
:Do Digest

:input (Len=10)

6C 6C 6F 57 6F 72 6C 64

:Message Digest successful !!!
:digest (Len=32)

4E 50 CE 99 90 D8 BO 41 33 0C
6B 50 3A E9 38 6A 99 DA 85 84

rex_sss_digest Example Success !!!...

:ex_sss Finished

47 C9 DD D1
E9 BB 12 C4

HMAC Example

This project demonstrates a HMAC operation on a message using SSS APIs.

Refer - simw—-top/sss/ex/hmac/ex_sss_hmac.c

Prerequisites

e Build Plug & Trust middleware stack. (Refer Building / Compiling)

About the Example

This example does a HMAC operation on input data.

It uses the following APIs and data types:

® 5SS _mac_context_init ()

e kAlgorithm SSS _HMAC SHA256 from sss_algorithm t

e kMode SSS_Mac from sss_mode_t

® sss_mac_one_go ()

Console output

If everything is successful, the output will be similar to:

App
App
App

ApPp
App

App

App
App

:INFO
:INFO
:INFO
48 65
:INFO
48 65
:INFO
:INFO
68 TA
6B 50
:INFO
:INFO

6C 6C 6F 48

96 CB BA C2
2C BD 10 21

:Running HMAC (SHA256) Example ex_sss_hmac.c
:Do HMAC

:input (Len=10)

6C o6C 6F 57 6F 72 6C 64

:hmac key (Len=16)

6C 6C 6F 48 65 6C 6C 6F 48 65
:HMAC (SHA256) successful !!!

:hmac (Len=32)

26 95 49 67 9D 6E FA 11 19 5E
A5 09 10 8A D1 48 B5 FC AO 94
:ex_sss_hmac Example Success !!!...
:ex_sss Finished
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ECDH Example

This project demonstrates generating a ECDH key using SSS APIs.

Refer - simw-top/sss/ex/ecdh/ex_sss_ecdh.c

Prerequisites

e Build Plug & Trust middleware stack. (Refer Building / Compiling)

About the Example

This example generates a ECDH key.
It uses the following APIs and data types:
® sss_derive_key_context_init ()
e kAlgorithm SSS_ECDH from sss_algorithm t
e kMode_SSS_ComputeSharedSecret from sss_mode_t

e sss _derive_key dh()

Console output

If everything is successful, the output will be similar to:

App :INFO :Running ECDH Example ex_sss_ecdh.c
App :INFO :ECDH successful !!!
App :INFO :ECDH derive Key (Len=32)
C2 EA 1C 13 7D 30 F7 DA 65 1E B3 DB 7A F1 CF 42
DF 38 B2 E6 22 41 2B 5B BB DC F5 10 8E D5 69 CB
App :INFO :ex_sss_ecdh Example Success !!!...
App :INFO :ex_sss Finished

ECDAA Example

This project demonstrates Elliptic Curve Cryptography ECDAA sign operation using SSS APIs.

Refer - simw—-top/sss/ex/ecdaa/ex_sss_ecdaa.c

Prerequisites

e Build Plug & Trust middleware stack. (Refer Building / Compiling)

About the Example

This example does a elliptic curve cryptography signing and verify operation.
It uses the following APIs and data types:

® sss_asymmetric_context_init ()
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e kAlgorithm SSS ECDAAfrom sss_algorithm t

e kMode SSS _Sign from sss_mode t

® sss_asymmetric_sign_digest ()

Console output

If everything is successful, the output will be similar to:

App
App
App

App

App
App
App

:INFO
: INFO
:INFO

00
10

01
11

:INFO

30
0cC
1C
22
42

44
0D
1D
3B
79

:INFO
:INFO
:INFO

:Running Elliptic Curve Cryptography Example

:Do Signing

:digest (Len=32)

02 03 04 05 06 07
12 13 14 15 16 17
:signature (Len=70)
02 20 00 01 02 03
0OE OF 10 11 12 13
1E 1F 02 20 C7 2B
CB 2C E2 9C 78 76
92 50 74 39

:Signing Successful
:ex_sss_ecdaa Example Success
:ex_sss Finished

08 09 OA OB

18

04
14
67
DB

19

05
15
E4
1D

1A

06
16
09
F3

1B

07
17
FA
C3

0c
1c

08
18
22
4B

0D
1D

09
19
OE
E4

ex_sss_ecdaa.c

0E
1E

0A
1A
E5
83

OF
1F

0B
1B
9C
D4

ECC NIST256 Key Attestation Example

This project demonstrates ecc nist256 key attestation and verification with another ecc nist256 key using SSS API

Refer - simw-top/sss/ex/attest_ecc/ex_sss_ecc_attest.c

Prerequisites

e Build Plug & Trust middleware stack. (Refer Building / Compiling)

About the Example

This example reads a nist256 public key with attestation.

It uses the following APIs and data types:

® sss_key_store_set_key()

sss_key_store_generate_key ()

sss_se0bx_key_store get_key_attst ()

kAlgorithm SSS ECDSA SHA256 from sss_algorithm t

kMode SSS_Verify from sss_mode_ t

sss_asymmetric verify digest ()

5.2. SSS API Examples
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Console output

If everything is successful, the output will be similar to:

ECC MONTGOMERY-25519 Key Attestation Example

This project demonstrates ecc montogomery25519 key attestation and verification with ecc nist256 key using SSS
API. Signing on montgomery public key is done with key in the big endian format inside secure element.

Refer - simw—-top/sss/ex/attest_mont/ex_sss_mont_attest.c

Note: For twisted edward curve and montgomery 448 curve also the attestation signing is done with public key in big
endian format.

Prerequisites

o Build Plug & Trust middleware stack. (Refer Building / Compiling)

About the Example

This example reads a montgomery-25519 public key with attestation.
It uses the following APIs and data types:
® sss_key _store_set_key()
® sss _key store generate key ()
® sss_selb5x_key store _get_key attst ()
e kAlgorithm SSS ECDSA_SHA256 from sss_algorithm t
e kMode SSS Verify from sss_mode t

® sss_asymmetric_verify digest ()

Console output

If everything is successful, the output will be similar to:

EDDSA Example

This project demonstrates EDDSA sign and verify operation using SSS APIs. Sign and Verify operations using
edwards key should to be performed on plain data. Use sss_se05x_asymmetric_sign and sss_se05x_asymmetric_verify
apis.

Refer - simw-top/sss/ex/eddsa/ex_sss_eddsa.c

Prerequisites

e Build Plug & Trust middleware stack. (Refer Building / Compiling)
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About the Example

This example does a elliptic curve cryptography signing and verify operation.
It uses the following APIs and data types:

® sss_asymmetric_context_init ()

e kAlgorithm SSS _SHA256 from sss_algorithm t

e kMode SSS _Signfrom sss_mode t

® sss_selb5x_asymmetric_sign()

e kMode_SSS_Verify from sss_mode t

® sss_selb5x_asymmetric verify/()

Console output

If everything is successful, the output will be similar to:

App :INFO :Running EDDSA Example ex_sss_eddsa.c

App :INFO :Do Signing

App :INFO :Source Data (Len=50)
48 65 6C 6C 6F 20 57 6F 72 6C 64 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00

App :INFO :signature (Len=64)
7E 88 E2 90 3A 2E 58 2B 40 30 1E D9 E6 38 D7 D1
C4 E3 43 AF 1D F5 6B A4 FF CE 38 9A 92 EB 39 Fo6
E9 8E F8 AD 54 51 B8 76 58 5D 2D 94 2F 46 EB B6
58 E3 32 BC 84 C2 A3 14 49 C8 F5 1A C9 98 3D OE

App :INFO :Signing Successful !!!

App :INFO :Do Verify

App :INFO :Source Data (Len=50)
48 65 6C 6C 6F 20 57 6F 72 6C 64 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00

App :INFO :signature (Len=64)
7E 88 E2 90 3A 2E 58 2B 40 30 1E D9 E6 38 D7 D1
C4 E3 43 AF 1D F5 6B A4 FF CE 38 9A 92 EB 39 F6
E9 8E F8 AD 54 51 B8 76 58 5D 2D 94 2F 46 EB B6
58 E3 32 BC 84 C2 A3 14 49 C8 F5 1A C9 98 3D OE

App :INFO :Verification Successful !!!

App :INFO :ex_sss_ecc Example Success !!!...

App :INFO :ex_sss Finished

5.3 Cloud Demos

5.3.1 AWS Demo for KSDK

This demo demonstrates connection to AWS IoT Console using pre-provisioned device credentials and pub-

lish/subscribe procedure using MQTT.
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Prerequisites

o Active AWS account

o MCUXpresso installed (for running aws demo on K64F)

Any Serial communicator

Flash VCOM binary on the device. VCOM binary can found under <PROJECT>binariesMCU folder.

Refer to CLI Tool for ssscli tool setup

Build Plug & Trust middleware stack. (Refer Building / Compiling)

Using WiFi with LPC55S

WiFi shield CMWCI1ZZABR-107-EVB by muRata is supported with LPCS55S. Mount the WiFi shield on to the
mikroBUS stackable headers.

Creating a device on AWS account

Refer - https://docs.aws.amazon.com/iot/latest/developerguide/iot- gs-first-thing.html

Creating and updating device keys and certificates to SE

1) Complete Section 9.3 Steps needed before running ssscli tool
2) Check the vcom port number

3) To create certificates on windows and provision, go to simw-top/pycli directory and call:

call venv\Scripts\activate.bat

cd Provisioning

python GenerateAWSCredentials.py <COM_PORT>
python ResetAndUpdate_AWS.py <COM_PORT>

Note: Provisioning of the keys is done with default policies. Refer - Section 9.9 to change the scripts to add
required policies.

4) Certificates and Keys are generated at simw-top/pycli/Provisioning/aws

Building the Demo

1) Open cmake project found under <SIMW-TOP>projects in MCUXPRESSO IDE
2) Update cmake options::

e RTOS=FreeRTOS

e mbedTLS_ALT=SSS
3) Update the build target in make file

e Project:cloud_aws

166 Chapter 5. Demo and Examples


https://docs.aws.amazon.com/iot/latest/developerguide/iot-gs-first-thing.html

Plug & Trust MW Documentation, Release v04.01.01

Running the Demo

1) Open a serial terminal on PC for OpenSDA serial device with these settings:

- 115200 baud rate

- 8 data bits

- No parity

- One stop bit

- No flow control

— change Setup->Terminal->New-line->Receive->AUTO

2) Connect the boards’s RJ45 to network with Internet access (IP address to the board is assigned by the DHCP
server). Make sure the connection on port 8883 is not blocked.

3) Download the program to the target board.
4) Either press the reset button on your board or launch the debugger in your IDE to begin running the demo.
5) The BLUE LED is turned ON during boot
6) Persistent RED LED ON indicates error
7) First time during connection, the device certificate needs to be
o Activated
e Attached with a policy that allows usage of this certificate

8) All lights off along with the following message indicates readiness to subscribe messages from AWS:

Subscribing...
—-—>sleep
—-—>sleep
Publish done

In AWS IOT shadow, the following indicates the state of the LED:

{

"desired": {
"COLOR": "RED",
n MODE n H AL OFF n

}
}

MODE can be ON or OFF and COLOR can be RED, GREEN or BLUE

5.3.2 AWS Demo for iMX Linux / RaspberryPi

This demo demonstrates connection to AWS IoT Console using pre-provisioned device credentials and pub-
lish/subscribe procedure using MQTT.

Prerequisites

e AWS account
e SD Card image with SE050 Middleware pre-installed. The application is built on the iMX platform.
o IMX6UL-EVK platform or Raspberry pi connected to the Internet
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Preparing the credentials and Provisioning the secure element

Use ssscli tool from iMX/Rpi platform
1) Complete Section 9.3 Steps needed before running ssscli tool

2) To create certificates on imx and Raspberry Pi, call:

cd simw-top/pycli/Provisioning/
python3 GenerateAWSCredentials.py
python3 ResetAndUpdate_AWS.py

Note: Provisioning of the keys is done with default policies. Refer - Section 9.9 to change the scripts to add
required policies.

3) Certificates and Keys are generated at simw—-top/pycli/Provisioning/aws

Build the OpenSSL engine [Optional]

Note: This step is optional in case you are using a prepared SD card image from NXP.

The OpenSSL engine uses the sss abstraction layer to access the crypto services of the secure element, the implemen-
tation remains dependent on the secure element attached. The following illustrates compiling the OpenSSL engine for
SE050 connected over 12C.

cd simw-top

python scripts/create_cmake_projects.py

cd ../simw-top_build/imx_native_se050_tloi2c
cmake —-build .

make install

ldconfig /usr/local/lib

Note: Replace imx_native_se050_tloi2c with raspbian_native_se050_tloi2c when building for
Raspberry Pi.

Run the example

1) Clone the Code

cd /simw-top/demos/linux/aws/
git clone https://github.com/aws/aws—iot-device-sdk-cpp.git

Note: If curl is not installed - run sudo apt—-get install libcurl4-openssl-dev

1) Modify the CMakeLists.txt file under samples/PubSub so it ensures OPENSSL_LOAD_CONF is de-
fined (see excerpt below):

168 Chapter 5. Demo and Examples



Plug & Trust MW Documentation, Release v04.01.01

if (UNIX AND NOT APPLE)
ADD_DEFINITIONS (-DOPENSSL_LOAD_CONF)
# Prefer pthread if found
set (THREADS_PREFER_PTHREAD_FLAG ON)

set (CUSTOM_COMPILER_FLAGS "-fno-exceptions -Wall -Werror")
elseif (APPLE)
set (CUSTOM_COMPILER_FLAGS "-fno-exceptions -Wall -Werror")
elseif (WIN32)
(CUSTOM_COMPILER_FLAGS "/W4")

endif

set
0)

1) Use ‘buildScript.sh’ script at simw-top/demos/linux/aws/ to build the mqtt application for aws call:

./buildScript.sh

1) Adapt the PubSub example specific configuration file so that it refers to the reference key and the device certificate.

e Update the endpoint to match your AWS account

e Ensure the AmazonRootCA1.pem certificate is in place (it is used by the iMX/rpi to validate the AWS
IoT counterpart

e Update the configuration file (/simw-top/demos/linux/aws/aws-iot-device-sdk-
cpp/build/bin/config/SampleConfig.json) with endpoint, device_certificate_relative_path, de-
vice_private_key_relative_path (Ensure the value for “endpoint” matches your setup, you must
replace “xxxxiukfoyyyy-ats.iot.eu-central-1.amazonaws.com”)

e Sample Json file

{
"endpoint": "xxxxiukfoyyyy-ats.iot.eu-central-1.amazonaws.com",
"mgtt_port": 8883,
"https_port": 443,
"greengrass_discovery_port": 8443,
"root_ca_relative_path": "certs/AmazonRootCAl.pem",
"device_certificate_relative_path": "<UID>_device_certificate.crt",
"device_private_key_relative_path": "<UID>_device_reference_key.pem",
"t1ls_handshake_timeout_msecs": 60000,
"tls_read_timeout_msecs": 2000,
"tls_write_timeout_msecs": 2000,
"aws_region": "",
"aws_access_key_id": "",
"aws_secret_access_key": "",
"aws_session_token": "",
"client_id": "CppSDKTesting",
"thing_name": "CppSDKTesting",
"is_clean_session": true,
"mgtt_command_timeout_msecs": 20000,
"keepalive_interval_secs": 600,
"minimum_reconnect_interval_secs": 1,
"maximum_reconnect_interval_secs": 128,
"maximum_acks_to_wait_for": 32,
"action_processing_rate_hz": 5,
"maximum_outgoing_action_queue_length": 32,
"discover_action_timeout_msecs": 300000

1) Search for default_algorithms in /simw—top/demos/linux/common/openssl_sss_se050.cnf
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file and set it as

default_algorithms RSA, RAND, ECDSA,ECDH ~  —-————— For openssl 1.0.0
default_algorithms = RSA,RAND,EC ————- For openssl 1.1.1

1) Set the openssl config path as call:

$ export OPENSSL_CONF=/simw-top/demos/linux/common/openssl_sss_se050.cnf

2) Upload the root certificate (/simw-top/pycli/Provisioning/aws/rootCA_certificate.cer) to AWS account. Refer
Creating a device on AWS account

3) Run the application:

cd /simw-top/demos/linux/aws/aws—-iot-device-sdk-cpp/build/bin
. /pub-sub-sample

Note:

1) Export the OpenSSL conf path to the exact location of the file. The above example is for illustrative purpose

5.3.3 GCP Demo for KSDK

This demo demonstrates connection to Google Cloud Platform using pre-provisioned device credentials and pub-
lish/subscribe procedure using MQTT.

Prerequisites

e Active gcp account

e MCUXpresso installed (for running gcp demo on K64F)

e Any Serial communicator

e Flash VCOM binary on the device. VCOM binary can found under <PROJECT>binariesMCU folder.

e Refer to CLI Tool for ssscli tool setup

Build Plug & Trust middleware stack. (Refer Building / Compiling)

Using WiFi with LPC55S

WiFi shield CMWCI1ZZABR-107-EVB by muRata is supported with LPCS55S. Mount the WiFi shield on to the
mikroBUS stackable headers.

Creating and updating device keys and certificates to SE

1) Complete Section 9.3 Steps needed before running ssscli tool
2) Check the vcom port number

3) To create certificates on windows and provision, go to simw—-top/pycli directory and call:
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call venv\Scripts\activate.bat

cd Provisioning

python GenerateGCPCredentials.py <COM_PORT>
python ResetAndUpdate_GCP.py <COM_PORT>

Note: Provisioning of the keys is done with default policies. Refer - Section 9.9 to change the scripts to add
required policies.

4) Certificates and Keys are generated at simw-top/pycli/Provisioning/gcp

Preparing the Cloud

1) Updating cloud over command line. Set up gcloud command line utility availabe at https://cloud.google.com/
pubsub/docs/quickstart-cli
e Assuming the project name is pgh—cloud-iot the following commands sets up the code.

Create a new events pub/sub topic:

gcloud pubsub topics create a7lch-demo-events \
—-—project=pgh-cloud-iot

N

e Create a registry:

14
|
| gcloud iot registries create nxp-se-demo-reg \
| —--project=pgh-cloud-iot \

| —--region=us-centrall \

|

—-—event-notification-config=topic=projects/pgh-cloud-iot/topics/a7lch-demo—-
—events \
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|

| gcloud iot devices create nxp-ecc—-dev-01 \

| —--project=pgh-cloud-iot \

| --region=us-centrall \

| --registry=nxp-se-demo-reg \

| ——public-key=path=/simw-top/pycli/Provisioning/gcp/<UID>_device_certificate.
—cer, type=es256-pem

2) Updating cloud using the Web Interface
A) Sign up for Google Cloud Platform - IoT (If you have not done that already)
B) Create Registry & Device in the cloud platform.
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C) Copy For the device, add public key in ES256_X509 format Copy hostLibmbedtlsecctls_client.cer and
paste in the web-dialogue box.

Building the Demo

1) Open cmake project found under <SIMW-TOP>projects in MCUXPRESSO IDE
2) Update cmake options::

e RTOS=FreeRTOS

e mbedTLS_ALT=SSS
3) Update the build target in make file

e Project:cloud_gcp

Running the Demo

1) Build the project and flash the binary on FRDM-K64F board

2) Connect your board to open network

3) Open a serial terminal on PC for OpenSDA serial device with these settings:
e 115200 baud rate

8 data bits

No parity

One stop bit
e No flow control
e change Setup->Terminal->New-line->Receive->AUTO

4) Console output - If everything is setup correctly the output would be as follows

GCP JWT NXP Secure Element example

’
|

|

|

| selectResponseDatalen: 2

| O0x01:0x31:

| Associating ECC key-pair '0'.
| Connecting to network

| Getting IP address from DHCP
|

|

|

|

|

|

IPv4 Address : 192.168.1.55

DHCP OK

Current EPOCH = 1520599186

Using ECC key '0' for signing.

JWT TOKEN = eyJhbGciOiJFUzI1INiIsInR5cCI6IkpXVCJ9.
—eyJhdWQi0iJwZ2gt Y2xvdWQtaW90IiwiaWF0I JoxNTIWNTk5MTg2LCI1eHAIOJEIMJA2MZzUXODZI.
—PZKI9NjzD2rMdsU9HODLLPHNTs JHE77zHTMNhxVDVR3fY0o39ttM2gYrhvIBR2Ct-9a208FwEFqWIR8YY__
—1DwGjYyg

GAE subscribe publish example

Connecting...
Associating ECC key-pair '0'.

(continues on next page)
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5)

(continued from previous page)

Using ECC key

0"

Subscribing...
—-—>sleep
—-—>sleep
Publish done

Subscribe callback

to compute shared secret.

You can update device config with following messages to toggle on-board keys. Using the below command, we
can toggle LEDs:

gcloud iot devices configs update \

—-project=pgh-cloud-iot \
--region=us-centrall \
--registry=nxp-se-demo-reg \
——-device=nxp-ecc-dev-01 \

-—config-data="'{"red": "off"}'
User can toggle individual LEDs:
,————
| {"green": "toggle", "user": "testl"}
| {"green": "on", "user": "testl"}
| {"red": "off", "user": "testl"}

For DOS Batch files, the commands can be like below (with escaping):

E——  eeee— | pyeeeeas——

gcloud iot devices configs update #

—--project=pgh-cloud-iot *
--region=us-centrall *

—--registry=nxp-se-demo-reg
—--device=nxp-ecc-dev-01 *
——config-data=""{""red"":

A

LAY o Rl , "rHlyue"" .

gcloud iot devices configs update #

—-—-project=pgh-cloud-iot #
--region=us-centrall *

--registry=nxp-se-demo-reg
—-—device=nxp-ecc-dev-01 *
—-—config-data=*"{""red"":

A

gcloud iot devices configs update

—-—-project=pgh-cloud-iot *
--region=us-centrall *

LAY H’ "nhlye""

A

NN FEN ", " "green" ".

LGyl ", " "green" ".

nnNoffEN II}AH

LNy "}AH

(continues on next page)
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(continued from previous page)

—--registry=nxp-se-demo-reg %

—--device=nxp-ecc-dev-01 *
77config7data:l\ll { n "red" " . Al "Off" ll, n "blue" " . Al "Off" l‘, n 'lgreen" n . n "01’1" n }AH

1 ———

Appendix

1. For more information, refer to https://github.com/GoogleCloudPlatform/cpp-docs-samples/tree/master/iot/
mgqtt-ciotc

5.3.4 GCP Demo for iMX Linux / Raspberry Pi

This demo demonstrates connection to Google Cloud Platform using pre-provisioned device credentials and pub-
lish/subscribe procedure using MQTT.

Prerequisites

e GCP account
e SD Card image with SE050 Middleware pre-installed. The application is built on the iMX platform.
o IMX6UL-EVK/RPi platform connected to the Internet
o Install autoconf and libtool. Execute - sudo apt-get install autoconf libtool
For additional information:
e Refer to Development Platforms for hardware setup and iMX setup

e Refer to CLI Tool for ssscli tool setup

Preparing the credentials and Provision the SE

1) Complete Section 9.3 Steps needed before running ssscli tool

2) To create certificates on imx and Raspberry Pi, call:

cd simw-top/pycli/Provisioning
python3 GenerateGCPCredentials.py
python3 ResetAndUpdate_GCP.py

Note: Provisioning of the keys is done with default policies. Refer - Section 9.9 to change the scripts to add
required policies.

3) Certificates and Keys are generated at simw-top/pycli/Provisioning/gcp
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Build the OpenSSL engine [Optional]

Note: This step is optional in case you are using a prepared SD card image from NXP.

The OpenSSL engine uses the sss abstraction layer to access the crypto services of the secure element, the implemen-
tation remains dependent on the secure element attached. The following illustrates compiling the OpenSSL engine for
SEO050 connected over 12C.

cd simw-top

python scripts/create_cmake_projects.py

cd ../simw-top_build/imx_native_se050_tloi2c
cmake —--build .

make install

ldconfig /usr/local/lib

Note: Replace imx_native_se050_tloi2c with raspbian_native_se050_tloi2c when building for
Raspberry Pi.

Building the application

1) Use ‘buildScript.sh’ script at simw-top/demos/linux/gcp/ to download all dependencies and build the mqtt ap-
plication for gcp call:

cd /simw-top/demos/linux/gcp/
./buildScript.sh

Note: Demo is tested with GCP client code with commit - 6b003f5ad945fdfd3788af275174a8bcb3aab095. ‘build-
Script.sh’ will download the same.

1) Search for default_algorithms in /simw-top/demos/linux/common/openssl_sss_se050.cnf
file and set it as

default_algorithms = RSA,RAND,ECDSA,ECDH - --———- For openssl 1.0.0
default_algorithms = RSA,RAND,EC ————= For openssl 1.1.1

2) Set the openssl config path. Skip if already done:

$ export OPENSSL_CONF=/simw-top/demos/linux/common/openssl_sss_se050.cnf

3) Upload the root certificate (/simw-top/pycli/Provisioning/gcp/rootCA_certificate.cer) and device certificate
(/simw-top/pycli/Provisioning/gcp/<UID>_device_certificate.cer) to GCP account. Refer Preparing the Cloud.
Skip if already done.

4) Run the application call:

cd /simw-top/demos/linux/gcp/gcp/cpp-docs-samples/iot/mgtt-ciotc

$ ./mgtt_ciotc --deviceid "nxp-ecc-dev-01" --region "us-centrall" --registryid,
—"nxp-se-demo-reg" --projectid "pgh-cloud-iot" --keypath /simw-top/pycli/
—Provisioning/gcp/<UID>_device_reference_key.pem --rootpath /simw-top/demos/
—linux/gcp/keys/roots.pem ——algorithm ES256
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Note:
1. The above example is for illustrative purpose
2. Export the open ssl conf path to the exact location of the file.

3. While executing the application, use the appropriate values for registryid, projectid, keypath, rootpath and algo-
rithm

Appendix

1. For more information, refer to https://github.com/GoogleCloudPlatform/cpp-docs-samples/tree/master/iot/
mgqtt-ciotc

5.3.5 IBM Watson Demo for KSDK

This demo demonstrates connection to IBM Watson IoT platform using pre-provisioned device credentials and pub-
lish/subscribe procedure using MQTT

Prerequisites

e Active IBM Watson account

o MCUXpresso installed (for running IBM demo on K64F)

e Any Serial communicator

e Flash VCOM binary on the device. VCOM binary can found under <PROJECT>binariesMCU folder.

e Refer to CLI Tool for ssscli tool setup

Build Plug & Trust middleware stack. (Refer Building / Compiling)

Using WiFi with LPC55S

WiFi shield CMWCI1ZZABR-107-EVB by muRata is supported with LPCS55S. Mount the WiFi shield on to the
mikroBUS stackable headers.

Setting up IBM Watson loT Platform
1. Create an IBM ID which enables you to create an service instance for the Watson IoT platform (https://idaas.
iam.ibm.com/idaas/mtfim/sps/authsvc?Policyld=urn:ibm:security:authentication:asf:basicldapuser)
2. Create an instance of Internet of Things Platform in the Watson IoT after logging in.

3. Register the Root CA certificate (and Intermediate CA certificates if applicable) by following the below link
https://console.bluemix.net/docs/services/loT/reference/security/set_up_certificates.html#set_up_certificates

i) Click on ‘Launch’ button to access to the IoT dashboard
ii) Click on ‘Settings’ tab
iii) Click on ‘CA Certificates’
iv) Click on ‘Add Certificate’
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v) A new pop-up appears. Click on ‘Select a file’ option and select the certificate
vi) Click on ‘Save’
4. Configure the security policies of the service by following steps
i) Click on ‘Security’ tab
ii) Click on the pencil of ‘Connection Security’ to edit the preferences

iii) A new window is loaded, ‘Connection Security’. In the Security Level field, select “TLS with Client
Certificate Authentication’.

iv) click on ‘Save’
5. Register Device type
1) In the service, Click on ‘Devices’ tab and ‘Device Types’
ii) Click on ‘Add device type.

iii) Select the ‘Device’ type and write a name. Device type shall be registered as ‘NXP-SE050-EC-D’ and
Optionally, add a description.

iv) Click ‘Next’

v) Optionally, add information to the rest of the fields. In this guide all the fields have been intentionally left
empty. Finally, click ‘Done’.

vi) For  more information, refer to  https://console.bluemix.net/docs/services/IoT/  iotplat-
form_task.html#iotplatform_task

6. Register device
i) Click on ‘Devices’ tab.
ii) Click on ‘Add Device’

iii) In the ‘Identity’ tab, select as ‘Device Type’ the one created in ‘Register Device type’ and the ‘Device ID’
the one retrieved using the pycli tool (UID of the device)

iv) Click on ‘Next’ button
v) Click Done button to create the device
7. Configure the application.

i) In the ‘watson_iot_config.h’ file, wupdate the org details in the macro “WATSO-
NIOT_MQTT_BROKER_ENDPOINT” which we get from the URL of the dashboard https:
/lorg_id.internetofthings.ibmcloud.com/dashboard/#/overview

ii) update the org details and UID of the device in the macro ‘“WatsonechoCLIENT_ID’ which is available in
‘watson_iot_config.h’

8. Configuring the publish application
Create API key and authentication pair token
1) In the Watson IoT Platform dashboard, go to Apps > API Keys.
ii) Click Generate API Key.

Note: Important: Make a note of the API key and token pair. Authentication tokens are non-recoverable.
If you lose or forget this token, you will need to re-register the API key to generate a new authentication
token.
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An example of an APl key is a-organization_id-a84ps90Ajs

An example of a token is MP$08VKz ! 8rXwnR—Q*
iii) Add a comment to identify the API key in the dashboard, for example: Key to connect my application.
iv) Click Finish

Creating and updating device keys and certificates to SE

1) Complete Section 9.3 Steps needed before running ssscli tool
2) Check the vcom port number

3) To create certificates on windows and provision, go to simw-top/pycli directory and call:

call venv\Scripts\activate.bat

cd Provisioning

python GenerateIBMCredentials.py <COM_PORT>
python ResetAndUpdate_IBM.py <COM_PORT>

Note: Provisioning of the keys is done with default policies. Refer - Section 9.9 to change the scripts to add
required policies.

4) Certificates and Keys are generated at simw-top/pycli/Provisioning/ibm

Building the Demo

1) Open cmake project found under <SIMW-TOP>projects in MCUXPRESSO IDE
2) Update cmake options::

e RTOS=FreeRTOS

e mbedTLS_ALT=SSS
3) Update the build target in make file

e Project:cloud_ibm_watson

Running the Demo

1. In the ‘watson_iot_config.h’ file, update the org details in the macro “WATSO-
NIOT_MQTT_BROKER_ENDPOINT” which we get from the URL of the dashboard https:
/lorg_id.internetofthings.ibmcloud.com/dashboard/#/overview

2. Update the org details and UID of the device in the macro ‘WatsonechoCLIENT_ID’ which is available in
‘watson_iot_config.h’

In OrgDetails.cfg file, update the Org details which we got from the previous step in the ‘org’ section

In OrgDetails.cfg file, update the auth-key which we got from the above sections in to the ‘auth-key’ section
Upate the UID of the device in the application test.py (at Line 40)

Build the project and flash the binary on FRDM-K64F board

N o AW

Connect your board to open network
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8. Open a serial terminal on PC for OpenSDA serial device with these settings:
e 115200 baud rate

e § data bits

No parity

One stop bit

e No flow control

e change Setup—>Terminal->New-line—>Receive—>AUTO
9. Press reset button on the board

10. To see the event coming in to device and event going out of the device, login to the Watson IoT platform and
launch the service: i) Click ‘Devices’ #) Click the registered device id #) Click ‘Recent Events’ #) Events will
be displayed in portal

11. Persistent RED LED ON indicates error

12. All lights off along with the following message indicates readiness to subscribe messages fromAWS:

Subscribing...
-—>sleep
-—>sleep
Publish done

13. Run the Publish application to publish events to the device.

To do that, run:

python test.py OrgDetails.cfg GREEN ON

The above command ensures that the green LED is turned ON. Similarly RED and BLUE LED can be turned
ON and OFF

14. Events that are published shall be verified in the Watson Platform Dashboard(Refer to section 15)

Appendix

1. For more information, refer to https://cloud.ibm.com/docs/services/loT?topic=iot-platform-about_iotplatform

5.3.6 IBM Watson Demo for iMX Linux / Raspberry Pi

This demo demonstrates connection to IBM Watson IoT platform using pre-provisioned device credentials and pub-
lish/subscribe procedure using MQTT

Prerequisites

e IBM Cloud account
e SD Card image with SE050 Middleware pre-installed. The application is built on the iMX platform.
o IMXO6UL-EVK platform connected to the Internet

For additional information:

e Refer to Development Platforms for hardware setup and iMX setup
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e Refer to CLI Tool for ssscli tool setup

Preparing the credentials

1) Complete Section 9.3 Steps needed before running ssscli tool

2) To create certificates on imx and Raspberry Pi, call:

cd simw-top/pycli/Provisioning
python3 GenerateIBMCredentials.py
python3 ResetAndUpdate_IBM.py

Note: Provisioning of the keys is done with default policies. Refer - Section 9.9 to change the scripts to add
required policies.

3) Certificates and Keys are generated at simw—top/pycli/Provisioning/ibm

e The subject and subject alternative name of the device certificate must adhere to specific conventions. Both
subject and subject alternative name contain the 10 byte UID value. In addition the Subject Alternative Name
contains the device type.

Build the OpenSSL engine [Optional]

Note: This step is optional in case you are using a prepared SD card image from NXP.

The OpenSSL engine uses the sss abstraction layer to access the crypto services of the secure element, the implemen-
tation remains dependent on the secure element attached. The following illustrates compiling the OpenSSL engine for
SE050 connected over 12C.

cd simw-top

python scripts/create_cmake_projects.py

cd ../simw-top_build/imx_native_se050_tloi2c
cmake —--build .

make install

ldconfig /usr/local/lib

Note: Replace imx_native_se050_tloi2c with raspbian_native_se050_tloi2c when building for
Raspberry Pi.

Running the Demo on iMX/Raspberry Pi

1) Use ‘buildScript.sh’ script at <MW_SRC_DIR>/simw-top/demos/linux/ibm_watson_iot to down-
load all dependencies and build the mqtt application for ibm_watson call:

cd /simw-top/demos/linux/ibm_watson_iot
./buildScript.sh

2) Based on OpenSSL version and applicable Secure Element, select the appropriate configuration file in
<MW_SRC_DIR>/simw-top/demos/linux/common directory:
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opensslll_sss_a7lch.cnf  ————-— OpenSSL 1.1.1 and A71CH
opensslll_sss_se050.cnf  ————— OpenSSL 1.1.1 and SEO050
openssl_sss_a7lch.cnf —-———— OpenSSL 1.0.0 and A71CH
openssl_sss_se050.cnf  ———— OpenSSL 1.0.0 and SEO050

3)

Set the openssl config path. Skip if already done:

$ export OPENSSL_CONE=<MW_SRC_DIR>/simw-top/demos/linux/common/<appropriate-cnf-
—file>

4)

5)

Upload the root certificate (<MW _SRC_DIR>/simw-top/pycli/Provisioning/ibm/rootCA_certificate.crt) to your
IBM account. Refer to Setting up IBM Watson IoT Platform for instructions on uploading the Root CA certificate

and registering the device. Skip if already done.

Run the application in either of the following two ways:

e Parameters via commandline:

./watson_imx_linux —--org <ORG> —--keypath <MW_SRC_DIR>/simw-top/pycli/
—Provisioning/ibm/<UID>_device_reference_key.pem —--devcert simw-top/pycli/
—Provisioning/ibm/<UID>_device_certificate.cer —--topic,,
—"iot-2/evt/status/fmt/json" —-payload ""{\"d\"\ :\

—{\"SensorID\":\ \"Test\"\,\ \"Reading\":\ 7\ }}""

where ORG is the organization ID, keypath is the path to reference key corresponding to the device key
and devcert is the path to device certificate.

e Parameters via json file:

./watson_imx_linux —--json <input.txt>
Sample JSON file:
{
"hostname": "orgID.messaging.internetofthings.ibmcloud.com",
"protocol": "MQTTS",
"port": "8443",
"devcert":
—"cert_0000000000000000000000000000000000000000000000000000000000000092 . pem",
"keypath":
—"keyref_ 0000000000000000000000000000000000000000000000000000000000000092 .pem"
<
"payload": "HelloMessage",
"topic": "iot-2/evt/status/fmt/string",
"rootpath": "rootCA.pem"
}

Note:

1) The above example invocation is for illustrative purpose.

2) Export the open ssl conf path to the exact location of the file.

3) While executing the application, use the appropriate values for org, keypath and devcert.
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Appendix

1. For more information, refer to https://cloud.ibm.com/docs/services/IoT?topic=iot-platform-about_iotplatform

2. <MW_SRC_DIR> is a placeholder for the path to the Plug & Trust MW. It would typically be
/home/root/se050_mw_v02.08.00 (or a later version) on i.MX.

5.3.7 Azure Demo for KSDK

This demo demonstrates connection to Azure IoTHub using pre-provisioned device credentials and demonstrates
publish/subscribe procedure using MQTT.

Prerequisites

e Active azure account with iot hub created

o MCUXpresso installed (for running azure demo on K64F)

e Any Serial communicator

e Flash VCOM binary on the device. VCOM binary can found under <PROJECT>/binariesMCU folder.

e Refer to CLI Tool for ssscli tool setup

Build Plug & Trust middleware stack. (Refer Building / Compiling)

Using WiFi with LPC55S

WiFi shield CMWCI1ZZABR-107-EVB by muRata is supported with LPCS55S. Mount the WiFi shield on to the
mikroBUS stackable headers.

Creating a device on azure loT Hub portal

1. Navigate to the Dashboard —> <Your IoT Hub> —> “IoT Devices”

2. Add a new device (e.g. devicel), and for its authentication type choose X.509 CA Signed

Note: Creating a new device For large deployment of device, creating a device on azure iot hub can be done
using Azure IoT service SDK

Creating and updating device keys and certificates to SE

1) Complete Section 9.3 Steps needed before running ssscli tool
2) Check the vcom port number

3) To create certificates on windows and provision, go to simw—-top/pycli directory and call:

call venv\Scripts\activate.bat

cd Provisioning

python GenerateAZURECredentials.py <COM_PORT>
python ResetAndUpdate_AZURE.py <COM_PORT>
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Note: Provisioning of the keys is done with default policies. Refer - Section 9.9 to change the scripts to add
required policies.

4) Certificates and Keys are generated at simw-top/pycli/Provisioning/azure

Uploading root certificates to loT Hub
1) On Azure IoT Hub portal, Navigate to Dashboard —--> <Your IoT Hub> --> Certificates.
Click on Add

2) Enter a friendly name and upload the root certificate created in the previous step. Location - simw-top/
pycli/Provisioning/azure/RootCA.cer -> Save

3) Your certificate will show in the Certificate Explorer list. Click on certificate added
4) In Certificate Details, click Generate Verification Code

5) The provisioning service creates a Verification Code that you can use to validate the certificate ownership. Copy
the code to your clipboard

6) Use the verification_certificate.py to generate a verify certificate (verifyCert4.cer)

cd simw-top/pycli/Provisioning
python verification_certificate.py <RootCA_Certificate> <RootCA_Keypair>

—<Verification Code>

7) OnAzure portal —-> Certificate Details, upload the verifyCert4.cer file generated and click Ver-
ify.

STATUS of your certificate should change to Verified in the Certificate Explorer list

Building the Demo

1) Open cmake project found under <SIMW-TOP>projects in MCUXPRESSO IDE
2) Update cmake options::

e RTOS=FreeRTOS

e mbedTLS_ALT=SSS
3) Update the build target in make file

e Project:cloud_azure

Running the Demo
1) Update AZURE_IOT_HUB_NAME and AZURE_DEVICE_NAME in <PROJECT>\demo\azure_demo\azure_iot_confi
h with your details
2) Build the project and flash the binary on FRDM-K64F board
3) Connect your board to open network
4) Open a serial terminal on PC for OpenSDA serial device with these settings
e 115200 baud rate

e 8 data bits
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e No parity

e One stop bit

e No flow control

e change Setup->Terminal->New-line->Receive->AUTO
5) Console Output

e Press reset button on the board If everything is setup correctly, the output would be as follows:

Connecting to network
Getting IP address from DHCP

IPv4 Address : 192.168.0.68
DHCP OK
MQTT attempting to connect to 'dev2'...

4
|
|
|
|
|
|
|
|
| Signing using key 1X

| MQTT Echo demo subscribed to devices/dev2/messages/devicebound/#
| ——>sleepEcho successfully published

| Echo successfully published

| ——>sleepEcho successfully published

| Echo successfully published

|

|

|

|

e You can use device explorer tool to control the on-board LEDs. Open device explorer tool and update the IoT
Hub connection string to connect to azure IoT hub, IoT Hub connection string is found at Azure IoT Hub ->
Shared access policies -> iothubowner -> Connection String Primary key

e In the “Message To Devices” tab, select the device and send the message as:

14

| {"greenn: "toggle"}, {"green": "on"}, {"red": "Off"}

Appendix

1. for more inforation, refer to https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-mqtt-support

5.3.8 Azure Demo for iMX Linux / Raspberry Pi

This demo demonstrates connection to Azure IoTHub using pre-provisioned device credentials and demonstrates
publish/subscribe procedure using MQTT.

Prerequisites

e Azure account

e SD Card image with SE050 Middleware pre-installed. The application is built on the iMX platform.
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o IMX6UL-EVK platform or Raspberry pi connected to the Internet

Preparing the credentials and Provisioning the secure element

Use ssscli tool from iMX/Rpi platform
1) Complete Section 9.3 Steps needed before running ssscli tool

2) To create certificates on imx and Raspberry Pi, call:

cd simw-top/pycli/Provisioning
python3 GenerateAZURECredentials.py
python3 ResetAndUpdate_AZURE.py

Note: Provisioning of the keys is done with default policies. Refer - Section 9.9 to change the scripts to add
required policies.

3) Certificates and Keys are generated at simw-top/pycli/Provisioning/azure

Registering Device

To register the device onto the IoT Hub portal, we can either upload Root credentials manually or we can register an
individual device using azure_imx_register application. If you wish to upload Root credentials, skip the next
steps and proceed to Uploading root certificates to IoT Hub.

Create device enrollment in azure loT Hub portal

This step is only for individual device enrollment.

Prerequisite: Azure IOT hub and Azure IOT HUB DPS account which are linked.
Refer: https://docs.microsoft.com/en-us/azure/iot-dps/tutorial-set-up-cloud
https://docs.microsoft.com/en-us/azure/iot-dps/quick-setup-auto-provision

Once required accounts exist we can enroll the devices. For this we only need device certificate which we created in
above steps.

Follow the steps to enroll the device: https://docs.microsoft.com/en-us/azure/iot-dps/tutorial-provision-device-to-hub

Note: When creating device certificates be sure to use only lower-case alphanumerics and hyphens in your device
name.

Run azure_imx_register application to register the device onto your IoT Hub.

azure_imx_register application can take parameters either via JSON file or via command line. The required
parameters are:

e registerid: Registration id of the device (common name of device certificate)
e keypath: Path to reference key pem file
e devcert: Path to device certificate

e rootpath: Path to azure root CA certificate
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e idscope: IDScope (can found in Azure [oT-DPS account - Overview)

Run via command line as:

./azure_imx_register --registerid test-device --keypath keyref.pem --rootpath,
—azureRootCA.pem --devcert cert.pem —--idscope 0ne00068F95

Or pass JSON file as:

./azure_imx_register —--json json_register_config. json

Sample JSON file:

{
"devcert": "cert.pem",
"keypath": "keyref.pem",
"id_scope": "One00068F95",
"registration_id": "test-device",
"rootpath": "azureRootCA.pem"

Upon successful registration, “DevicelD”.txt file is created with DevicelD, assigned hub along with keyref, device
certificate and root certificate path. This file can be given as input to connect to device and send messages.

The device is now registered and appears on IoT Azure hub under devices tab

We can pass this JSON file to azure_imx_connect application to connect to IoT Hub. You can skip the next step
and proceed to Build the OpenSSL engine [Optional].

Uploading root certificates to loT Hub
1) On Azure IoT Hub portal, Navigate to Dashboard —--> <Your IoT Hub> --> Certificates.
Click on Add

2) Enter a friendly name and upload the root certificate created in the previous step. Location - simw-top/
pycli/Provisioning/azure/RootCA.cer -> Save

3) Your certificate will show in the Certificate Explorer list. Click on certificate added
4) In Certificate Details, click Generate Verification Code

5) The provisioning service creates a Verification Code that you can use to validate the certificate ownership. Copy
the code to your clipboard

6) Use the verification_certificate.py to generate a verify certificate (verifyCert4.cer)

cd simw-top/pycli/Provisioning
python verification_certificate.py <RootCA_Certificate> <RootCA_Keypair>
—<Verification Code>

7) OnAzure portal -> Certificate Details,upload the verifyCert4.cer file generated and click Ver-
ify.

STATUS of your certificate should change to Verified in the Certificate Explorer list

Build the OpenSSL engine [Optional]
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Note: This step is optional in case you are using a prepared SD card image from NXP.

The OpenSSL engine uses the sss abstraction layer to access the crypto services of the secure element, the implemen-
tation remains dependent on the secure element attached. The following illustrates compiling the OpenSSL engine for
SE050 connected over I12C.

cd simw-top

python scripts/create_cmake_projects.py

cd ../simw-top_build/imx_native_se050_tloi2c
cmake —-build

make install

ldconfig /usr/local/lib

Note: Replace imx_native_se050_tloi2c with raspbian_native_se050_tloi2c when building for
Raspberry Pi.

Run the example

1) Use ‘buildScript.sh’ script at simw-top/demos/linux/azure/ to download all dependencies and build the mqtt
application for azure call:

cd /simw-top/demos/linux/azure
./buildScript.sh

2) Based on OpenSSL version and applicable Secure Element, select the appropriate configuration file in
<MW_SRC_DIR>/simw-top/demos/linux/common directory:

opensslll_sss_a7lch.cnf  ————- OpenSSL 1.1.1 and A71CH
opensslll_sss_se050.cnf  ————- OpenSSL 1.1.1 and SE050
openssl_sss_a7lch.cnf  —-———- OpenSSL 1.0.0 and A71CH
openssl_sss_se050.cnf  ————— OpenSSL 1.0.0 and SEO050

3) Set the openssl config path as call:

$ export OPENSSL_CONF=/simw-top/demos/linux/common/<appropriate-cnf-file>

4) To run the application, call:

$ ./azure_imx_connect —--deviceid "<devive_name>" --keypath simw-top/pycli/
—Provisioning/azure/<UID>_device_reference_key.pem —--rootpath simw-top/demos/
—linux/azure/azureRootCA.pem —--devcert simw-top/pycli/Provisioning/azure/<UID>_
—device_certificate.cer —--hubname <IotHubName>.azure-devices.net —--username
—<IotHubName> —--payload "<MESSAGE>"

Or pass JSON file as:

./azure_imx_connect --Jjson json_connect_config. json

Sample json_connect_config.json:

{

"assignedHub": "ABCD.azure-devices.net",

(continues on next page)
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(continued from previous page)

"deviceId": "test-device",

"registration_id": "test-device",

"status": "assigned",

"keypath": "keyref.pem",

"devcert": "cert.pem",

"rootpath": "azureRootCA.pem",

"payload": "hello message from device test-device"
}

Note: If you have used azure_imx_register application, json_connect_config. json is same as
"DeviceID".txt

Note:
1) Export the OpenSSL conf path to the exact location of the file. The above example is for illustrative purpose

2) While executing the application, use the appropriate values for device cert, Device id, Path, hubname and user-
name

5.4 Linux Specific Demos

5.4.1 Greengrass Demo for Linux

AWS IoT Greengrass is a software provided by AWS to extend cloud capabilities to locally connected devices. This
allows local devices to publish/subscribe to a topic even if there is no connectivity with AWS IoT console. A Green-
grass group consists of a Greengrass core, multiple Greengrass devices connected to that core, and lambda functions
and other services running on that core. In this, the Greengrass core performs the functions of AWS IoT console.

Also see What Is AWS IoT Greengrass for more details about AWS IoT Greengrass.

This demo is to demonstrate how to integrate SE050 with AWS IoT Greengrass core and RaspberryPi as hardware
security to store core specific credentials for IoT client and MQTT server.

Note: Hardware security feature is available only for AWS IoT Greengrass Core v1.7 and later. We have used
Greengrass core v1.10.0 for integration

Prerequisites

o AWS Greengrass account (Also see supported regions for Greengrass)

RaspberryPi 3 Model B+ or Model B. The architecture of your Pi must be armv71 or later

Raspbian Buster operating system
Python 2.7
ssscli Tool. Refer to CLI Tool

188 Chapter 5. Demo and Examples


https://docs.aws.amazon.com/greengrass/latest/developerguide/what-is-gg.html

Plug & Trust MW Documentation, Release v04.01.01

Preparing the Greengrass group

1y

2)

3)

4)

Follow the modules 1 and 2 as described in Environment Setup for Greengrass to set up Greengrass group and
Greengrass core.

Note: In Module 2, if you choose Easy Group Creation, AWS will create credentials for Greengrass IoT core
and provision in the registry. Skip the next step if you choose Easy Group Creation. You could otherwise create
your own credentials and provision AWS registry as explained in the next step.

If you wish to use your own credentials, upload the your RootCA and verification certificate in Secure—>CAs
tab under IoT Core.

e While creating Greengrass group, choose Advanced group creation.

e You can either assign IAM role or skip it for later.

e Under Set up your security, choose Advanced setup and then choose Use my certificate.
e Select your active RootCA certificate and upload corresponding device certificate

If you used your own credentials, download sample config. json file for greengrass available at AWS IoT
Greengrass Core Configuration File

After completing Module 2, store your device certificate under certs directory where you have extracted AWS
IoT Greengrass core software (by default /greengrass directory) and the downloaded config. json under
config directory.

Do NOT run the daemon yet.

Provisioning SE050 and Building PKCS#11 library

1y
2)
3)

4)

Before running the Greengrass daemon, you would need to provision your SE050 and build PKCS#11 library.
Complete Section 9.3 Steps needed before running ssscli tool for ssscli tool setup

Run the following steps to provision your SE050 with Greengrass core keypair:

ssscli connect se050 tloi2c none

ssscli se05x reset

ssscli set ecc pair 0x20181001 <path-to-core-keypair>
ssscli disconnect

Note: Greengrass uses labels to address objects on tokens. To make the PKCS#11 library use a specific keylID,
the label should start with sss: followed by 32-bit keyID in hexadecimal format (little endian). For example,
the label for the command used above would be sss:01101820.

Build and install PKCS#11 library for Greengrass core. Refer to Section 8.7 PKCS#11 Standalone Library

Updating Greengrass configuration

If you have successfully completed Preparing the Greengrass group, you would have config. json under config
directory of AWS IoT Greengrass core software (by default as /greengrass directory). A sample of config.
jsonis:
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"coreThing" : {
"caPath" : "root.ca.pem",
"certPath" : "hash.cert.pem",
"keyPath" : "hash.private.key",
"thingArn" : "arn:partition:iot:region:account—id:thing/core-thing-name",
"iotHost" : "host-prefix-ats.iot.region.amazonaws.com",
"ggHost" : "greengrass-—-ats.iot.region.amazonaws.com",
"keepAlive" : 600
}I
"runtime" : {
"cgroup" : {
"useSystemd" : "yes"
}
}I
"managedRespawn" : false,
"crypto" : {
"principals" : {
"SecretsManager" : {
"privateKeyPath" : "file:///greengrass/certs/hash.private.key"
}I
"IoTCertificate" : {
"privateKeyPath" : "file:///greengrass/certs/hash.private.key",
"certificatePath" : "file:///greengrass/certs/hash.cert.pem"
}
}I
"caPath" : "file:///greengrass/certs/root.ca.pem"

Remove the caPath, certPath, and keyPath values from the coreThing object.

Update the certificatePath property of IToTCertificate object to the path of device certificate.

Note: Currently AWS IoT Greengrass core does not support loading certificates from hardware. These have to be
provided as a path to a file on filesystem.

Update the values of privateKeyPath under SecretsManager and IoTCertificate objects with
pkeslli:object=sss:01101820;type=private.

Add the following MQTTServerCertificate objectunder principals object:

"MQTTServerCertificate": {
"privateKeyPath": "pkcsll:object=sss:01101820;type=private"

Add the following PKCS11 object under crypto object:

"PKCS11": {
"Pl1lProvider": "/path/to/libsss_pkcsll.so",
"slotLabel": "SSS_PKCS11",
"slotUserPin": "1234"

Add commas where needed to create a valid JSON document.

In this file, we have used a shared key for MQTTServerCertificate, IoTCertificate and
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SecretsManager components. In PKCS11 object, we specify which PKCS#11 module to load and which slot
to use in that module. All PKCS#11 objects specified for different components will refer to the same token.

Running Greengrass Core

Start the Greengrass daemon by running the following command in ggc/core directory under AWS IoT Greengrass
core software directory:

sudo ./greengrassd start

The Daemon should start successfully. If you face any problem while starting the Greengrass daemon, refer to Trou-
bleshooting section below. Also see runtime logs under /greengrass/ggc/var/log/system directory.

Connecting Devices to Greengrass Core

Follow steps mentioned from Module 3 to test Greengrass connectivity: Lambda Functions on AWS IoT Greengrass

Over-The-Air (OTA) Updates

To configure your device for OTA updates, you also need additional PKCS#11 engine for OpenSSL. You can use
OpenSC’s 1ibpl1 as the engine. It is recommended that you build the engine manually.

Run the following commands:

git clone https://github.com/OpenSC/libpll.git

cd libpll
sudo apt install pkgconf libssl-dev libtool
autoreconf —--verbose --install —--force

./configure && make && sudo make install

This will build the PKCS#11 engine for OpenSSL. Next, you have to specify the paths to the engine in your OpenSSL
configuration file. Instead of editing default OpenSSL configuration file, you can maintain two separate files.

Place this line at the top, before any sections are defined:

openssl_conf = openssl_init

At the end of the file add the following configuration:

[openssl_init]
engines=engine_section

[engine_section]
pkcsll = pkcsll_section

[pkcsll_section]

engine_id = pkcsll

dynamic_path = /usr/lib/arm-linux—-gnueabihf/engines-1.1/pkcsll.so
MODULE_PATH = /usr/local/lib/libsss_pkcsll.so

init = 0

Here, dynamic_path is the path to PKCS#11 engine .so file. This is installed in /usr/lib/
arm-linux-gnueabihf/ directory. This path will also be printed out while installing 1ibp11 library.

MODULE_PATH is the path to the PKCS#11 library installed in Section 8.7 PKCS#11 Standalone Library.
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You can also test if OpenSSL is able to load the PKCS#11 library by executing the following command:

openssl engine dynamic -pre SO_PATH:/usr/lib/arm-linux—-gnueabihf/engines-1.1/pkcsll.
—s0 —-pre ID:pkcsll -pre LOAD -pre MODULE_PATH:/usr/local/lib/libsss_pkcsll.so

You should be able to see the following output:

(dynamic) Dynamic engine loading support

[Success]: SO_PATH:/usr/lib/arm-linux—-gnueabihf/engines-1.1/pkcsll.so
[Success]: ID:pkcsll

[Success]: LOAD

[Success]: MODULE_PATH:/usr/local/lib/libsss_pkcsll.so

Loaded: (pkcsll) pkcsll engine

Follow the steps listed in OTA Updates of AWS IoT Greengrass Core Software to configure the backend for OTA
updates.

Troubleshooting

1) Error message greengrass deployment failed too many levels of symbolic links

Check if your linux supports OverlayFS. Also confirm that the Raspberry Pi image version matches the version
specified in Setting Up a Raspberry Pi. Currently, AWS IoT Greengrass Core has been tested on 2019-07-10-
raspbian-buster image. Greengrass core might not work with other images like Raspbian Stretch.

2) Error message connection reset by peer.

Add properties iotHttpPort and ggHttpPort to coreThing object as:

"iotHttpPort" : 443,
"ggHttpPort" : 443

If you face any other issue, refer to Troubleshooting AWS IoT Greengrass.

5.4.2 OpenSSL Engine: TLS Client example for iMX/Rpi3

e DocRevision : 0.94
e Date : 2020-01-14

This section explains how to set-up a TLS link using the SE050 OpenSSL Engine on the client side. A note at the
bottom of this page (Section 5.4.2) highlights the changes in case one uses an A71CH secure element.

Summary

The TLS demo demonstrates setting up a mutually authenticated and encrypted link between a client and a server
system. The keypair used to identify the client is stored in the Secure Element. The keypair used to identify the server
is simply available as a pem file.

The public keys associated with the respective key pairs are contained in respectively a client and a server certificate.
The CA is a self-signed certificate. The same CA is used to sign client and server certificate.

One can choose the keymaterial (CA, Client and Server) to be either RSA (4096 CA - 2048 client/server) or EC
(prime256v1).

The TLS demo comes in two flavours:
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1. Flavour-A: The standard OpenSSL tools s_server and s_client are used to set-up and demonstrate the TLS link.
The certificates used are simply stored on the file system of the host. The client uses the keypair stored inside
the SE050.

2. Flavour-B: A TLS client program - included in source code (tIsSe050Client.cpp) - retrieves the client certificate
from the SE050 and uses the keypair stored inside the SE050. It establishes a TLS connection with the server
process s_server.

Steps in Section 5.4.2 to Section 5.4.2 are identical for the two demo flavours.

Credential preparation (execute once) [Optional]

> cd demos/linux/tls_client
> ./scripts/createTlsCredentials_Optional.sh <ECC|RSA>

Note: The Host SW package comes bundled with the required credentials. The createTlsCredentials_Optional.sh
script will re-create equivalent credentials (but with new/different keypairs)

The script creates all demo required client and server credentials on the client platform. One must transfer the server
credentials to the server platform.

Secure Element preparation (client side)

For the purpose of the demo one MUST inject the TLS client key pair and certificate into the Secure Element and
create a reference pem file referring to the provisioned key pair:

> cd demos/linux/tls_client/scripts
> python3 provisionTlsClient.py —-key_type <eccl|rsa>

Further details on using these scripts can be found in the following:

provisionTIsClient.py

usage: provisionTIsClient.py [-h] —key_type KEY_TYPE [-connection_data CONNECTION_DATA] [-connec-
tion_type CONNECTION_TYPE] [-subsystem SUBSYSTEM]

Provision attached secure element with ECC/RSA keys
Preconditions:
e Secure element attached

e Virtual environment should be activated (not for iMX platform. Refer ssscli installation steps: Plug &
Trust MW, Section 8.3 Steps needed before running ssscli tool)

Postconditions:
e Key pair injected on id referred by KEYPAIR_INDEX_CLIENT_PRIVATE variable
e Ref pem created
o Client certificate injected on id referred by CERTIFICATE_INDEX variable.
optional arguments:

-h, --help show this help message and exit
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required arguments:
--key_type KEY_TYPE Supported key types => ecc, rsa
optional arguments:

--connection_data CONNECTION_DATA Parameter to connect to SE =>eg. COM3, 127.
0.0.1:8050, none. Default: none

--connection_type CONNECTION_TYPE Supported connection types =>tloi2c, sci2c,
vcom, jrcpvl, jrcpv2, pcsc. Default: t1loi2c

--subsystem SUBSYSTEM Supported subsystem => se050, a71ch. Default: se050

Example invocation:

python provisionTlsClient.py ——-key_type ecc

python provisionTlsClient.py --key_type ecc —--connection_data 169.254.0.1:8050
python provisionTlsClient.py —-—-key_type rsa —--connection_data 127.0.0.1:8050 --
—connection_type Jjrcpv2

python provisionTlsClient.py --key_type rsa —--connection_data COM3

python provisionTlsClient.py —--key_type ecc --subsystem a7lch

Server side preparation

Note: The Host SW package comes bundled with the required server credentials.

Ensure the default server credentials or those created under (Section 5.4.2) are available on the server platform.

Start up the server

Note: The server can run e.g. on a PC. The server must be reacheable over the TCP/IP network for the Client. Choose
either a server using EC based credentials or a server using RSA based credentials.

Execute the following command on the server platform to use the EC based server credentials, make a note on the IP
address of the server:

> cd demos/linux/tls_client/scripts
> ./tlsServer.sh <ECDHE|ECDHE_SHA256|max>

Execute the following command on the server platform to use the RSA based server credentials, make a note on the
IP address of the server:

> cd demos/linux/tls_client/scripts
> ./tlsServer.sh RSA

Establish a TLS link from the client to the server

The client process establishing the TLS connection comes in two flavours: either s_client or a program provided in
source code (tlsSe050Client.cpp). Invoke either example through a bash shell script.
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Using s_client

Invoke the script using the IP address of the server as the first argument and ECDHE or ECDHE_SHA?256 as the second
argument (ECDHE corresponding to ECDH ephemeral) when connecting to a server using EC based credentials:

’> ./tlsSeClient.sh <server—-IP-address> <ECDHE |ECDHE_256>

Invoke the script using the IP address of the server as the first argument and RSA as the second argument when
connecting to a server using RSA based credentials:

’> ./tlsSeClient.sh <server-IP-address> RSA

In case OpenSSL 1.1.1 is available on both Client (i.MX or Raspberry Pi) and Server side, it’s possible to request
the usage of the TLS1.3 protocol (by default TLS1.2 is used). This is achieved by setting the environment variable
REQ_TLS to tls1_3:

> REQ_TLS=tlsl_3 ./tlsSeClient.sh <server-IP-address> ECDHE

Using tisSe050Client.cpp

First compile the client program. Ensure all required SE050 specific libraries and header files have been installed on
the linux system. By default this example links to static libraries:

> cd demos/linux/tls_client/build
> cmake ../.
> cmake —--build .

Invoke the script using the IP address of the server as argument:

> ./tlsExtendedSeClient.sh <server—-IP-address> <EC|RSA>

Note: The environment variable REQ_TLS is not applicable to this example. In case OpenSSL 1.1.1 is available on
the client, the actual TLS protocol version used will be negotiated to the highest version supported by both client and
server. Otherwise TLS1.2 will be used.

TLS client example using A71CH

Introduction

The TLS client example can also be used in combination with an A71CH secure element (in EC mode only). The
following steps are different:

— secure element preparation
- client program invocation

Secure Element preparation (client side)

Specify an additional option ——subsystem a7lch:
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> python3 provisionTlsClient.py --key_type ecc —--subsystem a7lch

Invocation of client program

Set the environment variable REQ_SE to a71ch when invoking the client program:

> REQ_SE=a7lch ./tlsSeClient.sh 192.168.1.190 ECDHE
> ... Or ...
> REQ_SE=a7lch ./tlsExtendedSeClient.sh 192.168.1.190 EC

5.4.3 Access Manager: Manage access from multiple (Linux) processes to an
SEO05x loT Applet

e DocRevision : 0.93
e Date : 2020-10-20

Summary

The Access Manager supports concurrent access from multiple linux processes to an SE05x IoT applet. The Access
Manager can establish a connection to the SE05x either as a plain connection or as an SCP03 platform connection.
Client processes connect over the JRCPv1 protocol to the accessManager. Refer to Concepts & Features for more
details.

Note: When wusing multiple clients with wuser authentication, build client applications with
-DPTMW_SMCOM: STRING=JRCP_V1_AM option. This will ensure the user session is established in an atomic way
per client connect.

Usage

The accessManager takes two optional arguments 'plain' &

'accessManager':

Platform SCP03: ON.

Incoming connection: localhost.
'accessManager plain':

Platform SCP03: OFF.

Incoming connection: localhost.
'accessManager any':

Platform SCP03: ON.

Incoming connection: any supported address.
'accessManager plain any':

Platform SCP03: OFF.

Incoming connection: any supported address.

any'

Note:
Product Deployment => Enable Platform SCP03 & restrict incoming connection to_
—localhost
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In case STREAM sockets are used client processes must connect to port 8040.
As an example:

e The Access Manager is running on iMX and opens a listening STREAMING socket. Incoming connections can
be restricted to client processes connecting over localhost.

Example invocation. Notice that the Platform SCP03 keys are passed through an environment variable:

root@imx8mgevk:~/mnt/git/simw-top_build_imx8_5_4_24/imx_native_se050_tloi2c# \
EX_SSS_BOOT_SCP03_PATH=/home/root/plain_scp03.txt bin/accessManager

Starting accessManager (Rev.0.9).
Protect Link between accessManager and SE: YES.

accessManager JRCPvl (TloI2C SE side)

Ahh kA hh kA kA hkhkh kA hk bk bk Ak hkhk Ak h ko hkhkhk kA hkhkhk Ak hkhkhkhhkhkhkhkhkhkhk ko hkhk Ak hhkhkhhkkhkhkrhkhkhkhkhkhhkrhkhkxkx*

Server: waiting for connections on port 8040.

Server: only localhost based processes can connect.

e client process connects via JRCPv1 to 127.0.0.1:8040

Example invocation. Notice that the server address is set through an environment variable. In a product deploy-
ment the default server:port address can also be hard-coded to the proper value:

root@imx8mgevk:~/home/root# EX_SSS_BOOT_SSS_PORT=127.0.0.1:8040 se05x_
—ConcurrentEcc

Build

e The Access Manager must be built as a statically linked executable as its communication and authentication
layer is different from the client processes that connect to it.

e Access manager will send “READY=1" start up notification to service manager. This is disabled by default. To
enable, uncomment below lines in simw—-top/hostlib/hostLib/accessManager/CMakelists.
txt file

ADD_DEFINITIONS (-DENABLE_SD_NOTIFY)
TARGET_LINK_LIBRARIES (${PROJECT_NAME} systemd)

Note: To build access manager on RaspberryPi with ENABLE_SD_NOTIFY enabled, install systemd-dev lib
as sudo apt—-get install libsystemd-dev

Build settings to support access to SEO5x on iMX host platform (to be applied on top of a configured host build
area):

cmake —-DPTMW_SCP:STRING=SCP03_SSS -DPTMW_SEO05X_Auth:STRING=PlatfSCP03 —-DPTMW_
<SMCOM: STRING=T1oI2C \

-DWithSharedLIB:BOOL=0FF -DPAHO_BUILD_SHARED:BOOL=FALSE -DPAHO_BUILD_
—STATIC:BOOL=TRUE
cmake —--build . --target accessManager

e The client processes that connect to the Access Manager must be built in a separate build environment. All
session authentication mechanisms are supported, platform SCP03 must be off (platform SCPO03 is handled by
the Access Manager).

Build settings for client processes connecting via Access Manager, in the example no session authentication is
used (to be applied on top of a configured host build area):
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cmake -DPTMW_SEO05X_Auth:STRING=None -DPTMW_SMCOM:STRING=JRCP_V1
cmake --build .

Demo: concurrent access from 2 processes using OpenSSL engine
e The example requires an embedded Linux platform (e.g. an iMX8) with an attached SE05X. Interaction with
the iMX8 is over 3 different shells. These shells can e.g. be established via ssh from a PC on the same network.

e Build the Access Manager in a dedicated workarea, follow build instructions as above. Select static linking,
enable Platform SCP03 and use T10I2C as communication protocol.

e Build the Plug&Trust package in a dedicated workarea, follow build instructions as above. Select None as
authentication mode and use JRCPv1 as communication protocol.

e Start the Access Manager from a dedicated shell (to simplify the demo, Platform SCP03 is not enabled):

./accessManager plain

e Open another shell and configure the attached Secure Element once using the ssscli tool (ensure the installed sss-
cli tool uses JCRPv1 as communication protocol, refer to Communication interface (cmake SMCOM setting)):

cd <plug_and_trust>/simw-top/sss/plugin/openssl/scripts
python3 openssl_provisionEC.py —-key_type prime256v1l —--connection_data 127.0.0.
—1:8040

e From the same shell invoke the OpenSSL Engine to perform various sign/verify operations using the provisioned
EC key pairs:

python3 openssl_EccSign.py —--key_type prime256v1l —--connection_data 127.0.0.1:8040

e Open another shell and invoke the OpenSSL Engine to perform various sign/verify operations using the provi-
sioned EC key pairs:

cd <plug_and_trust>/simw-top/sss/plugin/openssl/scripts
python3 openssl_EccSign.py --key_type prime256v1l —--connection_data 127.0.0.1:8040_
— ——output_dirname output3

e The respective ‘openssl_EccSign.py’ invocations can be repeated, ensure both process invocations run in paral-
lel.

Example programs prepared for concurrent access
The demo folder of the Plug&Trust MW package contains two SSS API based example programs that are compatible
with concurrent access requirements like:
e ability to select a specific (optional) authentication object ID
e provisioned content of secure element is not erased at project start-up
For more details on these examples refer to:
e Section 5.7.26 ECC Concurrent Example

e Section 5.7.27 Symmetric Multi Step Concurrent Example
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Concepts & Features
e The Access Manager uses plain communication or platform SCP03 in the communication with the SE. Select
the mode at start-up.
e Client processes connect to the accessManager using the JRCPv1 protocol

e The user session authentication type is determined at the client build time. User session authentication is trans-
parent to the Access Manager.

e The Access Manager ensures APDU command / response pairs associated with a client process are executed
without interference from another client process.

e The Access Manager does not connect to the SE05x at start up. It waits until a client process initiates a connec-
tion.

e When a client process selects the SE05x IoT applet the applet response is cached by the Access Manager, a
subsequent SE05x IoT applet select by a client process will simply return the cached applet response.

e A card manager select command is intercepted by the Access Manager and a pre-cooked response is provided
to the initiating client process. No interaction with the secure element takes place.

The following figure illustrates the Access Manager is an independent process on the Embedded System providing
indirect access to the Secure Element for client processes.

< JRCPv1

<€+—T1ol2C—»
—

<«+—JRCPv1

Process on Embedded Linux System

The following sequence diagram illustrates two processes connecting through the Access Manager to the Secure
Element.
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2 clients using no session, accessManager uses plain communication to SE
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Restrictions
e Each user session needs to have a different authentication object; i.e. one Authentication Object cannot be used
to open multiple sessions in parallel. This limitation is inherent to the SEO5x user session concept.

e The SE05x does not support more than two active user sessions (based upon either a User ID, AES Key or EC
Key authentication object). The Access Manager does not and - conceptually - cannot monitor the number of
active user sessions.

e The Access Manager only supports concurrent access to the SEO5x IoT applet. Do not access other applets than
the SEO5x applet through the Access Manager.

e The Access Manager does not attempt to re-establish a broken connection to the SE05x. To recognize and
recover from a broken connection, a system integrator must monitor failure to communicate to the Secure
Element by the client processes. As and if required the Access Manager must be restarted and the affected client
processes must reconnect to the Access Manager.

e A client process establishing a user session with the SE05x applet must always close the user session prior to
disconnecting from the Access Manager.

e Selecting another applet than the SEO5x IoT applet is possible but strongly discouraged and not supported.
e The Access Manager does not :

e Handle power management

e Keep track of Secure Element resources

e In a typical deployment the Access Manager and client processes are controlled by another — product specific -
entity on the Embedded System:

e In case of an applet update, the Access Manager must be shut down and control of the secure element must
be handed over to the SEMS Lite update manager.

e A credential update must be coordinated between the consuming processes and the updating process. Such
coordination is out-of-scope of the Access Manager

e Transparent usage of the OpenSSL Engine from different applications implies either no user session
(Auth=None) or using the OpenSSL Engine from isolated environments (with different authentication settings).
This restriction does not apply to applications built directly on top of the SSS APL

e The SSS layer’s implementation of multistep symmetric ciphers does not allow concurrent execution of ciphers
with the same cipher mode (e.g. twice kAlgorithm_SSS_AES_CBC).

Session open retry in client processes (Only for SE05X)

Session open retries can be enabled in client processes if required. (Only  with
~DPTMW_SMCOM: STRING=JRCP_V1_AM build option)

Set env variable EX_SSS_SESSION_OPEN_RETRY_CNT to number of retries required. (Default - 1. Max - 50).

Set env variable EX_SSS_SESSION_OPEN_RETRY_DLY to delay between each retries. (Default - 1 second. Max -
10 seconds).

Build options for A71CH in Access Manager

Scope of A71CH support in Access Manager is limited to the concurrent usage of the SSS based OpenSSL engine.

Build settings to support access to A71CH on iMX host platform (to be applied on top of a configured host build area):
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cmake —-DPTMW_SCP:STRING=SCP03_HostCrypto —-DPTMW_A71CH_AUTH:STRING=SCP03 —-DPTMW_
<»SMCOM: STRING=SCI2C \

-DWithSharedLIB:BOOL=0OFF -DPAHO_BUILD_SHARED:BOOL=FALSE -DPAHO_BUILD_
—STATIC:BOOL=TRUE
cmake --build . --target accessManager

Build settings for A71CH client processes connecting via Access Manager, in the example no session authentication
is used (to be applied on top of a configured host build area):

cmake -DPTMW_A71CH_AUTH:STRING=None —-DPTMW_SMCOM:STRING=JRCP_V1_AM
cmake —-build

When using access manager with SCP03 connection, A71CH needs to be provisioned with SCP03 keys first. This can
be done using A71CH config tool.

Note: A71CH config tool has to be used only in direct connection with A71CH (SMCOM = SCI2C). It cannot be
used in combination with access manager.

Build settings to build A71CH config tool on iMX host platform (to be applied on top of a configured host build area):

cmake —-DPTMW_A71CH_AUTH:STRING=None -DPTMW_SMCOM:STRING=SCI2C
cmake —--build . --target A71CHConfigTool

Provision A71CH with SCPO03 keys using config tool as

./AT71CHConfigTool scp put -h 21 -k simw-top/hostlib/hostLib/accessManager/doc/
—scp03KeyFile.txt

./AT71CHConfigTool scp auth -h 21 -k simw-top/hostlib/hostLib/accessManager/doc/
—scp03KeyFile.txt

Note: Product Deployment => File used to provision SCP03 keys should to be protected on file system.

FILE USED ABOVE IS ONLY FOR DEMONSTRATION PURPOSE. DO NOT USE THE SAME IN PRODUCT
DEPLOYMENT.

Example invocation of access manager for A71CH. Notice that the Platform SCPO3 keys are passed through an envi-
ronment variable:

A71CH_SCPO3_PATH_ENV=simw-top/hostlib/hostLib/accessManager/doc/scp03KeyFile.txt bin/
—>accessManager
Starting accessManager (Rev.0.9).
Protect Link between accessManager and SE: YES.
accessManager JRCPv1l (TloI2C SE side)
Ak hkkhhkhkhkhkhkhkhhkhrAhhhkhhhdhhhhkhkhAhhdhhkhrhhhkrhhdhkhhdhk A hhhkhdhkhkdhkhhkkhhhkhkhhkhhkhdhkrhkkhkdkhrhrhkkhkhrhkhk,xkxk
Server: waiting for connections on port 8040.
Server: only localhost based processes can connect.

Note: 1) A71CH supports some command which can be transmitted without SCP transformation even when SCP is
setup. But, Access manager with SCP channel cannot be used to pass any such commands without SCP transformation.

2) Debug reset command cannot be passed via access manager to A71CH. Access manager will ignore the command
and send pre-cooked success response. To issue debug reset command, use A71CH config tool with direct access to
A71CH.
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3) Use A71CHConfigTool to execute debug reset, before running any sss example.

Access Manager with Unix sockets

By default stream sockets are enabled for access manager. To enable Unix sockets in access manager, build using
below option (to be applied on top of a configured host build area):

cmake -DWithAccessMgr_UnixSocket :BOOL=0ON .
cmake --build . --target accessManager

Access manager on start up will create unix socket file at - var/run/am.

When using access manager with Unix sockets, build client applications also with WithAccess-
Mgr_UnixSocket:BOOL=ON option

Note: Product Deployment => Assign the access permissions of /var/run/am accordingly.

Note: Product Deployment => If you wish to change the unix socket file location of access manager, modify the define
‘UNIX_SOCKET_FILE’ in simw-top/hostlib/hostLib/accessManager/inc/accessManager.h.

Also change the default socket port for client applications by changing -
EX_SSS_BOOT_SSS_SOCKETPORT _DEFAULT in simw-top/sss/ex/inc/ex_sss_ports.h

5.5 OPC-UA Example

5.5.1 OPC UA (Open62541) Demo

Note: The example here is only for demostration of SE05x integration. Do not use the same in product deployment.

Supported Platforms

e Server Platform
e Windows — JRCPv2 — SE050
e iMX6 / RaspberryPi - tloi2c — SE050
o Client Platform
e UaExpert on Windows
e Open62541 client on Windows
e Open62541 client on iMX6 / RaspberryPi
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Introduction

OPC UA (Open Platform Communications Unified Architecture) is an application layer protocol specific to Industrial
IoT. It can run on top of TCP, TCP + Web services or TCP + HTTPS. In this client - server demo, the Open62541
open source OPC UA stack is used for integration with SE050. The server certificate and key are provisioned inside
the SE050, the access to the SE050 is is performed using the SSS APIs. The OPC UA server example source code is
available in directory demos\opc_ua\opc_ua_server. The Open62541 specific adaptation layer to the SE050 is
available in directory sss\plugin\open62541. The source code of the Open62541 stack is available in directory
ext\open62541.

OPC UA stack:
OPC UA Security
Binary Hybrid Web
Services
UA Binary Encoding ] [ UA XML Encoding ]
( UA Secure WS Secure
Conversation Conversation
UATCP ] [ SOAP 1.2 ]
HTTP ] Note: more combinations
TLS ] are possible, e.g. JSON
. encoding is not shown
TCP Protocol ]

4840 443 443

In reference to the above image the demo matches the left arrow:
e UA binary encoding is used
o UA Secure conversation with security policy Basic256Sha256 and Sign and Encrypt mode

e on top of TCP
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OPC-UA and SSS Integration

—

OPC UA server
example

OPC UA CLIENT

Secure channel
E—— =TT gE—

The crypto functionality (as defined by Basic256Sha256) is handled as follows:
o AsymmetricSignatureAlgorithm_RSA-PKCS15-SHA2-256: RSA Sign operation done by SE050
e AsymmetricEncryptionAlgorithm_RSA-OAEP-SHA: RSA Decrypt operation done by SE050

e Symmetric crypto operations are handled by the OPC UA stack on the host micro

Build Open62541 server and client examples

1) Build server and client example

cd simw-top

python3 scripts/create_cmake_projects.py

cd ../simw-top_build/imx_native_se050_tloi2c

cmake -DWithOPCUA_open62541:BOOL=0ON -DHostCrypto:STRING=MBEDTLS -
—DWithSharedLIB:BOOL=0OFF .

cmake —-build .

make install

ldconfig /usr/local/lib

Note: Replace imx_native_se050_tloi2c with raspbian_native_se050_tloi2c when building for
Raspberry Pi.

1) Server and client binaries are copied to the simw-top/tools folder

Test Open62541 server and client examples

1) Client/Server keys are available in simw-top\demos\opc_ual\credentials\. Optionally you can re-
generate the client/server keys with the following command

cd simw-top/demos/opc_ua/scripts
python3 createOPCUACredentials_Optional.py

(continues on next page)
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(continued from previous page)

OPU UA mandates the host name to be part of the subjectAltName in the server
—certificate.

The default server certificate provided with the package uses hostname 'localhost
To create a completely new set of credentials with a specific server hostname /
—~ip-address run

createOPCUACredentials_Optional.py script as

python3 createOPCUACredentials_Optional.py <server_hostname> # Default <server_
—hostname> = localhost

2) Refer to CLI Tool for ssscli tool setup. Using ssscli tool, provision server certificate and key into SE050 and
create a reference pem file for server key

cd simw-top/demos/opc_ua/scripts

python3 provisionOPCUAServer.py 127.0.0.1:8050 Jjrcpv2 #0On Windows
OR
python3 provisionOPCUAServer.py #0On 1MX6 / RaspberryPi

3) Start opc ua server

cd simw-top/demos/opc_ua/scripts

python3 open62541Server.py jrcpv2 127.0.0.1:8050 <certificate> #0On Windows
OR

python3 open62541Server.py <certificate> #On iMX6 /_,
—RaspberryPi

When using Open62541 client:

<certificate> is located at simw-top\demos\opc_ual\credentials\open62541__
—client_cert.der
When using UAexpert client:

<certificate> is located at uaexpert\PKI\own\certs\uaexpert.der

Passing "none" for <certificate>, will make the server accept all client
—~certificates.

4) Start opc ua client

cd simw-top/demos/opc_ua/scripts
python3 open62541Client.py opc.tcp://127.0.0.1:4840

On successful connection, value of the object "Sensorl" is read from server and
—displayed.

5) UaExpert client can also be used to test the Open62541 server.
e For testing with UaExpert client, root certificate needs to be copied to UaExpert trusted list of certificates,

e Go to UaExpert -> Settings -> Manage Certificates -> Trusted (Tab) -> Open Certificate Location and copy the
file simw-top\demos\opc_ua\credentials\open62541_rootCA_cert.der

e Also disable following errors in UaExpert configurations.

i. UaExpert -> Settings -> Configure UaExpert -> General.DisableError.CertificateIssuerRevocationUnknown
-> true
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ii. UaExpert -> Settings -> Configure UaExpert -> General.DisableError.CertificateRevocationUnknown
-> true

Add the server details to connect. UaExpert -> Server -> Add -> Advanced (Tab). Add details in
i. EndPoint Url (opc.tcp://<SERVER_IP>:4840/)
ii. Security Policy as Basic256Sha256
iii. Message Security Mode as Sign & Encrypt

Added server will appear in project tab. Right click on server -> Connect.

On successful connection, the client objects should appear in UaExpert address space.

To change the value of object “Sensor1”, select the object “Sensorl” in address space. In the Attribute section,
select “value” attribute and enter the new value.

Known Limitations

1) Client certificates are self signed certificates. Not tested with root ca signed.

2) No root certificate can be given as input to command line Open62541 client. So any server certificate is accepted.

5.6 ARM PSA Example

5.6.1 PSA Non Secure Example

This example is to demonstrate how to use PSA library APIs to perform a Sign/Verify operations.

Pre-requisites

You need to build PSA-ALT library for TrustZone before compiling this application code.

Refer to Section 8.3 Platform Security Architecture.

PSA Operation Examples

e Generating asymmetric keys.

psa_key_id_t key_id PSA_ALT_ITS_SE_FLAG | 0x00181001;
psa_key_attributes_t attributes = PSA_KEY ATTRIBUTES_INIT;
psa_set_key_usage_flags (&attributes,
PSA_KEY_USAGE_ENCRYPT | PSA_KEY_USAGE_DECRYPT | PSA_KEY_ USAGE_EXPORT | PSA_

—KEY_USAGE_SIGN_HASH |

PSA_KEY_USAGE_VERIFY_ HASH);
psa_set_key_algorithm(&attributes, alg);
psa_set_key_type (&attributes, PSA_KEY_TYPE_RSA_KEY_ PAIR);
psa_set_key_bits(&attributes, key_bits);
psa_set_key_lifetime (&attributes, lifetime);
psa_set_key_id(&attributes, key_id);

LOG_I ("Generating RSA-%d key", key_bits);

status = psa_generate_key (&attributes, &key_handle);
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Performing Sign-Verify operations.

uint8_t hash[32] = {1};

size t hashlLen = sizeof (hash);
uint8_t signature[256] {0};

size_t siglen sizeof (signature) ;

status = psa_sign_hash(
key_handle, PSA_ALG_RSA_PKCS1V15_SIGN (PSA_ALG_SHA_256), hash, hashLen,
—signature, sizeof (signature), &siglen);
if (status != 0) {
LOG_E ("Signing failed");
goto cleanup;
}
else {
LOG_I ("Signing success");

status = psa_verify_hash (key_handle, PSA_ALG_RSA_PKCS1V15_SIGN(PSA_ALG_SHA_256),
—hash, hashLen, signature, sigLen);
if (status != 0) {
LOG_E ("Verification failed");
goto cleanup;
}
else {
LOG_I ("Verification success");

Building Example

This example would run in normal world and must link with the secure world PSA library so that definitions for veneer
APIs can be found. Build this example with the following CMake configurations:

5.7

Host=lpcxpresso55s_ns
HostCrypto=MBEDCRYPTO
RTOS=Default
SMCOM=T1oI2C

PROJECT=psa_nonsecure

SE05X Examples

5.7.1 SE05X Minimal example

This project gets available memory from secure element. This is a good starting point to work with SE05X at low

level.

Building the Demo

o Build Plug & Trust middleware stack. (Refer Building / Compiling)

e Project: se05x_Minimal
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Running the Example

If you have built a binary, flash the binary on to the board and reset the board.

If you have built an exe to be run from Windows using VCOM, run as:

se05x_Minimal.exe <PORT NAME>

Where <PORT NAME> is the VCOM COM port.
On Raspberry-Pi or iMX board, run as:

’-/seOSx_Minimal

Console output

If everything is successful, the output will be similar to:

App :INFO :mem=32767
App :INFO :ex_sss Finished

5.7.2 SEO05X Get Info example

This project can be used to get SE05X platform information with or without applet installed.

Building the Demo
e Build Plug & Trust middleware stack. (Refer Building / Compiling)
e Project: se05x_GetInfo

Running the Example

If you have built a binary, flash the binary on to the board and reset the board.

If you have built an exe to be run from Windows using VCOM, run as:

se05x_GetInfo.exe <PORT NAME>

Where <PORT NAMES> is the VCOM COM port.
On Raspberry-Pi or iMX board, run as:

’./seOSx_GetInfo

Console output

If everything is successful, the output will be similar to:
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App SN SN G i i
App :INFO :uid (Len=18)
A0 Al A2 A3 A4 A5 A6 AT A8 A9 AA AB AC AD AE AF
BO Bl
App :INFO :Running se05x_GetInfo.exe
App :INFO :Using PortName='127.0.0.1:8050" (gszSocketPortDefault)
App :INFO :If you want to over-ride the selection, use ENV=EX_SSS_BOOT_SSS_PORT or,
—pass in command line arguments.
smCom :INFO :0pening connection to JRCP server on 127.0.0.1:8050
sss :WARN :Communication channel is Plain.
Sss :WARN :!!!Not recommended for production use.!!!
App TWARN :#####4# 44444444 F 44 FH 4 HH 4 H A H S E AR
App :INFO :Applet Major = 5
App :INFO :Applet Minor = 12
App :INFO :Applet patch = 0
App :INFO :AppletConfig = 3FFF
App :INFO :With ECDAA
App :INFO :With ECDSA_ECDH_ECDHE
App :INFO :With EDDSA
App :INFO :With DH_MONT
App :INFO :With HMAC
App :INFO :With RSA_PLAIN
App :INFO :With RSA_CRT
App :INFO :With AES
App :INFO :With DES
App :INFO :With PBKDF
App :INFO :With TLS
App :INFO :With MIFARE
App :INFO :With I2CM
App :INFO :Internal = FFFF
App SNSRI
App :INFO :Tag value - proprietary data OxFE = OxFE
App :INFO :Length of following data 0x45 = 0x45
App :INFO :Tag card identification data (Len=2)
DF 28
App :INFO :Length of card identification data = 0x42
App :INFO :Tag configuration ID (Must be 0x01) = 0x01
App :INFO :Configuration ID (Len=12)
00 02 A4 A4 71 66 0B 13 B9 F3 AA DE
App :INFO :OEF ID (Len=2)
A4 A4
App :INFO :Tag patch ID (Must be 0x02) = 0x02
App :INFO :Patch ID (Len=8)
00 00 00 00 00 00 00 00
App :INFO :Tag platform build ID1 (Must be 0x03) = 0x03
App :INFO :Platform build ID (Len=24)
4A 33 52 33 35 31 30 32 39 42 34 31 31 31 30 30
30 30 30 30 30 30 30 30
App :INFO :JCOP Platform ID = J3R351029B411100
App :INFO :Tag FIPS mode (Must be 0x05) = 0x05
App :INFO :FIPS mode var = 0x00
App :INFO :Tag pre-perso state (Must be 0x07) = 0x07
App :INFO :Bit mask of pre-perso state var = 0x00
App :INFO :Tag ROM ID (Must be 0x08) = 0x08
App :INFO :ROM ID (Len=8)
52 4F 4D 5F S5F 5F 49 44
App :INFO :Status Word (SW) (Len=2)
(continues on next page)
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App
App
App
App
App
App
App
App
App
App
App
App
App
App
App
App
App
App
App
App
App

App

90 00
:INFO
:WARN
:INFO
47 90
:INFO
D3 21
:INFO
47 00
:INFO
00 00
:INFO
00 00
:INFO
74 74
:INFO
6E 6E
:INFO
62 62
:INFO
00 00
:INFO
00 00
:INFO
00 00
:INFO
00 00
:INFO
57 58
:INFO
59 4E
:INFO
4E 4E
:INFO
00 00
:INFO
00 00
: INFO
00 00
:INFO
90 00
:INFO

:se05x_GetInfoPlainApplet Example Success !!!...
szt s st s s Ea AL E L L EEEEEEEEE
:cplc_data.IC_fabricator (Len=2)
:cplc_data.IC_typel (Len=2)
:cplc_data.Operating_system_identifier (Len=2)
:cplc_data.Operating_system_release_date (Len=2)
:cplc_data.Operating_system_release_level (Len=2)
:cplc_data.IC_fabrication_date (Len=2)
:cplc_data.IC_Serial_number (Len=4)

6E 62

:cplc_data.IC_Batch_identifier (Len=2)
:cplc_data.IC_module_fabricator (Len=2)
:cplc_data.IC_module_packaging_date (Len=2)
:cplc_data.ICC_manufacturer (Len=2)
:cplc_data.IC_embedding_date (Len=2)
:cplc_data.IC_OS_initializer (Len=2)
:cplc_data.IC_OS_initialization_date (Len=2)
:cplc_data.IC_OS_initialization_equipment (Len=4)
4E 4E

:cplc_data.IC_personalizer (Len=2)
:cplc_data.IC_personalization_date (Len=2)
:cplc_data.IC_personalization_equipment_ID (Len=4)
00 00

:cplc_data.SW (Len=2)

:ex_sss Finished

Press any key to continue

5.7.3 APDU Player Demo

This demo is to transceive raw APDUs to the SE. It takes a command line argument as the input file containing
APDUs to be sent, followed by the reponse. An example of command to be in the file is /send 0024040000
6F108408A000000151000000A5049F6501FF9000

In this, the 0024040000 is the command to be transmitted and 6F108408A000000151000000A5049F6501FF 9000

is the expected response.

Note: Ensure that authentication with the SE is either plain or platform SCP This demo only supports only SE05x

5.7. SE05X Examples 211




Plug & Trust MW Documentation, Release v04.01.01

devices

How to use

Run the demo as apdu_player_demo [Input-file] <Port>

5.7.4 Using policies for secure objects

This demo is to demonstrate the use of policies for secure objects. Object policies such as can_Sign or
can_Encrypt can be used to restrict operations other than the given policies. Objects inside the secure element
are linked to a particular authentication object, based on communication authentication type selected. Objects inside
the secure element linked with one authentication object cannot be used when session is open with another authenti-
cation type.

Authentication Object ID to be linked with secure object can be selected as

#if (SSS_HAVE_SEO05X_AUTH _USERID) || (SSS_HAVE_ SEO05X_AUTH _USERID_PLATFSCP03) //US@IIDu
—~Session

#define EX_LOCAL_OBJ_AUTH_ID EX_SSS_AUTH_SE05X_UserID_AUTH_ID

#elif (SSS_HAVE_SEO05X AUTH_NONE) || (SSS_HAVE_ SEO05X_ AUTH_PLATFSCP03) //No auth
#define EX_LOCAL_OBJ_AUTH_ID EX_SSS_AUTH_SEO05X_NONE_AUTH_ID

#elif (SSS_HAVE_SEO05X_AUTH_AESKEY) || (SSS_HAVE_SE05X_AUTH_AESKEY_PLATFSCP03) //AESKey
#define EX_ LOCAL_OBJ_AUTH _ID EX_ SSS AUTH SE05X APPLETSCP_AUTH_ID

#elif (SSS_HAVE_SEO0S5X_AUTH_ECKEY) || (SSS_HAVE_SE05X_AUTH_ECKEY_PLATFSCP03) //ECKey,_
—session

#define EX_LOCAL_OBJ_AUTH_ID EX_SSS AUTH_ _SEO05X_ECKEY_ ECDSA_AUTH_ID

#endif

Note: Ensure that the authentication object ID in policy set matches the authentication type.

Sign Policy

Create a policy set using the authentication object ID

/*Logic to pass sign & verifypolicy=/
const int allow_sign = 1;
const int allow_verify = 0;

/* doc:start:allow-policy-sign-partl =/
/+ Policies for key x/
const sss_policy_u key_withPol = {
.type = KPolicy_Asym_ Key,
/+*Authentication object based on SE05X_AUTHx*/
.auth_obj_id = EX_LOCAL_OBJ_AUTH_ID,
.policy = {
/+*Asymmetric key policyx/
.asymmkey = {
/*Policy for signx/
.can_Sign = allow_sign,
/*Policy for verifyx/

(continues on next page)
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.can_Verify = allow_verify,
/+xPolicy for encryptx/
.can_Encrypt = 1,

/+Policy for decryptx/
.can_Decrypt = 1,

/*Policy for Key Derivation=/
.can_KD = 1,

/+Policy for wrapped objectx/
.can_Wrap = 1,

/*Policy to re-write object«/
.can_Write = 1,

/+xPolicy for reading objectx/
.can_Read = 1,

/*Policy to use object for attestationx/
.can_Attest = 1,

}i

/* Common rules */
const sss_policy_u common = {
.type = KPolicy_Common,
/+*Authentication object based on SE05X_AUTHx*/
.auth_obj_id = EX_LOCAL_OBJ_AUTH_ID,
.policy = {
.common = {
/*Secure Messagingx/
0/

.req_Sm =
/+*Policy to Delete objectx/
.can_Delete = 1,

/*Forbid all operations on object=*/
.forbid_All = O,

}i

/* create policy set x/
sss_policy_t policy_for_ec_key = {
.nPolicies = 2,
.policies = { &key_withPol, &common }
bi

/* doc:end:allow-policy-sign-partl =/

status = sss_key_object_init (&object, &pCtx—>ks);
if (status != kStatus_SSS_Success) {
LOG_E ("sss_key_object_init Failed!!!");

goto exit;

status = sss_key_object_allocate_handle (

&object, keyId, kSSS_KeyPart_Pair, kSSS_CipherType EC_NIST_P, keylen, kKeyObject_
—Mode_Persistent);
if (status != kStatus_SSS_Success) {

LOG_E ("key_object_allocate_handle Failed!!!");

goto exit;

(continues on next page)
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/* doc:start:allow-policy—-sign-part2 =/
status = sss_key_store_generate_key(
&pCtx—>ks,
&object,
ECC_KEY_BIT_LEN,
&policy_for_ec_key);
/* doc:end:allow-policy-sign-part2 =/

Using PCR Object

PCR is a special secure object which stores 32-byte data. A PCR object can be used to ensure that secure objects
inside the SE cannot be used if the PCR object value is altered.

We can assign a PCR policy to a secure object as given in the following sample code

SSS_HAVE_SEQ05X_VER_GTE_06_00

uint8_t pcr_expected_value[] = { 0x87, 0xD3, O0xE3, 0x93, 0x19, O0x8F, 0x5C, 0x80, OxEO,
— 0xBC, 0x9B, 0xC9, 0x82, 0x00, Oxl1lF, 0xBO, OxEE, 0x20, Ox1lC, 0x27, 0xOB, 0Ox6D, 0xCS8,
— 0x84, 0x52, OxE4, 0x13, O0xA3, 0x25, 0x56, 0x81, 0x75 };

e

uint8_t pcr_expected_value[] = { 0x89, 0x51, 0x56, 0x9f, 0x41], Ox5f, Oxeb, 0x4f, O0xb6,
— 0x37, 0x02, 0x86, 0Oxe7, 0Oxdd, 0xa0, 0x99, 0x33, 0Ox6c, 0x46, 0x36, Oxbc, 0xbb, O0x4c,
- 0x11l, 0x04, 0x10, 0x0a, 0x86, 0x0d, 0xOc, Oxa4d, 0x1l4 };

if

size_t pcr_expected_value_size = sizeof (pcr_expected_value);
LOG_I ("Setting PCR Expected value as:");
LOG_AU8_TI (pcr_expected_value, pcr_expected_value_size);

const sss_policy_u common = {
.type = KPolicy_Common,
.auth_obj_id = TST_LOCAL_OBJ_AUTH_ID,

.policy = {
.common = {
.reqg_Sm = 0,
.can_Delete =1
}
}
}i
const sss_policy_u file = {

.type = KPolicy_File,
.auth_obj_id = TST_LOCAL_OBJ_AUTH_ID,
.policy = {
.file = {
.can_Read = 1,
.can_Write = 1

bi
sss_policy_u pcrl = {

.type = KPolicy_Common_PCR_Value,
.auth_obj_id = TST_LOCAL_OBJ_AUTH_ID,

(continues on next page)
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.policy = {
.common_pcr_value = {
.pcrObjId = OxT7£££f££f£ff,

i
memset (pcrl.policy.common_pcr_value.pcrExpectedValue,
0x00,
sizeof (pcrl.policy.common_pcr_value.pcrExpectedvValue));
memcpy (pcrl.policy.common_pcr_value.pcrExpectedValue, pcr_expected_value, pcr_
—expected_value_size);

sss_policy_t policy_for_ binary_object = {

.nPolicies = 3,

.policies = { &common, é&pcrl, &file }
}i
/+ clang-format on x/

NVM_RESET () ;

status = sss_key_store_set_key (&gtCtx.ks,
&gtCtx.key,
binary_object,
sizeof (binary_obiject),
sizeof (binary_obiject),
&policy_for_binary_obiject,
sizeof (policy_for_binary_object));

Note: Ensure that the pcrObjID in PCR policy is the same object ID at which the PCR is stored.

Console output

If everything is successful, the output will be similar to:

App :INFO :This example is to demonstrate the use of policies for secure objects
App :INFO :Signing was succesful

App :INFO :Example Success

App :INFO :ex_sss Finished

5.7.5 Get Certificate from the SE

This tool is to retrieve Trust provisioned certificates from the SE. It will read the certificate and store it on the file
system. It takes as argument, the keyID at which certificate is stored and the file path where to save the certificate on
the file system.

Note: It can only be compiled when Host Crypto is mbedTLS.

Building the example

Use the following CMake configurations to compile the example
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e CMake configurations: SSS_HAVE_HOSTCRYPTO_MBEDTLS: ON

e Project: se05x_GetCertificate

How to use

Run the tool as:

se05x_GetCertificate <32-bit keyID> </path/to/file> <port>

e The keys ID has to be in HEX format.
e For systems connecting with T=1 over I12C, the port parameter can be skipped.

e The certificate will be stored in PEM format at the specified path on the file system.

5.7.6 SE05X Rotate PlatformSCP Keys Demo

This project is to demonstrate rotation of Platform SCPO3 keys for IOT SSD. The Platform SCP03 keys used during
inital authentication can be replaced using this example. In this example, we will rotate existing SCP03 keys to new
keys and then revert back to the old keys.

Once the key rotation is successful on the IC a file is created plain_scp. txt. This file contains updated key values
written to IC. For the next authentication if the above file is available, the keys are taken from the file. If the file is not
present, the keys which are pre-compiled are picked up for authentication.

Note: SCPO03 uses 3 sets of AES keys ENC MAC and DEK. After first rotation user can delete DEK key from
file/code for security purpose.

Following are the file paths for different platforms:
For Android

#define EX_SSS_SCPO3_FILE_DIR "/data/vendor/SE05x/"
#define EX_SSS_SCPO3_FILE_PATH EX_SSS_SCP0O3_FILE_DIR "plain_scp.txt"

For Linux

#define EX_SSS_SCPO3_FILE_DIR "/tmp/SE05X/"
#define EX_SSS_SCPO3_FILE_PATH EX_SSS_SCP03_FILE_DIR "plain_scp.txt"

For Windows

#define EX_SSS_SCPO3_FILE_DIR "C:\\nxp\\SE05X\\"
#define EX_SSS_SCPO3_FILE_PATH EX_SSS_SCPO3_FILE_DIR "plain_scp.txt"

Note: For Android based platforms, it is important that the keymaster service has access to the PlatfSCP03 keys file
while system boot. Be sure to update sepolicy accordingly.

Prerequisites

Since this example is portable across various platforms, the needs are different.
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See Build Plug & Trust middleware stack. (Refer Building / Compiling)

Configuring the Demo

New Platform SCP03 keys are defined as following. Update your keys here.

#define EX_SSS_AUTH_NEW_ENC_KEY
o \

o \
0x40, 0x41, 0x42, 0x43, 0x44, 0x45, 0Ox46, 0x47, 0x48, 0x49, 0x4A, 0x4B, 0x4cC,
—0x4D, O0x4E, O0x4F \

[

#define EX_SSS_AUTH_NEW_MAC_KEY
o \

. \
0x40, 0x41, 0x42, 0x43, 0x44, 0x45, Ox46, 0x47, 0x48, 0x49, O0x4A, 0x4B, O0x4cC,
—~0x4D, O0x4E, O0x4F \

#define EX_SSS_AUTH_NEW_DEK_KEY
. \

. \
0x40, 0x41, 0x42, 0x43, O0x44, O0x45, Ox46, 0x47, 0x48, 0x49, 0x4A, 0x4B, 0x4cC,
—0x4D, Ox4E, Ox4F \

Note: We have hard-coded new PlatformSCPO3 keys for demonstration purpose. The user can either modify these to
their own keys or use a random number generator for randomized keys.

Old Platform SCPO3 keys are defined as following. Make sure these match the ones in SE05X.

uint8 t OLD_KEY ENC[16] = {0};
uint8_t OLD_KEY MAC[16] = {0};
uint8 t OLD_KEY DEK][] = EX_SSS_AUTH_SE05X_KEY DEK;

The following code reverts to old Platform SCP03 keys. If you do not wish to revert to old keys and want to use the
new keys, comment out the following line from the example. For development testing, we rollback to original keys. It
is left to customer to comment out this line.

status = tp_PlatformKeys (OLD_KEY_ENC, OLD_KEY_MAC, OLD_KEY_DEK, pCtx);
ENSURE_OR_GO_CLEANUP (status == kStatus_SSS_Success);

Building the Demo

Use the following configurations in CMake:
e SE05X_Auth_PlatfSCP03: ON

Build project: se05x_RotatePlatformSCP03Keys
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Running the Example

If you have built a binary, flash the se05x_RotatePlatformSCP03Keys binary on to the board and reset the
board.

If you have built an exe to be run from PC using VCOM, run as:

’seOSx_RotatePlatformSCPO3Keys.exe <PORT NAME> ‘

Where <PORT NAMES> is the VCOM COM port.
On Raspberry-Pi or iMX board, run as:

’./seO5x_RotatePlatformSCPO3Keys ‘

Console output

If everything is setup correctly the output would be as follows

App:INFO :Congratulations !!! Key Rotation Successful!!!!
App:INFO :Congratulations !!! Key Rotation Successful!!!!
App:INFO :ex_sss Finished

5.7.7 12C Master Example

This page is regarding the documentation on I2CM, for more information on I2CM Transaction, See Section 3.6 I2CM
/ Secure Sensor

Prerequisites

e Bring Up Hardware. (Refer Development Platforms)

e Connection to be done for [2C Master example.
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Here is a photograph of above wiring diagram.
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SEO50
12CM

\ Interface |

Accelorom

on the second
K64F

board

Note:

e We are using 2nd freedom K64F board only for connecting Accelerometer device to [2CM.

o Short Jumper J9 & J10 of se0S0ARD board.
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Disable K64F on board 2

Warning: If the K64F of the 2nd board doing some operations on I2C Pins, this demo would not work.

Follow below steps to make this demo work.

e Flash frdmk64f_nop_wfi.bin binary located at demos/se05x/se05x_I2cMaster directory to
K64F board.

e This binary will put K64F in unoperation state and we will have easy access to Accelerometer through I12C pins.

Below is the ¢ code

int main (void)

{
/+ Init board hardware. =*/
BOARD_InitPins () ;
BOARD_BootClockRUN() ;
BOARD_InitDebugConsole () ;

__disable_irqg();
while (1)
{
__disable_irqg();
__WFI();

About the Example

This example reads Accelerometer data via the I2C master interface.

The Accelerometer on other K64F is used as an I2C Slave.

I12C Master example to read Accelerometer value

FrdmKe4F SE0S0 Accelerometer

I
| |
1 2CM configure slave device _! :

|

|

|
' Acknowledge slave address

' Response '

I‘ |
' _ I12CM Response <! !
1 | |
' 12CM read request <! !
1 | |
! ' Read Accelerometer data !
1 | ’l
! 'L< Response !
1 | |
! _12CM Response o !
l‘ ’l |

FrdmKe4F SEO0S0 Accelerometer
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It uses the following APIs and data types:
e Selbx i2c master txn/()
e Selbx 12c master _attst_txn()
® kSEO5x_I2CM Configurefrom SEO05x TI2CM_TLV type t
e kSE05x_TI2CM Writefrom SEO05x_I2CM _TLV type t
e kSEO5x_I2CM Read from SEO5x_I2CM _TLV type_ t

e kSEO5x I2CM Baud Rate 400Khzfrom SE0O5x_ I2CM Baud Rate t

Running the Demo

1) Import project cmake_project_frdmk64f from simw-top/projects directory.

2) Mention BUILD_TARGET as se(Ob5x_I2cMaster or se(5x_I2cMasterWithAttestation in
Debug/Makefile.

3) Build the project and flash binary inside FRDMK64F_SE050ARD board.
4) Either press the reset button on your board or launch the debugger in your IDE to begin running the demo.
5) Rotate second K64F in any direction.

If everything is setup correctly the output would be as follows:

App:INFO :I2CM example to read Accelerometer value

App:INFO :x = 113 , y = -73 , z = 2118
App:INFO :x = 109 , y = -67 , z = 2103
App:INFO :x = 108 , y = -68 , z = 2120
App:INFO :x = 117 , y = -69 , z = 2109
App:INFO :x = 117 , y = -71 , z = 2105
App:INFO :x = 111 , y = -71 , z = 2108
App:INFO :x = 115 , yv = =72 , z = 2104
App:INFO :x = 117 , y = -69 , z = 2122
App:INFO :x = 115 , y = -73 , z = 2120
App:INFO :x = 115 , yv = -74 , z = 2114
App:INFO :I2CM test completed !!!...

5.7.8 SE05X WiFi KDF Example

This project is to demonstrate Password based KDF (PBKDF) operation using SE05X. This operation is used in
deriving Pre-Shared key (PSK) for WiFi ssid using stored passwords.

Building the Demo

e Build Plug & Trust middleware stack. (Refer Building / Compiling)
e Project: ex_se05x_WiFiKDF_inject

e Project: ex_se05x_WiFiKDF_derive
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Running the Example

If you have built a binary, first flash the ex_se05x_WiFiKDF_inJject binary on to the board and reset the board.
Then flash ex_se05x_WiFiKDF_derive binary and reset the board.

If you have built an exe to be run from PC using VCOM, run as:

ex_se(05x_WiFiKDF_inject.exe <PORT NAME>
ex_se0bx WiFiKDF_derive.exe —-s <ssid_name> <PORT NAME>

Where <PORT NAME> is the VCOM COM port and <ssid_name> is the name of SSID for which you want to derive
the PSK.

Console output

During injection, if everything is successful, the output will be similar to:

App :INFO :Injecting wifi_password='some-wifi-password'
App :INFO :ex_sss Finished

While deriving the key, if everything is successful, the output will be similar to:

App :INFO :Deriving PBKDF2 for wifi_ssid='some-wifi-ssid', WIFI_COUNT='4096"
App :INFO :wifi_derivedKey (Len=32)

C9 A6 69 F9 6D A2 74 Al 41 43 A9 ED D1 8F 68 1B

Bl 3E 6B 8B FO 16 02 7A 7D 72 BF OE 0C 53 CD 7C

# Data for /etc/wpa_supplicant/wpa_supplicant.conf
network={
ssid="some-wifi-ssid"
psk=c9a669f96da274al14143a9%9edd18£681bbl3e6b8bf01627a7d72bfec53cd7c
}
App :INFO :Done
App :INFO :ex_sss Finished

5.7.9 SEO05X Export Transient objects

This example does following steps:
e Generate a Transient ECC Key
e Export that to a blob
e Sign some dummy data with that key
e Store the signature in local file for future use.

After running this example, you can run Section 5.7.10 SEO5X Import Transient objects

Note: This example needs File system access and hence it is not applicable for embedded platforms.

The exported files are current working directory.
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Visual Studio - Debug settings

Kindly set debug Working Directory to $ (TargetDir) in project’s debug stettings. This ensures that the
examples SEO5X Export Transient objects and SEO5X Import Transient objects work seamlessly.

Console output

If everything is successful, the output will be similar to:

App :INFO :Running Example ex_sss_export.c

App :INFO :Export ec key to 'export_serializedECKey.bin'!!!

App :INFO :Signing Successful !!!

App :INFO :Export signature key to 'export_serializedSingedData.bin'.
App :INFO :ex_sss_export Example Success !!!...

App :INFO :ex_sss Finished

5.7.10 SEO05X Import Transient objects

Before running this example, please run Section 5.7.9 SEO5X Export Transient objects

This example does following steps:
o Re-Generates a Transient ECC Key at the same location as created by SEO5SX Export Transient objects
e Tries to verify previously signed data. (This must fail, because key is over-written)
e Imports previously exported key inside the SE.

o Tries to verify previously signed data. (This must be seccessful, because it is the same key)

Note: This example needs File system access and hence it is not applicable for embedded platforms.

The exported files are current working directory.

Visual Studio - Debug settings

Kindly set debug Working Directory to $ (TargetDir) in project’s debug stettings. This ensures that the
examples SEO5X Export Transient objects and SEO5X Import Transient objects work seamlessly.

Console output

If everything is successful, the output will be similar to:

App :INFO :Running Example ex_sss_import.c

App :INFO :Object exists!!!

App :INFO :This verify must fail, because keys are different

App :INFO :Reading contents form 'export_serializedSingedData.bin'

App :WARN :Verification Failed!

App :WARN :nxEnsure:'status == kStatus_SSS_Success' failed. At Line:196
—Function:ExampleDoVerify

App :INFO :Reading contents form 'export_serializedECKey.bin'

App :INFO :This verify must pass, because keys are same

App :INFO :Reading contents form 'export_serializedSingedData.bin'

(continues on next page)
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App :INFO :Verification Successful.
App :INFO :ex_sss_import Example Success !!!...
App :INFO :ex_sss Finished

5.7.11 Import External Object Prepare

Import External Object command allows the user to import an external object wrapped with a secure ECKey_Auth
context. A session is not required to execute this command, the ECKey_Auth parameters are provided with the
wrapped WriteSecureObject command. The applet will use ECKey_Auth parameters and derive session keys to
unwrap the command and execute it. ImportExternalObject command works in its own session. It will open
an ECKey session, write the secure object and close the session.

In this example, we prepare a complete raw APDU to be sent to SE05x. A WriteSecureObject command needs
to be prepared which will be wrapped and sent as a part of ImportExternalObject command. For an example
we are preparing WriteSymmKey command as :

/+ Symmetric Key =/

/* clang-format off x/

uint8_t keyValue[] = {0x48, 0x45, 0x4C, O0x4C, Ox4F, 0x48, 0x45, 0x4C, 0x4C, Ox4F,
—0x48, 0x45, 0x4C, 0x4C, O0x4F, O0x31};

/* clang-format on */

/+ API to create buffer x/
pse0bxWriteBufferSessionCtx->fp_TXn = &se05x_ImportExtObjCreateAPDU;
int index = 0;

sm_status = Se05x_API_WriteSymmKey (pse05xWriteBufferSessionCtx,

NULL,
SE05x_MaxAttemps_NA,
__LINE__,
SEO05x_KeyID_KEK_NONE,
keyValue,

sizeof (keyValue),
kSE05x_INS_NA,
kSE05x_SymmKeyType_AES) ;

if (sm_status != SM_OK) {
LOG_E ("Failed to create buffer");
status = kStatus_SSS_Fail;
goto exit;

/* WriteSecureObject API will prepare complete APDU.

need to skip initial CLA INS Pl P2 and use just the TLVs
* The length is determined by the first length byte. If it

x 1s 0x00, the next two bytes are the length, otherwise that
* byte is the length.

x Determine the length here and accordingly determine the TLV.

x/

if (gTxBuffer[4] == 0x00) {
WriteSymmKeyAPDU_len = ((gTxBuffer[5] << 8) && OxFF00) | ((gTxBuffer[6]) && OxFF);
index =17;

}

else {

WriteSymmKeyAPDU_len = gTxBuffer[4];

(continues on next page)
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index = 5;
}
if (WriteSymmKeyAPDU_len > sizeof (WriteSymmKeyAPDU)) {
LOG_E ("Insufficient buffer");
status = kStatus_SSS_Fail;
goto exit;
}
memcpy (WriteSymmKeyAPDU, &gTxBuffer[index], WriteSymmKeyAPDU_len);

/+ This API creates an APDU buffer of the object stores it to the global buffer x/
smStatus_t se05x ImportExtObjCreateAPDU (Sel5xSession_t *pwrite_apdubufferctx,

const tlvHeader_t +hdr,

uint8_t +cmdBuf,

size_t cmdBuflen,

uint8_t *rsp,

size_t xrsplen,

uint8_t hasle)

memset (gTxBuffer, 0, sizeof (gTxBuffer));

size_ t i = 0;

memcpy (&gTxBuffer[i], hdr, sizeof (xhdr));

smStatus_t ret = SM_OK;

i += sizeof (xhdr);

if (cmdBuflLen > 0) {
// The Lc field must be extended in case the length does not fit
// into a single byte (Note, while the standard would allow to
// encode 0x100 as 0x00 in the Lc field, nobody who is sane in his mind
// would actually do that).
if ((cmdBuflLen < OxFF) && 'hasle) {

gTxBuffer[i++] = (uint8_t)cmdBuflen;
}
else {
gTxBuffer[i++] = 0x00;
gTxBuffer[i++] = O0xFFu & (cmdBuflen >> 8);
gTxBuffer[i++] = O0xFFu & (cmdBuflen);

}
memcpy (&gTxBuffer[i], cmdBuf, cmdBuflen);
i += cmdBuflen;
}
if (hasle) {
gTxBuffer[i++] = 0x00;
gTxBuffer[i++] 0x00;

}
ret SM_OK;
gTxBufferlen = 1i;

LOG_AU8_TI (gTxBuffer, gTxBufferLen);

return ret;

/+ This API transforms buffer to APDU and internally calls transmit and Decrypt =*/
smStatus_t se05x_ImportExtObjTransformBuffer (Se05xSession_t *pSelO5xSession,

const tlvHeader_t xhdr,

uint8_t rcmdBuf,

size_t cmdBuflen,

(continues on next page)
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uint8_t *rsp,
size_t =xrsplen,
uint8_t hasle)

memset (gTxBuffer, 0, sizeof (gTxBuffer));

size_ t i = 0;

memcpy (&gTxBuffer[i], hdr, sizeof (xhdr));

smStatus_t ret = SM_NOT_OK;

i += sizeof (xhdr);

if (cmdBufLen > 0) {
// The Lc field must be extended in case the length does not fit
// into a single byte (Note, while the standard would allow to
// encode 0x100 as 0x00 in the Lc field, nobody who is sane in his mind
// would actually do that).
if ((cmdBuflen < OxFF) && 'hasle) {

gTxBuffer[i++] = (uint8_t)cmdBuflen;
}
else {
gTxBuffer[i++] = 0x00;
gTxBuffer[i++] = 0xFFu & (cmdBuflen >> 8);
gTxBuffer[i++] = O0xFFu & (cmdBuflen);

}
ENSURE_OR_GO_EXIT (cmdBuflLen <= sizeof (gTxBuffer) - 1i);
memcpy (&gTxBuffer[i], cmdBuf, cmdBuflen);
i += cmdBuflen;
}
if (hasle) {
gTxBuffer[i++] = 0x00;
gTxBuffer[i++] 0x00;

}
gTxBufferlLen = i;

LOG_D ("Here is the buffer of Object needs to be Import");
LOG_AU8_D (gTxBuffer, gTxBufferLen);

if (pSel05xSession->fp_RawTXn) {
ret = pSe05xSession->fp_RawTXn (
pgSel5xSessionCtx—>conn_ctx, NULL, kSSS_AuthType_None, hdr, cmdBuf,
—cmdBuflen, rsp, rsplen, hasle);
ENSURE_OR_GO_EXIT (ret == SM_OK) ;
}
if (pSel05xSession->fp_DeCrypt) {
ret = pSe05xSession->fp_DeCrypt (pSe05xSession, cmdBuflen, rsp, rsplen, hasle);
}
exit:
return ret;

/* This API transmit the buffer in default session =*/
static smStatus_t se05x_ImportExtObjTransmitBuffer (void xconn_ctx,
struct _sss_se05x_tunnel_context *pChannelCtx,
SE_AuthType_t currAuth,
const tlvHeader_t «hdr,
uint8_t +cmdBuf,
size_t cmdBuflen,
uint8_t *rsp,

(continues on next page)
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size_t =xrsplen,
uint8_ t hasle)

uint8_t txBuf[SEO5X_MAX BUF_SIZE_CMD] = {0};

size t 1 = 0;

memcpy (&txBuf[i], hdr, sizeof (xhdr));

smStatus_t ret = SM_NOT_OK;

i += sizeof (xhdr);

if (cmdBufLen > 0) {
// The Lc field must be extended in case the length does not fit
// into a single byte (Note, while the standard would allow to
// encode 0x100 as 0x00 in the Lc field, nobody who is sane in his mind
// would actually do that).
if ((cmdBuflLen < OxFF) && 'hasle) {

txBuf [i++] = (uint8_t)cmdBuflLen;
}
else {
txBuf[i++] = 0x00;
txBuf [i++] = O0xFFu & (cmdBuflLen >> 8);
txBuf[i++] = OxFFu & (cmdBufLen);

}
memcpy (&txBuf[i], cmdBuf, cmdBuflen);
i += cmdBuflen;
}
else {
if (cmdBufLen == 0) {
txBuf [i++] = 0x00;

if (hasle) {
txBuf [i++] 0x00;
txBuf [i++] = 0x00;

uint32_t U32rsplen = (uint32_t) xrsplen;

ret = (smStatus_t)smCom_TransceiveRaw (conn_ctx, txBuf, (Ul6)i, rsp,
— &U32rsplen);
*rsplen = U32rsplen;

return ret;

/* This API decrypts the response buffer «/
smStatus_t se05x_ImportExtObjDecryptResponse (
struct Se(Ob5xSession *pSessionCtx, size_t cmd_cmacLen, uint8_t *rsp, size_t
—*rspLength, uint8_t hasle)
{
Ul6 rv = SM_NOT_OK;

if (*xrsplength >= 2) {
rv = rsp[ (#rsplength) - 2] << 8 | rspl[ (*rsplLength) - 1];
if ((rv == SM_OK) && (pSessionCtx->pdynScp03Ctx != NULL)) {
#if SSS_HAVE_SCP_SCP03_SSS
rv = nxpSCPO03_Decrypt_ResponseAPDU (pSessionCtx—>pdynScp03Ctx, cmd_cmaclen,
— rsp, rspLength, hasle);
#else

(continues on next page)

228 Chapter 5. Demo and Examples




Plug & Trust MW Documentation, Release v04.01.01

(continued from previous page)

LOG_W ("Decrypting without SSS_HAVE_SCP_SCP03_SSS");
rv = SM_NOT_OK;
fendif
}
#if SSS_HAVE_SCP_SCP03_SSS

else { /+Counter to be increament only in case of authentication is all kind
—of SCP
and response is not 9000 */
if ((rv != SM_OK) && (pSessionCtx->pdynScp03Ctx != NULL)) {
if (((pSessionCtx—>pdynScp03Ctx->authType == kSSS_AuthType_AESKey) ||
(pSessionCtx—>pdynScp03Ctx—>authType == kSSS_AuthType_ECKey))
|
((pSessionCtx—>pdynScp03Ctx->authType == kSSS_AuthType_SCP03) &&,
— (cmd_cmacLen - 8) > 0)) {
nxpSCPO03_Inc_CommandCounter (pSessionCtx—>pdynScp03Ctx) ;
}
}
}
#endif
}
else {

rv = SM_NOT_OK;

return rv;

You can call any of the WriteSecureObject API with your data and create the buffer.

Building

Build the project with the following configurations.
se05x_ImportExternalObjectPrepare
e Project = se05x_ImportExternalObjectPrepare
e SCP=SCP03_SSS

e SEO05x_Auth=ECKey

How to use

Generate the raw APDU file by running the executable. Run se05x_ImportExternalObjectPrepare as

se05x_TImportExternalObjectPrepare.exe -keyid O0x7DA00003 -file eckey_ecdsa.der
—<portName>

where,
e keyid is the authentication keyld at which ECDSA public key is stored.
e file is the input ECDSA keypair file (in binary format)

e portName is the name of the port over which to connect (COMPORT in case running over VCOM)
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5.7.12 SE05X Mandate SCP example

This project demonstrates how to configure SEO5X to mandate platform SCP. This can be used if you always want the
communication with SE05X to be encrypted.

Note: After this example runs successfully, further communication would require Platform SCP03 encryption.

Building the Demo

e Build Plug & Trust middleware stack. (Refer Building / Compiling)
e Project: se05x_MandatePlatformSCP
e CMake configuration

SEO05X_Auth:None

Running the Example

If you have built a binary, flash the binary on to the board and reset the board.

If you have built an exe to be run from Windows using VCOM, run as:

se05x_MandatePlatformSCP.exe <PORT NAME>

Where <PORT NAME> is the VCOM COM port.
On Raspberry-Pi or iMX board, run as:

’./seOSx_MandatePlatformSCP

5.7.13 Read object with Attestation

This example demonstrates how to read an object with attestation and parse the attested data to check various object
attributes.

In this example, we use pre-provisioned EC/RSA keypair as the attestation key and a binary object which will be
attested. The pre-provisioned attestation key for Se05x A & C EC keypair is at 0xF0000012 and for Se05x B RSA
keypair is at OxF0000010

Note: The maximum size of a binary object that can be attested at a time is 500 bytes. The API available will only
work on binary objects with size up to 500 bytes. To perform attestation on an object of greater size, we need to call
corresponding Se05x API in a loop, verifying the obtained signature every time.

A reference implementation is available at Reading large binary objects with attestation

Building

Build the project with the following configurations.
o Build Plug & Trust middleware stack. (Refer Building / Compiling)

e Project: se05x_ReadWithAttestation
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Running

On running the example, you would be able to see object attributes logged on the screen like:

App :INFO :Key att data (Len=28)
00 F5 EF FA 0B 01 00 00 00 00 00 00 00 00 08 00
00 00 00 00 34 00 00 01 00 00 00 00

App :INFO :0bject Id OxF5EFFA

App :INFO :0bject Type O0xB

App :INFO :Type:

App :INFO : BINARY_FILE

App :INFO :0Object Auth Attribute O0Ox1

App :INFO :Auth:

App :INFO : Not Set

App :INFO :Auth Object:

App :INFO : No authentication required

App :INFO :Policies:

App :INFO : POLICY_OBJ_ALLOW_READ

App :INFO : POLICY_OBJ_ALLOW_WRITE

App :INFO : POLICY_OBJ_ALLOW_DELETE

App :INFO :taglLen for AEAD:0x00

App :INFO :RFU bytes:0x00

App :INFO :0wner:0x0000

App :INFO :0Object origin : Ox1

App :INFO :0Origin:

App :INFO : EXTERNAL

App :INFO :0Object Version : 0x0000

App :INFO :se05x_ReadWithAttestation Example Success !!!

App :INFO :ex_sss Finished

You can see the various attributes associated with the object such as object type, authentication mechanism, origin and
policies.

An example of how to perform read with attestation is given below

/* Prepare/init attestation data structure =*/
sss_se05x_attst_comp_data_t comp_datal[2] = {0};
sss_se05x_attst_data_t att_data = {.valid_number = 2};

/+ Random data from the host to check if SE

* answers to current attestation request and

/

* not an older response is used =*/
/+ clang-format off =/
uint8_t freshness[16] = { 0x00,0x01,0x02,0x03,0x04,0x05,0x06,0x07,0x08, 0x09, 0x0a, 0x0b,

—0x0c, 0x0d, 0x0e, 0x0f };

The data received in att__data variable can be parsed to read the object attributes.

Reading large binary objects with attestation

Following is an example code on how to read a large binary file with attestation.

Note: This is required only when reading binary objects of size larger than 500 bytes. For any other case, you should
use SSS API as above
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sss_status_t read_ large_object_with_attestation(sss_se05x_key_store_t xkeyStore,

sss_se05x_object_t xkeyObject,
uint8_t xkey,

size_t =xkeylen,

size_t xpKeyBitlen,

sss_algorithm_t algorithm_attst,
uint8_t rrandom_attst,

size_t randomLen_attst,
sss_se(0bx_attst_data_t =*attst_data,
sss_object_t xverification_object)

smStatus_t status
sss_status_t sss_status
uintl6é_t rem data
uintl6_t offset
uintlé_t
size_t max_buffer

size_t signaturelen

uint32_t attestID
SEO05x_AttestationAlgo_t attestAlgo

size

/* Variables for verification =*/
uint8_t plainData[2500] {0};
size_t plainDatalen
uint8_t digest[64]
size_t digestLen
sss_digest_t digest_ctx;
sss_algorithm_t algorithm
sss_algorithm_t digest_algorithm
sss_asymmetric_t verify_ctx;
SSS_HAVE_SEO05X_VER_GTE_07_02
uint8_t *pData
uint8_t cmdHashed[32]
size t cmdHashedLen

{0};

#if

{0};

int tlvRet = 0;

uint8_t timestamp[32] = {0};
#endif

status =

ENSURE_OR_GO_CLEANUP (status

if (+xkeylen < size) {
LOG_E ("Insufficient buffer
goto cleanup;

")

rem_data size;
xkeylen size;
while (rem_data > 0) {
uintl6_t chunk
—rem_data;
rem_data
max_buffer

chunk;

signaturelen

attst_data->data[0] .timeStampLen

#if !SSS_HAVE_SEOS5X_VER_GTE_07_02

Se05x_API_ReadSize (&keyStore->session->s_ctx,
SM_OK) ;

(rem_data > BINARY WRITE_MAX_LEN)

SM_NOT_OK;
kStatus_SSS_Fail;
7

7

7

’

O O O oo

7
ATTESTATION_KEY_ID;
kSEO0S5x_AttestationAlgo_EC_SHA_256;

sizeof (plainData);

sizeof (digest);

kAlgorithm_SSS_ECDSA_SHA256;
kAlgorithm_SSS_SHA256;

&plainData[0];

sizeof (cmdHashed) ;

keyObject->keyId, &size);

? BINARY WRITE_MAX LEN

= rem_data - chunk;

= attst_data->data[0].signaturelen;
sizeof (SE05x_TimeStamp_t);

(continues on next page)
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felse

status = Se05x_API_ReadObject_W_Attst (&keyStore->session->s_ctx,
keyObject->keyId,
offset,
chunk,
attestID,
attestAlgo,
random_attst,
randomLen_attst,
(key + offset),
&max_buffer,
attst_data->data[0] .attribute,
& (attst_data->data[0] .attributelLen),
& (attst_data->data[0].timeStamp),
attst_data->data[0] .outrandom,
& (attst_data->data[0] .outrandomLen),
attst_data->data[0].chipId,
& (attst_data->data[0] .chipIdLen),
attst_data->data[0].signature,
&signaturelen) ;

attst_data->data[0] .cmdLen = sizeof (attst_data->data[0].cmd);
attst_data->data[0] .objSizelen = sizeof (attst_data->datal[0].objSize);
attst_data->data([0] .attributelen = sizeof (attst_data->datal[0].attribute);
attst_data->data([0] .chipIdLen = sizeof (attst_data->data[0] .chipId);

pData = &plainDatal[0];

status = Se05x_API_ReadObject_W_Attst_V2 (&keyStore->

—»session->s_ctx,

#endif

keyObject->keyId,

offset,

chunk,

attestID,

attestAlgo,

random_attst,

randomLen_attst,

(key + offset),

&max_buffer,

attst_data->data[0] .attribute,

& (attst_data->data[0] .attributelen),
& (attst_data->data[0].timeStamp),
attst_data->data[0] .chipId,

& (attst_data->data[0] .chipIdLen),
attst_data->data[0].cmd,

& (attst_data->data[0].cmdLen),
attst_data->data[0].objSize,

& (attst_data->data[0] .objSizelen),
attst_data->data[0].signature,
&signaturelen) ;

attst_data->data[0].signaturelen -= signaturelen;

attst_data->valid_number = 1;

ENSURE_OR_GO_CLEANUP (status == SM_OK) ;

//#1if !SSS_HAVE_SE05X_VER_GTE_07_02

/* Perform verification operation here on the following data
* (key + offset)

(continues on next page)
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* attst_data->data[0] .attribute +
* attst_data->data[0].timestamp +
* attst_data->data[0] .outrandom +
* attst_data->data[0] .chipId

+ with signature

* attst_data->data[0].signature

* We perform signature verification on host.
* First we digest the data then pass it to verify API

*/

memcpy (plainData, (key + offset), max_buffer);
memcpy (plainData + max_buffer, attst_data->data[0].attribute, attst_data—>
—~datal[0] .attributelen);
memcpy (plainData + max_buffer + attst_data->datal0].attributelen,
& (attst_data->data[0].timeStamp),
attst_data->data[0] .timeStampLen) ;
#if !SSS_HAVE_SEO5X_VER_GTE_07_02
memcpy (plainData + max_buffer + attst_data->datal[0].attributelen + attst_data-
—>data[0] .timeStamplLen,
attst_data->data[0] .outrandom,
attst_data->data[0] .outrandomLen) ;
memcpy (plainData + max_buffer + attst_data->datal[0].attributelen + attst_data-
—>data[0] .timeStamplen +
attst_data->data[0] .outrandomLen,
attst_data->data[0] .chipId,
attst_data->data[0].chipIdLen);
plainDatalen = max_buffer + attst_data->data[0].attributelen + attst_data—>
—~data[0].timeStampLen +
attst_data->data[0] .outrandomLen + attst_data->datal[0].

—~chipIdLen;
#else
/* Perform verification operation here on the following data
* Perform hash on capdu +
* Tag (0x41l) + Length + data +
* Tag(0x42) + Length +att_data.data[0].chipId +
* Tag (0x43) + Length +att_data.datal[0].attribute +
* Tag (0x44) + Length +datalen +
* Tag (0x4F) + Length +att_data.data[0].timestamp

* We perform signature verification on host.
* First we digest the data then pass it to verify API with recv signature

*/

sss_status = sss_digest_context_init (
&digest_ctx, verification_object->keyStore->session, digest_algorithm,
—kMode_SSS_Digest);
ENSURE_OR_GO_CLEANUP (sss_status == kStatus_SSS_Success);

LOG_MAU8_I("Cmd ", attst_data->data[0].cmd, attst_data->data[0].cmdLen);

sss_status = sss_digest_one_go(
&digest_ctx, attst_data->data[0].cmd, (attst_data->data[0].cmdLen),
—cmdHashed, &cmdHashedLen);
ENSURE_OR_GO_CLEANUP (sss_status == kStatus_SSS_Success);

LOG_MAU8_I ("Cmd Hashed ", cmdHashed, cmdHashedLen);
sss_digest_context_free (&digest_ctx);

(continues on next page)
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plainDatalen = 0;

memcpy (pData, cmdHashed, cmdHashedLen);
plainDatalen = plainDatalen + cmdHashedLen;
pData pData + plainDatalen;

tlvRet = add_taglength_to_data (&pData, &plainDatalen, kSEO05x_TAG_1l, (key +
—~offset), max_buffer, true);
ENSURE_OR_GO_CLEANUP (t1lvRet == 0);
tlvRet = add_taglength_to_data(
spbData, &plainDatalen, kSEO5x_TAG_2, attst_data->data[0].chipId, attst_
—data->data[0] .chipIdLen, true);
ENSURE_OR_GO_CLEANUP (t1vRet == 0);
tlvRet = add_taglength_to_data/(
&pData, &plainDatalen, kSEOS5x_TAG_3, attst_data->data[0].attribute, attst_
—data->data[0] .attributelen, true);
ENSURE_OR_GO_CLEANUP (t1vRet == 0);
tlvRet = add_taglength_to_data(
&pData, &plainDatalen, kSEO05x_TAG_4, attst_data->data[0].objSize, attst_
—data->data[0] .objSizelen, true);
ENSURE_OR_GO_CLEANUP (t1lvRet == 0);

memcpy (timestamp, & (attst_data->data[0].timeStamp), attst_data->datalO0].
—timeStampLen) ;

tlvRet = add_taglength_to_data(
&pData, &plainDatalen, kSEOS5x_TAG_TIMESTAMP, timestamp, attst_data->
—datal[0] .timeStampLen, true);

ENSURE_OR_GO_CLEANUP (t1lvRet == ) ;

LOG_MAU8_I ("plainbData ", plainData, plainDatalLen);
#endif

sss_status = sss_digest_context_init (

&digest_ctx, verification_object->keyStore->session, digest_algorithm,
—kMode_SSS_Digest) ;

ENSURE_OR_GO_CLEANUP (sss_status == kStatus_SSS_Success);

sss_status = sss_digest_one_go (&digest_ctx, plainData, plainDatalen, digest, &
—~digestLen) ;

ENSURE_OR_GO_CLEANUP (sss_status == kStatus_SSS_Success) ;

sss_digest_context_free (&digest_ctx);

/* Verify signature =/
sss_status = sss_asymmetric_context_init (
&verify_ctx, verification_object->keyStore->session, verification_obiject,
—algorithm, kMode_SSS_Verify);
ENSURE_OR_GO_CLEANUP (sss_status == kStatus_SSS_Success);

sss_status =
sss_asymmetric_verify_digest (&verify_ctx, digest, digestlLen, attst_data—>
—datal[0] .signature, signaturelen);

sss_asymmetric_context_free (&verify_ctx);

ENSURE_OR_GO_CLEANUP (sss_status == kStatus_SSS_Success);
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offset = offset + chunk;
}

cleanup:
return sss_status;

}

5.7.14 SEO05X Transport Lock example

This demo Locks SE05x applet.

During transportation of the secure element, this lock can be enforced to avoid malicious access to the SE during
transport.

Warning: This demo is just for reference for the usage of APIs, it should not be used for production.

See the corresponding demo Section 5.7.15 SE05X Transport UnLock example

Both the lock and unlock demo use same key and common logic from se05x_TransportAuth.c

5.7.15 SEO05X Transport UnLock example

This demo UnLocks SE05x applet, after it is locked by Section 5.7.14 SE05X Transport Lock example

Warning: This demo is just for reference for the usage of APIs, it should not be used for production.

See the corresponding demo Section 5.7.14 SEO5X Transport Lock example

Both the lock and unlock demo use same key and common logic from se05x_TransportAuth.c

5.7.16 SEO05X Timestamp

The timestamp is a 12-byte value. The most significant 4 bytes are persistent and the least significant 8 bytes are
transient. The persistent value is incremented at every session open and the transient 8 bytes are incremented every
100ms and reset at every session open.

So every time the timestamp is read, the newer value will always be greater than the previous value.

This example demonstrates that the timestamp value is incremented internally. Timestamp is used by the applet during
attestation. We initially read the timestamp value and then perform attestation operation. We compare the initial
timestamp with the timestamp received during attestation. The newer value must be greater than the older value.

Building

Build the project with the following configuration.
e Applet=SEQ05X_C

e Project = se05x_TimeStamp
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Running

On successful execution, you would be able to see the timestamp printed out:

App :INFO :timestamp.ts (Len=12)

00 00 00 08 00 00 00 00 00 1F BD 00
App :INFO :new_timestamp.ts (Len=12)

00 00 00 08 00 00 00 00 00 20 B7 00
App :INFO :ex_sss Finished

As you can see in the above logs, the timestamp value received during attestation operation is larger than the previous
value.

5.7.17 SE05X PCR example

This project can be used to demonstrate PCR as Policy.

Building the Demo
e Build Plug & Trust middleware stack. (Refer Building / Compiling)
e Project: se05x_PCR

Running the Example

If you have built a binary, flash the binary on to the board and reset the board.

If you have built an exe to be run from Windows using VCOM, run as:

se05x_PCR.exe <PORT NAME>

Where <PORT NAME> is the VCOM COM port.
On Raspberry-Pi or iMX board, run as:

’ ./se05x_PCR

Console output

If everything is successful, the output will be similar to:

APDU :DEBUG:CheckObjectExists []

APDU :DEBUG:kSEQ05x_TAG_1 [object id] = O0xEF000040
smCom :DEBUG:Tx> (Len=11)
80 04 00 27 06 41 04 EF 00 00 40
smCom :DEBUG:<Rx (Len=5)
41 01 02 90 00
sss :DEBUG:sss_key_store_generate_key (REF000040, cipherType=kSSS_CipherType EC_NIST_

—P, keyBitLen=256)

APDU :DEBUG:ReadECCurvelList []
smCom :DEBUG:Tx> (Len=5)

80 02 OB 25 00
smCom :DEBUG:<Rx (Len=23)
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41 82 00 11 01 01 02 01 01 01 01 01 01 01 01 01
01 01 01 01 01 90 00
APDU :DEBUG:CheckObjectExists []
APDU :DEBUG:kSEQ05x_TAG_1 [object id] = O0xEF000040
smCom :DEBUG:Tx> (Len=11)
80 04 00 27 06 41 04 EF 00 00 40
smCom :DEBUG:<Rx (Len=5)
41 01 02 90 00
APDU :DEBUG:WriteECKey []
APDU :DEBUG:kSE05x_TAG_POLICY
APDU :DEBUG:policy (Len=45)
2C 00 00 00 00 1F FD 90 00 7F FF FF FF 87 D3 E3
93 19 8F 5C 80 EO BC 9B C9 82 00 1F BO EE 20 1C
27 OB 6D C8 84 52 E4 13 A3 25 56 81 75
APDU :DEBUG:kSEQ5x_TAG_MAX_ATTEMPTS [maxAttempt] = 0x0
APDU :DEBUG:kSEO05x_TAG_1 [object id] = 0xEF000040
APDU :DEBUG:kSEQ5x_TAG_2 [curvelID] = 0x3
APDU :DEBUG:kSEQ5x_TAG_3 [privKey] (Len=0)
APDU :DEBUG:kSE05x_TAG_4 [pubKey] (Len=0)
smCom :DEBUG:Tx> (Len=61)
80 01 61 00 38 11 2D 2C 00 00 00 00 1F FD 90 00
7F FF FF FF 87 D3 E3 93 19 8F 5C 80 EO0O BC 9B C9
82 00 1F BO EE 20 1C 27 0B 6D C8 84 52 E4 13 A3
25 56 81 75 41 04 EF 00 00 40 42 01 03
smCom :DEBUG:<Rx (Len=2)
90 00
APDU :DEBUG:ECDSASign []
APDU :DEBUG:kSEQ5x_TAG_1 [objectID] = O0xEF000040
APDU :DEBUG:kSE05x_TAG_2 [ecSignAlgo] = 0x21
APDU :DEBUG:kSEO05x_TAG_3 [inputDatal] (Len=32)
48 65 6C oC 6F 20 57 6F 72 6C 64 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
smCom :DEBUG:Tx> (Len=48)
80 03 0C 09 2B 41 04 EF 00 00 40 42 01 21 43 20
48 65 6C oC 6F 20 57 6F 72 6C 64 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
smCom :DEBUG:<Rx (Len=2)
69 85
sss :WARN :nxEnsure:'ret == SM _OK' failed. At Line:5601 Function:sss_se05x_TXn
App :INFO :Sign failed due to PCR expected value mismatch!!!
APDU :DEBUG:CheckObjectExists []
APDU :DEBUG:kSEQ5x_TAG_1 [object id] = Ox7FFFFFFF
smCom :DEBUG:Tx> (Len=11)
80 04 00 27 06 41 04 7F FF FF FF
smCom :DEBUG:<Rx (Len=5)
41 01 02 90 00
APDU :DEBUG:WritePCR []
APDU :INFO :Policy is NULL
APDU :DEBUG:kSEQ05x_TAG_1 [object id] = Ox7FFFFFFF
APDU :DEBUG:kSEQ05x_TAG_2 [initialValue] (Len=32)
12 Al 49 82 32 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
(continues on next page)
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APDU :DEBUG:kSE05x_TAG_3 [inputDatal] (Len=0)

smCom :DEBUG:Tx> (Len=45)
80 01 09 00 28 41 04 7F FF FF FF 42 20 12 Al 49
82 32 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

smCom :DEBUG:<Rx (Len=2)
90 00

APDU :DEBUG:WritePCR []

APDU :INFO :Policy is NULL

APDU :DEBUG:kSE05x_TAG_1 [object id] = Ox7FFFFFFF

APDU :DEBUG:kSE05x_TAG_2 [initialValue] (Len=0)

APDU :DEBUG:kSE05x_TAG_3 [inputData] (Len=5)
12 Al 49 82 32

smCom :DEBUG:Tx> (Len=18)
80 01 09 00 0D 41 04 7F FF FF FF 43 05 12 Al 49
82 32

smCom :DEBUG:<Rx (Len=2)
90 00

APDU :DEBUG:ECDSASign []

APDU :DEBUG:kSE05x_TAG_1 [objectID] = O0xEF000040

APDU :DEBUG:kSE05x_TAG_2 [ecSignAlgo] = 0x21

APDU :DEBUG:kSEO05x_TAG_3 [inputDatal] (Len=32)
48 65 6C oC 6F 20 57 6F 72 6C 64 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

smCom :DEBUG:Tx> (Len=48)
80 03 0C 09 2B 41 04 EF 00 00 40 42 01 21 43 20
48 65 6C oC 6F 20 57 6F 72 6C 64 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

smCom :DEBUG:<Rx (Len=76)
41 82 00 46 30 44 02 20 50 06 84 FF D1 CE 87 E7
F6 89 BE 6C 5B 93 EE EB 26 FB 9D 86 01 25 4F C5
CE EF 4E 0D 68 9A 64 D9 02 20 6A 4F 27 DO 95 CC
BD D4 20 66 60 B2 9E 52 26 96 Al 31 3C 1r 7D 77
E3 16 02 AA B2 E3 36 61 05 70 90 00

APDU :DEBUG:ECDSAVerify []

APDU :DEBUG:kSEO05x_TAG_1 [objectID] = OxEF000040

APDU :DEBUG:kSE05x_TAG_2 [ecSignAlgo] = 0x21

APDU :DEBUG:kSE05x_TAG_3 [inputData] (Len=32)
48 65 6C 6C 6F 20 57 6F 72 6C 64 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

APDU :DEBUG:kSE05x_TAG_5 [signature] (Len=70)
30 44 02 20 50 06 84 FF D1 CE 87 E7 F6 89 BE 6C
5B 93 EE EB 26 FB 9D 86 01 25 4F C5 CE EF 4E 0D
68 9A 64 D9 02 20 6A 4F 27 DO 95 CC BD D4 20 66
60 B2 9E 52 26 96 Al 31 3C 1F 7D 77 E3 16 02 AA
B2 E3 36 61 05 70

smCom :DEBUG:Tx> (Len=120)
80 03 0C 0A 73 41 04 EF 00 00 40 42 01 21 43 20
48 65 6C oC 6F 20 57 6F 72 6C 64 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
45 46 30 44 02 20 50 06 84 FF D1 CE 87 E7 F6 89
BE 6C 5B 93 EE EB 26 FB 9D 86 01 25 4F C5 CE EF
4E 0D 68 9A 64 D9 02 20 6A 4F 27 DO 95 CC BD D4
20 66 60 B2 9E 52 26 96 Al 31 3C 1F 7D 77 E3 16

(continues on next page)
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02 AA B2 E3 36 61 05 70
smCom :DEBUG:<Rx (Len=5)
41 01 01 90 00
App :INFO :Sign & Verify is Success with Expected PCR value!!!

APDU :DEBUG:DeleteSecureObject []

APDU :DEBUG:kSEQ05x_TAG_1 [object id] = 0xEF000040
smCom :DEBUG:Tx> (Len=11)

80 04 00 28 06 41 04 EF 00 00 40
smCom :DEBUG:<Rx (Len=2)

90 00

APDU :DEBUG:DeleteSecureObject []

APDU :DEBUG:kSE05x_TAG_1 [object id] = Ox7FFFFFFF
smCom :DEBUG:Tx> (Len=11)
80 04 00 28 06 41 04 7F FF FF FF
smCom :DEBUG:<Rx (Len=2)
90 00
App :INFO :ex_sss Finished

Press any key to continue .

5.7.18 Configuring Applet Features

This tool is used to configure the applet for different variants, i.e. Variant A, Variant B and Variant C. Note that this
tool only enables or disables the features according to the configured variant, it does not alter the variant itself.
The tool should be compiled with ECKey encryption, and optionally PlatfSCP03 encryption also. You would need
to provide a command line parameter for ECKey key to be used, and an environment variable for your own Platform
SCPO03 keys, if required.

Configuring ECKey key for command line

This example takes as a command-line input, the filename in which ECDSA key is stored. The key should be stored in
.der (binary) format only. If the available key is in .pem format, it can be converted into binary format using OpenSSL
command-line utility. Refer to OpenSSL Commands for more information on how to convert .pem formatted file to
.der formatted file.

Configuring Environment for PlatfSCP03 Keys

If you do not wish to use Platform SCP03 encryption, skip to the next step.

To use your own platform SCPO3 keys, refer to Section 11.10 Using own Platform SCP0O3 Keys on details on setting
up your environment.

Using with PC as host

1) Flash the VCOM binary present in binaries directory on to the target board.
2) Note the VCOM COMPORT from device manager.

3) Build the project se05x_setAppletFearures. Configure the tool with SE0O50_A, SE050_B or
SE050_C, to enable the applet specific features.

4) Run the executable for desired variant as:
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cd tools
set EX_SSS_BOOT_SCP03_PATH_ENV=\path\to\platfscp03\keys
se05x_setAppletFearures.exe —-file <filename> <COMPORT>

Where EX_SSS_BOOT_SCP03_PATH_ENV is set to the path of file containing Platform SCP03 keys as de-
scribed in Configuring Environment for PlatfSCP03 Keys.

COMPORT is the port obtained from step 2.

filename is the path to file containing ECDSA keypair provisioned at RESERVED_ID_FEATURE in binary
format as described in Configuring ECKey key for command line

Using with iMX-6 as host

1) Build the project se05x_setAppletFearures. Configure the tool with SE050_A, SE050_B or
SE050_C, to enable the applet specific features.

2) Run the executable for desired variant as:

cd tools
export EX_SSS_BOOT_SCP03_PATH_ENV=\path\to\platfscp03\keys
./se05x_setAppletFearures —-file <filename>

Where EX_SSS_BOOT_SCP03_PATH_ENV is set to the path of file containing Platform SCP03 keys as de-
scribed in Configuring Environment for PlatfSCPO03 Keys.

filename is the path to file containing ECDSA keypair provisioned at RESERVED_ID_FEATURE in binary
format as described in Configuring ECKey key for command line

5.7.19 Write APDU to buffer

Normally, when we create an APDU, we also perform transceive operation and return the result to the application.
Optionally, the user may want to just create the APDU and not perform the transceive operation.

This can be done by creating your own transaction function. All SE05x APIs call a common transaction function in
which the complete APDU is created and then transmitted.

The following function can be used as reference.

smStatus_t fLogTransmitBuffer (Se05xSession_t *pwrite_apdubufferctx,
const tlvHeader_t «+hdr,
uint8_t +cmdBuf,
size_t cmdBuflen,
uint8_t *rsp,
size_t =xrsplen,
uint8_t hasle)

memset (gTxBuffer, 0, sizeof (gTxBuffer));
size t 1 = 0;

memcpy (&gTxBuffer[i], hdr, sizeof (xhdr));
smStatus_t ret = SM_OK;

i += sizeof (xhdr);

if (cmdBufLen > 0) {

// The Lc field must be extended in case the length does not fit
// into a single byte (Note, ile the standard would allow to
// encode 0x100 as 0x00 in the Lc field, nobody who is sane in his mind

(continues on next page)
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// would actually do that).
if ((cmdBuflLen < OxFF) && 'hasle) {
gTxBuffer[i++] = (uint8_t)cmdBuflen;
}
else {
gTxBuffer[i++] = 0x00;

gTxBuffer[i++] OxFFu & (cmdBufLen >> 8);
gTxBuffer[i++] = O0xFFu & (cmdBuflen);

}
memcpy (&gTxBuffer[i], cmdBuf, cmdBuflen);
i += cmdBuflen;

}

if (hasle) {
gTxBuffer[i++] = 0x00;
gIxBuffer[i++] = 0x00;

}

ret = SM_OK;

gTxBufferlen = i;

return ret;

Assign this function to session context and use as following

Se05xSession_t write_apdubufferctx {0};
write_apdubufferctx.fp_TXn = &fLogTransmitBuffer;

Se05x_API_WriteBinary (&write_apdubufferctx, &policy, objectID, offset, length,
—inputData, inputDatalen);

After this, whichever SE05x API you call with write_apdubufferctx, it will just create the APDU and write it
to the buffer. No transceive operation will be performed.

Building

Build the project with the following configurations.
se05x_GetAPDUBuffer
e SCP = None

e Project = se05x_GetAPDUBuffer

Running

On successful execution you can see the APDU buffer printed out:

App :INFO :Policy for ReadOnly File:

App :INFO :Locked = READ

App :INFO :Excluded = DELETE, WRITE.

App :INFO :pPolicyBuffer (Len=9)
08 00 00 00 00 00 20 00 00

App :INFO :gTxBuffer (Len=38)
80 01 06 00 21 11 09 08 00 00 00 00 00 20 00 00
41 04 11 22 33 44 43 02 00 OA 44 0A 01 02 03 04
05 06 07 08 09 0OA
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5.7.20 Inject Certificate into SE

This tool is to demonstrate how to inject certificates into the SE. The keyIDs where certificates are injected are defined

in se05x_InjectCertificate.h:

#define ECC_CERTIFICATE_KEYID 0x00000014
#define RSA_CERTIFICATE_KEYID 0x00000011

Note: Certificates to be injected are also defined in se05x_InjectCertificate.h file. These can be changed

as required.

Building the example

Use the following CMake configurations to compile the example
e Project: se05x_InjectCertificate

How to use

Run the tool as:

se05x_InjectCertificate <port>

e For systems connecting with T=1 over 12C, the port parameter can be skipped.

5.7.21 SE05X Read State example

This project can be used to get SE05X state information. The state information is w.r.t
1) LockState
2) Restriction on Object Creation
3) Platform SCP mandate state

Refer to SEO05x_ LockState t Refer to SE05x RestrictMode t Refer
SE05x_PlatformSCPRequest_t

to

SEO05x_LockState_t lockState;
SEO05x_RestrictMode_t restrictMode;
SE05x_PlatformSCPRequest_t platformSCPRequest;

Building the Demo

o Build Plug & Trust middleware stack. (Refer Building / Compiling)

e Project: se05x_ReadState
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Running the Example

If you have built a binary, flash the binary on to the board and reset the board.

If you have built an exe to be run from Windows using VCOM, run as:

’seOSx_ReadState.exe <PORT NAME>

Where <PORT NAME> is the VCOM COM port.
On Raspberry-Pi or iMX board, run as:

’./seOSx_ReadState

Console output

If everything is successful, the output will be similar to:

APDU :DEBUG:ReadState []
smCom :DEBUG:Tx> (Len=5)
80 02 00 5B 00
smCom :DEBUG:<Rx (Len=9)
41 82 00 03 02 00 02 90 00
App :INFO :SEO5x Read State Successfully!!!
App :INFO :Following is the SE05x Read State status
App :INFO :SE05x Lock State = 0x2 1i.e. SE05x is Unlocked!!!
App :INFO :SE05x Restrict Mode = 0x0 1i.e. No Restriction is applied for object
—creation!!!
App :INFO :SE05x Platform SCP Request = 0x2 1i.e. Platform SCP is not required for
—Communication!!!
App :INFO :ex_sss Finished
Press any key to continue

5.7.22 SEO05X Personalization Remove RSA Key Generation Module

This project permanently deletes rsa key generation module from secure element. Running this example will restrict
the generation of rsa keys inside the secure element.

Building the Demo
e Build Plug & Trust middleware stack. (Refer Building / Compiling)
e Project: se05x_Perso_Delete_Mod_RSAKeyGen

Running the Example

If you have built a binary, flash the binary on to the board and reset the board.

If you have built an exe to be run from Windows using VCOM, run as:

se05x_Perso_Delete_Mod_RSAKeyGen.exe <PORT NAME>

Where <PORT NAME> is the VCOM COM port.
On Raspberry-Pi or iMX board, run as:
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./sel05x_Perso_Delete_Mod_RSAKeyGen

Console output

If everything is successful, the output will be similar to:

App :INFO :# Running Remove Module RSAKEYGEN : On chip generation of RSA keys.
App :INFO :# Remove Module RSAKEYGEN is complete.
App :INFO :ex_sss Finished

5.7.23 DEMO for Personalization of SE051

This demo can be used to personalize some of the parameters for SEO51.

The demo is self explanatory:

se05x_Personalization.exe <operation>

[operation] <port_name>

Where, 'operation': one or sequence of the following:

HELP
I2C_DisableClockStretching
I2C_EnableCLockStretching
I2C_ProtocolGP
I2C_ProtocolUM
I2C_ProtocolAutoDetect
I2C_ProtocolManual
I2C_EnablePowerSave
I2C_DisablePowerSave
I2C_SemiBlocking
I2C_NonBlocking
RM_MOD_IOT_EXTENDED
RM_MOD_IOT_BASE

—1in IoT devices.
RM_MODX_EGOVACCELERATORS

RM_MOD_RSAKEYGEN

Prints list of APIs

I2C:
I2C:
I2C:
I2C:
I2C:
I2C:
I2C:
I2C:
I2C:
I2C:

Disables clock stretching

Enables clock stretching

Use GP Mode for I2C

Use UM Mode like SE050 for I2C
Automatically detect I2C Protocol
Manually use fixed Protocol

Go to power save after last APDU

DO not go to power save after last APDU
SEMI Blocking I2C

Non Blocking I2C

Delete: Extension to Elliptic Curve Cryptography.

Delete: Collection of crypto algorithms often used

Delete: Secure Messaging Accelerators for
—eGovernment applications and modular arithmetic math APTI.
On chip generation of RSA keys.

For further details, please see product user manual.

Note: You can add more operations in a single command.

Warning: These values are effective only after IC Reset.

Compatible settings from host and SE

Some parameters need compatible settings at both sides, from host and SE. Else it leaves system in a non-operable

state.
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e.g. If the SE is configured to be in ProtocolGP, and host is using ProtocolUM, there can’t be any further
communication with the SE without re-compiling the middleware/demo at the host. And since the communication
between Host and SE is not function, there is no direct/easy way to re-configure the SE Back.

5.7.24 SEO05X MultiThread demo

This project demonstrates two threads, opening two sessions with the se05x using tunneling api’s. Each thread per-
forming ecc sign and verify operations.

If we use user sessions then at least two authentication objects need to be provisioned in se05x using the delete
and test provision utility before running the demo:

e For an overview of authentication objects refer to Auth Objects
e For a provisioning example refer to Delete and Test Provision

In Multistep operations the concurrent execution with same cipher mode is not allowd. (Refer Known limitations)

Note: This demo can be build for FreeRTOS on embedded platforms or for pthread on POSIX systems (e.g. Linux).

Prerequisites

e Micro USB cable
e FRDM-K64F/imx-RT1060/Raspberry-Pi/iMX board
e Personal Computer

e SE05x Arduino shield

Building the Demo
e Build Plug & Trust middleware stack. (Refer Building / Compiling)
e Project: se05x_MultiThread

Running the Example

If you have built a binary, flash the binary on to the board and reset the board.

If you have built an exe to be run from Windows using VCOM, run as:

’seOSx_Multithread.exe <PORT NAME>

Where <PORT NAME> is the VCOM COM port.
On Raspberry-Pi or iMX board, run as:

’./seOSx_Multithread
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Console output

If everything is successful, the output will be similar to:

sSSs :WARN :Communication channel is with Plain.

Sss :WARN :!!!Not recommended for production use.!!!
sSss :WARN :Communication channel is with Plain.

SSs :WARN :!!!Not recommended for production use.!!!
App :INFO :Key Store Generate Key success user 2!!!
App :INFO :Key Store Generate Key success user 1!!!
App :INFO :sss_asymmetric_sign_digest success user 2
App :INFO :sss_asymmetric_sign_digest success user 1
App :INFO :Set public key success user 2

App :INFO :Set public key success user 1

App :INFO :sss_asymmetric_verify digest success user 2
App :INFO :Done User 2

App :INFO :sss_asymmetric_verify_digest success user 1
App :INFO :Done User 1

App :INFO :SE05x Multithreaded example finished

5.7.25 SEO05X Invoke Garbage Collection Example

The example will trigger the garbage collection in SE05X. Invoking CM_InvokeGarbageCollection api will
close the existing session to SE05X. To use SE05X, open session again.

Warning: Excessive calls to CM_InvokeGarbageCollection API will impact the device durability

Building the Demo
e Build Plug & Trust middleware stack. (Refer Building / Compiling)
e Project: se05x_InvokeGarbageCollection

Running the Example

If you have built a binary, flash the binary on to the board and reset the board.

If you have built an exe to be run from Windows using VCOM, run as:

se05x_InvokeGarbageCollection.exe <PORT NAME>

Where <PORT NAME> is the VCOM COM port.
On Raspberry-Pi or iMX board, run as:

’./seO5x_InvokeGarbageCollection

Console output

If everything is successful, the output will be similar to:
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hostLib:WARN :Invoking this api will close the existing session to SEO05X.
hostLib:WARN :To use SEO05X, open session again.
hostLib:INFO :Sending Select command
hostLib:INFO :Command Successfull!!!
hostLib:INFO :Command Response (Len=18)
6F 10 84 08 A0 00 00 01 51 00 00 00 A5 04 9F 65
01 FF
hostLib:INFO :Sending 'Invoke Garbage Collection' Command
hostLib:INFO :Command Successful!!!
hostLib:INFO :Command Response (Len=5)

FE 03 DF 25 00
App :INFO :se05x_InvokeGarbageCollection Success !!!...
App :INFO :ex_sss Finished

5.7.26 ECC Concurrent Example

This project demonstrates Elliptic Curve Cryptography sign and verify operations using SSS APIs. On a multiprocess
OS it can be run as multiple instances. Before running an instance ensure the secure element is properly provisioned.
The utility Delete and Test Provision can be used to provision the authentication objects used by this example. Invoke
se05x_Delete_and_test_provision once during the preparation of the demo. The authentication objects
are required for user sessions of type UserID/AESKey/ECKey.

Building the Demo

e Build Plug & Trust middleware stack. (Refer Building / Compiling)
e When used in combination with Access Manager compile for SMCOM = JRCPv1

Restrictions

e Each user session needs to have a different authentication object

Running the Example in combination with the Access Manager

For additional information on the AccessManager refer to Access Manager: Manage access from multiple (Linux)
processes to an SEO05x IoT Applet.

Usage

The client process opens an authenticated user session (None/UserID/AESkey/ECkey) configured at build time. The
user session must be without platform SCP03. Platform SCPO3 is handled by the Access Manager.

The client process connects to the AccessManager over JRCPv1.

Two concurrent client processes (establishing a user session) can connect to the AccessManager.

This program takes 4 command line arguments:

e authid: Authentication object id with which the session can be opened. It can be of type UserID/AESkey/ECkey
(or authentication type ‘None’). In case the user session authentication is of type ‘None’ pass ‘0’ as argument

e keyid: The id at which the functional Ec key pair will be stored, use a unique value per process.

e count (optional argument): Number of times the Ec Sign Verify operation will be repeated
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e port: Connection port to AccessManager. e.g. 127.0.0.1:8040

An example invocation of the program (passing the Authentication Id of a UserID object) is:

./se05x_ConcurrentEcc —authid 0x7DA00001 -keyid OxEF001234 -cnt 100 -port 127.0.0.
—1:8040

Concurrent Usage

The following command invocations illustrate how two processes connect to the AccessManger using different Au-
thentication Id’s and (functional) key Id’s.

The following Authentication Id’s are provisioned in SE using the “delete & provision” utility

Authld 1 2

UserID | 0x7DA00001 | 0x7DA00011
AESkey | 0x7DA00002 | 0x7DA00012
ECKey | 0x7DA00003 | 0x7DA00013

Keyld can be anything above OxXEF000000, choose a different value for each client process.
e Ec Sign / Verify Auth=ID_1 Auth=ID_2
e ./se05x_ConcurrentEcc -authid 0x7DA00001 -keyid 0xEF001234 -cnt 100 -port 127.0.0.1:8040
e /se05x_ConcurrentEcc -authid 0x7DA00011 -keyid OxEF001244 -cnt 100 -port 127.0.0.1:8040
e Ec Sign / Verify Auth=None Auth=EC
e ./se05x_ConcurrentEcc -authid 0 -keyid 0xEF001236 -cnt 100 -port 127.0.0.1:8040
e ./se05x_ConcurrentEcc -authid 0x7DA00003 -keyid 0xEF001246 -cnt 100 -port 127.0.0.1:8040
e Ec Sign/ Verify Auth=AES_1 Auth=AES_2
e /se05x_ConcurrentEcc -authid 0x7DA00002 -keyid OxEF001238 -cnt 100 -port 127.0.0.1:8040
e ./se05x_ConcurrentEcc -authid 0x7DA00012 -keyid 0xEF001248 -cnt 100 -port 127.0.0.1:8040

5.7.27 Symmetric Multi Step Concurrent Example

This project demonstrates Symmetric Multi step operations. using SSS APIs. On a multiprocess OS it can be run as
multiple instances. Before running an instance ensure the secure element.is properly provisioned. The block cipher
mode to apply (ECB or CBC) can be chosen by the user. The utility Delete and Test Provision can be used to provision
the authentication objects used by this example. Invoke se05x_Delete_and_test_provision once during the
preparation of the demo. The authentication objects are required for user sessions of type UserID/AESKey/ECKey.

Building the Demo

e Build Plug & Trust middleware stack. (Refer Building / Compiling)
e When used in combination with Access Manager compile for SMCOM = JRCPv1
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Restrictions

e Each user session needs to have a different authentication object

e The same block cipher mode cannot be used for two concurrent client processes. If one process uses ECB the
other must use CBC. This is a restriction from the SSS layer.

Running the Example in combination with the Access Manager

For additional information on the AccessManager refer to Access Manager: Manage access from multiple (Linux)
processes to an SEO05x IoT Applet.

Usage

The client process opens an authenticated user session (None/UserID/AESkey/ECkey) configured at build time. The
user session must be without platform SCP03. Platform SCPO3 is handled by the Access Manager.

The client process connects to the AccessManager over JRCPv1.

Two concurrent client processes (establishing a user session) can connect to the AccessManager.

This program takes 5 command line arguments:

e authid: Authentication object id with which the session can be opened. It can be of type UserID/AESkey/ECkey
(or authentication type ‘None’). In case the user session authentication is of type ‘None’ pass ‘0’ as argument

e keyid: The id at which the symmetric key has to be stored, use a unique value per process.
e algo: Block cipher mode, use 1 for ECB and 2. for CBC

e count (optional argument): Number of times the crypto operation will be repeated.

e port: Connection port to AccessManager. e.g. 127.0.0.1:8040

An example invocation of the program is:

./se05x_ConcurrentSymm —authid 0x7DA00001 -keyid 0xEF002234 -algo 1 -cnt 100 -port,,
—127.0.0.1:8040

Concurrent Usage

The following command invocations illustrate how two processes connect to the AccessManger using different Au-
thentication Id’s and (functional) key Id’s.

The following Authentication Id’s are provisioned in SE using the “delete & provision™ utility

Authld 1 2

UserID | 0x7DA00001 | 0x7DA00011
AESkey | 0x7DA00002 | 0x7DA00012
ECKey | 0x7DA00003 | 0x7DA00013

Keyld can be anything above OxXEF000000, choose a different value for each client process.
e ECB Enc/Dec CBC Enc/Dec Auth=ID Auth=AES
e ./se05x_ConcurrentSymm -authid 0Ox7DA00001 -keyid 0OxEF002234 -algo 1 -cnt 100 -port 127.0.0.1:8040
e /se05x_ConcurrentSymm -authid 0x7DA00002 -keyid 0XEF002235 -algo 2 -cnt 100 -port 127.0.0.1:8040
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e ECB Enc/Dec CBC Enc/Dec Auth=ID_1 Auth=ID_2
o /se05x_ConcurrentSymm -authid 0x7DA00001 -keyid 0XEF002236 -algo 1 -cnt 100 -port 127.0.0.1:8040
o ./se05x_ConcurrentSymm -authid 0x7DA00011 -keyid OxXEF002237 -algo 2 -cnt 100 -port 127.0.0.1:8040
e ECB Enc/Dec; CBC Enc/Dec Auth=EC Auth=AES
e /se05x_ConcurrentSymm -authid 0x7DA00003 -keyid 0XEF002238 -algo 1 -cnt 100 -port 127.0.0.1:8040
e /se05x_ConcurrentSymm -authid 0x7DA00002 -keyid 0XEF002239 -algo 2 -cnt 100 -port 127.0.0.1:8040

5.7.28 Delete and Test Provision

‘Delete and Test Provision’ is a utility that deletes a subset of the crypto objects stored on the secure element. Next
it provisions different types of key objects (as documented in the table below). These key objects enable vari-
ous use cases with the secure element. As an example: the authentication objects for session based authentication
(UserID/AESkey/ECKey) are provisioned through this utility.

To enable concurrent (up to the maximum of two) authenticated user sessions, two authentication objects of each type
(UserID/AESkey/ECKey) are provisioned.

Note: Authentication objects - of the same object type - are provisioned on Ids with an offset of +0x10.

Warning: This utility provisions the same value for both authentication object type instances. In a product
deployment different values must be used, do not re-use any of the values provisioned by this test utility in a
product deployment.

Object IDs provisioned

Object ID Object Type | Usage

0x7DA00001 | User ID Allows the user to Open User ID Auth Session to SE.
0x7DA00002 | Symm Key Allows the user to Open AES Key Auth Session to SE.
0x7DA00003 | EC Key Allows the user to Open EC Key Auth Session to SE.
0x7DA00011 | User ID Allows the user to Open additional User ID Auth Session to SE.
0x7DA00012 | Symm Key Allows the user to Open additional AES Key Auth Session to SE.
0x7DA00013 | EC Key Allows the user to Open additional EC Key Auth Session to SE.
0x7FFF0200 | Symm Key Allows the user to switch transport LockState of the SE.
0x7FFF0201 | EC Key Provisions ECKA pair at SE for EC key Session Authentication.
0x7FFF0202 | EC Key Provisions ECKA pair at SE for EC key Session Authentication.
0x7FFF0203 | EC Key Provisions ECKA pair at SE for EC key Session Authentication.
0x7FFF0204 | EC Key Used for applet personalization.

0x7FFF0205 | User ID Allows the user to delete all objects. Except those provisioned by NXP.
O0x7FFF0206 | Binary Holds the device unique ID.

0x7FFF0207 | User ID Allows the user to make platform SCP mandatory or not.

Warning: Some of the object Ids here are provisioned with same values. This is for test, example and demo
purpose only.
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Authentication Keys

Warning: These values are just for demonstration. The user MUST modify these values in the secure element
and the application for real world use cases.

User ID

#define EX_SSS_AUTH_SE05X_UserID_AUTH_ID kEX_SSS_ObjID_UserID_Auth

#define EX_SSS_AUTH_SEO05X_UserID_VALUE \

{ \
0xC0, 0x01, 0x02, 0x03, 0x04 \
} /x COOL 234/
#define EX_SSS_AUTH_SE05X_UserID_VALUE2 \

{
0xC0, 0x01, 0x02,
} /% COOL 2345%/

—

0x03, 0x04, 0x05 \

Applet SCP

#define EX_SSS_AUTH_SEO5X_APPLETSCP_AUTH_ID kEX_SSS_ObjID_APPLETSCPO3_Auth

#define EX_SSS_AUTH_SEO05X_APPLETSCP_VALUE

{
0x40, 0x41, 0x42,
0x4B, 0x4C, 0x4D,

0x43, 0x44, 0x45, Ox46, 0x47, 0x48, 0x49, 0x4A,
0x4E, Ox4F

~

#define EX_SSS_AUTH_SEO05X_APPLETSCP_VALUEZ2 \

{ Oxea, 0x62, 0x04,
Oxba, 0x8b, 0x2d,

0x48, 0x0b, 0xf5, 0x19, Oxfe, 0Oxc2, 0xb7, 0x7f,
0x57, 0x30 \

—~

EC Key

#define EX_SSS_AUTH_SEO05X_ECKEY_ECDSA_AUTH_ID kEX_SSS_obJjID_ECKEY_Auth

#define EX_SSS_AUTH_SEO05X_KEY_HOST_ECDSA_KEY

{
0x30, 0x81, 0x87,
0x06, 0x07, 0x2A,
0x01, 0x06, 0x08,
0x03, 0x01, 0x07,
0x01, 0x01, 0x04,
Ox6D, O0x2F, 0x43,
0xD5, 0x82, 0x84,
0xC2, Ox3F, 0x1D,
0xB8, 0x1A, 0x24,
0xAl, 0x44, 0x03,
0x04, 0x3C, O0x9E,
0x58, 0x9F, 0x67,
0x2E, 0x17, 0x22,
0xC3, 0xB7, 0xD5,
0xA8, O0x1A, OxAE,

0x02, 0x01, 0x00, 0x30, 0x13,
0x86, 0x48, O0xCE, 0x3D, 0x02,
0x2A, 0x86, 0x48, O0xCE, 0x3D,
0x04, 0Ox6D, 0x30, 0Ox6B, 0x02,
0x20,

0x2F, 0x8A, O0x2F, 0x45, OxEC,
0x7E, 0xCO0, 0x83, 0xBB, OxEB,
OxF4, 0xFO0, 0xDD, O0x2A, Ox6F,
0xE7, 0xB6, 0xD5, 0x4C, Ox7F,
0x42, 0x00,

0x47, O0xED, O0xFO, 0x51, OxA3,
0x30, 0x2D, 0x22, 0x56, 0x7C,
0x9E, 0x88, 0x83, 0x33, 0x8E,
0x27, 0xF9, OxEE, 0x71, 0xDO,
0x7F, O0xE2, 0x1C, OxAA, 0x66,

P g G O

—~

(continues on next page)
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(continued from previous page)

0x77, 0x78, 0x3A, O0xA8, 0x8D, 0xA6, 0xD6, O0xAS8, \
0xAD, Ox5E, 0xC5, 0x3B, 0x10, 0xBC, 0x0B, O0Ox11, \
0x09, 0x44, 0x82, O0xFO0, 0x4D, 0x24, 0xB5, OxBE, \
0xC4 \

#define EX_SSS_AUTH_SEO05X_KEY_HOST_ECDSA_KEY2
{

0x30, 0x81, 0x87, 0x02, 0x01, 0x00, 0x30, 0x13,
0x06, 0x07, 0x2A, 0x86, 0x48, O0xCE, 0x3D, 0x02,
0x01, 0x06, 0x08, O0x2A, 0x86, 0x48, 0xCE, 0x3D,
0x03, 0x01, 0x07, 0x04, OxeD, 0x30, 0x6B, 0x02,
0x01, 0x01, 0x04, 0x20,
0x12, Oxe2, 0xd3, Oxc7, 0x31, Oxa6b, 0x7c, 0x32,
Oxfb, 0xd7, 0x2f, 0xa9, 0xc4, Oxbb, 0xc2, 0xdO0,
0x64, Oxad, 0x50, 0x99, 0xd3, 0x3d, 0x01, O0Ox4b,
Ox4f, 0x36, 0x90, 0x9c, Oxba, Oxab, O0xbb, 0xda,
0xAl, 0x44, 0x03, 0x42, 0x00,
0x04, 0x0d, O0x0e, 0x03, 0Oxdd, 0x40, Oxle, 0x77,
Oxff, Oxab, 0xa8, O0xb5, 0x79, Oxdb, 0x8a, 0xf4,
0x09, 0x7b, 0x59, 0Ox4e, 0xe8, 0xal, 0xb8, 0xlc,
Oxeb, 0xa8, 0x53, 0x96, 0Oxc6, 0x13, 0x96, 0x56,
0x13, 0Ox5e, 0x68, 0x75, 0xb9, 0xe9, 0x79, 0x29,
0x28, 0x8c, 0x7d, Oxal, 0xf2, 0x78, 0x7b, 0x66,
0x86, Oxcc, 0x9%e, 0Ox6b, 0xfe6, 0x03, 0Oxc2, Oxfe,
0x59, 0xlb, Oxab, Ox4a, 0x40, 0x24, 0x70, Oxe4,
0x8b

P g P G D A

Building the Demo

o Build Plug & Trust middleware stack. (Refer Building / Compiling)
e SEOS5X_Auth=None

e Project: se05x_Delete_and_test_provision

5.7.29 se05x Multiple Digest Crypto Objects example

This project demonstrates managing multiple crypto objects from application layer. The example will create 2 digest
crypto objects which will be used for SHA256 multistep operations. The example can be extended for AES, AEAD,
MAC crypto objects also.

Note: Disable SSSFTR_SEO5X_CREATE_DELETE_CRYPTOOBJ in cmake options to run this example. This will
ensure crypto objects are not created at SSS layer.

Building the Demo

o Build Plug & Trust middleware stack. (Refer Building / Compiling)

e Project: se05x_MultipleDigestCryptoOb]
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Running the Example

If you have built a binary, flash the binary on to the board and reset the board.

If you have built an exe to be run from Windows using VCOM, run as:

se05x_MultipleDigestCryptoObj.exe <PORT NAME>

Where <PORT NAME> is the VCOM COM port.

On Raspberry-Pi or iMX board, run as:

’./seOSx_MultipleDigestCryptoObj

Console output

If everything is successful, the output will be similar to:

SSS
SSS
App
App
App
App
App
App
App
App
App
App
App

App
App

App

:WARN
:WARN
:INFO
:INFO
:INFO
:INFO
:INFO
:INFO
:INFO
:INFO
:INFO
:INFO
:INFO
90 B4
BB 78
:INFO
:INFO
D8 ED
87 4E
: INFO

:Communication channel is Plain.
:!1'INot recommended for production use.!!!
:Running Multiple Digest Crypto Example seO5x_MultipleDigestCryptoObij.c
:Create digest crypto object
:Create digest crypto object

:Calling Update
:Calling Update
:Calling Update
:Calling Update
:Calling Update
:Calling Update
:Message Digest

:digest (Len=32)

function
function
function
function
function
function
(inputl)

6D D6 FA DO A8 DB
60 48 22 35 69 70

:Message Digest

:digest (Len=32)

(input2)

22 5A FC 4B BO 9B
3F 61 00 A3 6D 4F

:ex_sss Finished
Press any key to continue

for
for
for
for
for
for

with id - 58 !!!
with id - 59 !!!

crypto
crypto
crypto
crypto
crypto
crypto

successful

49 69 45 A6
56 B8 9B 1D
successful

47 EF DB 9E
DD 4D 90 BS

objectIdl
objectId2
objectIdl
objectId2
objectIdl
objectId2

[

BE 27 D9 5F
07 83 68 5E

D4 51 7F 2F
7B 70 72 45

5.7.30 SEO05X Allow Without SCP example

This project demonstrates how to configure SE05X to allow without platform SCP.

Building the Demo

o Build Plug & Trust middleware stack. (Refer Building / Compiling)

e Project: se05x_AllowWithoutPlatformSCP

e CMake configuration

SEO05X_Auth:Plat£sSCP03
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Running the Example

If you have built a binary, flash the binary on to the board and reset the board.

If you have built an exe to be run from Windows using VCOM, run as:

se05x_AllowWithoutPlatformSCP.exe <PORT NAME>

Where <PORT NAME> is the VCOM COM port.
On Raspberry-Pi or iMX board, run as:

’./seO5x_AllowWithoutPlatformSCP

5.7.31 FIDO ECDAA Example
This project demonstrates FIDO ECDAA algorithm which is defined in https:/fidoalliance.org/specs/fido-v2.
0-1d-20180227/fido-ecdaa-algorithm-v2.0-id-20180227.html.
Refer - simw—top/demos/se05x/se05x_FIDO_ECDAA/se05x_FIDO_ECDAA.cC
SEO05x, in this project, is used for:
e Random number generateion
e Key management
e ECDAA sign

e Scalar multiplication of a (elliptic) curve point

Building the Demo
e Build Plug & Trust middleware stack. (Refer Building / Compiling)
e Project: se05x_FIDO_ECDAA

Running the Example

If you have built a binary, flash the binary on to the board and reset the board.

If you have built an exe to be run from Windows using VCOM, run as:

’SGO5X_FIDO_ECDAA.exe <PORT NAME>

Where <PORT NAMES> is the VCOM COM port.
On Raspberry-Pi or iMX board, run as:

’ ./se05x_FIDO_ECDAA

Console output

If everything is successful, the output will be similar to:
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App :INFO
App :INFO
App : INFO
App :INFO
ED AD
02 4D
App :INFO
—as B=HGI (m)
App :INFO
04 F7
F8 F4
7C 5C
D4 A2
E3
App : INFO
App :INFO
—pailr on th
App :INFO
—from backe
—spec.
App :INFO
04 F7
F8 F4
7C 5C
D4 A2
E3
sSss :INFO
App :INFO
—the ECDAA
sSss :INFO
App :INFO

:Running FIDO Example se05x_FIDO_ECDAA.cC
:EcdaaJdoin 1) Get B from Issuer

:EcdaaJdoin 1.1) The ECDAA Issuer chooses a nonce BigInteger m

:m (Len=32)

8C AB 6A CD A6 0D B8 B9 E6 AC 89 57 3A 57

29 7B 2A 6A EE 59 15 8A 6F 6E AB 5F 35 23

:EcdaaJdoin 1.2) The ECDAA Issuer computes the B value of the credential

and send (sc,yc)=HGl_pre(m) to the authenticator
:B (Len=65)
72 DF 94 09 AC 26 43 EC 10 6D 08 5E 95 A9
23 99 6E 1D EB 03 2E A8 C7 13 47 0D 54 86
D2 95 60 7B BA 30 88 99 2C 47 29 E5 F2 CD
1B 82 6D 20 17 A6 E8 45 19 BC DC 06 BF 59
:sc index 0x00000000
:EcdaaJdoin 2) The authenticator generate secret key (sk) on SE, as a key,,

e BN curve (we only need the private key part).

:Ecdaadoin 3) The authenticator re-calculates B from the data received,,

d (and stores on SE). Re-calculated from sc and yc as described in FIDO,
:Authenticator B (Len=65)

72 DF 94 09 AC 26 43 EC 10 6D 08 5E 95 A9

23 99 6E 1D EB 03 2E A8 C7 13 4A 0D 54 86

D2 95 60 7B BA 30 88 99 2C 47 29 E5 F2 CD

1B 82 6D 20 17 A6 E8 45 19 BC DC 06 BF 59

:Public key should be paased without header

:EcdaaJdoin 4) The authenticator calculation of Q=ECPointMultiply(sk, B),,
public key (and attested readback)

:Public key should be paased without header

:Read Q attested.This is required for FIDO remote provisioning usecase,

—as opposed to in factory provisioningThe attestation signature over Q would be used,

—as proof t
—in this on

hat the sk is indeed on the SE.As FIDO specifies no anonymity is required,
e tim

Sss :WARN :Returned is not in DER Format
App :INFO :0=B”sk (Len=65)

04 83 77 C3 5B 49 03 8F 72 0A 60 D9 88 76 99 CE

A3 7A FC 9C 72 89 17 64 80 89 6F 11 20 67 A0 DE

15 2A 38 D2 9F 89 C8 BA 2C 27 DA 9A C2 F3 0OA 9A

75 3B 59 CF D2 AC 41 29 12 BA B4 62 7B F2 9D 22

9B
App :INFO :EcdaaJoin 5) The authenticator generate random (r) on SE, as a private,
—key on the BN curve.
App :INFO :EcdaaJdoin 6) The authenticator calculation of Ul = ECPointMultiply(r, B),_
—on SE
Sss :INFO :Public key should be paased without header
sSss :WARN :Returned is not in DER Format
App :INFO :Ul=B”rl (Len=65)

04 BO FO A3 72 B1 AE 4F DE 08 72 B9 4C E6 CE C5

5A 5F 30 0B 72 AE 5E FC 30 2C DB BA 25 C2 76 BD

6F 69 85 6B 86 E5 E5 3E B4 51 01 11 C3 ED F3 6D

17 9E 8A 42 9C 11 D8 A0 5B 1A D9 72 1D AF 8D 3A

D4
App :INFO :EcdaaJoin 7) The authenticator calculation of the Hash (c_1l) on the Host
App :INFO :c_2=H(U1l|P1|Q|m) (Len=32)

4E 91 CE 70 FD A8 ED 6D CD D3 BO AA EA CA CE E9

81 6C 3B 4F 56 7C Cb6 46 AA 89 37 BA 4D 3E B1 8D

(continues on next page)
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(continued from previous page)

App

App

App
—the

App
App

App

App
App
App

App

App

App

App

App

App
App
App

App

App
App
App

Issuer Backend.

62
co

3A
62

3A
62

F7
A0

A2
73
B9
59

TE
9F
AB
46

TE
9F
AB
46

CA

3E

3A
62

3A
62

7B
81

co
CF

co
CF

TF
3B

BO
13
AQ
8F

9A
BE
DE
96

9A
BE
DE
96

CE

Bl

co
CF

co
CF

86
D1

24
89

24
89

12
4D

19
17
D8
51

BF
B7
94
95

BF
B7
94
95

E9

8D

24
89

24
89

ECDAA signature sl on_

credential for the SE.

F9 96 BB
63 EA DA

3C 54 30
48 6D 17

:INFO :n (Len=32)

F6 FD DE A7 53 AC EC 59 19 76 08 11 CE
0B 7D FF 78 E8 CO C1 D1 84 FA 00 48 6D
:INFO :c_1 = H(nl|c_2) (Len=32)

7B CE 04 OF 1A BA 03 6A 74 CD 12 67 20
82 D5 21 EA B7 73 5E CO 04 12 E1 17 2F
:INFO :EcdaaJoin 8) The authenticator calculation of the
SE and send Q, cl, sl, n to Issuer.

:INFO :Do Signing

:INFO :digest (Len=32)

7B CE 04 OF 1A BA 03 6A 74 CD 12 67 20
82 D5 21 EA B7 73 5E CO 04 12 E1 17 2F
:INFO :signature (Len=36)

30 22 02 20 5B 2B 35 08 0F 6B E7 CD Cl
98 90 C5 3E C8 13 88 38 E9 CF 38 D1 D7
FE 19 A8 CA

:INFO :Signing Successful !!!

:INFO :EcdaaJdoin 9.1) Verify on the ECDAA

:INFO :B”?s_1 (Len=65)

04 33 16 03 9D 3B 2C AE B8 23 F9 C5 EC
93 78 DC 3E 58 34 32 87 42 4C EC DO 27
D4 67 25 A8 1B 68 45 4E E6 AC D4 DC A6
6A 20 4C BC 72 03 80 35 B2 74 4D C2 3F
73

:INFO :0%cl (Len=65)

04 A5 5D D7 78 BD B6 AB E1 19 5F 73 2B
AB 88 B3 89 37 D5 9A B7 1B 4B AB 13 30
17 B2 51 E6 01 CA DF FE 4C B5 60 AC 4B
19 83 A5 75 E8 3B 73 10 E2 17 95 1B 3A
B1

:INFO :U_verify=B?sl-Q%cl (Len=65)

04 A5 5D D7 78 BD B6 AB E1 19 5F 73 2B
AB 88 B3 89 37 D5 9A B7 1B 4B AB 13 30
17 B2 51 E6 01 CA DF FE 4C B5 60 AC 4B
19 83 A5 75 E8 3B 73 10 E2 17 95 1B 3A
Bl

:INFO :c_2_verify = H(U_verify|P1|Q|m) (Len=32)
4E 91 CE 70 FD A8 ED 6D CD D3 BO AA EA
81 6C 3B 4F 56 7C C6 46 AA 89 37 BA 4D
:INFO :c_1_verify = H(n|c_2_verify) (Len=32)

7B CE 04 OF 1A BA 03 6A 74 CD 12 67 20
82 D5 21 EA B7 73 5E CO 04 12 E1 17 2F
:INFO :c_1 (Len=32)

7B CE 04 OF 1A BA 03 6A 74 CD 12 67 20
82 D5 21 EA B7 73 5E CO 04 12 E1 17 2F
:INFO :Verified. H(nl|c_2_verify) == c_1

:INFO :Ecdaadoin 9.2) The ECDAA Issuer create a
:INFO :isk.x (Len=32)

61 60 54 A4 DC 84 6B 12 BE A3 EF 4E 88
3E A7 82 F7 61 1F 91 5D 24 A1l DA A6 6B
:INFO :isk.y (Len=32)

07 32 A9 AA 21 9F 67 02 80 33 76 FD BE
22 9E AC ED 83 OE 7A 77 73 59 8C 50 1B
:INFO :C = (A + Q)”*x

:INFO :D = Q

:INFO :EcdaaJoin 9.3) The ECDAA Issuer sends A,

—authenticator still knows BB and DD

CA,C to the authenticator.

The,,

(continues on next page)
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(continued from previous page)

App

:INFO

:EcdaaJdoin 10) The authenticator store the credential on the SE (in real,,

—use case these are injected via a confidentiality protected mechanism)

App

App

App

SSS
SSS
SSS
App
—NOW
App
App

sss
App

: INFO
04 05
69 B3
28 50
2E 9A
B6
:INFO
04 3D
9C C9
F7 18
A5 9E
CB

: INFO
04 83
A3 TA
15 2Aa
75 3B
9B

: INFO
: INFO
: INFO
: INFO
on the
: INFO
: INFO
ED 39
13 93
21 16
58 93
C4 BC
8D F1
8C EA
: INFO
: INFO

:A = B*(1/y) (Len=65)

BA FD 6F 93 08 F1 37 57 BF 1E 20 1E 67 D8
CF D4 21 B5 42 AOQ 44 EE A4 Bl A4 OA 42 D4
A2 95 1B CA F2 D5 6E 47 AF E4 6B BD C6 5E
4B 1E 93 B2 7C EB F3 3C AD 49 1A 01 78 C2
:C = (A + Q)”*x (Len=65)

4C 15 47 94 18 66 F4 E7 CE 4D DD 1F B3 EC
07 0B 9B EF 81 77 3B C5 EA F9 5B F7 F4 53
CcO0 50 05 E6 27 DB 8D 08 76 34 86 72 A4 9C
16 29 29 9F 17 F1 2A 38 5F FC 06 9B 14 BC

:D = Q (Len=65)

77 C3 5B 49 03 8F 72 0A 60 D9 88 76 99 CE
FC 9C 72 89 17 64 80 89 6F 11 20 67 AO DE
38 D2 9F 89 C8 BA 2C 27 DA 9A C2 F3 OA 9A
59 CF D2 AC 41 29 12 BA B4 62 7B F2 9D 22

:Public key should be paased without header

:Public key should be paased without header

:Public key should be paased without header

:EcdaaJdoin operation completed!The SE and Backend established trust, from,
SE can generate anonymous sigantures which the Backend can verify.
:ECDAAsign PRE) Generate KRD

:KRD (Len=100)

04 4D 8D Cl1 OF F4 5C 64 73 EF 57 BD 00 9D
28 F2 AA 67 8E 40 C9 A0 75 A9 E3 3A 77 45
2C 74 AD F5 44 1B 2A 92 26 3A 74 E9 B4 E2
85 8E 15 AC 6C 4B C7 B5 23 0B E6 B5 43 93
3D CC 92 BD 3D F5 F3 00 2A 88 5D C5 CC 4E
2D BF C8 59 C9 D3 81 8E 48 8B AD 87 72 FE
0F F7

:Public key should be paased without header
:ECDAAsign Note: From here on the complete operation must be repeatable

—without NV writes.

App :INFO :ECDAAsign a) regenerate random 1
App :INFO :1 (Len=32)

C8 26 98 6F 2D 8B 04 80 34 09 D9 BF 49 52 5C C2

A6 F4 54 D5 38 48 Bl C7 45 CB AB DD 06 71 34 58
sss :INFO :Private key should be passed without header
App :INFO :R = ECPointMultiply (1, A)
App :INFO :S = ECPointMultiply(l, B)
sSSs :WARN :Returned is not in DER Format
App :INFO :T = ECPointMultiply(l, C)
App :INFO :W = ECPointMultiply(l, D)
App :INFO :ECDAAsign b) Random (r) was already regenerated during the last sign,
—operation.
App :INFO :ECDAAsign c) Calculation of U on SE
App :INFO :U = ECPointMultiply(r, S)
App :INFO :ECDAAsign d) Calculation of the Hash (c) on the Host
App :INFO :H(KRD) = H(KRD) (Len=32)

9C D6 3B 62 0B DC B4 23 CA 5D 8B 6C 80 D1 CE AC

CA EO F6 4A E4 B3 E4 EF 6F 28 86 93 71 B8 F8 BD
App :INFO :AppID https://www.nxp.com/se050
App :INFO :c2 = H(U|S|W|AppID|H(KRD)) (Len=32)

(continues on next page)

258 Chapter 5. Demo and Examples




Plug & Trust MW Documentation, Release v04.01.01

(continued from previous page)

App

App

App
App
ApPp

App

App
App

App
App
App
App
App
App

App

App

App

App

App

App
App

45 FF
54 29
:INFO
40 FO
F6 06
:INFO
24 99
03 1B
:INFO
:INFO
:INFO
24 99
03 1B
:INFO
30 22
07 CA
3F FB
:INFO
:INFO
6A 75
BO 88
:INFO
:INFO
:INFO
:INFO
:INFO
:INFO
04 15
A9 21
F7 92
E9 9E
34

:INFO
04 71
4C 3A
40 50
71 CE
68

:INFO
04 9B
CDh 19
09 5E
BE E2
FC

:INFO
45 FF
54 29
:INFO
24 99
03 1B
:INFO
24 99
03 1B
:INFO
:INFO

09 54 38 74 89 51 A4 90 53 C3 0B
95 2C DC E2 9A BC FD 9A E4 6B 83
:n (Len=32)

56 51 8A 4B AE FA D4 D2 3D 1C Fo6
Bl E2 62 45 D7 2F D7 3D 78 77 4E
:c = H(n|c_2) (Len=32)

8F C2 81 7D 7C 16 C5 EF 3E AB 4D
58 CD E6 03 F5 52 2E 7B 2E 99 0D
:ECDAAsign e) Calculation of the ECDAA
:Do Signing

:digest (Len=32)

8F C2 81 7D 7C 16 C5 EF 3E AB 4D
58 CD E6 03 F5 52 2E 7B 2E 99 0D
:signature (Len=36)

02 20 6A 75 8F F2 8D 79 00 66 CE
DD 3F BO 88 78 86 06 FO F6 0C co
25 1E

:Signing Successful !!!

:Raw signature (Len=32)

8F F2 8D 79 00 66 CE C9 81 08 07
78 86 06 FO F6 0C C0O 22 35 08 3F
:ECDAAsign f) Verify the ECDAA signature
:Point R Is On Gl and Not Infinity

:Point S Is On Gl and Not Infinity

:Point T Is On Gl and Not Infinity

:Point W Is On Gl and Not Infinity

:S*s (Len=65)

7B 45 DE 81 DF 7E 25 8A A0 45 4E
13 14 0C EA FD E7 6D 11 46 5B F9
62 08 3D 33 05 DE FE 9E 88 D4 05
B4 F9 6E 2F 05 B7 C4 5B 65 D1 54
:Wre (Len=65)

5C 19 4D 97 OE EO CF 8C BD E9 8C
A5 AO 48 A7 Cl 67 C6 BA F4 6C BC
3A F9 C8 50 7A 38 15 75 4F 13 34
0A 3A 44 3D 25 00 3D 23 B2 6D \0)
:U_verify=S*s-W"c (Len=65)

3E CB E6 9D 2C 74 9C 12 B8 AA 78
C2 43 EF 31 43 8E 99 C6 CO 29 E8
9A A8 B6 C9 8B 49 70 24 B8 5E 35
63 FC EC 77 22 95 19 CD D4 47 B4
:c_2_verify = H(U_verify|S|W|AppID|H (KRD))
09 54 38 74 89 51 A4 90 53 C3 0B
95 2C DC E2 9A BC FD 9A E4 6B 83
:c_verify = H(nl|c_2_verify) (Len=32)

8F C2 81 7D 7C 16 C5 EF 3E AB 4D
58 CD E6 03 F5 52 2E 7B 2E 99 0D
:c (Len=32)

8F C2 81 7D 7C 16 C5 EF 3E AB 4D
58 CD E6 03 F5 52 2E 7B 2E 99 0D
:se05x_FIDO_ECDAA Example Success !!!...

:ex_sss Finish

ed

39
B6

55
57

E2
AF

E7 TF
C3 EA

9A 48
B2 60

55 81
06 68

signature on the SE

E2
AF

Cc9
22

CA
FB

64
34
32
23

FD
DF
9A
AD

OE
95
D8
22

(Len=32)

39
B6

E2
AF

E2
AF

55 81
06 68

81 08
35 08

DD 3F
25 1E

B2 5F
71 27
CD 40
56 D2

E5 B7
87 Bl
AB 9B
20 FB

1C F3
2A 11
50 EO
54 28

E7 TF

C3 EA

55 81
06 68

55 81
06 68

5.7. SE05X Examples

259




Plug & Trust MW Documentation, Release v04.01.01

5.7.32 SE05X SCP03 BOOT Example

This project demonstrates that the HostOS does NOT need to know the SCP03 Base Keys to establish an SCP03
session. Provided the boot loader has established the SCP03 session and saved the SCP03 session state.

Refer - simw—top/demos/se05x/se05x_scp03_boot/se05x_scp03_boot.c

Prerequisites

e Build Plug & Trust middleware stack. (Refer Building / Compiling)
e Project: se05x_scp03_boot

e Required build settings

cmake -DPTMW_SCP:STRING=SCP03_SSS -DPTMW_SEO5X_Auth:STRING=PlatfSCP03 —-DPTMW_
—SMCOM: STRING=T1oI2C
make se05x_scp03_boot

Running the Example

Create /tmp/SE05X directory (if not exists) to store the session keys.

If you have built on Raspberry-Pi or iMX board, run as:

./se05x_scp03_boot BOOTLOADER_ROLE
./se05x_scp03_boot HOST_OS_RESUME

5.8 OpenSSL Examples

5.8.1 Tool to create Reference key file

This tool is to demonstrate how to implement a command-line utility for native systems. This utiltity can be used to
generate/inject keypair and create reference key files.

This is beneficial for environments which do not have python installed.

Note: This example is implemented only for NIST-P256 curve. It can only be compiled when Host Crypto is
OpenSSL.

Building the example

Use the following CMake configurations to compile the example
e CMake configurations: SSS_HAVE_HOSTCRYPTO_OPENSSL: ON

e Project: seTool
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How to use

This example provides four command-line parameters to select the operation to perform.

1) To generate a keypair, run the tool as:

seTool genECC <keyId>

Where:
e keyld is the keypair index at which we want to generate the keypair.

2) To inject a keypair, run the tool as:

seTool setECC <keyId> <filename>

Where:
o keyld is the keypair index at which we want to inject the keypair
e filename is the path of the file in which keypair is stored in PEM format.

3) To retrieve the public key, run the tool as:

seTool getPublic <keyId> <filename>

Where:
o keyld is the keypair index from which we want to retrieve the public key
e filename is the path of the file in which we want to store the key in PEM format.

4) To create a reference key for an injected keypair, run the tool as:

seTool getRef <keyId> <filename>

Where:
e keyld is the keypair index at which we keypair is stored and
e filename is the path of the file in which we want to store the reference key in PEM format.

The generated reference key can be used by OpenSSL Engine.

5.8.2 Building a self-signed certificate

This demo is to demonstrate how we can use provisioned keys to create a self-signed certificate to communicate with
cloud platforms. In this example, we use two binaries, one to generate a keypair inside the secure element and another
to use the generated keypair to create a self-signed certificate.

Note: We use OpenSSL in this example to create the certificate.

How to use

1. Run the binary generate_certificate_key to generate an ECC-256 keypair inside the secure element.

2. Run the binary generate_certificate to create a self-signed certificate. This demo provisions the the
generated certificate into the secure element.
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3. You can read-out the certificate using SSS-APIs from keyld CERTIFICATE_KEY_ID + 1 as defined in
certificate.hfile.

5.9 Tests for User Crypto

5.9.1 Tests for User Crypto

e Tests are implementated based on pre-computed data.
e Validates cryptographic results against test vectors.
e The User Crypto can be validate with this test suite.

e The tests to be used during User Crypto development.

List of Crypto Algorithms

Following Crypto Algorithms for which tests are available
e Get Random Number
e AES_CBC_Encrypt
o AES_CBC_Decrypt
e MAC_One_Go
e MAC_Multistep

Building the Demo

o Build Plug & Trust middleware stack. (Refer Building / Compiling)

e Project: test_Crypto

5.10 NXPNFCRDLIB examples

5.10.1 MIFARE DESFire EV2 : Prepare Secure Element
Prerequisites

e Bring Up Hardware. (Refer Development Platforms)

e Connect RC663 to your microcontroller. (Refer mifarekdf-rc663)
About the Example

This is an example project for provisioning the SE05x for running other SE05x MIFARE DESFire EV2 examples.
This example Creates the required Se05x secure objects for further use by other examples.
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The two AES key storage for NFC application in SE05x

This example calls the - InitialSetupSe050 (): which inits, allocates and sets the AES keys.

The keyIDs are as below

#define MFDFEV2_KEYID (EX_SSS_OBJID_DEMO_MFDF_START)

#define MFDFEV2_CK_AUTH (EX_SSS_OBJID_DEMO_MFDF_START + 1)

#define MFDFEV2_CK_CHANGED_KEYID (EX_SSS_OBJID_DEMO_MFDF_START + 2)

#define MFDFEV2_CK_REVERT_KEYID (EX_SSS_OBJID_DEMO_MFDF_START + 3)

#define MFDFEV2_DK_AUTH (EX_SSS_OBJID_DEMO_MFDF_START + 4)

#define MFDFEV2_DK_MASTERKEY (EX_SSS_OBJID_DEMO_MFDF_START + 5)

#define MFDFEV2_DK_CHANGED_KEYID (EX_SSS_OBJID_DEMO_MFDF_START + 6)

#define MFDFEV2_DK_DIVERSIFY_AGAIN_KEYID (EX_SSS_OBJID_DEMO_MFDF_START + 7)

#define EX_SSS_OBJID_DEMO_MFDF_START 0x7D5DF000u

Key values

The key that is provisioned into SE05x is called the oldKey and newKey and it takes the values as below.

const uint8_t oldKeyValue[KEY_BIT_LEN / 8] = { 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0xO00,
0x00, 0x00, 0x00, 0x00 };

const uint8_t newKeyValue[KEY_BIT_LEN / 8] = { 0x01, 0x02, 0x03, 0x04,
0x05, 0x06, 0x07, 0x08,
0x09, 0x0a, 0x0b, 0xOc,
0x0d, O0x0Oe, Ox0f, 0x10 };

Running the Demo

1) Either press the reset button on your board or launch the debugger in your IDE to begin running the demo

If everything is setup correctly the output would be as follows:

sss:INFO :atr (Len=35)

00 A0 00 00 03 96 04 03 E8 00 FE 02 OB 03 E8 08
01 00 00 00 00 64 00 00 0A 4A 43 4F 50 34 20 41
54 50 4F

sss:WARN :Communication channel is Plain.

sss:WARN :!!!Not recommended for production use.!!!

App:INFO :SE050 prepared successfully for MIFARE DESFire EV2 examples
App:INFO :ex_sss Finished
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5.10.2 MIFARE DESFire EV2 : Prepare MFDFEV2

Warning: To run this example, you would need the nxpnfcrdlib component for which a Non-Disclosure Agree-
ment(NDA) needs to be signed. Please contact your FAE for additional details.

Prerequisites

e Bring Up Hardware. (Refer Development Platforms)

e Connect RC663 to your microcontroller. (Refer mifarekdf-rc663)

About the Example
This is an example project for preparing the MIFARE DESFire EV2 card for running other SEO5x MIFARE DESFire
EV2 examples.This example formats the card creates app, keys and file for running the other examples.
This does not make use of any SE05X APIs. It make use of nxpNfcrdLib apis for:
e formatting the card
e Creating an AFC application
o Selecting the application

e Creating a value file

Creation of application

creation of application with application ID happens in - phEx_Personalize_AFCApp ():

The application ID is

uint8_t bAfcApp[3] = {0x1ll, 0x22, 0x33};

AES Keys provisioned in card

We create One key in the card, This key is set when we are creating the transaction mac file. The key value is

uint8_t bTMKey[16] = { 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, O0xO00,
0x00, 0x00, 0x00, 0xO00,
0x00, 0x00, 0x00, 0x00 };

Running the Demo

1) Either press the reset button on your board or launch the debugger in your IDE to begin running the demo

If everything is setup correctly the output would be as follows:
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App :INFO :PlugAndTrust_v03.03.01_20210923

sss :INFO :atr (Len=35)
01 A0 00 00 03 96 04 03 E8 00 FE 02
01 00 00 00 00 64 13 88 0A 00 65 53
00 00 00

sss :WARN :Communication channel is Plain.

sss :WARN :!!!Not recommended for production use.!!!

App :INFO :Sleeping for 10 seconds for debugger stabilization

App :INFO :UID after L3 Activation (Len=10)
08 63 DC 14 00 00 00 0O 00 00

App :INFO :ATS after L4 Activation (Len=6)
06 75 77 81 02 80

App :INFO :Performing Pre Personalization ......

App :INFO :Formating the card Successful

App :INFO :bCardUid[0] = 0x4

App :INFO :bCardUid[1] = 0x41

App :INFO :bCardUid[2] = 0x65

App :INFO :bCardUid[3] = 0Ox7a

App :INFO :bCardUid[4] = Oxob6e

App :INFO :bCardUid[5] = 0x4d

App :INFO :bCardUid[6] = 0x80

App :INFO :bCardUid[7] = 0x0

App :INFO :bCardUid[8] = 0xO0

App :INFO :bCardUid[9] = 0xO0

App :INFO :Create AFC Application Successful

App :INFO :Select the AFC Application Successful

App :INFO :phEx_Create_ValueFile...

App :INFO : create Transaction MAC File Successful

App :INFO : create Value File Successful

App :INFO :*x*xxxx Creating standard data file SUCCESS!!xxxx%#*x%

App :INFO :ex_sss Finished

0B 03 E8 00
45 30 35 31

5.10.3 MIFARE DESFire EV2 : se05x_Ev2GetCardUID

ment(NDA) needs to be signed. Please contact your FAE for additional details.

Warning: To run this example, you would need the nxpnfcrdlib component for which a Non-Disclosure Agree-

5.10. NXPNFCRDLIB examples

265




Plug & Trust MW Documentation, Release v04.01.01

Prerequisites

e MIFARE DESFire EV2 : Prepare MFDFEV2 must have been executed, so that the MIFARE DESFire EV2 card
has the required credentials. For relevant platforms, a KSDK package is available. Please import and execute
the example MIFARE DESFire EV2 : Prepare MFDFEV2.

e MIFARE DESFire EV2 : Prepare Secure Element must have been executed, so that the Secure element has
the required credentials. For relevant platforms, a KSDK package is available. Please import and execute the
example MIFARE DESFire EV2 : Prepare Secure Element.

Examples se05x_Ev2ChangeKey and se05x_Ev2DivChngKey should not have been executed
Note : Order of execution se05x_Ev2PrepareCard, se05x_Ev2PrepareSE, se05x_Ev2GetCardUID.
e Bring Up Hardware. (Refer Development Platforms)

e Connect RC663 to your microcontroller. (Refer mifarekdf-rc663)

About the Example
This project is an example demonstrating the Mifare Desfire EV2 authentication using Se05x. After authentication it
gets the UID from the desfire EV2 card.
It uses the following APIs and data types:
e Se0bx API DFAuthenticateFirstPartl ()
e Se(0bx API DFAuthenticateFirstPart2()

e Se(0bx API DFKillAuthentication()

Running the Demo

1) Either press the reset button on your board or launch the debugger in your IDE to begin running the demo

If everything is setup correctly the output would be as follows:

App :INFO :PlugAndTrust_v03.03.01_20210923

sss :INFO :atr (Len=35)
01 A0 00 00 03 96 04 03 E8 00 FE 02 0B 03 E8 00
01 00 00 00 00 64 13 88 0A 00 65 53 45 30 35 31
00 00 00
Sss :WARN :Communication channel is Plain.
Sss :WARN :!!!Not recommended for production use.!!!
App :INFO :Sleeping for 10 seconds for debugger stabilization
App :INFO :UID after L3 Activation (Len=10)
08 51 80 4D 00 00 00 0O 00 00
App :INFO :ATS after L4 Activation (Len=6)
06 75 77 81 02 80
App :INFO :Select the AFC Application Successful
App :INFO :attempting to authenticate with cardkey = 0 and Se0Obj ID = 2103308288
App :INFO :
CARD =====> SE050 16-byte Ek (RndB) =
(Len=16)
1A 20 7F FF 64 5E F7 49 D7 40 A5 72 72 82 CB 24
App :INFO :
CARD <====== SE050 E(Kx, RandA || RandB') =
(Len=32)

(continues on next page)

266 Chapter 5. Demo and Examples




Plug & Trust MW Documentation, Release v04.01.01

(continued from previous page)

App INFO
CARD ======
(Len=32)

App INFO
CARD <
(Len=12)

App INFO

App :INFO

App : INFO

App :INFO

App : INFO

App :INFO

App :INFO

App :INFO

App :INFO

41 BF 63 61 3D 1B 8C DC 24
6D D8 8B 62 8D 21 38 BS 64
> SE050 32-byte E (Kx,
58 E6 33 4cC 97 EO ED 4E 4E
33 5A A4 22 98 32 C8 D9 7D
SE050 E(Kx, RandA || RandB') =
00 00 00 00 00 00 00 00 00
:Dumped Session Key is (Len=16)
83 82 BC 32 A5 63 AB 35 2E
:Dumped Session Mac is (Len=16)
7E 34 5E 3D AA 83 FO FD AD
:Dumped TI is (Len=4)
AB 97 3B 6C
:pDataParams—>wCmdCtr=0
EV2 First Authenticate Successful
:CARD UID is as below (Len=7)
04 41 65 7A 6E 4D 80

: Auth session is reset in software
: Auth session is killed in SE

:ex_sss Finished

EC 9B 69
D6 AD C3

TI||RndA'||PDCap2| |PCDcap2)

5F
c7

18 4D
8B 42

00 00 00

EO 16 65

C6 38 FB

B2
50

CE
0B

B5

05

E5 97 AO
CF BF EO

BA
47

48

04

D8
48

9D

ED

E5
73

38

13

5.10.4 MIFARE DESFire EV2 : Authentication

Warning: To run this example, you would need the nxpnfcrdlib component for which a Non-Disclosure Agree-
ment(NDA) needs to be signed. Please contact your FAE for additional details.

Prerequisites

e MIFARE DESFire EV2 : Prepare MFDFEV2 must have been executed, so that the MIFARE DESFire EV2 card
has the required credentials. For relevant platforms, a KSDK package is available. Please import and execute
the example MIFARE DESFire EV2 : Prepare MFDFEV?2.

e MIFARE DESFire EV2 : Prepare Secure Element must have been executed, so that the Secure element has
the required credentials. For relevant platforms, a KSDK package is available. Please import and execute the
example MIFARE DESFire EV2 : Prepare Secure Element.

o se05x_Ev2ChangeKey must have been executed.

e se05x_Ev2DivChngKey must have been executed.

Note

Order of

execution  se05x_Ev2PrepareCard,

se05x_Ev2DivChngKey, se05x_Ev2AuthTransaction.

e Bring Up Hardware. (Refer Development Platforms)

se05x_Ev2PrepareSE,

e Connect RC663 to your microcontroller. (Refer mifarekdf-rc663)

se05x_Ev2ChangeKey,
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About the Example
This project is an example demonstrating the Mifare Desfire EV2 authentication using Se05x. After authentication, it
performs encrypted communication with the desfire EV2 card.
It uses the following APIs and data types:
e Se(0bx API DFAuthenticateFirstPartl ()
e Se0bx API DFAuthenticateNonFirstPartl ()
e Se0bx API DFAuthenticateFirstPart2()
e Se(05x_API_DFAuthenticateNonFirstPart2 ()

e Se(05x API DFKillAuthentication/()

Running the Demo

1) Either press the reset button on your board or launch the debugger in your IDE to begin running the demo

If everything is setup correctly the output would be as follows:

App :INFO :PlugAndTrust_v03.03.01_20210923
sss :INFO :atr (Len=35)
01 A0 00 00 03 96 04 03 E8 00 FE 02 0B 03 E8 00
01 00 00 00 00 64 13 88 0A 00 65 53 45 30 35 31
00 00 00
sss :WARN :Communication channel is Plain.
sSSs :WARN :!!!Not recommended for production use.!!!
App :INFO :Sleeping for 10 seconds for debugger stabilization
App :INFO :UID after L3 Activation (Len=10)
08 81 68 F5 00 00 00 0O 00 00
App :INFO :ATS after L4 Activation (Len=6)
06 75 77 81 02 80
App :INFO :Select the AFC Application Successful
App :INFO :attempting to authenticate with cardkey = 2 and Se0Obj ID = 2103308290
App :INFO :
CARD =====> SE050 l6-byte Ek (RndB) =
(Len=16)
58 DE D1 A3 07 65 1B 5B 6E 97 8F D5 FO 24 79 F1
App :INFO :
CARD <====== SE050 E (Kx, RandA || RandB') =
(Len=32)
34 91 01 A3 4D 19 98 A2 D5 5C CB FE 5F 61 E4 2B
CF 04 DF 37 69 62 95 9C AC FO 56 84 B3 B7 1B 1C
App :INFO :
CARD ======> SE050 32-byte E(Kx, TI||RndA'||PDCap2]| |PCDcap2) =
(Len=32)
B2 63 BF C7 D3 BO A0 74 CB F7 86 C8 35 FB 1F 06
84 9D 10 AC 5C 02 4F EC B2 47 D6 1B 6D 65 B4 D8
App :INFO :
CARD <====== SE050 E(Kx, RandA || RandB') =
(Len=12)
00 00 00 00 00 00 00 0O 00 00 00 00
App :INFO :Dumped Session Key is (Len=16)
FB OE 3C 2D 2A 10 EB 6E 65 44 D3 67 A9 ED 63 F1
App :INFO :Dumped Session Mac is (Len=16)
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FC 75 23 E2 2D 38 4C 90 8A 45 1C 06 EO 5D 1F F9
App :INFO :Dumped TI is (Len=4)
2B 30 C6 B4
App :INFO :pDataParams—->wCmdCtr=0
App :INFO : EV2 First Authenticate Successful
App :INFO :CARD UID will be used for diversification
App :INFO :Select the AFC Application Successful
App :INFO :attempting to authenticate with cardkey = 0 and Se0Obj ID = 2103308294
App :INFO
CARD =====> SE050 l16-byte Ek (RndB) =
(Len=16)
85 C2 89 57 CD A4 8A 69 EC 30 03 51 4F EB 84 46
App :INFO
CARD <====== SE050 E(Kx, RandA || RandB') =
(Len=32)
FB FO 16 B2 8A 1F B4 DA E8 FA 2B FO AA 41 62 D1
6D CE 52 51 5B CD 37 D1 F8 C4 Al 8F 72 DE FF B9
App :INFO
CARD ======> SE050 32-byte E(Kx, TI||RndA'| |PDCap2| |PCDcap2) =
(Len=32)
6A 0D BA E6 94 4A 92 4cC 25 32 6D CF C2 06 35 34
91 19 B7 EO 6C 46 0C 80 5A 57 Bl 5C CF 1F 7C D7
App :INFO
CARD <====== SE050 E(Kx, RandA || RandB') =
(Len=12)
00 00 00 00 00 00 00 0O 00 00 00 00
App :INFO : EV2 First Authenticate Successful
App :INFO
CARD =====> SE050 16-byte Ek (RndB) =
(Len=16)
65 61 B4 35 9E 9F 3C BC F1 79 CB 08 6F 4A 9B ES8
App : INFO
CARD <====== SE050 E (Kx, RandA || RandB') =
(Len=32)
26 F5 4C 8B 86 22 95 93 13 71 A5 B9 06 9C FB 12
C7 B6 97 5F OF 66 39 OF 03 01 D2 20 79 60 2B 29
App :INFO
CARD ======> SE050 32-byte E(Kx, TI||RndA'| |PDCap2| |PCDcap2) =
(Len=16)
BD 33 43 58 DB 50 80 3A 6E 1B 82 85 5E 47 65 6A
App :INFO : EV2 Following Authenticate Successful
App :INFO :Authenticated with cardkey = 0 and Se0Obj ID = 2103308294
App :INFO :attempting to change cardkey = 0 from 0Old Se0500bjID= 0 to new_
—Se0500bjID= 2103308295
App :INFO : Change Key for card key 0 is Successful to Se0500bjID= 2103308295
App :INFO :Select the AFC Application Successful
App :INFO :attempting to authenticate with cardkey = 0 and Se0Obj ID = 2103308295
App :INFO
CARD =====> SE050 l6-byte Ek (RndB) =
(Len=16)
5D 18 97 25 86 13 08 CD 93 50 FC CF F6 FB F4 07
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App INFO
CARD <====== SE050 E(Kx, RandA || RandB') =
(Len=32)
00 07 CD D3 B4 C1 02 5C B6 E7 5A FO F7 1E D8 3C
A4 1D 5D 83 E1 95 BC AF 8F 20 23 A9 E1 13 33 6B
App INFO :
CARD ======> SE050 32-byte E(Kx, TI||RndA']||PDCap2]| |PCDcap2) =
(Len=32)
OB D8 81 8B 3F 53 E2 5A 23 7C 66 8F 46 08 F6 9F
4C BF 06 2A 63 4C 45 28 Al 8F AA FB FB F4 40 78
App INFO
CARD <====== SE050 E(Kx, RandA || RandB') =
(Len=12)
00 00 00 00 00 00 00 0O 00 00 00 00
App INFO :Dumped Session Key is (Len=16)
AF 86 09 BO 88 A9 52 78 6C 7E DO F7 14 F5 1A 75
App INFO :Dumped Session Mac 1is (Len=16)
OE 7B 03 B3 77 A5 Bl A8 6C 99 AD 71 C3 5B 5E 19
App INFO :Dumped TI is (Len=4)
C8 33 3B F7
App INFO :pDataParams—->wCmdCtr=0
App INFO EV2 First Authenticate Successful
App INFO :
CARD =====> SE050 16-byte Ek (RndB) =
(Len=16)
C9 58 CB 6B 6B 3B BD C5 OB 8E FD 88 AD 55 65 2C
App INFO
CARD <====== SE050 E(Kx, RandA || RandB') =
(Len=32)
58 91 1B 41 46 AD 8E A9 A2 51 B3 DF C9 3C FC 89
Cé6 E3 C3 02 AC F2 58 E2 7A 71 F5 12 84 7E E8 BC
App INFO :
CARD ======> SE(050 32-byte E(Kx, TI||RndA'||PDCap2]| |PCDcap2) =
(Len=16)
CF 90 99 00 DE 02 96 22 CO B8 EF 29 0A 43 83 99
App INFO :Dumped Session Key is (Len=16)
19 01 7F 30 3C 08 21 FB C3 5A F1 DC 25 9F 68 EC
App INFO :Dumped Session Mac is (Len=16)
46 FC 59 4B 0B 7E 15 C5 47 65 82 20 19 B6 42 3E
App :INFO :Dumped TI is (Len=4)
C8 33 3B F7
App :INFO :pDataParams—->wCmdCtr=0
App : INFO EV2 Following Authenticate Successful
App :INFO :Authenticated with cardkey = 0 and Se0Obj ID = 2103308295
App :INFO :phEx_Use_ValueFile...
App :INFO :Performing Accreditation in AFC App....
App :INFO : (Plain Communicatioon)Trying to Get the Current Value. Plain,
—Communicatioon
App :INFO :Getting current value Successful
App :INFO : (Enc Communication using session Key)Trying to Add money to the account
(continues on next page)
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App
App
App
App

App
App

:INFO :Add money to the account successful

:INFO : The amount in your account After credit is 0 0 0 17
:INFO : Accreditation DONE!

:INFO : Auth session is reset in software

:INFO : Auth session is killed in SE
:INFO :ex_sss Finished

5.10.5 MIFARE DESFire EV2 : Change Key

Warning: To run this example, you would need the nxpnfcrdlib component for which a Non-Disclosure Agree-
ment(NDA) needs to be signed. Please contact your FAE for additional details.

Prerequisites

Note

MIFARE DESFire EV2 : Prepare MFDFEV2 must have been executed, so that the MIFARE DESFire EV2 card
has the required credentials. For relevant platforms, a KSDK package is available. Please import and execute
the example MIFARE DESFire EV2 : Prepare MFDFEV?2.

MIFARE DESFire EV2 : Prepare Secure Element must have been executed, so that the Secure element has
the required credentials. For relevant platforms, a KSDK package is available. Please import and execute the
example MIFARE DESFire EV2 : Prepare Secure Element.

Bring Up Hardware. (Refer Development Platforms)

Connect RC663 to your microcontroller. (Refer mifarekdf-rc663)

: Order of execution se05x_Ev2PrepareCard, se05x_Ev2PrepareSE, se05x_Ev2ChangeKey.

About the Example

This project demonstrates the Mifare Desfire EV2 ChangeKeyEv2 using Se05x.

It uses the following APIs and data types:

Se05x_API_DFChangeKeyPartl ()
Se05x_API_DFChangeKeyPartZ2 ()

Se05x API DFAuthenticateFirstPartl ()
Se05x API DFAuthenticateNonFirstPartl ()
Se05x API DFAuthenticateFirstPart2()
Se05x_API_DFAuthenticateNonFirstPart2 ()

Se05x API DFKillAuthentication/()

Running the Demo

1y

Either press the reset button on your board or launch the debugger in your IDE to begin running the demo

5.10.
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If everything is setup correctly the output would be as follows:

App :INFO :PlugAndTrust_v03.03.01_20210923
sss :INFO :atr (Len=35)
01 A0 00 00 03 96 04 03 E8 00 FE 02 OB 03 E8 00
01 00 00 00 00 64 13 88 0A 00 65 53 45 30 35 31
00 00 00
sSss :WARN :Communication channel is Plain.
sss :WARN :!!!Not recommended for production use.!!!
App :INFO :Sleeping for 10 seconds for debugger stabilization
App :INFO :UID after L3 Activation (Len=10)
08 58 5E F7 00 00 00 0O 00 00
App :INFO :ATS after L4 Activation (Len=6)
06 75 77 81 02 80
App :INFO :Select the AFC Application Successful
App :INFO :attempting to authenticate with cardkey = 0 and Se0OObj ID = 2103308289
App :INFO
CARD =====> SE050 l6-byte Ek (RndB) =
(Len=16)
5D 3F 1D 55 Cl 73 D5 DD E3 9B 87 4F 5E C2 11 4F
App :INFO
CARD <====== SE050 E(Kx, RandA || RandB') =
(Len=32)
84 0A E2 DA 38 B2 2B AA 2F 46 AC 92 88 41 F6 70
2E 08 26 8B 1E 1B C2 72 46 8A 26 92 F8 12 5E 2B
App : INFO
CARD ======> SE050 32-byte E(Kx, TI||RndA']||PDCap2]| |PCDcap2) =
(Len=32)
58 D3 B6 7C 49 C9 07 13 CF 32 21 FO 40 6D 73 1E
21 AC 41 66 80 1C E6 2F 3F C8 50 F4 AB 29 77 B2
App :INFO
CARD <====== SE050 E(Kx, RandA || RandB') =
(Len=12)
00 00 00 00 00 00 00 0O 00 00 00 00
App :INFO : EV2 First Authenticate Successful
App :INFO
CARD =====> SE050 16-byte Ek (RndB) =
(Len=16)
CE F2 E7 6F 15 D7 A3 D9 44 Cl1 5F EO 22 36 38 11
App :INFO
CARD <====== SE050 E(Kx, RandA || RandB') =
(Len=32)
AF 77 8E Al C7 99 1B BB E7 44 B7 5E EA EF DE OF
94 DC 8E 1C C2 1E 32 EO 3F D4 D1 35 2D BD 35 13
App :INFO
CARD ======> SE050 32-byte E(Kx, TI||RndA'| |PDCap2| |PCDcap2) =
(Len=16)
AE A2 59 A7 53 98 52 CE 62 38 0A 33 F8 ED 32 72
App :INFO : EV2 Following Authenticate Successful
App :INFO :Authenticated with cardkey = 0 and Se0Obj ID = 2103308289
App :INFO :attempting to change cardkey = 2 from 0ld Se0500bjID= 2103308289 to new,,
—Se0500bjID= 2103308290
App :INFO : Change Key for card key 2 is Successful to Se0500bjID= 2103308290
App :INFO : Auth session is reset in software

(continues on next page)
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App :INFO : Auth session is killed in SE
App :INFO :ex_sss Finished

5.10.6 MIFARE DESFire EV2 : Diversified Change Key

Warning: To run this example, you would need the nxpnfcrdlib component for which a Non-Disclosure Agree-
ment(NDA) needs to be signed. Please contact your FAE for additional details.

Prerequisites

o MIFARE DESFire EV2 : Prepare MFDFEV2 must have been executed, so that the MIFARE DESFire EV2 card
has the required credentials. For relevant platforms, a KSDK package is available. Please import and execute
the example MIFARE DESFire EV2 : Prepare MFDFEV2.

e MIFARE DESFire EV2 : Prepare Secure Element must have been executed, so that the Secure element has
the required credentials. For relevant platforms, a KSDK package is available. Please import and execute the
example MIFARE DESFire EV2 : Prepare Secure Element.

e Bring Up Hardware. (Refer Development Platforms)
e Connect RC663 to your microcontroller. (Refer mifarekdf-rc663)

Note : Order of execution se05x_Ev2PrepareCard, se05x_Ev2PrepareSE, se05x_