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2 Network Intrusion Detection System DO, > U —7 RIERBARE T AT LA ERIND Z EHBEV,
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4.33. HEHEERDTmE
B SN RITET A — L THE SN ET,

B INERIT iz e 7 L LT Armadillo-230 O NENIRTE SV E T, (REFEEBUILLTO®Y T3,

2 ZREFERY A X
256KB

IRAFHEIY A XA D RE SO 72 RFFT L5 2 I3 T £ A, IR X282 TR L721E
WL, nricEsHen s Z L R<KHESNET,

REFERICESHEINZn 7T, B A— V&> THRET RLAICESMCHRET D LN TEET,
EFEITRERIC e VT RFEIRICEZ DN TV AT RTOR T EE A — VORI E LTERESNET,
DD, BAA—NDEKRYA XL 256KB + ~v X —fER L 20 5,

EHHRERFMIZ 27212 bbb BT, v ZIRAFHEEIC S v 7 R0 . B A—ILOEEIIIT
DOIVEH A,
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5.WEB 752Xk % Armadillo-230 D EE

1Ll

5.1. Armadillo-230 EIEEm AT Admin]
Bonjourt¥iE % o7 > TArmadillo-230 # 8R4 25 &, WEBZ 7 %2 X 5-10D X 9 IZArmadillo-230 @

by FR=URFRENET,

Armadillo-230 @ ~ v 7 X—1%, AT admin @ [Overview] T9, AT admin (21% [Overview] DOfHIZ

[Packet Scan] & [System] NHE SN TVET,

A=a— Kne
Overview AT LR
Packet Scan Ny NER
System AT LERTE

Ihb 3ODHREIE, BT R—V EHTDA=a—RNICRRSNET, XFNE27 ) v 7 $52 8T, £

—VERSZENTEET,

AT Admin

Overview Packet Scan

Packet Scan

Packet scanning is not active

Network

IP Address: 149

AtmarkTechnofArmadillo-230.R

AT &dmin version 1.62
@ 2006 Atmark Techno, Inc

5-1 AT admin: Overview
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5.2. AT Admin: F2:E

AT AdminTiE2—H 4 L RAT— R L DR uﬁ%gkﬁ”é%/\#&) D F£9, Armadillo-230 O34 . Overview
LAk o IE H (Packet ScankSystem)%J%?)i’ﬁ‘éiE'/\ CRREAME T, 2oL EIF K 520K 91T Y o K
TINFREINFET,

IEREETCOZ— LB LOVIZA T — NI TFO@Y TF,

a—¥4 NRAT— R

admin admin

a—YPHLRRAT—FREZASN L, OKARZ U ZMLTLZEN, BAENIELLfTbi-85Ee., ERL-
BEHAFRINET,

admir
31—l 5 -
A= iR

ClHAD- PRI

[ ok [ #Fetn |

B 5-2 AT Admin: System 1—H4&//SX7—Fi2;
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5.3. AT Admin: Overview
Overview H[ [ DEEHALIZ DWW T L £9, Overview [ZIXIRKE L DT TA ODFRNERINET,

Packet Scan
Network
Uptime
Firmware

5.3.1. Packet Scan
Packet ScanTl3/ /37 v MEHRMREDOMENE RINE T, 2y MNERKERIZT 7 /L MREETEZNIC
o TWERA, 7y MERMEEIZOWTIX 5.4 AT Admin: Packet Scan] TiELL AL £,

5.3.2. Network
Network TITHED R v NI =V REDOWMENF RINE T, BREINDHHEBIILLTFD 3 STY,

IP Address
BEOIP T RLARERINET, IPT FLADEAIZ [(auto)] & ENLTWHEAIL, DHCP
F 7213 Zeroconf IZ LV HENIZIP 7 RVADBEEN SN TNDLZ LA LET, WIC [(static))
EROTVAEAITFEEIP 7 RLARRESN TWALZ L AR LET,

MAC Address
HDIROSINLTWABEARDO MAC 7 RLARERINET,

Host name

RESNTWDHERA MR FRENE T, WIHPRREITX a230-0 TT,

5.3.3. Uptime
Armadillo-230 23 EE) L TH 6 OfEREM A Fo R ShvE ¥, FEfZoRIE, H(days). Fi(thours), 47 (min),
(sec) TR INET,

5.3.4. Firmware
BHEEEL TWA 77— =2 TIZOWVWTHEREINET,

Dist
FEHLTWAT A AR Ea—arOnRn—Vgr b a7y A VAR FRREINET,

Kernel
Linux 1 —x VDO NR—V g URFRREINET,

16
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5.4. AT Admin: Packet Scan

Packet Scan M TiE. Armadillo-230 @ 37 v MNEREREOREB I NREDT = v 7 #ITWET,
[Enable package scanning| |ZF = v 7 #2175 Z & T/ 7y MNESRBKEIZAIM LS, MOREEE b
PRte FTREZ2MREEIZ 72 0 £ 7,

Packet Scan (ZIZRKE LS DI T2 ODFRNEFRINET,

® Detection Types
® Alerts

AT Admin

Packet Scan

Packet Scan Configuration

Enable packet scanning [

Portscan detection

Content detection

Email adidress
SMTP Server

Send alert notices every at max

B 5-3 AT Admin: Packet Scan
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5.4.1. Detection Types
ARy MEERLOFIEZ IR L E T,

Portscan detection A—FrAFxr o 2mHLET,
Content detection 2y FPIZHEE D ASCIL XFHINIFEET B i~ E T,
5.4.2. Alerts
FBAA—INVICLAT 77— NEBHNOBRTEEITWVET, BRENMLELRTERHIZIULTOLEEBY T,
Email address TI— b eXEBLA=LT RLAZ AN LET,
SMTP Server 45 SMTP — "% AJLE7,

Send alert notices every 77— MEAEETHMRBELBIRLES, 77— D L EEITREINE
o 147, 547, 1543, 3047, 60 DRI L 7,

5.4.3. R EDiE A
REE A% [Update] ™¥ o a#fd EEAFNENEHINET, Armadillo-230 138 L < EE I 7=
WA CEAIMEREZ EIT L, HBESNIZA—LT RLRAIZA =L EED B ET,

) =5
T OREEEA LT TR, BEINEREIIRFEINTOERA,
BELUIZHREZEFEL, REEEEE OGN TH72021E,. Armadillo-230 D7 5w o A

EVICREEZRGFET HRERDH Y £, REHFIEIIONTIE, 15.5.7 AT Admin: System —
Save & Load| #ZM L T2,
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5.5. AT Admin: System

5.5.1. AT Admin: System — System Overview

AT Admin

Facket Scan

System Overview I etwiark: Firesneall Bridoe Fasswaord Firrmmiare Save & Load

IP Address 192168.10.233 {auto)
MAC Address 00:11:0C:00:00:4F

Host name aZ30-0

Traffic 2678 packets received
422 packets sent

Zeroconf Active

sho ifconfig

Load 0.00 {amin average)
Memory 29704k availahle, 14840F free

Uptime 0 days, 0 hours, 41 min, 48 sec

shou meminfo
shor syslog

Version atmark-distwl 7.1 (AtmarkTechnotArmadillo- 230 Recover)

Kernel 2.6.12.3-a3-8

B 5-4 AT Admin: System — System Overview

System Overview Tld Armadillo-230 (Z3 2 1FHMOiRER L OERZ 1T\ £ 7, System Overview
WIEREL BT T3 ODFEFRNETREINET,

® Network Info
® System State
® Firmware

19
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5.5.1.1. Network Info
Network Info (ZiZ% v NU = REDFFEMNBFRINET,

IPAddress BAED IP 7 FLANERINE T, IP BEHDEAIIFKREND LFHOEWIZLLFD

GG
SCFRH =S
(auto) DHCP F 7-1% Zeroconf |2 X % H#) IP &%
(static) EEIP 7 FL A2 X5 F#E)IPHE

MAC Address Armadillo-230 EHIZEI VRSN TWD MAC 7 RLANRFREINET,
Host name REINTWAKRA MMRFRENET, JIHPIREEITZ a230-0 T,
Traffic AT AEENEICHE Y NI =T EZEESNT Ny B FERENET,
Zeroconf Bonjour (2K 25 HENWNT A ZRRHBAD THLNE I DPRERINET,
Fo, IBIICEELWVR Yy T — 7 EHIL Tshow ifconfig] 72HEMT 5 Z L3 CT& £9, Show ifconfig

D=V ifconfig A~ RO N ZZDFEERR L E T, RARNEDFHEMZ OV TIT ifconfig D~ =27
NEZRL T TEEN,

5.5.1.2. System State
BEDOT AT DR AR T HZENTEET, MERTEDIHERIFILLTD 3 >TT,
Load 27 AfafikiE(Load Average) N E RS E T,
Memory A&V OfFEARENFRINET,
Uptime Armadillo-230 ¥ A7 ALEIRF YO OB AR RS NVET,
F 72, [show meminfo] 3 X Ishow syslog] 75, meminfo DIFHR E AT L2 77 7 A LDIEHRE
ZOFEDRETHRT LN TEET,

5.5.1.3. Firmware
BEBEL TV 77— o TIZOoWVWTERINET,

Dist T4 ANV Ea—varbtEHTa 7 7 A MOV TOFERTT,
a—YP =S RT AV —a )Y T NI 2T ONR— g IOV TEREINET,

Kernel Linux 71—/ DR — g ANIDOWTERRINET,
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5.5.2. AT Admin: System — Network
Network T, Xy NV —ZICHATHKMERELELTHI LENTEET,

Network TIIRKE L QIF T2 ODREEITR) I ENTEET,

e IPTFL XA
e Hostname

AT Admin

Systerm Owe e Network Fireweall Bridge Passward Firmware Save & Load
AUTOIP &
STATICIP () Address
Metmask
Gatenvvay {optional
DME Server {optional

Hostname |aZ30-0

[ Update H Cancel l

B 5-5AT Admin: System — Network
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55.2.1. IPT7 FL A

AUTO IP

STATIC IP

5.5.2.2. Hostname

R N ADY R
IV, FIHRAE T

HE)TIP 7 FLARSS « REZITWIEWIGAITEIR L 9,
VIHPRREETIZZ B O BRI N TWET,

X U —27 NIZDHCPH— 2% 544 . DHCPH:: 217 V£ 3, DHCPH— 373 fL-o)»
5o T28A . Zeroconfll K- CTHENTIPAEI VIR S ES, SEMMIc>WTIX 6 *r > b
U—JE] EBBLTIIEEN,

FETIPT RVAZRET HHAITEIRL £,
UTOHEBIZOWT, FEICANRET DMLERDY £7,
Address: BETHIP 7T RLRAEZ AN LET,

Netmask: HETHH TRy h~A7 AT LET,

Gateway:
RETHTF— bz AV —RDIPT RVAEZAN LET, Y= b= A ZfFEH LAWY

AT, ZEICLTLEE N,

DNS Server:
HETDH DNS(RAAL VR =LV AT L)Y —_"DIP 7 KL A% AN L£3, DNS %Z1f#

A L7Z2WEEIE, Eic LT a0,

RETRVWET, BFETDHHAETT AR Y 7 ANITH LWEAA M EASLTLE
[a230-0] L72>TCTWEJ, BonjourTld, ZOREET 74N FDRy NT—T 4T

»H 25 [local] OMAGLEEMHT DD, FIHPKEETIX a230-0.local) 73Armadillo-230 O£ FRE 720

4, ZOLIL,
DR A RG22 T

WEB7 Z ¥ D7 RUATHRT D Z LN TEEd, MoV TIE 6.4 Bonjour |-
] ZZRL TSN,
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5.5.2.3. Update
HEZ ANJ1t% [Update] RZ &3 L LLTFOX D 2 AT R SN 7-%. Armadillo-230 (387 L\
X MU — R ETEHEZRGLET,

AT Admin

whD— IR EREBEShEL:

T b — S EFLIRAL., EEELE T,
WEBZ SO EEFRL. Armadillo-2300sRLEDHNEIT 2% T - T
BEBonjourtd & FFRRLTHy =20 Pz A LEL TS .,

Hosthame: a230-0
IP Address: static {(192.168.10.80)
MAC address: 00:11:0C:00:00:4F

B 5-6 AT Admin: System — Network Update

Fy N — 7 BREXEE L TWARIZ. Armadillo-230 @ LEDGR) 23 S4T U E 1, W ~+EF % 12 AT
LEd, MOZHEELTHS Armadillo-230 D kv FR_R—IIZT7 7B AL TL &,

T REREA LS TCIR, BRSNSy N — 2 BERRE S TOE T AL

B LT EZRAT L, IRIBGEEEIRED L H N T D72 O121E, Armadillo-230 D7 7 v 3 = A
EVICHRELZRETDLERDH Y £, REFECHONTIE, 1557 AT Admin: System —
Save & Load] ZZ&ML T 72 &V,
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5.5.3. AT Admin: System — Firewall
Firewall TIZ7 7 A4 7 V4 —/VOREBERRE, REOKLHEZITO ZENTEET,

WREFR R OME Tl 3 FEHOHE B I T THEREZF R LET,
e Incoming Traffic
e  Outgoing Traffic
e Forwarded Traffic

TNENOHE TL—/LOBMCHIBR, Wikz 3252 LAARETT,

AT Admin

Packet Scan

System Overview Metwark Firewall Bridne Fassword Firmware

' Allow all traffic

@ Allow only the following traffic

5353 UDP
HTTP TCP
SSHTCP

[]1024:65535 TCP

[]1024:65535 UDF

CJICMP

Delete selected  Edit zelected Add new

' Allow all traffic

@ Allow only the following traffic

DOMAIN TCP
DOmMAIN UDP
MTP UDP

HTTP TGP

SMTF TCF
1024:65535 TCP
1024:64535 UDP

CliemMe
Delete selected  Edit selected Add new

(1 Farward IF teaffic
& Allow all traffic
O Allow only the following traffic

Celete selected  Edit selected Add new

[ Update H Cancel ]

Save & Load

5-7 AT Admin: System — Firewall
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5.5.3.1. Incoming Traffic

Incoming Traffic T 74~V A F—T =2 —RCASTL D237y NOEBEIT/RWET, BEICIE
K& 200 FEMHESNTOET, FIHMREETIX [Allow only the following traffic] 23R 71 Tu
£

Allow all traffic BTCONRT Y NN T 7 AT U4 —VZ@EBT A5 tnTxxd, 4

MHASTL D237y MZH L TIXToORIBRENLES, +205F
BELTOLREBBRLTIZEN,
Allow only the following traffic 77 A 7 U4 —/V&@BTDHIENTEL7ry FEBELET,
MIHPRE TR I N TWD ATy MILLTO®mY) T,

Ny hOfEE A& HIER A&
DOMAIN TCP DNS DGt Awf
DOMAIN UDP DNS O RWVG it ARA]
HTTP TCP CGI miEfE A H]
SSH TCP SSHIZkzmr A AA]
1024:65535 TCP Non-Privileged Port &5 | FHE
1024:65535 UDP Non-Privileged Port &= Gl
ICMP Ping Al HE

5.5.3.2. Outgoing Traffic

Outgoing Traffic TiX Armadillo-230 &K 5 HTW T » FOEFERZTRVWE T, REICITREL 2
DOOFEPHEBEINTWET, FIHPRETIE [Allow only the following traffic] 23#&IR IFLTUVVET,

Allow all traffic BCONRT Yy NI 7 AT U4 —)VEERTHZ ENTEES, 4+

IZH TS ATy M L TETORIREEZS L ET, +HoiEELT
MBER L TLEE W,
Allow only the following traffic 77 A 7 U+ — /L AEIRTHZ LN TE H37 v F 2B ek, FIHLK
BTSN TS ATy MILLTDEY TY,

Ny S OFEE JiikeS HIBR A&
DOMAIN TCP DNS ORVE ot AS|]
DOMAIN UDP DNS DR VE o+ NGl
NTP UDP NTP (2 X AR OfW&bd | AT
HTTP TCP CGI miifg AH]
SMTP TCP FETF A —ILDOKE AHf
1024:65535 TCP Non-Privileged Port & = AH]
1024:65535 UDP Non-Privileged Port &= NG
ICMP Ping Al HE

25
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5.5.3.3. Forwarded Traffic
Forwarded Traffic CIZ#atd 2537 > M L TITR OB ZBIN L £9, HEIZITKREL 250Kk
N £, FIHLLEETIL TAllow all traffic] ABIR I TWET,

Allow all traffic ETONRT Y "IN T7 7 AT U4 —/VEElRTHI ENTEE
T, TV PETRSOTWDAEGEREIEASND =, 3
TONRT y FEEilSEET,

Allow only the following traffic ~ ffE SN/ "7y NN 77 A T U+ — /L E2EIET 5 Z &
NTEET, PIHIRETIIZ L ONBIRI L TWET, IR
BTAMIR>TWDE Ty MEH Y EX A, AT DRENITE
MLUTLIZEN,

5.5.3.4. KHL—NL DB, Yk, WE
Incoming Traffic > Outgoing Traffic, Forwarded Traffic Cii 3 5/ —/L & BN E 7= I13HIER. fRET
HIEMTEET,

BINT5121% TAdd new) ZiBIRL T 72 &V,

T TSN TWA L=V ERET DIITARIORICO AT =y VR 7 A% F v 7 LT G TEdit
selected] ZHIL T 7ZE W,

TIPS
BEON—NZRFICHET 2 Z ST TE A, TEdit selected] 4 EIIZ—D2D/L—)L
FPUNERENTNDZEE2MERL T ZEW,

HIBRT D680 BIBRT 20—V DL H DT = v VR 7 AT = v 7 LTLEEW, K% [Delete
selected] L T 7Z& W,

TIPS
F oy IRy T ANRERIN TR — LT, VAT AHEOEDICNEERDDLOT
T, VAT LA RET SO0, BEAEEL T ET,

[Edit selected] F721% TAdd new] %IRRT 25 EMREBIIZESL L ET,
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AT Admin

Packet Scan

System Cerviaw Metwork Firewall Bridge Password Firrmmware Save & Load

Protocol
® ToP O UDP O ICMP

Service

@& well known service: | ftp b

O Specific port: uze  to specify port ranges

Interfaces
In:| Any ¥ oot | Any v

WAL E TiX [Protocoll. [Service]. [Interfaces] ZHEL E7 .

Protocol Ta harEEELET, #BRTELH7 e Fa/VFLlTo®@EYy ¢,

v haj BIR
TCP Transmission Control Protocol
UDP User Datagram Protocol
ICMP Internet Control Message Protocol

Service Eie7've b 2T TCP %7213 UDP 2SR S =581, Azhic/ v £4°, TCP
F7X UDP OR—  EZEZ P —EALATHRETHZENTEET, —EXA4
DEEESNTWRWIGRIIR— NESZEEAITHIZ LN TEET, £, =
a2 s O)EES TR— NEFORBIEE TR 2 &b TEET,

P —E R4 /R— N EE B
ssh ssh THHT 5K — (22 &) & f57E
22 ssh CTHHT R — 22 ) & HaE
22:25 AR— h&FE 5 22(ssh), 23(telnet), 24, 25(smtp) 45 7E

Interfaces X7 v " RBETHA X —T7 = —AZHRELET, Any. br0, ethO, ethl 7>
HEBEBIRLET, FNLFNOEWRIILLTO®EY TY,

A B —Tz—R% F=1 S
Any BTDOA L E—T = —ATHDNCLET
br0 TV oA E—T =— A THZLET
eth0 LAN 27 X 1 DA F—7 = —ATHMNILET
ethl LAN a7 % QDA L H—T =—ATHNILET

RiEHK, OKRZ 2 LES, ELSANSHEEAITRERRERICEY £§, ZE LTy bz
MR L TLZI, BRAEEL XY AL LIEWGEIE Cancel R AL T 7ZE0,
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5.5.3.5. A L7=%E D1 & ik

B L — VA BICHIBR, W L7286, FTLVERECEESE 2L ERDH Y 7, ”E)\jjﬁé [B]
TizdH D [Update] A& &4 2 k'( ﬁ&iilj‘]@rfﬁ WHINET, REZWHEL-WEAIE TCancel)
RE ML TIIEEN, BIOREIREIZRED £7,

|5T'JP| E,Ek
REZEA LT T, ZEINLEHEIIRTFINTOER A,

BE LT EZRAE L, IREEEIRED 5 A 20T 572 9D121E, Armadillo-230 D7 7 > &= A
FVICHEZRETDMLERNH Y £, RIFFHIE \_Ol/\“ﬂi [5.5.7 AT Admin: System —
Save & Load] ZZM L T 72& Wy,
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5.5.4. AT Admin: System — Bridge

Bridge Tid % v hU—2 7 U » DHEREDHERR & 7 E 21TV £ 7, Bridge 23%#4 % & Bridge DIREFR R
W NFRDNET, ZOWE T 3FEEOERAMRT LI LN TXET,

e Bridge Overview
Stored MAC Addresses
e STP Details

AT Admin
Systern Owerview Metwark Firewrall Eridoe Fassword Firrmware Save & Load
Bridge name br0
Bridge I} 3000.00110c000047
STP enabled vyes
Interfaces  ethd ethi

Port MAC Rddress Local Address? Ageing Timer

1 O0:0E5:4e:-40:ah: 98 o 1.1&

1 O0:0f:ea:56:3a: 03 o 1628

1 O0:11:0%9:3Z:e0: e no 11.41

1 00:11:0c:00:00:-4£ yes o_0a

z 00:11:0c:00:00:E0 Fes o.oo

1 O0:11:0c:00:00: 5e no z1.17

1 O0:12:7E:d7:chb:ci no 0.o07

1 O0:13:72:d8:Eb: 38 no 14.30

1 O0:13:d3:ed:be-d4d no 15,46

1 00:40:33:el:7£f:52 1o 6_17

1 00:e0:67:75:26:cd 1o 11.32
1 O0: ££:7h:-99:78:60 o Z2.26
br0

bridege id S000.00110c00004 £

desimated root g000.00110c00004 £

root port o path cost o

mayx age Z0.00 bridge max age Z0.00
hello time Z.00 bridge hello tine Z.00
forward delay 4,00 bridge forward delay 4,00
ageing time 300.00 go interwal o.0a
hello timer o.70 ton timer o.oo0
topoloygy change timer o.oo go timer o.1lo
flags
ethd (1}

port id 2001 state forwardineg
designated root 2000.00110c00004f path cost 100

designated bridge3000.00110c00004f message age timer o.0a

desimmated portc 2001 forward delay timer o_ao
designated cost u} hold timer o.oo
flags
ethl (Z)

port id 2002 state dizsahled
desimmated root 2000.00110c00004f path cost 100

designated bridge S000.00110c00004f message age timer o.oo

designated port 800Z forward delay timer a_oo
deziqmated cost u] hold timer a_oo
flags

B 5-8 AT Admin: System — Bridge
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F72. Bridge ®

Basic Configuration
STP Configuration

AROE B Tl 2 RO E B IZOW TREN ATEETT,

AT Admin

Syrstem Owe ey

Activate Bridge

Interfaces to bridge

MAC table ageing time

Enable STP

Bridge Priority
Forwarding Delay
Hello time

Max message age

eth0 port priority

ath0 path cost

eth1 port priority

eth'1 path cost

U VEREEERELILRS. 2

Metwark

ethd  ethl

Auto

=

ALto

B EOE

E E

E E

==

—ERIE

Bridge FPassword

seconds

(0~ B5535)
Feconds (4 ~ 300
seconds (1 ~ 100

zeconds (6~ 407

{0~ B3

(1 ~ 65,535

{0~ B3

(1 ~ 65,535

(FFE L AT LARBT SN ET .

Save & Load
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5.5.4.1. Bridge Overview
Bridge Overview CTliZ®r Yy N —27 7 U v UVREOMENFRINET, RINDHINEIZLL T OHE
T Xy FT—=7 7V o UNRHENTI > T2 WGAETE [Configure] RZ 72T RFERENET,

Bridge name EBIfEAHIC/2>TWAHRY hT—27 TV v PDARITT,
Bridge ID Armadillo-230 EHIZHIVIEHIL TS MAC 7 RLUARFRINET,
STP enabled %E XN TCWHARA MBNFREINE T, YIHIIRAEIL a230-0 TT,
Interfaces T AT AEENRIZFR Y MU =7 EZEINT Ny NENEREINET,
5.5.4.2. Stored MAC Addresses

Stored MAC Addresses (21 Armadillo-230 23 % v hU—27 7 » V%1779 ETHRIFEL TS MACT
RLAD—ERERSNET,

Port LAN a7 ZDFEZFZFESTMACT FLARELLDXRy KT —7 DEICHDH0ED
LET, 1 THIUT LAN 2R 7 Z 112> TWARy NU—212hhZ i ELET,
2 CTHIUZLAN ax 7 & 212720 £97,

MAC Address frREFL TS5 MAC 7 RLZAD—BTY,

Local Address ZEH® Armadillio-230 ® MAC 7 KL AMNE I »EFRKb LET, lyes] THNITSMH
1D Armadillo-230 ® MAC 7 KL A T9, [no) ThHIUXZENLS O ERD L ET,

Ageing Timer MAC 7 RUARMIMREE SN TV D TR EINE T, Bk T HHEX—TY THOLE %
T72 > TR WA, 300 BIfRFF SN E T, (BEZ8X7- MAC 7 KL A IXHEH
SN ET)

5.5.4.3. STP Details
STP Details TiZ STP(Spanning Tree Protocol) DIREEIZOWTHERR T 5 Z LN TE £, FEMICHONT
IZSTP IZBF 5 R¥ 2 A FESHL T 7E&E,

5.5.4.4. Basic Configuration
Basic configuration TlExy V=277 U v VORERRELZITRNVET  RETELHBAIITLUTOLEE
nTY,
Activate Bridge Armadillo-230 O %~ hU—27 7'V v VHREE A ML F 71T L 9,

Interfaces to bridge F*> hU—277 Vv L L THEMATS LAN 227 X2 HELET,

MAC table ageing time MAC 7 KL A ZRET 2R 2 F5E L £ 9, Auto ZiBIRT 5 & 300 BPEREFL

£, FEA MRy 2 RICANT BEOBRIH T,
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5.5.4.5. STP Configuration

STP Configuration TiX

Enable STP

Bridge Priority

Forwarding Delay

Hello time

Max message age

ethO port priority

ethO path cost

ethl port priority

ethl path cost

STP IZFT AR EEXITRWVWET, RETZHHEIFLLTO®EY TY,

Armadillo-230 D> NU—2 7 U » T STP AN E XA L EF, R
v U= TV o URENT o TR uE STP XA T8, #)
WhREEII /R T,

Armadillo-230 238 >o% v h U —27 7V v POEBEEEZEE L £, AJJARE
2% 0~65535 T, Auto 2R EN7-HE 1% 32768 b x4, WIHA
PRAEIX Auto T,

R— L OIRREBR IV E R 2 85E L4, BT Td, ADAREZEIE
4~30 T, Auto 2B I N5 & 15 BT 0 9, FIHEKEE CITEBIRER] %
BT DH-DICR/IMEG D) ZfREL TWET,

Fy NT—=7 TV URERT 5 4 A ~<—0D—>, Configuration BPDU % %
T oMBEEfEE LET, BT T, AR MEIX 1~10 T9, FIHLK
RElT Auto T,

BPDU OAF M Zf8E L3, BTN T, ADAREREIZ 6~40 T,
Auto TIX 20 PAEIR SN E T, #IHIREEIX Auto T,

EthO R— b OEREEZFEE LET, AJJAIEE/RAMEIX 0~63 T, WIHIRREX
Auto TI,

EthO R— FDa X NEBE LT, AJIAMHERMEIX 1~65535 T, FIHLREE
13 Auto T,

Ethl A— hOEREZE L £, ADFTHEZARMEIL 0~63 T, FIHHIREE
Auto T,

EthO R— F D= A M &fEE LE¥, A AREREIX 1~65535 T, #IHIKTE
I¥ Auto T,

5.5.4.6. ZZHE L7-REDOHEM &
REMEEERE L84S, BE Ficdhd [Update] R 242 L TEERNENBEH SN ET, REL
W L7=WIGATE Cancel] R X U AL TLZEW, AIOREREIZED £,

TV UBGE

1|

ERBELIGE, IEDICRERT & VAT AFEEN B Zabi g T,
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5.5.5. AT Admin: System — Password
Password TlX, Packet Scan & System Wi OFEFECHEMAT 52—V 4 ERXAY— ROEFEITIRNE
_aAO

AT Admin

Packet Scan

Systerm Ovenie I etwnrk Fireweall Bridge Password Firrmware Save & Load

Username |admin
Current password
Mew password

Confirm new password

B 5-9 AT Admin: System — Password

5.5.5.1. User and Password Details
Username “HHa—VOL4FTEZ A LET, HIHNKETIX Tadmin) TI,
Current password HIED/NAT — REfEGEROT=HO AT LET, HIHIRETIE ladmin) T3,
New password HLWWAU—R&EZAHLET,

Confirm new password #ERD7=D, 9 —EHFRLWSAT—REZASHLET,
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5.5.5.2. —HH « SNAU— NREDHA
& A% [Update] RE &4 & ZENRDEHSHET,

Isnpl EE
REZBHALZTZT TR, Z2EINEREIIREEI L TWER A,

B UT-BRE R L, RIEIEBIFE) LB T H72D121%,. Armadillo-230 D7 7 v = A
FVICRELRGETOLERH Y FF, RIFTIE _ob\ﬂi\ [5.5.7 AT Admin: System —
Save & Load] ZZ&MH L T 72 &0y,
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5.5.6. AT Admin: System — Firmware
Firmware CTlX, =—%—J  F(T 7V r— a3 VKN Linux 7 —R VD7 7 — A0 = 7 BEFEIT D
ZENRTEET,

AT Admin

Packet Scan

Systermn Cwerview Ietwork Firevwall Bridoge Fassward Firmware Save & Load

AA—V I I HSE O FETE. BT T THaEREMUET.

EIRR SRR S, Armadillo- 2300SERENTE YD TREEN BUE TOT. VEEE R,
Fo REEENEiRm- — 21— DICERT LI5S,

AT LEREMITER L (System : Save & Load -= Restore Defaults)iBEB 228 S U £ 4,

I Get firrmware options ]

Applications {(Userland)

W
[ Edit
Update userland
Kernel
W
[ Edit
Update kernel

B 5-10 AT Admin: System — Firmware

A WEB YA hTARINTWAEAS A= T 7 A MZEHT58E. £3 [Get firmware options] 7
UL TLEEY, O FD [Applications (Userland)] [Kernel] DR v 7 A2, (FIETHA A—
VI ANPERINET, SEEELERTLSHA, A ¥ —Fy MIERARETHLILERH D £9)
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5.5.6.1. Applications (Userland)
a2—P—=F K TV r—va VEDEHZ1THHE T,

A A—=VERPR v 7 A Y= NIZIFAET D= =T R A= NBEEINTWET, B LIV A A
—UEBRINLET,

URL AR v 7 & Ayon—RKt5a2—YP =530 FA A= T7 740D URL BNERENET,
Ry 7 2H@MO TEdit] IZF =y 7 &2 ANDE, ZORy 7 AYEEO URL %
EREATITDHZ ENAREICR D 97,
# [Edit) (2F = v 7 & Ani=846. URL AR v 7 A~OEEANTE S
N, A A—VBIRAR Y 7 2T X DBRFITER I NET,

[Update userland| R¥ o &2#3 L, 2—HF—F LU KA A—TDX U — RKPHBEED, ZO%T T >
Va2 AEY OEHFNABINET,

5.5.6.2. Kernel
Linux 7 —F/VE #2175 HH T,

A A—TINE v 7 A P NZFET DI —RNA A=V RBFEINTWET, EF LTINS A—T %
IR L F9,
URL AJIR > 7 A oo nra— K745 Linux #—F VA A—T 7 740D URL NEREINFET,
Ry 7 2HF@O TEdit) (ZF =y 7 &2 ANbE, ZORy 7 A2 URL #EHEA
N5 LA £,
% [Edit) [&F = v 7 2 ANT=85A. URL ANJR v 7 A~DEEATIME X
e A AR v 7 A KA @EPUTIEHE I ET,

[Update kernel] "% > %27 L, Linux I—FR VA A=V DX — RKPBEED, Z0O%T T v
2 AE Y OFEFHBHG S IET,
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[Update userland] [Update kernel| NBRtE S5 &, 5-11MMFRENFET,

AT Admin

Updating Firmware

B 2E TAmadillo- 230D EEFEAL, TS,
Eidh CEEDMIBRZN 18 S. Armadillo- 2300528 TSR DU £ F 0T, RS

B 5-11 AT Admin: System — Updating Firmware
AN

Ty =AU =T OFEFHHIL, Armadillo-230 OEJRZ L 5720 TL 72 &V, BH5E THIIC Armadillo-230
DOEIRNPGIN SN 7=5E . Armadillo-230 25EEE) L2 < 2B A[EEMERH Y £ O T, +HICEEL TS

WA, BT TR - AN ZITo TOBEHBRBRZ 2L T E &0,
LIRTE R D7 7 — L0 =27 2 EZ AN

£

2

B2 THIZ. M 5100 FirmwareEflcZ Y £, 2—HF—F 2 R« H— RO FEHi 2586 L TITV -

SNFAN
=N

WEZ 7 ANVOYEER LB L 72D 9,
LT EENY,

X IE 7
TRTOEFETHR, LT 77— 0 =27 TEHESH 5 729HI21FArmadillo-230 OFEENZ 35 272 5 &4
ERHY F3, AT Admin)» 6 OFEEN FIEICOWTIX, 15.5.7 AT Admin: System — Save & Load| #%

1)

I

7 A NVOPHULIZ OV TiE, 15.5.7 AT Admin: System — Save & Load] ZZ&M L T 72 &0,
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5.5.7. AT Admin: System — Save & Load
Save & Load Tid, AW LB L AT LARED T T v 2 AT Y ~ORLEL, LIETOF EIREDMIE -
I, vfowﬁt@bf; ERATHZENTEET,

AT Admin

Facket Scan

Syrstem Owe ey letwark Firewall Bridoe Fassword Firrmmiare Save & Load

WEDL AT LEREF 270l al &8T5
HIEDL AT LEEEFEEL. 250 ialdFrsn Ty SmiisEI IR T

WD 2T L SSE SRR, FIENAARERTE Cd % (AT LA et LB T )
AT LBHERLCERLAR T, Pl T T oE TS AETY

[ Restore Defaults

AT LEBLEN D

B 5-12 AT Admin: System — Save & Load
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5.5.7.1. Save & Load System Settings
AT LREDRAE < [EEAEAT O T2 DA TY,

0 HHEDOREEZT7T vy allEETH (Save)
Network Settings <> Password T L7=i% €% 7 7 v a AE VIRFELE T,
PRAF L7oREIE, — H Armadillo-230 OFEPEZ I L7212, IKEILAREOEBEIRFIC S G200 £77,

0 HHEDVATAHREEMWEL, 77 v V2 lTRITFEINTHDIEOREIZET (Reload)
BEMEL CWARELIEL, 77 v a AEVIRGFESNTWDHRE L A H L TLRTOIREEIZ R
LEd,
UUTFOX ) REmEAFRINZHE, Armadillo-230 1ZFH LWWT T v a2 XA UL bHEAHEINT) R v
N — 7 BRETCEMEEZBIB L £,

AT Admin

VATLEENERSNELS:

Sk D-DEENE RSN STREEN T E T,
o b —SHEFEELIRAL. BIEELE T,
WEBZ S BEFERAL. Armadillo-2300arLEDHNETH 2E Ti% - T
Bonjourg X F AL Ty Fre— A TF A2 LEL T3

Hostname: a230-0
IP Address: auto
MAC address: 00:11:02:00:00:4F

B 5-13 AT Admin: System — Reload

PIHTORREICR LI R, 2y N — 7 BN AE TR SN7-841. Armadillo-230 @ LEDGR) 23 54T L %
9, LEDGR) DT Z R L TH 5, Armadillo-230 @ k /7“\*‘”& TI7HEALTLIZE,

%%E@“/X?JAEQE%W%L HHERIRBEDFH EIZT D (Restore Defaults)
HAEBEL TCWAREEWEL, VAT LAREEZEEFTO T 7 — L0 = 7B 2 0HIREIZLET,
7TV AEY allRFESNTVDAEEICOWT LS LET,
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5.5.7.2. System Reboot
VAT LAOHEBZAT O T2O DA TY,

® AT LZEHILHEIT 5 (Reboot)
Armadillo-230 ZFH&E#h L ¥ 9, 5-1ANERINT=%. 10 BRE TArmadillo-230 28 T L. H O
gL ET,

AT Admin

Armadillo-230#BEEHLTWET

WEBZ ST EEERL. Armadillo-2300aRLEDHET 3F Tg - T
BEBonjourEE FFHRL Th T~ —ICP 2R ALEL TR .

Haostname: a230-0
IP Address: auto
MAC address: 00:11:0C:00:00:4F

5-14 AT Admin: System — Reboot

BEEI%, *y MU — 7 #AZE LTV 5, Armadillo-230 @ LEDGR) A3 GAT L E T+~
BICHIT LETOT, ZNa2fER L T 60T Armadillo-230 O b v 7 R—=IZT7 7 BA LT ZEW,
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6.2y FIJ—YHFE

6.1. Armadillo-230 M BE&R v kT — iEfikiE

FIHIREED Armadillo-230 1%, HEIHIZIP 7 RLAREIVIESON X v N =7 IC8H#Hi T 5 L ) ITRE
INTWET, PC @W)Z\/ N — 7851220 T h . Armadillo-230 RAHEIWICHEERE L7-1y hT—27 12
WOUNCHHE SND L IORET HDLERH Y £9°,

6.2. B GFHEMRAIA

Armadillo-230 %X, DHCP ###¢ £ 721% Zeroconf #ft &\ ) FIE TRy NUY—ZIZEERLET, 2D
Armadillo-230 & [RI U v MU — 27 (28T 2 bRH R TIET OSICK 2 HE IP 7 F L ARE LM
5 Z & T, Windows XP D4, TCP/IP % [IP 7 KL A2 BEIRICESET 5] (2L TEL Z & T,
Armadillo-230 &[] U X 912 DHCP 7213 Zeroconf 2N E YNNI ESNETOT, N EOFIEITILED
D EHA,

6.3. T D DERHT A

Armadillo-230 2B S LA B R > N T — 7 8 21T O BEOFEMIC OV TBWRNR G, ZDOMO R >
U — 7 PEGERR B DWW T L £ 97,

6.3.1. DHCP &%

Armadillo-230 2% > b U — 7 ICHBEERT 8. & DHCP ##izR_LET, *v hT—7NIZ
DHCP — 2% A4 Armadillo-230 1Z% ® DHCP +— )5 OJEEIZHE->TIP 7 KL ANE D IES
NnET,

PCIE. AU LI DHCPEEFiT A Z Lk v, %7 Armadillo-230 L RIU xRy T —27 28R IS 2
Lz 0 £97,

6.3.2. Zeroconf $&#5%

Armadillo-230 7% DHCP ¥ — "% B vz - 723554, Zeroconf (IPv4LL) & 9 #tE % > T IP
7 ]\ LAZEY Y TET,

Z 9 LTRESIN Armadillo-230 L #7572 D12, PC HRILR Yy MU —Z1CERE LT T7e 0 £
A, PCHITYH Zeroconf ffi 5 Z &N TEIUR, SARMBE R TcE £,

$%¢Zeroconf (X, Windows CTIZHEN 77 A4 X— K IP 7 KL v 7 (APIPA) & HFFENTH Y . Zeroconf

TiE, FFEDT KL A#iH(169.254.0.1~169.254.255.254)NDT RLAZHH L, 73y h~2A 7 %

255.255.0.0 IZRTLET, 2B, Zo#EpPd IP 7 KL A% IANA (Internet Assigned Numbers
Authority)lIZ L > TR SN TNWET,

) —DOD kL, Zeroconf Hifi L RIU Ry MU =225 L) 7 E%., EEIP T RLUARETITD
EWVWH HENH Y £9, 169.254.0.1~169.254.255.254 DEED IP 7 KL ALV T Xy b~ A7
255.255.0.0 DfAEHOEE PC DRy MU — V7 REIHEMNT 5 Z & C, Zeroconf ERILRy NU— 71282
%}‘ET%} ZENRTEET,

TOLTRELIAAEEDIP T ]\ VAN 7=F£7-F Armadillo-230 "R ELZIP 7 L AL EALLHZ LN
HYFETHR, IO TIEREIC D 8 A, Armadillo-230 @ Zeroconf 1%, B & & [6—d IP ZHi-ofH
ENEOREEZRSITHE, TSICALIP 7T RLAZEHLETOT, —ERFRIZICITB AW Z 583 768
2720 £,

41



Armadillo-230 Startup Guide 1.0.2

6.3.3. EE IP 7 K L RE&TE &k

Armadillo-230 |ZHIHIREE CTHEIR » NU — 7 82TV ET A, b HAVBEENIC R v MU — 7 Hifi S
HHZEHARETY, —H, HEI R v N U — 278K TPCH HArmadillo-230 Z# A c&x X, WEBZ 7 7
P 5 OEETArmadillo-230 ([ZEEIPT RLAZEIVIRD Z LA TEE T, ZOHEZHOWTIE, 1552
AT Admin: System — Network| ZZH L T 7EX0,

6.4. Bonjour EDRR FRIZDUNVT

Bonjour (Z X 574K A M4 DOFERIE, Armadillo-230 IZFEE S L7z A A M4 (WIHREETIX [a230-0] ) & [A]
Lz £4, £72. Bonjour DR bV —2741% llocal] 72> TWET, ZD7=H, Bonjour 7> 5BV
72 WEB 7 7 % ® URL X% [http://a230-0.local/] &720 F9°,

2L, AUty hU—27 LIZFA—OKR A MBIEE LTESE @R EED Armadillo-230 % 5 5HEfkt+
57:8), 20 2 BHUBEORR X, REOBTFPELLET, X, wIFREDAHTZD LS 7
KEEIZ/2 D &, 2 B HIE Thttp//a230-1.local/), 3 & HIE Thttp://a230-2.local/] -+ & 720 £, ZDOHE 2
B HLED Armadillo-230 1%, #EHRAIZ TAT Admin) ECTEREIN7-2A A M4 & Bonjour A8 A M4 7208 —E
LRRNWZ L2 EFTOT, HELTIESN,

ZOXEHIRGETYH, MACT RLAIZ L o> CEEZHNTH Z LIEAEE T, Internet Explorer ®
Bonjour U 2 MZIIMACT RUVARERRINET O T, KERTT— L EDHTRET HZ ENTEET,

X 4-2 =7 A7 —= /X— “Bonjour’] ZZW LTI 7EEW,
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7.5 a—F4205

7.1. Armadillo-230 AV#2 & L 7z LY

B AR IZ LEDGO S AT T 2 20MER L T2V, JUT L TV ARWSESITERNIE LSS Tnd
DHER LTS IZE WY,

7.2.Bonjour /5 Armadillo-230 ZF R TE 40D

LAN Link LED 23 5AT L TW D ER L T 720, JUAT L TWRWEAIX LAN 77— 7 v 2@ bicHi A L
TLIEE,

Bonjour TH&fe L T\ 5 PC &, A L7\ Armadillo-230 ORI/ —Z N2 WEEHER L T &, b
— AN LGEIFIHEATEETA,

T7AT U —NEFEHLTODLE5E. Bonjour TEHT 54— K~ TUDP 5353) AR TREIRAE L 725 T
WHMNE I MEHERB L TITZE W,

73. 32y FI—OUBRTENDEEE, WEB J5 Y RRNTEHL

AUTO (H#Eh) IP % &M 5 STATIC(E ) IPREICEF L2 LR LIk > TIP 7 RLARER SNT-EA.
RARNLEIP T RLAOKIEN LDV E3, L)L WEB 757 HICLo T, v viaIn-inIP
T RUVAZFOEITTLEY, AR PICEDZRTZN I TERLS R D2EAERHV ET, ZDX 575
. "BHWEB 77 U¥E2&TL, BE WEB 77 0% 235 EIFTELTHL, WHTHy I X—=U0FR
AT TEE,

TIPS

Internet Explorer Version 6 C, Z OHGORAEL 7T UV HEENIC L HEEZM#ER L TWET,

FERERBI > THERNTE WS, Armadillo-230 N RIE/AR % v b U — 7 EERIRRE & 72> CTUN A A RE

ERHY £, ZORRTELEINIER Y NIV —IREFELT T v va AV IRFINTEBY FEAD

T. —H Armadillo-230 OERZUIN L, HEBEFRZANLTOORXy N RELFEZRLVEL TLEE
AN
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SRT B
Version #HH dETHAE
1.0.0 2006/9/7 < MIRFEAT
1.0.1 2006/10/20 - 12,2 PRAEICEET 2 EEFIH] 2B
2= F R B (22— —F ] (TH—
c[Flash AEV | % 799 aAEY ] IZH—
1.0.2 2006/11/9 - X (HEi) OBV IEL

. (Em) 2o M2
« 3= DO HE F IR
« 'Undo] % [Reload] 24
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