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Armadillo-230
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LED( )
Armadillo-230
USB
LED( )
LED( )
GPIO
NAND
NAND ( )
AC DC5vV AC
JP1 JP2
Hardware Manual 5.15. JP1, JP2 ( )
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LAN 2  Active LED( )
LAN
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LAN 2 Link LED( )
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LAN 1 MAC
LAN 1 MAC
3.2.
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3.4.LAN
LAN
Armadillo-230 LAN
Armadillo-230 2 LAN
3.5.
AC
Armadillo-230 LED( ) LED( )
LED( )
LAN Link LED
3.6. Armadillo-230
AC Armadillo-230
Armadillo-230
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4. Armadillo-230

4.1. Bonjour

Armadillo-230 Bonjour Bonjour PC
Armadillo-230 1

(Apple Web )

Bonjour
Bonjour IP
Bonjour IP
IP DNS

4.1.1. Bonjour

4.1.1.1. Windows
Windows  Bonjour Bonjour for Windows
WEB

- - - Bonjour for Windows
http://www.apple.com/jp/ftp-info/reference/bonjourforwindows.html

BonjourSetup.exe

4.1.1.2. Mac OS X
Mac OS X Bonjour

4.1.1.3. Linux
Linux Avahi nss-mdns Bonjour
1pC (ON] IP
6



http://www.apple.com/jp/ftp-info/reference/bonjourforwindows.html
http://www.apple.com/jp/ftp-info/reference/bonjourforwindows.html
http://www.apple.com/jp/ftp-info/reference/bonjourforwindows.html

Armadillo-230

Startup Guide 1.0.1

4.1.2.
Bonjour Armadillo-230
oS
Windows PC  Internet Explorer
Bonjour Internet Explorer(
M -
BRIANGE W)l

W=l -
e AT 52 (B
ThAZ0-3 -

HEEnio)
kD
ORI ER R

Ezc
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ILFOHA XG0
Ia-FiD
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FIA = LA B

FEaEFT Fi1

Windows

IE) Bonjour

Bonjour

(E)

-
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3
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taaRis) Gtrl+E
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4-1 Internet Explorer
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IE Bonjour

3 F¥& 1 — Mac 05 X - Bonjour — Microsoft
B REE FTON BRICADG W)L

O - O X[ &G Pur g

FELAD ﬂj httpe/ Svwn.apple.comdjp/ macosx features/|

Banjour X
‘. Bonjour [Z00T |

0 AT Admin on 2230-0 [0011:0G000051] | Le

4-2 “Bonjour”
1 Bonjour Apple WEB
AT Admin on a230-0 [00:11:0C: XX:XX:XX] Armadillo-230
AT Admin on a230-0 [00:11:0C:XX:XX:XX] Armadillo-230
AT Admin
AT Admin on a230-0 7.2 Bonjour Armadillo-230
AT Admin 6

PC
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4.2.

2
Armadillo-230 Ethernet

4.2.1.
Armadillo-230

Auto-MDIX
Auto-MDIX

4.2.2. Armadillo-230

Armadillo-230
Armadillo-230

Armadillo-230 LAN
Armadillo-230

Armadillo-230

Armadillo-230 Armadillo-230
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4.3.
Armadillo-230 2

® Port scan
) ASCII

}@ TIPS

Snort NIDS?
Snort
4.3.1. Port scan
Port scan Armadillo-230

e Armadillo-230

4.3.2. ASCII
Armadillo-230 ASCII

2 Network Intrusion Detection System
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4.3.3.

Armadillo-230

256KB

256KB +
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5 WEB Armadillo-230

5.1. Armadillo-230 AT Admin

Bonjour Armadillo-230 WEB 5-1 Armadillo-230
Armadillo-230 AT admin Overview AT admin Overview
Packet Scan System
Overview
Packet Scan
System
3

3 AT Admin — Microsoft Internet Explorer

FrLE REE FTO BREAG YD ALFH ar

O - O [ @G| Pur dromcro @ 35 T

LA DY @] hitp://a230-C local/ v s
AT Admin

Overview

Packet Scan

Packet scanning is not active

Network

IP Address:
MAC Address:

Host name:

AT Admin version 1.62
2006 Atmark Techno, Inc

E] -viFETENELE ® A8-Fuh

5-1 AT admin: Overview

15
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5.2. AT Admin:
AT Admin Armadillo-230 Overview
(Packet Scan System) 5-2

admin admin

OK

admin
31—l 5 -
A= iR

ClHAD- PRI

[ ok [ #Fetn |

5-2 AT Admin: System /
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5.3. AT Admin: Overview

Overview Overview 4

Packet Scan
Network
Uptime
Firmware

5.3.1. Packet Scan

Packet Scan
5.4 AT Admin: Packet Scan

5.3.2. Network
Network

IP Address
IP IP (auto) DHCP

Zeroconf IP (static)
MAC Address
MAC

Host name
a230-0

5.3.3. Uptime
Armadillo-230 (days) (hours) (min)
(sec)

5.3.4. Firmware

Dist

Kernel
Linux

17
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5.4. AT Admin: Packet Scan

Packet Scan Armadillo-230
Enable package scanning

Packet Scan 2

® Detection Types
® Alerts

< AT Admin — Microsoft Internet Explorer |Z||E|El
Zef B REE F£TAY BRCADGE w1 AL THH iy
Q- O ¥ [ G Pusmcvn & -2
TR |i§| httpe//a230-0local fad mindpacketscan.cei b | f2&h
w
AT Admin

Packet Scan Systern

Packet Scan Configuration

Enable packet scanning [ ]

Detection Types

Portscan detection

Content detection

Alerts
Email address | |
SMITP Server | |
Send alert notices every at max
b
&] o 15—t

5-3 AT Admin: Packet Scan
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5.4.1. Detection Types

Portscan detection

Content detection ASCII

5.4.2. Alerts

Email address
SMTP Server
Send alert notices every

SMTP

5.4.3.
Update

Save & Load

60

Armadillo-230

Armadillo-230
5.5.7 AT Admin: System —

19
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5.5. AT Admin: System

5.5.1. AT Admin: System — System Overview

a AT Admin — Microsoft Internet Explorer E”Elgl
Zef B REE FTOY BRICADGE w1 AT :r'
O - O HREG Pws gesrcn @ -5 P
FELAD |:§| http:/fa230-0localfadmindsystemcel V| fEgEh

”~
AT Admin

Facket Scan

System Overview Metwark Firewall Bridge Fassword Firmware Save & Load

Metwork Info

IP Address 192 168.10.252 {auto)
MAC Address 00:11:0C:00:00:51
Host name 3230-0

Traffic 1543 packets received
335 packets sent

Zeroconf Active

show ifconfig

System State

Load 0.00 (5min average)
Memory 259900k availahle, 14320k free

Uptime 0 days, 0 hours, 21 min, 15 sec

show meminfo

show syslog
Firmware
Version atmark-distv1 7.0 (AtmarkTechnoiArmadillo-230 Recaver)
Kernel 2.6.12.3-39-7
b
&) © 1h—dut
5-4 AT Admin: System — System Overview
System Overview Armadillo-230 System Overview

3

® Network Info
® System State
® Firmware

20
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5.5.1.1. Network Info
Network Info

IP Address IP

(auto) DHCP

Zeroconf

IP

(static) IP

MAC Address Armadillo-230
Host name
Traffic
Zeroconf Bonjour

show ifconfig
ifconfig

5.5.1.2. System State

Load (Load Average)
Memory

Uptime Armadillo-230

MAC

a230-0

show meminfo show syslog meminfo

5.5.1.3. Firmware

Dist

Kernel Linux

Show ifconfig
ifconfig

21
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5.5.2. AT Admin: System — Network

Network

Network 2

° 1P
) Hostname

<} AT Admin — Microsoft Internet Explorer |Z||E|El
IHME REE FTW  BRCAGE  U-lD ALTH 3
Om - O ¥ @G Pwx dhssco @ -5 T
FELAD |:ﬂj httpe/Fa230-0local fad mindsvste moei "| 2Eh
A
AT Admin

Systam Owerview: Network Firewall Bridoge Faszsword Firrmweare Save & Load

Network Settings
AUTOIP &

STATICIP O rddress

|

Metmask | |
Gateway | |(c.pti-:na|)

DME Server | |(0pti0na|)

Hostname |a23EI-EI |
[ Update H Cancel ]
%
@ ® =Tk

5-5 AT Admin: System — Network
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55.21. IP
AUTO IP IP
DHCP
Zeroconf
STATIC IP 1P
Address: IP
Netmask:
Gateway:
DNS Server:
DNS(
5.5.2.2. Hostname
a230-0
.local
WEB

Bonjour

DHCP

a230-0.local

DHCP
6
DNS
Armadillo-230
6.4 Bonjour

23
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5.5.2.3. Update

Update Armadillo-230
<} AT Admin — Microsoft Internet Explorer |Z||E‘g|
FrME REER FTW HREANGE D AT -
Om - O HEG Pordevmcn & -5V
FRELAD |@_“| hittp:/ #a230-0 local fadmin/zvstemcei V‘ f5Eh
2
AT Admin

rykD—IREREESNELE

o bR AIRAL., BEELE T
WEBZ S BEFERIL. Armadillo-2300F R LEDINBIT T 2E T TS
BEBonjourES FFRL T A Tr PR LEL T .

Hosthame: a230-0
IP Address: static (192.168.10.155)
MAC address: 00:11:0C:00:00:51

@] H-UiiETEnELE ® b

5-6 AT Admin: System — Network Settings

Armadillo-230 LED( )
Armadillo-230

Armadillo-230
5.5.7 AT Admin:; System —
Save & Load

24
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5.5.3. AT Admin: System — Firewall
Firewall

3
e Incoming Traffic

e  Outgoing Traffic
. Forwarded Traffic

) AT Admin — Microsoft Internet Explorer

FPLE REE #TA BRIEADA WD ANTH

Q- © [¥ @ & Pr= sy @ i P

FELAD |ﬂj http:/¥a230-0.local/admin/systemcei

v B b >

EBX
:'r

AT Admin

Systern Owenidew I etwark Firewall Bridge Fassword Firrnniare
Incoming Traffic

O Allow all traffic

@) Allow only the following traffic

5353 LIDP
HTTF TCP
88H TCP
[]1024:65535 TCP
[]1024:66535 UDP
CJIcMP

Delete selected  Edit selected Add new

Qutgoing Traffic
O Allow all traffic

() Allow only the following traffic

DOMAIN TGP
DOMAIN UDP
HTP UDP
HTTF TGP
SMTP TCP
1024:65535 TCP
1024'65536 UDP

CICMP

Delete selected  Edit selected Add new

Forwarded Traffic

[ Forward IF traffic

& Allow all traffic

O Allow only the following traffic

Delete selected  Edit selected Add news

Shiovwe Tirewwall script

System

Save & Load

~

&] http//a230-0.local/admin/

@ 18-k

5-7 AT Admin: System — Firewall
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5.5.3.1. Incoming Traffic
Incoming Traffic
2

Allow all traffic

Allow only the following traffic

5.5.3.2. Outgoing Traffic
Outgoing Traffic Armadillo-230

Allow all traffic

Allow only the following traffic

Allow only the following traffic

DOMAIN TCP DNS
DOMAIN UDP DNS
HTTP TCP CGl
SSH TCP SSH
1024:65535 TCP Non-Privileged Port
1024:65535 UDP Non-Privileged Port
ICMP Ping

Allow only the following traffic

DOMAIN TCP DNS
DOMAIN UDP DNS
NTP UDP NTP
HTTP TCP CGl
SMTP TCP

1024:65535 TCP

Non-Privileged Port

1024:65535 UDP

Non-Privileged Port

ICMP Ping

26
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5.5.3.3. Forwarded Traffic
Forwarded Traffic 2
Allow all traffic

Allow all traffic

Allow only the following traffic

5.5.3.4.
Incoming Traffic  Outgoing Traffic Forwarded Traffic

Add new
Edit
selected
}@ TIPS
Edit selected
Delete
selected
}@ TIPS
Edit selected Add new

27
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3 AT Admin — Microsoft Internet Explorer E|E|E|

JrULE REE #&TA BRCANEG WD AT T

Om -0 MR G Prr s @ 25D

PRELAD |@I] http://a230-0.local/admin/system.cei

v | B 18
A

AT Admin

Systemn Info [Metwark Firewall Bridge Fassword Firmware Save & Load
Protocol
@ 1CP O UDP O ICMP
Service

@ well known service:_
O Specific part: |:|use : ta =pecity port ranges

Interfaces
i [Any ]
B m-umEmEn L © 18—k
Protocol Service Interfaces
Protocol
TCP Transmission Control Protocol
UDP User Datagram Protocol
ICMP Internet Control Message Protocol
Service TCP UDP TCP
UDP
)
/
ssh ssh 22 )
22 ssh 22 )
22:25 22(ssh), 23(telnet), 24, 25(smtp)
Interfaces Any br0 ethO ethl
Any
bro
ethO LAN 1
ethl LAN 2
OK
Cancel

28
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5.5.3.5.

Save & Load

Cancel

Armadillo-230
5.5.7 AT Admin:; System —

29
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5.5.4. AT Admin: System — Bridge

Bridge Bridge Bridge

e Bridge Overview
e Stored MAC Addresses
STP Details

Microsoft Internet Explorer

IrLE REE RTW BRCAGE U-LE AT i
il A —~
O - © [XREG Prs T b
TELAD? | &) http//a230-0 lacal/admin/system.cei v .?5@] Wty =
-~
System
Systern Oveniew RIS Firewsall Bridge Password Firrmware Save & Load
Bridge name hrQ
Bridge ID  8000.00110c000051
STP enabled ves
Interfaces eth0 ethi
Canfigure
Port MAC Address Local hddress? Ageing Timer
1 00:11:0c:00:00: 51 Tes a_oo
Z 00:11:0c:00:00: 58 Tes a_oo
1 00:12:2£:7£:0b: 14 no 1.3E
1 0z:ff:ad:4Z2:af:32 no Q.07
brd
bridge id £000.00110c00005L
desimmated root 8000.00110c=000051
root port o path cost o
max age z0.00 bridge max age z0.00
hello time £.00 bridge hello time Z.00
forward delay 400 bridge forward delay 4.00
ageing time 300.00 go interwval a_oo
hello timer 0.30 teon timer o.o0
topology change timer 8.14 go timer o.10
flags TOPOLOGY_CHANGE TOPOLOGY CHANGE _DETECTED
ethi (1)
port id g001 state forwarding
designated root 8000.00110c000051 path cost 100
designated bridge 3000.00110c000051 message age timer o.oo
designated port a001 forward delay timer o.0a0
designated cost u} hold timer 0.oo0
flags
ethl (Z)
port id eonz state forwarding
designated root 8000.00110c000051 path cost 100
designated bridge 2000_00110c00005]1 message age timer o.oo
designated port |00z forward delay timer o.0a0
designated cost o hold timer o.0a0
flags
w
&) #-UETENELE ® a—dak

5-8 AT Admin: System — Bridge
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Bridge 2

e Basic Configuration
e STP Configuration

3 AT Admin — Microsoft Internet Explorer

FriE REE FTl BRCECANGE =IO ALTH e
O - O X R& G Pur Jromw @ 2V
FELAD |féj http://a230-0lacal/adminsystemcei 1 | teeh
A5
AT Admin
Syatarn Overviw Metwnrk Firewall Bridge Password Firrware Save & Load
Basic Configuration
Activate Bridge
Interfaces to bridge  othn  ath1
Auto Defined
MAC table ageing time I:I seconds
STP Configuration
Enable STP
Ao Defined
Bridge Priority |:| (0~ B5 ,535)
Forwarding Delay [ ] seconds (4 ~ 30
Hello time: l:l seconds (1 ~10)
Max message age [ scconse~am
eth0 port priority l:l (0~ 63)
eth0 path cost I:I (1 ~65,535)
eth port priority |:| (0~ 63)
eth1 path cost I:I (1~ 65,535)
FUo U ERTEEE B LIRS IS E SRR A T LA S hE T,
b
& o A2t

31
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5.5.4.1. Bridge Overview
Bridge Overview
Configure
Bridge name
Bridge ID Armadillo-230 MAC
STP enabled a230-0
Interfaces

5.5.4.2. Stored MAC Addresses
Stored MAC Addresses Armadillo-230 MAC

Port LAN MAC
1 LAN 1
2 LAN 2
MAC Address MAC

Local Address Armadillio-230 MAC yes
Armadillo-230 MAC no

Ageing Timer MAC
300 ( MAC

5.5.4.3. STP Details
STP Details STP(Spanning Tree Protocol)
STP

5.5.4.4. Basic Configuration
Basic configuration
Activate Bridge Armadillo-230
Interfaces to bridge LAN

MAC table ageing time MAC Auto 300

32
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5.5.4.5. STP Configuration
STP Configuration STP

Enable STP Armadillo-230 STP
STP

Bridge Priority Armadillo-230
0 65535 Auto 32768
Auto

Forwarding Delay
4 30 Auto 15

“4 )

Hello time Configuration BPDU
1 10
Auto

Max message age BPDU 6 40
Auto 20 Auto

ethO port priority EthO 0 63
Auto

eth0 path cost EthO 1 65535
Auto

ethl port priority Ethl 0 63
Auto

ethl path cost EthO 1 65535
Auto

5.5.4.6.
Update
Cancel

33
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5.5.5. AT Admin: System — Password
Password Packet Scan  System

a AT Admin — Microsoft Internet Explorer |Z E”‘E
Zrf B REE FTO BRLADGE W)l AT :r,
O - ©Q X B & Pnr desrcvn @ Rz P
TR |:§h| http:/fa230-0localadmindsystem.cel v| #8h

A
AT Admin

Systern Cverview M etweark Firewrall Bridoge Password Firmware Save & Load

User and Password Details

Username |admin |

Current password | |

New password | |

Confirm new password | |

[ Update H Cancel ]

&

& © 1 h—Foh

5-9 AT Admin: System — Password

5.5.5.1. User and Password Details
Username admin
Current password admin
New password

Confirm new password

34
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5.5.5.2.
Update

Save & Load

Armadillo-230
5.5.7 AT Admin: System —

35
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5.5.6. AT Admin: System — Firmware

Firmware ( ) Linux

a AT Admin — Microsoft Internet Explorer E”E|E|
rE REE FLA BRECADGE W=D AgLTHHD o
OO HEG Lo dom @ 25 P
FELAD |:§| httpe/¥a230-0.local/admindsystemoei v| 38

~
AT Admin

Systerm Overview Metwark Fireweall Bridoge Fagsword Firmware Save & Load

Firmware updates

AA—T DA DA IO FRETE ERETETHaEEENLET,

FEIRP CEEA RN I5S . Armadillo- 230/ e TE O De DR E T OT. IR
¥ RIEEBODERD - A DICEIRT RS

AT LERTEDNEN E(System | Save & Load -= Restore Defaultsihh b Ciaig sy £ 3.

[ Set firmware options ]

Applications (Userland)

| | [ Edit
[ Update userland
Kernel |
| | [ Edit
[ Update kernel
b
& ® Rk
5-10 AT Admin: System — Firmware
WEB Get firmware options
Applications (Userland) Kernel
( )
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5.5.6.1. Applications (Userland)
( )

URL URL
Edit URL

Edit URL

Update userland

5.5.6.2. Kernel
Linux
URL Linux URL
Edit URL
Edit URL
Update kernel Linux
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5.5.6.3.
Update userland  Update kernel 5-11
a AT Admin — Microsoft Internet Explorer Z|E|E|
TME REE BTV BRLADG V- ALIE ar
Qr-© RNRAG Pur fromow @ 35V
FELAD |@_h| http://a230-0.local/adminszystemcei "| izdEh
AT Admin

Updating Firmware

EHASE TAmadillo- 2300 EREFSL 7T
BRI CEREIRREN S E. Armadillo- 230 EEI T A G DR U E TOT. EEGER .

AT Admin wersion 1.60
@ 2006 Atmark Techno, Inc

) R-igTENALE © fa—hot

5-11 AT Admin: System — Updating Firmware

Armadillo-230 Armadillo-230
Armadillo-230

5-10 Firmware

5.5.7 AT Admin: System — Save & Load

Armadillo-230
AT Admin 5.5.7 AT Admin: System — Save & Load
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5.5.7. AT Admin: System — Save & Load
Save & Load

3 AT Admin — Microsoft Internet Explorer

|
¥

Zrf B REE FTO BRLADGE W)l AT :r
O=- O KRB G P geerco @ 25 D
FELAD |:§h| http:/fa230-0localadmindsystem.cel V| FZEh
s
AT Admin

Systern Cverview M etweark Firewrall Bridoge Fassword Firmware Save & Load

Save and Load System Settings

WEDL AT LEES I3 alt#rT D
RIED AT LEEEFEREL., 250 aldf TN T SmhisE R T

WIEDL 2T LEEFHREL. FIEHAROERE 75 AT LOBRENLETT)
AT LIERERLCERLLE TN, BRI T L ETI T LETT

[ Restore Defaults ]

System Reboot
AT LERRETD

& © 18-eh

5-12 AT Admin: System — Save & Load
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5.5.7.1. Save & Load System Settings

) (Save)
Network Settings Password
Armadillo-230
P (Undo)
Armadillo-230 ( )

a AT Admin — Microsoft Internet Explorer |Z||E|El
TeAME REE BTV BRIIANGE UL ANTH 'z
Q- © WA G Os= dronow @ 25 P
FRELAD |@_1 httpe 4/ a230-0local/adminsystemcei v| #ah

2
AT Admin

SATLEENERSNFLS

T b O—SRESEESN TG T,
b D= BEE TR, BHERLE T,
WEBZ SO EEFEL. Armadillo-230MaELEDHR AT T2 TE - Thv
BonjourgH FRIRL T T4 — AP Sz LEL TS, .

Hosthame: a230-0
IP Addreszs: guto
MAC address: 00:11:0C:00:00:51

£

&) H-UiETENSLE © 25—tk

5-13 AT Admin: System — Undo

Armadillo-230 LED( )
LED( ) Armadillo-230

(Restore Defaults)
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5.5.7.2. System Reboot

° (Reboot)
Armadillo-230 5-14 10 Armadillo-230

3 AT Admin — Microsoft Internet Explorer Z|E|El
IrME REE FTA BRIECANE w-lid ~AJH o
Om- O K@ G Lo dhomcm @ 35 D

FELAD |@"| httpe//a230-0local/adminf=ystem.cei V| F2dh

S
AT Admin

Armadillo-230FBiE#HLTWET

WEBZ S U IEEFRAL. Armadillo-2300aRLEDHELT T 2F TS 2 Tind
BEBonjourd FFRL Ty Fa— VI IF o2 ALELTE S,

Hosthame: a230-0
IP Address: auto
MAC address: 00:11:0C:00:00:51

£

& @ 1Rk

5-14 AT Admin: System — Reboot

Armadillo-230 LED( )
Armadillo-230
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6.

6.1. Armadillo-230

Armadillo-230 1P
PC Armadillo-230
6.2.
Armadillo-230 DHCP Zeroconf
Armadillo-230 oS IP
Windows XP TCP/IP IP
Armadillo-230 DHCP Zeroconf
6.3.
Armadillo-230
6.3.1. DHCP
Armadillo-230 DHCP
DHCP Armadillo-230 DHCP IP
PC DHCP Armadillo-230

6.3.2. Zeroconf

Armadillo-230 DHCP Zeroconf (IPv4LL) 1P
Armadillo-230 PC
PC Zeroconf
Zeroconf Windows IP (APIPA) Zeroconf
(169.254.0.1 169.254.255.254)
255.255.0.0 IP IANA (Internet Assigned Numbers
Authority)
Zeroconf IP
169.254.0.1 169.254.255.254 IP
255.255.0.0 PC Zeroconf
IP Armadillo-230 IP
Armadillo-230  Zeroconf IP
IP
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6.3.3. IP
Armadillo-230
PC
Armadillo-230 IP
AT Admin: System — Network
6.4. Bonjour
Bonjour Armadillo-230
Bonjour Jdocal
WEB URL http://a230-0.local/
) 2
2 http://a230-1.local/ 3
Armadillo-230 AT Admin
MAC
Bonjour MAC
4-2 ““Bonjour””

http://a230-2.local/

Armadillo-230 WEB
5.5.2
( a230-0 )
Bonjour
( Armadillo-230

Bonjour

Internet Explorer
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7.

7.1. Armadillo-230
° LED( )

7.2. Bonjour Armadillo-230

® | AN Link LED

® Bonjour PC
o
7.3.
® AUTO ( ) IP STATIC(
IP
WEB
TIPS

Internet Explorer Version 6

Armadillo-230

Armadillo-230

Bonjour

WEB

WEB

WEB

Armadillo-230

LAN

UDP 5353
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