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Armadillo-230

Armadillo-230 2

Oos( ) Linux
Linux C
|
Armadillo-230
Armadillo-230 Armadillo-200 Software Manual
PC WEB
PC WEB
Armadillo-230 2
Armadillo-230
SSH(Secure Shell)
SSH PC Armadillo-230
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2.3.

1/0

CMOS

CMOS

2.4. Power over Ethernet( )

® LAN
Type-B

® [|LAN
Power over Ethernet LAN HUB

( ) (AS IS)

2.6.

Armadillo ()
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3.

3.1.
Armadillo-230
@
©)
® {0
¢ 2
:
® ° Q ®)
CEEEEE § @®
("\ = o|ojojojojo
@ \O} ‘- @
3-1 Armadillo-230
LED( )
Armadillo-230
usB
LED( )
LED( )
GPIO
NAND
NAND ( )
AC DC5v AC
JP1 JP2
Hardware Manual 5.15. JP1, JP2 ( )

Hardware Manual 5.
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LAN 2  Active LED( )
LAN
LAN 2
LAN
LAN 2 Link LED( )
LAN
LAN 2 MAC
LAN 2 MAC
LAN 1 Active LED( )
LAN
LAN 1
LAN PoE(Power Over Ethernet) *
*PoE PoE PoE
LAN 1 Link LED( )
LAN
LAN 1 MAC
LAN 1 MAC
3.2.
Armadillo-230
Armadillo-230
® LAN ( 5 PC )
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3.4.LAN
LAN
Armadillo-230 LAN
Armadillo-230 2 LAN
3.5.
AC
Armadillo-230 LED( ) LED( )
LED( )
LAN Link LED
3.6. Armadillo-230
AC Armadillo-230
Armadillo-230
Armadillo-230
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4. Armadillo-230

4.1. Bonjour

Armadillo-230 Bonjour Bonjour PC
Armadillo-230 1

(Apple Web )

Bonjour
Bonjour IP
Bonjour IP

IP DNS

4.1.1. Bonjour

4.1.1.1. Windows
Windows  Bonjour Bonjour for Windows
WEB

- - - Bonjour for Windows
http://www.apple.com/jp/ftp-info/reference/bonjourforwindows.html

BonjourSetup.exe

4.1.1.2. Mac OS X
Mac OS X Bonjour

4.1.1.3. Linux
Linux Avahi nss-mdns Bonjour
1 PC (ON] IP
6
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4.1.2.
Bonjour Armadillo-230 Windows
(0N
Windows PC  Internet Explorer
Bonjour Internet Explorer( 1E) Bonjour
V) - (E) - Bonjour
BRCADGE W=D AR
W)l =T *
« AF—5A Ji—(B) poRAn @) §
152703 15— wEE Cirl+E
EFI'IJ: {E} = « Bon il:l'
REOBRHCERE  F5 R
A A0 FILA
TJ-Fim D
=200 Dizcuss
s PASEE P oo SATHN
FEEFTE F11

4-1 Internet Explorer
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IE Bonjour

3 F& X — Mac 05 X — Bonjour — Microsoft
e REE FTO BREICADG W-)LT

Ox-Q ¥R G Pw=d

FEAD :iEl httpe/ Awen.app le.comdjp/ macosxfeatures/

Bonjour x
‘. Bonjour [Z00T |

7 AT Admin on a230-0 [0011:0G000051] | Le

4-2 “Bonjour”
1 Bonjour Apple WEB
AT Admin on a230-0 [00:11:0C: XX:XX:XX] Armadillo-230
AT Admin on a230-0 [00:11:0C:XX:XX:XX] Armadillo-230
AT Admin
AT Admin on a230-0 7.2 Bonjour Armadillo-230
AT Admin 6

PC
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4.2.

2
Armadillo-230 Ethernet

4.2.1.
Armadillo-230

Auto-MDIX
Auto-MDIX

4.2.2. Armadillo-230

Armadillo-230
Armadillo-230

Armadillo-230 LAN
Armadillo-230

Armadillo-230

Armadillo-230 Armadillo-230

11



Armadillo-230

Startup Guide 1.0.4

4.3.
Armadillo-230 2

® Portscan
° ASCII

/@ TIPS

Snort NIDS?2
Snort
4.3.1. Port scan
Port scan Armadillo-230

e Armadillo-230

4.3.2. ASCII
Armadillo-230 ASCII

2 Network Intrusion Detection System
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4.3.3.

Armadillo-230

256KB

256KB +
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5.WEB Armadillo-230

5.1. Armadillo-230 AT Admin

Bonjour Armadillo-230 WEB 5-1 Armadillo-230
Armadillo-230 AT admin Overview AT admin Overview
Packet Scan System

Overview

Packet Scan

System

3
AT Admin

Overview Packet Scan

Packet Scan

Packet scanning is not active

Network

IP Address: 1
MAC Address: 00:11:0

Host name: 3230-0

Uptime

0 days, 0 hours, 36 min, 3 sec

Firmware

(AtrmarkTechnofArmadillo-2

AT Admin version 1.62
@ 2006 Atmark Techno, Inc

5-1 AT admin: Overview

14
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5.2. AT Admin:
AT Admin Armadillo-230 Overview
(Packet Scan System) 5-2

admin admin

OK

admin
2B o v
FEAT— P

(1020 - PR T3

[ ok [ &t |

5-2 AT Admin: System /
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5.3. AT Admin: Overview

Overview Overview 4

Packet Scan
Network
Uptime
Firmware

5.3.1. Packet Scan
Packet Scan

5.4 AT Admin: Packet Scan

5.3.2. Network

Network

IP Address
IP IP (auto) DHCP
Zeroconf IP (static)

MAC Address
MAC

Host name
a230-0

5.3.3. Uptime
Armadillo-230 (days) (hours) (min)
(sec)

5.3.4. Firmware

Dist

Kernel
Linux

16
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5.4. AT Admin: Packet Scan

Packet Scan Armadillo-230
Enable package scanning
Packet Scan 2

® Detection Types
® Alerts

AT Admin

Packet Scan

Packet Scan Configuration

Enable packet scanning []

Portscan detection

Content detection

Email address
SMTP Server

Send alert notices every atmax

5-3 AT Admin: Packet Scan

17
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5.4.1. Detection Types

Portscan detection
Content detection

5.4.2. Alerts

Email address
SMTP Server
Send alert notices every

5.4.3.
Update

Save & Load

ASCII

SMTP

60

Armadillo-230

Armadillo-230
5.5.7 AT Admin: System —

18
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5.5. AT Admin: System

5.5.1. AT Admin: System — System Overview

System Overview Armadillo-230 System Overview
3

® Network Info
System State
® Firmware

AT Admin

B ETTE Packet Scan

System Overview etk Firenaeall Bridge Password Firrrieare Save & Load

IP Address 192 16810233 (auta)
MAC Address 00:11:0C:00:00:4F

Host name 3230-0

Traffic 2678 packets received
427 packets sent

Zeroconf Active

show ifconfig

Load 0.00 {amin average)
Memory 29704k available, 14240K free

Uptime 0 days, 0 hours, 41 min, 48 sec

show merminfo
showy syslog

Version atmark-distv1.7.1 (AtmarkTechnoiArmadillo-230.Recover)
Hernel 26512 3-39-8

5-4 AT Admin: System — System Overview
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5.5.1.1. Network Info
Network Info

IP Address IP

(auto) DHCP

Zeroconf

1P

(static) IP

MAC Address Armadillo-230
Host name
Traffic
Zeroconf Bonjour

show ifconfig
ifconfig

5.5.1.2. System State

Load (Load Average)
Memory

Uptime Armadillo-230

MAC

a230-0

show meminfo show syslog meminfo

5.5.1.3. Firmware

Dist

Kernel Linux

Show ifconfig
ifconfig

20
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5.5.2. AT Admin: System — Network

Network
Network 2

° 1P
. Hostname

Packet Scan

Swystem Cverview Metwork Firewall Bridge

ATOIP &
STATICIP (O Address

Metmask
Gateway

DMS Server

Hostname | 3230-0

[ Update ][ Cancel ]

Fassword

[aptional)
[aptional)

Firmware

Save & Load

5-5 AT Admin: System — Network
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55.2.1. IP
AUTO IP IP
DHCP
Zeroconf
STATIC IP IP
Address: IP
Netmask:
Gateway:
DNS Server:
DNS(
5.5.2.2. Hostname
a230-0
.local
WEB

Bonjour

DHCP

a230-0.local

DHCP
6
DNS
Armadillo-230
6.4 Bonjour

22
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5.5.2.3. Update
Update Armadillo-230

AT Admin

Ak — IR EAREESNEL:

S b T — CHEEANERL. BERLET.
WEBZ SO EEFERL. Armadillo-2300arLEDINET T 2E TE TG
BEBonjouriE ERREL TRy =2 TP 2L EL TH, .

Hosthame: a230-0
IP Address: static (192.168.10.80)
MAC address: 00:11:0C:00:00:4F

5-6 AT Admin: System — Network Update

Armadillo-230 LED( )
Armadillo-230

Armadillo-230
5.5.7 AT Admin: System —
Save & Load

23
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5.5.3. AT Admin: System — Firewall

Firewall
3
e Incoming Traffic

e  Outgoing Traffic
. Forwarded Traffic

AT Admin

) Allow all traffic

@ Allow only the Tollowing traffic

5353 UDP
HTTP TCP
SSH TCP

[J1024:65535 TCP
[J1024:65535 UDP

Jzmp

Delete selected  Edit selected

) Allow all traffic

& Allow only the following traffic

DOMAIN TCP
DOMAIN UDP
MNTP LDP

HTTP TCP

SMTP TCP
102465535 TCP
1024:65535 UDP

[CJIcme
Delete selected  Edit zelected

[ Foreard IP traffic
& Allow all traffic
O Allow only the following traffic

Delete selected  Edit zelected

[ Update H Cancel ]

System Overview Metwark

Firewall Bridoe Fassword Firmmware

Add new

Add new

Add new

Save & Load

5-7 AT Admin: System — Firewall

24



Armadillo-230

Startup Guide 1.0.4

5.5.3.1. Incoming Traffic
Incoming Traffic
2

Allow all traffic

Allow only the following traffic

5.5.3.2. Outgoing Traffic
Outgoing Traffic Armadillo-230

Allow all traffic

Allow only the following traffic

Allow only the following traffic

DOMAIN TCP DNS
DOMAIN UDP DNS
HTTP TCP CGl
SSH TCP SSH
1024:65535 TCP Non-Privileged Port

1024:65535 UDP

Non-Privileged Port

ICMP

Ping

Allow only the following traffic

DOMAIN TCP DNS

DOMAIN UDP DNS

NTP UDP NTP

HTTP TCP CaGl

SMTP TCP

1024:65535 TCP Non-Privileged Port

1024:65535 UDP

Non-Privileged Port

ICMP

Ping

25
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5.5.3.3. Forwarded Traffic
Forwarded Traffic 2
Allow all traffic

Allow all traffic

Allow only the following traffic

5.5.3.4.
Incoming Traffic Outgoing Traffic Forwarded Traffic

Add new
Edit
selected
ﬂ TIPS
Edit selected
Delete
selected
y TIPS
Edit selected Add new

26
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AT Admin

Packet Scan

System Ceryiew Metwiork Firewall Bridge Fassword Firrmmsare Save & Load

Protocol
@ Tocr O UDP O ICMP
Service

@& well known service: | ftp hd
o Specific port: uze ; to specify port ranges

Interfaces
In:| Any ¥ oot | Any ¥

Protocol Service Interfaces
Protocol
TCP Transmission Control Protocol
UDP User Datagram Protocol
ICMP Internet Control Message Protocol
Service TCP UDP TCP
UDP
()
/
ssh ssh 22 )
22 ssh 22 )
22:25 22(ssh), 23(telnet), 24, 25(smtp)
Interfaces Any br0O ethO ethl
Any
br0
ethO LAN 1
ethl LAN 2
OK

Cancel

27
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5.5.35.

Save & Load

Cancel

Armadillo-230
5.5.7 AT Admin: System —

28
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5.5.4. AT Admin: System — Bridge

Bridge

Bridge Overview

Stored MAC Addresses
e STP Details

Bridge

Bridge

System Overview

AT Admin

Metwork

Bridge name brl

Firemall

Bridge Fassword

Bridge ID 3000.00110c000047

STP enabled vyes
Interfaces eth0 ethi

Rgeing Timer
1.18
16,26
11.41
0_aa
0.0o
zl1.17
0.07
l4.30
l&6. 46
517
11.9z2
Z_Z6

2000 0011000004 £

Port MAC Rddress Local Rddress?
1 O0:08:4e:40:ah:95 no
1 O0:0f:ea:56: 3a:c® no
1 O00:11:0%9:3Z2:e0:6e no
1 00:11:0c:00:00:-4£ Fes
Z 00:11:0c:00:00:80 Fas
1 O0:11:0c:00:00:¢6e no
1 00:12:72:d7:ch:cZ no
1 00:13:72:d8:Eb: 38 no
1 00:13:d3:ed4:be:dd no
1 00:40:33:el:7£:52 o
1 00:g0:67:75:26:cd o
1 O0: ££:7h:99:72:60 no
bro
bridge id
designated rookt g8000._00110c00004 £
root port ul
nax age Z0.00
hello time Z.00
forward delay 4,00
ageing time 300.00
hello timer 0.0
topology change timer o.oo
flags
ethd (1)
port id g00l1
designated root Z000.00110200004f£
designated bridge 0000011000004 £
designated pore g00l1
designated cost o
flags
ethl (Z)
port id g00z2
designated root g8000_00110c00004 £
designated bridge S000. 0011000004 £
designated port 8002
deziqnated cost a
flags

path cost
bridge max age

Firrmare

bridge hello time
bridge forward delay
go interwval

tCon timer
go timer

state
path cost 100
message age timer o.o0a
forwvard delay timer
hold timer

state
path cost 100
message agye timer o.oo
forward delay timer
hold timer

o]
Z0_00
Z.00

forwarding

disahled

[
(=]
(=)

Save & Load

5-8 AT Admin: System — Bridge
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Bridge 2

Basic Configuration
STP Configuration

AT Admin

Syrstem Owe ey Mletwark Firewall Bridge Fassword Firmmare Save & Load

Activate Bridge

Interfaces to bridge  atho  ethi

Ao Drefired

MAC table ageing time seconds
Enable STP
Auto Defined
Bridge Priority (0 ~ 65,535)
Forwarding Delay [] 4 seconds (4 ~ 30)
Hello time seconds (1 ~ 100
Max message age seconds (6 ~ 40)
eth( port priority 0~63)
ethd path cost (1 ~B65,535)
eth1 port priority 0~63)
eth1 path cost (1 ~B65,535)

Uy VSREFEELLIRS. R CSRER RSV AT LA RN E T

30
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5.5.4.1. Bridge Overview
Bridge Overview

Configure
Bridge name
Bridge ID Armadillo-230 MAC
STP enabled a230-0
Interfaces
5.5.4.2. Stored MAC Addresses
Stored MAC Addresses Armadillo-230 MAC
Port LAN MAC
1 LAN 1
2 LAN 2
MAC Address MAC
Local Address Armadillio-230 MAC yes
Armadillo-230 MAC no
Ageing Timer MAC
300 ( MAC
)
5.5.4.3. STP Details
STP Details STP(Spanning Tree Protocol)
STP
5.5.4.4. Basic Configuration
Basic configuration
Activate Bridge Armadillo-230
Interfaces to bridge LAN
MAC table ageing time MAC Auto 300

31
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5.5.4.5. STP Configuration
STP Configuration STP

Enable STP Armadillo-230 STP
STP

Bridge Priority Armadillo-230
0 65535 Auto 32768
Auto

Forwarding Delay
4 30 Auto 15

“4 )

Hello time Configuration BPDU
1 10
Auto

Max message age BPDU 6 40
Auto 20 Auto

ethO port priority EthO 0 63
Auto

ethQ path cost EthO 1 65535
Auto

ethl port priority Ethl 0 63
Auto

ethl path cost Ethi 1 65535
Auto

5.5.4.6.
Update
Cancel

32
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5.5.5. AT Admin: System — Password
Password Packet Scan  System

AT Admin

Packet Scan

Systermn Owerview Ietwark Firewall Bridge Password Firtriware Save & Load

Username |admin
Current password
New password

Confirm new password

5-9 AT Admin: System — Password

5.5.5.1. User and Password Details
Username admin
Current password admin
New password

Confirm new password

33
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5.5.5.2.
Update

Save & Load

Armadillo-230
5.5.7 AT Admin; System —

34
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5.5.6. AT Admin: System — Firmware

Firmware ( ) Linux

AT Admin

Overyiew Facket Scan

System Overyvien Hetwark Firewal | Eridge Paszword Firmware save & Load

od

]l
LF| Ey¥ |

4 A-UTr A NOAFTO-FETHE, BT T THMEEErrUET,

EFHPICEEOEER SN ES Arnadi | 0-2300EET 20 A TSRS I FTOT, THE TN,

g, BECBEUIEEO -5 M A A-DICERTSES, Tallow all inage twpes ) (CF zw FEANT S0,
F O, L AFADTOMEE Gysten ¢ Save & Load -» Restore Defaults) phpEio A Sigsnb U,

Get firmware options |

Applications {(Userland)

[

| ™ Edit

Update userland [T altow all inage types
P

Kernel
[
| I~ Edit
Update kernel l
Current firmware download location: hittp://download. atmark-techno.com/armadi | lo-2x0/images,; change
5-10 AT Admin: System — Firmware
WEB Get firmware options
Applications (Userland) Kernel
( )

35
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5.5.6.1. Applications (Userland)
( )

URL URL
Edit URL

Edit URL

Update userland

Update userland Allow all image types
5.5.6.2. Kernel
Linux
URL Linux URL
Edit URL
Edit URL
Update kernel Linux
3 Base Recover Recover Base

36
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5.5.6.3.
Update userland  Update kernel 5-11

AT Admin

Updating Firmware

R SE TAmadillo- 2300 R TR,
Eh CEREBRZN LB S. Armadillo-230 e TR DR U T, IEECEAL .

5-11 AT Admin: System — Updating Firmware

Armadillo-230 Armadillo-230
Armadillo-230

5-10 Firmware

5.5.7 AT Admin: System — Save & Load

Armadillo-230
AT Admin 5.5.7 AT Admin: System — Save & Load

37
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5.5.7. AT Admin: System — Save & Load
Save & Load

AT Admin

Facket Scan

Systern Overviem Mletwork Firewrall Bridge Fassuord Firmware Save & Load

WIEOY AT LEEEF 250l al 7] T TS
WD AT LEETEFEEL. D7y aldfrsn LS miEEE R T

WO 2T LR, AEOSRT CTD AT LOBREAETT)
AT LA IR T, B T AE T L E T

[ Restore Defaults

AT LERILET D

5-12 AT Admin: System — Save & Load
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5.5.7.1. Save & Load System Settings

) (Save)
Network Settings Password
Armadillo-230
) (Reload)
Armadillo-230 ( )
AT Admin

VATLABRENEESNELE

Fob D SRR EE AN TR B E T
Fo kI IR ERTHAL. BEELE 7.
WEBSS BB, Armadillo- 230007 LEDTBIT T3 TiE o TV
BonjourzEFRIRIL Thy D= T r S A LEL TR, o

Hostname: a230-0
IP Address: auto
m&C address: 00:11:0C:00:00:4F

5-13 AT Admin: System — Reload

Armadillo-230 LED( )
LED( ) Armadillo-230

(Restore Defaults)
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5.5.7.2. System Reboot

(] (Reboot)
Armadillo-230 5-14 10 Armadillo-230

AT Admin

Armadillo-230F BRI LTLET

WEBZ S HEEERL. Armadillo- 2300 LECH ST 2E Tid - T
BEBonjourEE FRIAL Thy T —ATF S LEL TS .

Haostname: 5230-0
IP Address: auta
MAC address: 00:11:0C:00:00:4F

5-14 AT Admin: System — Reboot

Armadillo-230 LED( )
Armadillo-230
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6.

6.1. Armadillo-230

Armadillo-230 1P
PC Armadillo-230
6.2.
Armadillo-230 DHCP Zeroconf
Armadillo-230 (0N IP
Windows XP TCP/IP 1P
Armadillo-230 DHCP Zeroconf
6.3.
Armadillo-230
6.3.1. DHCP
Armadillo-230 DHCP
DHCP Armadillo-230 DHCP IP
PC DHCP Armadillo-230

6.3.2. Zeroconf

Armadillo-230 DHCP Zeroconf (IPv4LL) IP
Armadillo-230 PC
PC Zeroconf
Zeroconf Windows IP (APIPA) Zeroconf
(169.254.0.1 169.254.255.254)
255.255.0.0 IP IANA (Internet Assigned Numbers
Authority)
Zeroconf IP
169.254.0.1 169.254.255.254 IP
255.255.0.0 PC Zeroconf
IP Armadillo-230 IP
Armadillo-230  Zeroconf IP
IP
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6.3.3. IP
Armadillo-230
PC
Armadillo-230 IP
AT Admin: System — Network
6.4. Bonjour
Bonjour Armadillo-230
Bonjour Jdocal
WEB URL http://a230-0.local/
) 2
2 http://a230-1.local/ 3
Armadillo-230 AT Admin
MAC
Bonjour MAC
4-2 ““Bonjour>”

http://a230-2.local/

Armadillo-230 WEB
5.5.2
( a230-0 )
Bonjour
( Armadillo-230

Bonjour

Internet Explorer
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7.

7.1. Armadillo-230
° LED( )

7.2.Bonjour Armadillo-230

® LAN Link LED

® Bonjour PC
[ ]
7.3.
® AUTO( ) IP STATIC(
IP
WEB
TIPS

Internet Explorer Version 6

Armadillo-230

Armadillo-230

Bonjour

WEB

) IP
WEB

WEB

Armadillo-230

LAN

UDP 5353
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Version
1.0.0 2006/9/7
1.0.1 2006/10/20 2.2
Flash
1.0.2 2006/11/9
3
Undo Reload
1.0.3 2007/7/20
5.5.1 AT Admin: System — System Overview
5.5.4.5 STP Configuration ethl path cost
1.04 2007/9/14 2.2

5-10 AT Admin: System — Firmware

5.5.6.1 Applications (Userland)
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